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1 | INTRODUCTION

Summary

To improve the efficiency of electricity distribution, smart grids allow communica-
tion between their devices. Pieces of legacy equipment operating in the distribution
network do not communicate using any commercial protocol, such as DNP3, IEC
61850, or Modbus. Thus, herein, a middleware is proposed to allow the integration
of the legacy electrical equipment into a smart grid using wireless sensor networks
(WSNs). Each piece of legacy electrical equipment is connected to a sensor node,
and the WSN sink node runs a middleware to enable the integration of this device
with a smart grid, according to the commercial communication protocols. The mid-
dleware model is proposed to guide users in the development of a WSN-based system
for integrating electrical equipment into a smart grid. The middleware was validated
in a real environment, which is related to the concept of power metering. Experi-
ments were performed using the software supervisory control and data acquisition
and distributed test manager to validate the communication between the electrical

equipment and the computer of the power substation control centre.
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et al,? IEDs offer important characteristics for the smart grid,
such as the possibility of communicating with supervisory

The monitoring and control activities in power substations are
performed by the electrical system equipment and devices.
Regarding the control and automation of these devices,
there is a growing trend towards devices that have intelli-
gence, which are called intelligent electronic devices (IEDs).
According to the authors of Weerathunga and Cioraca' and Bi

control and data acquisition (SCADA) and control systems
over an Internet Protocol (IP)-based network, the use of stan-
dard protocols for communication, and the improvement of
the measurement, metering, monitoring, and control func-
tionalities. The interconnection, communication, and control
of these devices are embodied by the concept of the smart

Int J Commun Syst. 2017;e3380.
https://doi.org/10.1002/dac.3380

wileyonlinelibrary.com/journal/dac

Copyright © 2017 John Wiley & Sons, Ltd. | 1of15


https://doi.org/10.1002/dac.3380
http://orcid.org/0000-0001-8657-3800

ARAUJO ET AL.

285 | \WiLEY

grid, which is explained in other works.> In a smart grid,
the power distribution is more efficient because the electri-
cal devices must communicate with the operation and control
centre to adjust their operations. The smart grid considered
by the authors in Jain and Mishra’ as the 'grid of tomorrow’
or the "vision of future’ enables two-way communication, as
well as the monitoring and/or control of the energy flow,
consumer demand, voltage, etc. As many electrical devices
may be located away from the power substation, wireless
sensor networks (WSNs) provide an inexpensive and effi-
cient way for them to communicate. Previous reports present
expensive proposals for communication in the smart grid,
such as Meloni and Atzori,® where satellite communication
is used to integrate the smart-grid elements. The authors in
Sayed et al® propose a hybrid communication system for the
smart grid, which combines wireless communication with
powerline communication.

When the WSN is used to communicate with the smart-
grid elements, certain characteristics can be observed. For
example, WSNs can be used in the traditional traffic appli-
cations to monitor traffic, analyse the traffic information at
remote nodes at a given time, and then send the information
back to a central gateway or sink.'” In some WSN applications
for the smart grid, it is not necessary to save energy, as pro-
posed in other studies,!'"!* because the monitored devices are
energised by the distribution network voltage, which can also
energise the WSN sensor nodes. In a smart-grid application,
communication must always occur between the equipment
or IEDs and the control centre of the power substations.
Thus, instead of using decentralised communication, such as
D2D communication,'* we choose to use centralised com-
munication that is controlled by the power substation control
centre computer.

The modernisation of power substations involves the adop-
tion of new electrical devices that communicate using the
commercial communication protocols. However, utility com-
panies cannot dispose of their legacy equipment currently in
operation. Some of these devices may be expensive or recent
investments of the company. Thus, the utility must perform
an integration such that the legacy electrical equipment can
communicate with the smart grid. This integration can be
considered as a WSN-based solution that enables the legacy
electrical devices to communicate with the operation and con-
trol centre via a commercial communication protocol, such
as Modbus, DNP3, or IEC 61850. In previous studies, WSNs
have been used to integrate electrical devices or sensors into a
smart grid without the use of a commercial protocol.>%!>16 In
other studies, no commercial protocol was used for the inte-
gration of the devices or sensors into a power system, but
the devices satisfied some requirements of smart-grid appli-
cation, such as the latency in communication.!” Thus, we
found a few studies wherein legacy equipment was integrated
into an electrical systems using a commercial communication

protocol. None of them involved integration via the 3 com-
mercial protocols (Modbus, DNP3, and IEC 61850) used in
smart grids.

As discussed in Joel,'® there are middleware and frame-
works for WSN-based integration with a standardised smart
grid using IP-based communication. Accordingly, a middle-
ware is proposed to solve the problems related to the inte-
gration of legacy electrical equipment into a smart grid via
a standardised communication protocol (DNP3, Modbus, or
IEC 61850). This middleware runs on the sink node of a
ZigBee-based WSN, which operates on the IEEE 802.15.4
physical radio specification. The WSN sensor nodes, which
are connected to the legacy devices, enable these devices
to communicate with the power substation control centre
(PSCC) through the sink node, which is wired (Ethernet) to
the control centre computer. This middleware allows, as the
main activity, the translation of the messages communicated
between the PSCC and the electrical equipment of the smart
grid. Unlike wireless video communications, such as those
presented in Zhou et al,'”” where messages must be transmit-
ted with high quality, the messages communicated between
the PSCC and the remote electrical device need to be trans-
mitted and received with reliability, which can be improved
by using ZigBee pattern features and implementations in the
application layer.

Additionally a middleware model is proposed to guide the
development of a WSN-based system to integrate the elec-
trical equipment into a smart grid. This model is innovative
because it guides the users to develop WSN-based integra-
tion systems for a smart grid. It is based on the layers and
modules and can be expanded or adapted for other purposes.
As a case study, a real application is considered to evaluate
the requirements of a smart electrical metering application. In
Zhou et al,?° the authors detailed an architecture model that
enables wireless communication involving the home smart
meters.

A review of the literature in the area of smart grids revealed
no research into a middleware allowing a WSN to integrate
legacy equipment into a smart grid using one of the 3 commu-
nication protocols: DNP3, IEC 61850, or Modbus. The main
contributions of this study are as follows:

e The proposed solution enables electrical utilities to inte-
grate their legacy equipment into an electrical distribution
network that uses any of the 3 smart-grid standards (DNP3,
IEC 61850, or Modbus). This integration allows interoper-
ability between electrical equipment from different manu-
facturers, as well as a cost reduction in the modernisation
of the substation plant.

e A middleware model is proposed for this integration to
guide WSN-based system developers in integrating the
electrical equipment into a smart grid. This model is struc-
tured into layers, modules, and their interfaces to facilitate
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the understanding of the features and requirements that a
middleware must have to enable this integration.

The rest of the paper is organised as follows. In Section 2,
the infrastructure and the middleware model for the integra-
tion solution is described in detail. Section 3 describes the
middleware implementation, and the experiments and results
are presented in Section 4. Finally, Section 5 concludes the
paper and proposes further research.

2 | INFRASTRUCTURE
AND MIDDLEWARE MODEL
FOR INTEGRATION

An infrastructure is proposed to validate the middleware and
its characteristics. The suggested environment for validating
the experiments is a power substation, where a WSN is added
to allow communication between the electrical equipment and
the PSCC. As an electrical device to be integrated, an elec-
tronic power meter can be used to communicate with the
power substation computer via smart metering.?!

2.1 | Integration infrastructure components

The hypothetical infrastructure consists of the control centre
computer of the power substation and a WSN. Regarding the
architecture of the power substation, SCADA? runs on the
control centre computer, and the middleware runs on the sink
node of the WSN. The control centre computer, which runs
a Linux OS and has an open-source license of ScadaBR,*
is wired (Ethernet) to the WSN sink node, and the computer
and the sink node are installed inside the power substation.
The sensor node, which must be connected to the electrical
device, can be installed outside the substation, for example,
in the home of the customer in the case of a power meter.

As a case study, a scenario with the power meters con-
nected to the sensor nodes to allow the remote reading of
the costumer energy consumption is considered. A laboratory
environment is used to validate the middleware. The valida-
tion scenario consists of a WSN with 3 sensor nodes and a
sink node. Each sensor node, which must have a wired inter-
face (using RS-485 or RS-232) with the electrical device,
uses the ARM kit EKTM4C123GXL (Texas Instruments).?*
This connection allows the sensor node to receive the mea-
surements from the device and send commands to operate
it. For communication between the sink node and the sen-
sor nodes, a 2.4-GHz IEEE 802.15.4 radiofrequency (RF)
transceiver module called MRF24J40MC? is installed on
the ARM kit. This RF transceiver module allows the sink
node and the sensor nodes to exchange information using a
ZigBee-based wireless communication. As shown in Figure 1,
the sensor node is connected to an electronic power meter

FIGURE 1 Power meter Cronos 7023 and sensor node

(Cronos 7023) that allows the measurement of electrical quan-
tities, such as the voltage and current per phase and the active
and reactive electrical power. It uses the serial communication
protocol ABNT NBR 14522, which uses the request/response
model.”” In this protocol, for every read request, there is a
response of 258 octets, which is received 1 second after the
corresponding request is sent. In this study, a periodic read
request is performed on the meter every 5 seconds to satisfy
the response time of Cronos 7023. Although the connection
of these meters with the sensor nodes allows the monitoring
functionalities of the distribution network,?®** our proposal
uses this connection only for measuring the electrical power
used by the consumers.

As shown in Figure 2, the sink node, which is represented
by the Raspberry Pl model B,*' is wired (Ethernet) to the com-
puter. This node runs a middleware that consists of modules
that were developed using the Python language. In a previous
study,*? a middleware to be installed in the remote terminal
unit (RTU) was developed, and its purpose was integrate elec-
trical devices into a smart grid using WSNs.*? Old or small
power substations do not have a RTU, which motivated us to
develop a novel middleware to be installed in the sink node
of WSNs. The main advantages of this middleware over the
previous ones are that it does not require a RTU to run and
allows device integration using any of the 3 commercial com-
munication protocols (DNP3, IEC 61850, and Modbus). The
connection between the sink node and the computer allows the
SCADA application to request the reading of a device variable
and receive a response to that request.
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FIGURE 2 Wireless sensor network (WSN) topology and computer

Transmission Control Protocol (TCP)/IP in their communi-
cation. Thus, it is important that the middleware model has
a TCP/IP protocol suite to allow communication between the
smart grid and the equipment.

Conversion/Translation Layer—The legacy electrical
equipment can be integrated to a smart grid that uses one
of the following protocols: DNP3, IEC 61850, or Modbus.
The model has a conversion suite that allows the translation
of the message structure according to the specific protocol
(DNP3, IEC 61850, or Modbus). After the TCP/IP stack is
executed, the message payload is extracted, the protocol type
is recognised by the TCP communication port, and the trans-
lation process converts the message structure of the specific
protocol into the WSN message structure.

Data Storage Management—This module manages the data
storage in the SCADA application request and its response. It

Sink Node

Data Storage

Data Storage Arca  <—3» Management

Converner/Translator Layer

(Smart Grid Conversion Suite)

!

Transport and Internet Layer
(TCP/TP Protocol Suite)

:

Ethemnet

" g WSN Management Module

Gy i i - !

FIGURE 3 Model of a middleware for the wireless sensor network (WSN)-based integration of the electrical devices to a smart grid

A middleware model is proposed to guide users in the
development of a WSN-based system for integrating electrical
equipment into a smart grid. Figure 3 presents a flow diagram
of the model, where the bidirectional arrows represent con-
nection or interface between the modules. The modules are
detailed as follows.

Ethernet—The electrical devices of the modern power sub-
station are connected using local area networks. The Ethernet
standard (IEEE 802.3) is one of the technologies used for
communication between the control centre and the IEDs or
RTU. Thus, a physical and data link layers should be included
to allow the integration.

Transport and Internet Layer—Some protocols for smart
grids, such as Modbus, DNP3, and IEC 61850, use

is responsible for receiving the converted message from the
conversion layer. It extracts the fields of this message, which
represent the data, and stores them in the data storage area. To
maintain compatibility with the IEC 61850 standard, which
uses an XML-based language called the System Configura-
tion Description Language (SCL), the data can be stored in the
XML format. After the message fields are stored, this module
must inform the query manager of the arrival of a request or
query. The storage of the response data must also be managed
by this module.

Communication Requirement Management—The smart-
grid monitoring and operation are critical applications, and
the communication related to these functions must satisfy
certain requirements. For communication between electrical
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equipment and a smart grid, WSNs must exhibit character-
istics such as security, a short response time, and reliability.
The query manager uses the strategies implemented by the
communication requirement management to allow communi-
cation with these characteristics.

Query Manager—This module is responsible for perform-
ing queries on the sensor network. It detects the arrival
of a request, receives the data (message fields) from the
data storage management module, packs these data to cre-
ate the query message, and, by using the strategies of the
communication requirement management module, performs
the query.

Scalability Management—Electrical power utilities receive
new consumers daily. This module allows a new sensor node
(integrated into a piece of electrical equipment) to be auto-
matically recognised and added to the WSNs. The new sensor
node receives an identifier (ID), which is stored in the node
conversion table. In the case of the 'IP network overlay sen-
sor network’ approach,’ this table can be used to perform
conversion between the node virtual IP and the node ID.

RF Interface—This module operates the radio transceiver,
including sending and receiving data and configuring the
radio transceiver, among other functions. It receives the query
packet and calls a sending function to send the packet to the
destination node. Another important task performed by this
module is detecting the arrival of the response packet and
calling a receiving function to receive it.

This model is used as a reference for the implementation
of the middleware for integrating legacy electrical equipment
into a smart grid. This implementation is presented in the
next section.

3 | MIDDLEWARE BASED ON WSN
FOR INTEGRATING LEGACY
ELECTRICAL EQUIPMENT INTO
SMART GRID

The middleware presented herein represents a novel approach
of the concentrator core that was developed in a previous
research and published in Arajo et al.*? Electrical power sub-
stations of small communities and old substations do not
have an RTU, preventing the installation of the previous
middleware.*> Thus, a novel middleware based on the model
presented in the previous section is proposed to be installed
in the sink node.

As shown in Figure 4, this novel middleware consists of
Python modules that run within the converter and WSN
interface layers. The middleware modules, which are related
to the model described in the previous section, are detailed as
follows.

Master.py—This module starts the other Python modules
and, regarding the middleware model, is the core of the ' WSN
Management Module'. It has a Python class called Manage-
ment, which has a method for initialising the modules proto-
col.py, smartgrid.py, and interface.py. It also has a method
called request(), which is responsible for starting the query
on the WSNs. Regarding the model, this method performs
one of the tasks of the 'Query Manager module and uses the
strategies of the 'Communication Requirement Management’
to satisfy the security, reliability, and response-time require-
ments for WSN communication. These strategies are not
be presented herein, as they were discussed in a previous
paper.*

SINK NODE
WEN SmartGrid Module Interface Module " Master Module wmn\
interface | {w |
Layer
<> [ Nodes | <> [Management] <>
Smart

|

A T «.. Y. - i

Converter L—— *_77' ......................... - reresa gy '

MMS/Sink Frame | | DNP3 Frame/Sink “‘;[:‘T;‘r:_’;“" GET command
converter Frame converter b —

A A _A A i

[Tl v v v g

TCP port for [EC TCP port for TCP port for TCP port HTTP

(102) DNFP3 (20000) Maodbus (502) £O0BD :
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v v ¥ :

TCP/IP Stack

A H

N @ ;
Ethernaet RF Signal

FIGURE 4 Middleware components within the sink node
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Interface.py—This is another important module in the
middleware. It has a class called nodes, and regarding
the model presented previously, it has methods that rep-
resent tasks of the '‘Query Manager module. This class
has methods such as request _lock(), request_release(),
del_NODE(), and add_NODE(). The methods request_lock()
and request_release() function as a lock, and the queries
performed via the SCADA application are prioritised for
sending data to the sensor network. Thus, these methods
block any command sent by IP access of the Web appli-
cation, providing control because of SCADA. The method
add_NODE() aims to initialise the node data and create a
new alias for the network interface, thus creating a unique
virtual IP for the sensor node. The unique IP, the ID of
the node, and its basic information are stored in a rout-
ing and control table. The method del_ NODE() performs
the reverse operation of add_NODE(). It removes all sen-
sor node information from the routing and control table.
The method add_NODE() allows the integration of a sen-
sor node in the network without the manual configuration of
this node.

Protocol.py—The module protocol.py is basically the
WSN communication protocol. It performs activities that
are related to the tasks executed by the 'Query Manager
'RF Interface Module’, and 'Communication Requirement
Management modules of the middleware model. It has the
following classes: crypt, data, and comm. The crypt class
is responsible for data encryption. It comprises the meth-
ods encrypt(), decrypt(), crypt(), setHASH(), getHASH( ), and
getNEXThash(), which are used to encrypt and decrypt the
data to be communicated in the WSN, as well as to create,
configure, and change the encryption keys. In the middle-
ware model, this class is related to the 'Communication
Requirement Management module. The class data basically
consists of the methods encode() and decode(). These meth-
ods are intended to convert the default message structure
used by the middleware to the query packet structure used
by the WSNs. Encode() uses the method pack() to make the
WSN query packet and decode() uses the method unpack()
to extract the fields of the WSN responses. Message redun-
dancy techniques (sending and checking CRC) are used by
the methods encode() and decode() to allow greater reliabil-
ity in the WSN communication. The class data are strongly
related to the activities performed by the 'Query Manager’
module of the middleware model. The class comm is respon-
sible for communication between the Raspberry PI and the
radio transceiver. It consists of methods such as init(), close(),
cleanSerial(), send(), and receive(), which are intended to set
the parameters of the radio, close the serial connection, clean
the serial buffer, send data, and receive data, respectively.
According to the middleware model, the methods of the class
comm perform tasks related to the 'RF Interface Module'. This
module and the previous ones are beyond the scope of the

present work, as they were selected to be presented in a future
paper.

Smartgrid.py—The module smartgrid.py creates a link
between the SCADA application and the sensor nodes. This
module has a class called smartpoll, which has the methods
waitRequest(), sendResponse(), and commlinterface(). The
method waitRequest() waits for a request from the converter
layer and receives it. Then, the method commlinterface() is
invoked to send the request to the module Interface.py. The
module smartgrid.py has a poll (buffer) to store data received
(responses) from the sensor nodes. These stored data can be
used as a response for the SCADA application. The method
sendResponse() is invoked to send the response stored in the
poll to the converter layer.

Converter Layer—To receive requests from the TCP/IP
layer, the converter modules in the converter layer create
new servers on the ports related to the standard protocols:
DNP3, IEC 61850, and Modbus. For example, if the query
is performed by the SCADA application using the Modbus
communication protocol, the module "MODBUS frame/sink
frame converter creates a new server on port 502 to receive
the commands from SCADA. According to the TCP port that
receives the request, the server associated to it is required.

The module DNP3conv.py (DNP3 Frame/Sink Frame Con-
verter) has a class called DNP3Server with 4 methods:
startServer(), linkLayer(), transportLayer(), and AppLayer ().
The method startServer() instantiates the server and receives
the request parameters of the SCADA application using the
DNP3 protocol. The method linkLayer() extracts the fields
of the DNP3 frame header and then breaks and reassembles
the frames to compose the fragments. The method transport-
Layer() breaks and reassembles the fragments to compose the
message. The method AppLayer() maps the static data of the
request to the electrical parameters recognised by the middle-
ware and maps the point indeces of the request to the sensor
node IDs.

MODBUSconv.py (MODBUS frame/sink frame converter)
is a module composed of 5 methods: init(), setVal-
ues(), StartTepServer(), getALLdata(), and getSINGLEdata().
These methods perform several tasks, eg, instantiate the
server and receive the request parameters, extract the fields
of the Modbus Application Protocol header, convert the slave
address to the sensor node ID, extract the function code and
convert it into the query parameter, and break and reassemble
the Modbus TCP message.

The module /IECconv.py (Manufacturing Message Specifi-
cation [MMS] frame/sink frame converter) comprises some
classes, among which the most important is ledServer, which
has the methods ledServer_create(), ledServer_start(), led-
Server_stop(), and ledServer_destroy(), among others. These
methods allow us to create an IEC 61850 server applica-
tion and manage the complete MMS protocol stack and the
[EC 61850 data model. Additionally, they start the protocol
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stack, listen for client connections, feed process values to
the MMS server, react to client activities, stop the MMS
server, and free all the resources allocated by the IedServer
instance. The class ledServer also has methods for feed-
ing process values, ie, handling process values of a client
application for the MMS server. These methods are led-
Server_lockDataModel(), ledServer_updateAttributeValue(),
and ledServer_unlockDataModel().

3.1 | Mapping messages of commercial
protocols and WSN

The converter layer receives the message via the commercial
smart-grid protocols and translates it into a message struc-
ture recognised by the WSN. In the opposite case, it translates
the response from the WSN into a message recognised by the
protocol that made the request. A mapping of the protocols is
proposed to perform these translations.

3.1.1 | Mapping Modbus and WSN messages

The MODBUS protocol has a message structure defined by
a simple protocol data unit (PDU) consisting of 2 fields: the
data and a function code. Fields can be added to the PDU
frame to create an application data unit. The Modbus protocol
presents a data model based on 4 data types: discrete input,
coils, input registers, and holding registers.>* The main vali-
dation of this work is the remote reading of the power-meter
voltage. The data type "holding register is chosen because its
size is a 16-bit word and it allows the data to be changed by
an application program. To facilitate the mapping, we organ-
ise the stored data into blocks. Thus, the smart-grid poll has
a memory block to store the holding registers, as shown in
Figure 5.

Modbus requests made by the SCADA software are identi-
fied by the converter layer, which is running Modbus service.
This service extracts the important fields from the request,
such as the function code, the initial address, and the num-
ber of registers, and stores them in the smart-grid poll. The
module smartgrid.py has a method called waitRequest() that
identifies the action related to the function code. As the action
is a read, the method waitRequest() takes the data stored in
the WSN response buffer for Modbus and stores them accord-
ing to the initial address of the holding registers area. In this
study, to reduce the response time in the request of a power
meter reading, a periodic query (each 5 min) is performed in
the WSN. Periodically, the method Comm() is invoked by the
method request() (module Master.py) to perform a query on
all the nodes of the WSN. Thus, when the SCADA application
performs a request on the network, the readings related to the
power meters are already stored in the WSN response buffer.
As shown in Figure 5, the WSN message frame is repre-
sented by the following octet blocks: ‘node identifier , which

PDU

Address Function code Data Error check

ADU
Modbus message frame

[ Node Identifier }{ Action }{ Data

WSN message frame

] [ Error check }

register 1 field 0
register 2 field 1
register 3 field 2
register 4 field 3

Mapping table of the registers and fields

[

Modbus
“function code
<«— WSN

response

buffer

I l Modbus
> <—— Holding

Registers

memory blocks

Memory allocation for the requests and responses

FIGURE 5 Mapping the message frames of the protocols

has 4 octets and represents the target sensor node; "action’,
which has one octet and represents the request and response
commands; ‘data’, which has 12 octets and stores the elec-
trical quantities, with each quantity represented by 4 octets;
and "error check’, which has 2 octets. The "data’ block has 12
octets because each request can return 3 electrical quantities
related to phases A, B, and C.

3.1.2 | Mapping DNP3 and WSN messages

The DNP3 protocol uses master/outstation communication,
where the master sends a request to the outstation, which
must respond.*® The outstation can be represented by an IED,
which controls or monitors electrical devices. For example,
a potential transformer (PT) can be connected to the IED
by a point (instance of a point type) of the type 'analog
input’. Inputs are values that are measured, read, or gener-
ated by the electrical device. Some PTs can be connected to
the same IED, which consists of a point array of the same
type. Each point of this array has an index number called
the 'point index’, which is a zero-based numeric ID that dif-
ferentiates unique instances of points having the same point
type.*> Each message communicated between the master and
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the outstation must have a 'group’, which classifies the type
of data in the message. For example, the request to read the
PT voltage at a given time is configured by group 30 (cur-
rent value of the point). Finally, the variation informs the
encoding format for many of the data types.* Using the pre-
vious example, the voltage value generated by the PT can be
represented by variation 5, which has a format of a 32-bit
floating-point value with flag. After certain concepts of the
DNP3 protocol are explained, the memory mapping will be
presented.

The DNP3 service, which runs in the converter layer, con-
stantly listens on TCP port 20000 for a request. When the
SCADA software performs a DNP3 request for the volt-
age reading of an electronic meter, which is connected to
a sensor node, this service receives the DNP3 data frames,
assembles the segments, and traces the DNP3 fragment. This
request fragment is stored in the smart-grid poll. Because the

Application 0 Application .
Sl Object Header Beealr DNP3 Object
DNP3 Fragment Structure
Node .
‘ Indentifier ‘ ‘ Action W ‘ Data ‘ ‘ Error Check J

WSN Message Frame

DNP3 memory block
10 Application Header
20 Application Header [0x81

30 Application Header |octet created
40 Application Header |octet created
10 octet Object Header [repeat

20 octet Object Header |repeat

WSN response buffer|

30 octet Object Header
40 octet Object Header
Object prefix 0x04

10 octet DNP3 Object |10 octet of value
20 octet DNP3 Object |20 octet of value
30 octet DNP3 Object (20 octet of value
40 octet DNP3 Object (30 octet of value

repeat

Mapping table of DNP3 fragment and WSN message fields

) ] WSN response buffer
Application Header
[
Object Header
| l
— DNP3 Objects

Memory blocks
Memory allocation for the requests and responses

FIGURE 6 Mapping the DNP3 fragments and the wireless sensor
network (WSN) messages

validation of the middleware is related to the power-meter
voltage readings, we select the following DNP3 data charac-
teristics: point type as the analog input, a point index starting
at 0, a group type of 30 (current point value), and a variation
of 5 (32-bit floating-point value with flag). Figure 6 shows
the DNP3 fragment structure, the mapping table with the data
of the DNP3 memory block and the WSN response buffer for
DNP3, and the memory allocation and copy for the requests
and responses.

After receiving a request, the DNP3 service stores the
fragment in the smart-grid poll and notifies the module smart-
grid.py that a request has arrived. This module has a class
called waitRequest() that extracts the second octet of the
application header. This octet contains the function code
related to the action to be performed at the point (electronic
meter). In this validation, the action has been set for read-
ing whose function code is 0x01. The method waitRequest()
extracts the object header octets, whose fields contain infor-
mation regarding the object type (Ox1E - group 30, 0x05
- variation 5), object prefix code (0x04 - objects are pre-
fixed with object size), and range specifier code (0x07 -
range field contains 1-octet count of objects). Then, method
waitRequest() assembles the response in the WSN response
buffer for DNP3 as follows: It repeats the first octet of
the application header; stores the value 0x81 in the second
octet (solicited response function code); sets the bits of third
and fourth octets, which are related to the internal indica-
tions of the response; repeats the octets of the object header;
stores the value 0x04 in the octet related to the object pre-
fix (data size: 32-bit floating-point); and finally stores the
32-bit data value in the last 4 octets. After mounting the
response, the method waitRequest() performs a memory copy
of the WSN response buffer for the DNP3 memory block

Server
Client
/ VMD \
Read Named variable: Anin1

Anin1 _Name: mag
Type descriptidn: f
Functional Deécription: MX

SCADA -
request

IEC61850 | Hesponse

mag (f) Address: 0x0Q85
1

3 convdrsion
AY tab:e

\ 1
1

\
oo

Memory block in
\ smart grid poll J
FIGURE 7 Mapping the IEC 61850 objects and the wireless sensor
network (WSN) messages
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and notifies the DNP3 service that the response fragment
is ready.

3.1.3 | Mapping IEC 61850 and WSN
messages

In the converter layer, the IEC 61850 conversion uses the
MMS protocol in the client/server model. The client is the
computer running SCADA or another supervisory software,
and the server is the hardware device (electronic meter) or its
control system. This MMS server must offer the client ser-
vices such as read, write, and report management. The sink
node has a Virtual Manufacturing Device (VMD) object that
functions as a container in which all other objects are stored.
Within it, the named variable object is defined. This object
represents the voltage value of the electronic meter. Its key
attribute is the variable name, and it has other attributes, such
as the type description, access method, functional constraint,
and address. To validate this work, we use the following
objects and attributes: GGIO as the VMD object, which is
the container of other objects; Anln is the named variable
object, which is related to the voltage value of the meter; mag,
which is the variable name attribute; f (floating point), which
represents the type description attribute; and MX, which is
a functional constraint attribute that represents the measure-
ment functionality. Additionally, the access method attribute
is configured as public, allowing the read service to access the
object attributes such as address, which contains the variable
address in the smart-grid poll.

Propriedades do modbus IP ¥ =

Home

Export 1D (XID)
Periodo de atualizagio |10 ragundals) Lo
Quantificagio
Timeout [ms)
Tentativas
Apenas gquantidades continuas
Criar pontos de monitor de escravo
Mixima contagem de leitura de bits  |2000
Maxima contagem de leitura de registradores |125
Mixima contagem de escrita de registradores | 120

Tipo de transporte

Host 200.125.11.14

Parta
Encapsulado

! Niveis de alarme de eventos
Excecio de data source Urgante el |
Excegio de leitura de data point | Urgente w | =4

Excecio de escrita em data point Urgente w| =

FIGURE 8 Screenshot of ScadaBR software using MODBUS protocol

Pesquisa de nds modbus

WILEY— 22115

As shown in Figure 7, a read request performed by SCADA
using the IEC 61850 protocol sends a PDU that contains infor-
mation about the 'AnInl" object to the server. This activity
is represented by the line 'Read AnInl’. The converter layer
(listening port 102) receives this data, and the MMS proto-
col extracts the attribute fields, such as the variable name.
Next, the MMS service uses a conversion table to find the
address of the electronic meter voltage in the smart-grid poll,
by using the variable name. Then, a response PDU contain-
ing the power-meter voltage value is assembled and sent to
the client. The response PDU sent by the server to SCADA is
represented by the line labelled 'Response mag’ in Figure 7.
In this figure, the nondotted lines represent the PDUs sent
between SCADA and the server, and the dotted lines represent
the sequence of activities performed by the server to con-
vert a read object to a value of the electrical magnitude to be
returned to SCADA.

4 | ANALYSIS OF RESULTS

As mentioned in the previous section, the test scenario con-
sists of a WSN with 3 sensor nodes and a sink node, and the
sink node is connected to a computer using Ethernet. Once
this setup was assembled, a test was performed to validate the
converter layer of the middleware, ie, to determine whether
requests made by ScadaBR or a free version of the Distributed
Test Manager (DTM) software® using any of the 3 protocols
(Modbus, DNP3, or IEC 61850) were answered.

Leitura de dados modbus

Pesquisar por nds| Cancelar Id do escravo
Mos encontrados Faixa do registre | Registrador holding w |
Offset (baseade am 0)
Ndmero de registradores
Ler dadas
Q==> 0000
1 ==3 0000 )
2==> 0080
3 ==3> 0000
4 m=> QDED
5 m=> Q000
6 m=> Tfed
7 ==> 0000
B ==> Tl
9 ==> 0000
10 mm> Ficd
11 ==3> 0000
12 m=> Ffch Mo
13 mas AAAA
Teste de localizador de ponto
Id do escrave
Faixa do registre | Registrador holding hd)
Tipo de dados modbus | Float de 4 bytes Lo |
Offset (baseado em 0) |0
Bit 0
Nimero de registradores
Codificagio de caracteres  ASCIH
Lar| (Adicienar pente

Resultado: 111.47
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Figure 8 shows a screenshot of the ScadaBR software.
It is a supervisory software with an open-source license.
This screenshot shows a response to a request made by the
ScadaBR software using the Modbus protocol. The left win-
dow on the screen presents information regarding the Modbus
IP properties, such as the time period of the reading updating,
which was set as 10 seconds; the number of retries in the time-
out exception, which was set as 3; the timeout value, which
was set as 500; the type of the transport layer, which was set
as TCP; the Modbus port, which was 502 by default; and the
IP address of 200.129.11.14, which was configured for the

sink node. Importantly, the TCP port was configured for port
502, which is the TCP port used for the Modbus protocol.
The right-side window, which is called the ‘point locator test
presents information related to the characteristics of the point
to be queried, such as the Modbus data type (4-byte float),
register type (holding register), number of registers (related to
the data type), and character encoding. This window also con-
tains a command button called ‘read” for performing queries
on the target sensor node (target point). When this button is
clicked, a query is performed on the sensor node, and a result
is returned (red-colour string). In this test, the obtained result

Sequence of the reading screens performed by SCADABR on the sensor nodes

Teste de localizador de ponto
Id do excrave

Faixza do regisire | Registrador halding w

Tipo da dados meadbus | Floak de 4 byies -
Oftset (baseads am 0) 0
Bt 0
Nimero de registradores 0
Codilicaghe de caracieres ASCID
Lar| Adicionar pesits)
Resultado: 111.47
Teste de localizador de ponto
1d do escrave

Paixa do registro | fieg

Tipo de dados modbus | Flast da & bytes w |
Offset (baseado em 0) |2
Bt 0
Nimers de registradares 0
Codificacho de caractares  ASCT]
Lar| |Adicionar pontc
Resultador 112.95
Teste di localizador de ponto
Id de escrave
Faixa do regivtre | Reghtrades holding w
Tips de dados modbus | Flost da 4 Bytes o
Dffset (baseads em 0} |2
mt o
Nimers da reglstradarss 0
Codificagio de caracieres  ASCI
Lar| |Adicionar ponte

Resultado: 112.0

Teste de localizador de ponto

id do ascrave

Faixa do regisire

Ragatrador holding
Tipo de dados modbus | Figat de 4 bytes |
Offset (bassads sm 0)

Bit O

Himers de registradores 0

Codificacio de caracteres  ASCI

L [Adicienar pants

Resultado: 111,08

Teste de localizador de ponto

Id do escrave
Faixs do registro | Ragabrsder helding |
Tipo de dados madbus | Flest de 4 Byted W |

Offset (baseado am 0] |0

Bt 0

Mimers de registradores O

Codificagio de caracteres  ASCIH

Lar |Adicsnar pante

Resultador 112.87

Teste de localizador de ponto

Id do escrave
Faixa do registre | Ragatrador holding ~|
Tipo de dados madbus | Fleat da 4 Bytas w |

Offset (baseado am 0]

Bt 0

Mibmero de registradores 0

Codificacio de carscteres  ASCI

Lar, (Adicinar panto
Resultado: 112.44

XML file of the readings perfomed by the sink node on the sensor nodes

This XML file appears to have any style information associated with it. The document tree is shown below.

1d>1l</1d>

<medida>112. 870002747,0.0,0.0,0.0,0.0,0.0,0.0,0.0, 0.0</medi da>

FIGURE 9 Comparison between the readings performed by ScadaBR and the sink node on the wireless sensor network (WSN)
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Sensor node 1 readings

FIGURE 10 Comparison between the readings performed by ScadaBR and the sink node on the wireless sensor network (WSN)

was the phase voltage (111.47 V), which was measured by the
power meter connected to the sensor node.

In Figure 9, the upper part presents screens of the voltage
readings performed by the ScadaBR software on the WSN
sensor nodes. The reading action was performed by clicking
the button 'Ler’ (read). The lower part of Figure 9 presents the
voltage readings performed by the sink node using a Python
program. For each voltage-reading request of the ScadaBR
software that arrives at the sink node, the program records
the response to that request in an XML file. Thus, before
the middleware sends the response to the ScadaBR software,
this value is stored in a file. This experiment was performed
to compare the values received by ScadaBR with the values
obtained directly from the sensor nodes by the sink node.
This comparison, which is detailed by the graphs shown in
Figure 10, allows us to evaluate whether the converter layer
correctly converts the voltage value read from the meter to the
value of the PDU data field.

In Figure 10, the upper left-hand chart presents a sample
of 100 voltage readings performed by ScadaBR and by the
sink node on sensor node 1. Because the values are almost
equal, the difference between the 2 reading graphs is negligi-
ble. Thus, 2 graphs are presented on the right side of the figure
to show the similarity of the values of the 2 reading sequences.
A few values of the sample exhibited differences on the
order of hundredths or thousandths, which are related to the
value rounding of ScadaBR. Similar results were obtained for
sensor nodes 2 and 3.

At the top of Figure 11, a screenshot of the DNP3 master
configuration designed using a free version of the DTM soft-
ware is shown. We used this software because ScadaBR does
not implement the DNP3 protocol. The DNP3 channel editor
is shown on the right side of the screenshot. The computer
running DTM was configured as the master (behaviour); the

connection was TCP/IP (connection type); the DTM request
application was configured as the client (mode); the remote
address was the IP address of the sink node (200.129.11.14);
and the port was 20000, which is the standard TCP port
for DNP3. At the bottom of Figure 11, the DNP3 response
received by the DTM client is shown. The response on line
11733 represents the parameters of the application response
header, which has an object type of 30 (current value of the
point); a point type of analog input; and a variation of 5, which
represents a floating-point value. On line 11744, the voltage
value of the electronic meter is presented. This value was mea-
sured by an electronic meter connected to a voltage stabiliser
with a standard output of 110 V.

Figure 12 presents a screenshot of the IEC 61850 client con-
figuration designed using a free version of the DTM software.
We used this software because ScadaBR does not implement
the IEC 61850 protocol. The IEC 61850 channel editor is
shown on the right side of the screenshot. The computer run-
ning DTM was configured as the client; the connection was
TCP/IP; the server address was the IP address of the sink node
(200.129.11.14); and the port was 102, which is the standard
TCP port for the IEC 61850 service.

Figure 13 shows a screenshot of the confirmation of the
DTM request, which was performed using the IEC 61850
protocol and captured by the pcap (packet capture) applica-
tion. This screenshot was selected because it clearly shows
the service that was used in the request (read service) and
the data object implemented for the measurement unit. In
Figure 13, the first orange row contains information such
as the type of the message protocol (MMS), the IP address
of the destination node (virtual IP of the WSN), and the
message information (confirmation of a request). Informa-
tion regarding the source TCP port is presented in the line
called 'Transmission Control Protocol . This port was set to
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FIGURE 11 Screenshot of the DNP3 master configuration using Distributed Test Manager (DTM) software

102, which is the standard TCP port for IEC 61850/TCP  'mag’ is the variable-name attribute for the phase voltage
communication. In the IEC 61850 protocol, the measurement  magnitude. 'Anln’ represents the named variable object,
information of an electrical device is represented by a data  which is related to the voltage value of the meter, and ' MX'
object, and its anatomy is indicated by the 'idemID’ of the  is the functional restriction attribute. Finally, the expres-
'domain-specific’ item. In the 'idemID’, the expression 'f  sion 'GGIO' is related to the logical node and represents the
denotes the type description attribute, which is floating-point. VMD object.
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FIGURE 12 Screenshot of the IEC 61850 client configuration using Distributed Test Manager (DTM) software
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FIGURE 13 Screenshot of the confirmed IEC 61850 request captured by the pcap (packet capture) application
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The aforementioned examples show that the proposed mid-
dleware can perform queries on the WSN by using 1 of the 3
protocols for smart grids: DNP3, IEC 61850, or MODBUS.
Tests demonstrated that the converter layer is capable of trans-
lating requests performed by the SCADA or DTM software,
which run in a control centre computer, using one of these
protocols.

S | CONCLUSION AND FUTURE
WORK

A middleware that runs on the sink node of a ZigBee-based
WSN is proposed for solving problems related to the integra-
tion of legacy electrical equipment into a smart grid that uses
a standardised communication protocol (DNP3, Modbus, or
IEC 61850). This middleware allows, as its main feature, the
translation of the messages communicated between the PSCC
and the electrical equipment of the smart grid.

A middleware model was proposed to guide WSN-based
system developers in integrating devices or electrical equip-
ment into the smart grid. This model was divided into layers,
each represented by modules and their interfaces. Using this
model, all the features, requirements, and interactions needed
by the middleware to allow the integration were defined.

Because the converter layer of the middleware must receive
the message via the commercial protocols for smart grid and
translate it into a structure recognised by the WSN, a mem-
ory mapping was proposed to facilitate this translation. This
mapping is based on an address relationship in the memory
area called the smart-grid poll.

The results presented in Section 5 show that the infras-
tructure allows the monitoring of the electrical equipment
using commercial standards for smart grids, such as DNP3,
Modbus, and IEC 61850.

In future work, to improve this solution, the characteristics
of the WSN such as the scalability, response time, and reli-
ability will be evaluated via simulations using the Castalia
software. Additionally, experiments will be performed in a
real environment using a network with many electronic meters
to validate the middleware.
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