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“formal” verification?

http://www.telegraph.co.uk/culture/tvandradio/10803323/Why-cant-we-make-drama-like-The-Pallisers-anymore.html



“formal” comes from 
formalised math

Usual Math

Formalised Math

https://en.wikipedia.org/wiki/Emmy_Noether#/media/File:Noether.jpg
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formal proofs on twitter



German tech from 1934

Und- 
Einführung

Und-
Beseitigung

Oder- 
Einführung

All mathematical logicians are encouraged to learn German 
especially if they become an Ethereum DΞV in Berlin.



Good rules and bad rules

Und-Beseitigung

Und-Einführung

Good rules allow no 
smuggling.

Bad rules allow 
smuggling.

A tonk B

A

B

tonk-introduction

tonk-elimination

Truth tonk Falsehood

Truth

FalsehoodBelnap: Tonk, Plonk and Plink (1962).



What are the inference rules 
for Solidity programs?

Solidity code

Solidity code
https://en.wikipedia.org/wiki/Emmy_Noether#/media/File:Noether.jpg

idea

this works

knows the rules, 
can compile

EVM 
bytecode

correct×

but why do you believe the 
code executes top to bottom, 

not bottom to up?



What are the inference rules 
for EVM programs?

PUSH1 0x60 
PUSH1 0x40  

MSTORE 
…

stack: empty  
memory: empty does not go wrong

PUSH1 0x60 
PUSH1 0x40  

MSTORE 
…

stack: [0x60] 
memory: empty does not go wrong



The hierarchy of 
programming languages

• spec authoritative written for proof checkers: 
CakeML 

• spec translated into proof checkers: 
C11, javascript (ECMAScript 5) 

• spec with mathematical definitions: 
Standard ML, Scheme, (EVM?) 

• spec for people: EVM, C++14, Haskell2010, Ruby 

• no spec: Solidity

https://commons.wikimedia.org/wiki/File:Francesco_Botticini_-_The_Assumption_of_the_Virgin.jpg



EVM spec in  
the yellow paper

• There are bugs, but the spec exists, and different implementations.



Type every rule in  
a proof checker

• just implementing another EVM 

• around 50 pages in A4 

• the proof checker Isabelle/HOL does not allow 
“tonk”s

where
stop v c ⌘
InstructionToWorld (ContractReturn [], venv-storage v , venv-balance v , None)

POP removes the topmost element of the stack:

abbreviation pop ::
variable-env ) constant-env ) instruction-result
where
pop v c ⌘ InstructionContinue (venv-advance-pc c

v(|venv-stack := tl (venv-stack v)|))

The DUP instructions:

abbreviation general-dup ::
nat ) variable-env ) constant-env ) instruction-result
where
general-dup n v c ⌘

(if n > length (venv-stack v) then instruction-failure-result v else
(let duplicated = venv-stack v ! (n � 1 ) in
InstructionContinue (venv-advance-pc c v(| venv-stack := duplicated # venv-stack

v |))))

A utility function for storing a list of bytes in the memory:

fun store-byte-list-memory :: w256 ) byte list ) memory ) memory
where
store-byte-list-memory - [] orig = orig

| store-byte-list-memory pos (h # t) orig =
store-byte-list-memory (pos + 1 ) t (orig(pos := h))

declare store-byte-list-memory .simps [simp]

Using the function above, it is straightforward to store a byte in the memory.

abbreviation store-word-memory :: w256 ) w256 ) memory ) memory
where
store-word-memory pos val mem ⌘

store-byte-list-memory pos (word-rsplit val) mem

MSTORE writes one word to the memory:

abbreviation mstore :: variable-env ) constant-env ) instruction-result
where
mstore v c ==

(case venv-stack v of
[] ) instruction-failure-result v

| [-] ) instruction-failure-result v
| pos # val # rest )

let new-memory = store-word-memory pos val (venv-memory v) in
InstructionContinue (venv-advance-pc c
v(| venv-stack := rest
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Typing pasting your 
program in a proof checker

(⇤ the postcondition and the invariant holds. ⇤)
postcondition-pack
I postcondition fin-observed initial-account initial-call fin)))

end

6 Verification of the Deed Contract

This section focuses on one particular smart contract called the “Deed”
contract. The Deed contract is designed as a simple contract trusted with
values. So the first aim of the verification is to show that most accounts
cannot control the value.

theory Deed

imports Main ../RelationalSem

begin

6.1 The Code under Verification

The code under verification comes from these commits:

github.com/Arachnid/ens: f3334337083728728da56824a5d0a30a8712b60c

github.com/ethereum/solidity: 2d9109ba453d49547778c39a506b0ed492305c16

and is produced with this command.

$ solc/solc --bin-runtime HashRegistrarSimplified.sol

The hex code looks like this
6060604052361561006c5760e060020a6000350463...

I parsed this hex code in a Ruby parser14 and obtained the following list of
instructions.

definition deed-insts :: inst list
where deed-insts =
Stack (PUSH-N [0x60 ]) #
Stack (PUSH-N [0x40 ]) #
Memory MSTORE #
Info CALLDATASIZE #
Arith ISZERO #
Stack (PUSH-N [0x00 , 0x6c]) #
Pc JUMPI #

14Available in https://github.com/piraira/eth-isabelle
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Stack (PUSH-N [0xe0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Stack (PUSH-N [0x00 ]) #
Stack CALLDATALOAD #
Arith DIV #
Stack (PUSH-N [0x05 , 0xb3 , 0x44 , 0x10 ]) #
Dup 2 #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0x6e]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x0b, 0x5a, 0xb3 , 0xd5 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0x7c]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x13 , 0xaf , 0x40 , 0x35 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0x89 ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x2b, 0x20 , 0xe3 , 0x97 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0xaf ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x8d , 0xa5 , 0xcb, 0x5b]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0xc6 ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0xbb, 0xe4 , 0x27 , 0x71 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0xdd ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0xfa, 0xab, 0x9d , 0x39 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x01 , 0x03 ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0xfb, 0x16 , 0x69 , 0xca]) #
Arith inst-EQ #
Stack (PUSH-N [0x01 , 0x29 ]) #
Pc JUMPI #
Pc JUMPDEST #
Misc STOP #
Pc JUMPDEST #
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Stack (PUSH-N [0xe0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Stack (PUSH-N [0x00 ]) #
Stack CALLDATALOAD #
Arith DIV #
Stack (PUSH-N [0x05 , 0xb3 , 0x44 , 0x10 ]) #
Dup 2 #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0x6e]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x0b, 0x5a, 0xb3 , 0xd5 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0x7c]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x13 , 0xaf , 0x40 , 0x35 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0x89 ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x2b, 0x20 , 0xe3 , 0x97 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0xaf ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0x8d , 0xa5 , 0xcb, 0x5b]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0xc6 ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0xbb, 0xe4 , 0x27 , 0x71 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x00 , 0xdd ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0xfa, 0xab, 0x9d , 0x39 ]) #
Arith inst-EQ #
Stack (PUSH-N [0x01 , 0x03 ]) #
Pc JUMPI #
Dup 1 #
Stack (PUSH-N [0xfb, 0x16 , 0x69 , 0xca]) #
Arith inst-EQ #
Stack (PUSH-N [0x01 , 0x29 ]) #
Pc JUMPI #
Pc JUMPDEST #
Misc STOP #
Pc JUMPDEST #
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Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x01 , 0x4a]) #
Stack (PUSH-N [0x01 ]) #
Storage SLOAD #
Dup 2 #
Pc JUMP #
Pc JUMPDEST #
Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x6c]) #
Stack (PUSH-N [0x01 , 0x89 ]) #
Pc JUMP #
Pc JUMPDEST #
Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x6c]) #
Stack (PUSH-N [0x04 ]) #
Stack CALLDATALOAD #
Stack (PUSH-N [0x00 ]) #
Storage SLOAD #
Info CALLER #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Swap 1 #
Dup 2 #
Bits inst-AND #
Swap 2 #
Bits inst-AND #
Arith inst-EQ #
Stack (PUSH-N [0x01 , 0xf8 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x01 , 0xa0 ]) #
Stack (PUSH-N [0x00 ]) #
Storage SLOAD #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
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Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x01 , 0x4a]) #
Stack (PUSH-N [0x01 ]) #
Storage SLOAD #
Dup 2 #
Pc JUMP #
Pc JUMPDEST #
Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x6c]) #
Stack (PUSH-N [0x01 , 0x89 ]) #
Pc JUMP #
Pc JUMPDEST #
Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x6c]) #
Stack (PUSH-N [0x04 ]) #
Stack CALLDATALOAD #
Stack (PUSH-N [0x00 ]) #
Storage SLOAD #
Info CALLER #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Swap 1 #
Dup 2 #
Bits inst-AND #
Swap 2 #
Bits inst-AND #
Arith inst-EQ #
Stack (PUSH-N [0x01 , 0xf8 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Info CALLVALUE #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMPI #
Stack (PUSH-N [0x01 , 0xa0 ]) #
Stack (PUSH-N [0x00 ]) #
Storage SLOAD #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
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Pc JUMPI #
Stack (PUSH-N [0x00 , 0x6c]) #
Stack (PUSH-N [0x04 ]) #
Stack CALLDATALOAD #
Stack (PUSH-N [0x00 ]) #
Storage SLOAD #
Info CALLER #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Swap 1 #
Dup 2 #
Bits inst-AND #
Swap 2 #
Bits inst-AND #
Arith inst-EQ #
Stack (PUSH-N [0x02 , 0xc7 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x00 , 0x6c]) #
Stack (PUSH-N [0x04 ]) #
Stack CALLDATALOAD #
Stack (PUSH-N [0x00 ]) #
Storage SLOAD #
Info CALLER #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Swap 1 #
Dup 2 #
Bits inst-AND #
Swap 2 #
Bits inst-AND #
Arith inst-EQ #
Stack (PUSH-N [0x02 , 0xe9 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x40 ]) #
Dup 1 #
Memory MLOAD #
Swap 2 #
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Dup 3 #
Memory MSTORE #
Memory MLOAD #
Swap 1 #
Dup 2 #
Swap 1 #
Arith SUB #
Stack (PUSH-N [0x20 ]) #
Arith ADD #
Swap 1 #
Misc RETURN #
Pc JUMPDEST #
Stack (PUSH-N [0x40 ]) #
Memory MLOAD #
Stack (PUSH-N [0xbb, 0x2c, 0xe2 , 0xf5 , 0x18 , 0x03 , 0xbb, 0xa1 , 0x6b, 0xc8 , 0x52 ,
0x82 , 0xb4 , 0x7d , 0xee, 0xea, 0x9a, 0x5c, 0x62 , 0x23 , 0xea, 0xbe, 0xa1 , 0x07 , 0x7b,
0xe6 , 0x96 , 0xb3 , 0xf2 , 0x65 , 0xcf , 0x13 ]) #
Swap 1 #
Stack (PUSH-N [0x00 ]) #
Swap 1 #
Log LOG1 #
Stack (PUSH-N [0x02 , 0x54 ]) #
Pc JUMPDEST #
Stack (PUSH-N [0x02 ]) #
Storage SLOAD #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Swap 1 #
Arith DIV #
Stack (PUSH-N [0x↵ ]) #
Bits inst-AND #
Arith ISZERO #
Stack (PUSH-N [0x01 , 0xbd ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x40 ]) #
Dup 1 #
Memory MLOAD #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Swap 3 #
Swap 1 #
Swap 3 #
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Bits inst-AND #
Dup 3 #
Memory MSTORE #
Memory MLOAD #
Swap 1 #
Dup 2 #
Swap 1 #
Arith SUB #
Stack (PUSH-N [0x20 ]) #
Arith ADD #
Swap 1 #
Misc RETURN #
Pc JUMPDEST #
Stack (PUSH-N [0x40 ]) #
Memory MLOAD #
Stack (PUSH-N [0x02 ]) #
Storage SLOAD #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Swap 1 #
Dup 2 #
Bits inst-AND #
Swap 2 #
Info ADDRESS #
Swap 1 #
Swap 2 #
Bits inst-AND #
Info BALANCE #
Dup 1 #
Arith ISZERO #
Stack (PUSH-N [0x08 , 0xfc]) #
Arith MUL #
Swap 2 #
Stack (PUSH-N [0x00 ]) #
Dup 2 #
Dup 2 #
Dup 2 #
Dup 6 #
Dup 9 #
Dup 9 #
Misc CALL #
Swap 4 #
Stack POP #
Stack POP #
Stack POP #
Stack POP #
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Arith ISZERO #
Stack (PUSH-N [0x01 , 0xf3 ]) #
Pc JUMPI #
Stack (PUSH-N [0xde, 0xad ]) #
Misc SUICIDE #
Pc JUMPDEST #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x02 ]) #
Dup 1 #
Storage SLOAD #
Stack (PUSH-N [0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ ,
0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ ]) #
Bits inst-NOT #
Bits inst-AND #
Dup 3 #
Bits inst-OR #
Swap 1 #
Storage SSTORE #
Stack (PUSH-N [0x40 ]) #
Dup 1 #
Memory MLOAD #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Dup 4 #
Bits inst-AND #
Dup 2 #
Memory MSTORE #
Swap 1 #
Memory MLOAD #
Stack (PUSH-N [0xa2 , 0xea, 0x98 , 0x83 , 0xa3 , 0x21 , 0xa3 , 0xe9 , 0x7b, 0x82 ,
0x66 , 0xc2 , 0xb0 , 0x78 , 0xbf , 0xee, 0xc6 , 0xd5 , 0x0c, 0x71 , 0x1e, 0xd7 , 0x1f ,
0x87 , 0x4a, 0x90 , 0xd5 , 0x00 , 0xae, 0x2e, 0xaf , 0x36 ]) #
Swap 2 #
Dup 2 #
Swap 1 #
Arith SUB #
Stack (PUSH-N [0x20 ]) #
Arith ADD #
Swap 1 #
Log LOG1 #
Pc JUMPDEST #
Stack POP #
Pc JUMP #
Pc JUMPDEST #
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Stack (PUSH-N [0x02 ]) #
Storage SLOAD #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Swap 1 #
Arith DIV #
Stack (PUSH-N [0x↵ ]) #
Bits inst-AND #
Arith ISZERO #
Arith ISZERO #
Stack (PUSH-N [0x02 , 0x6f ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x02 ]) #
Dup 1 #
Storage SLOAD #
Stack (PUSH-N [0x↵ , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 ,
0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 , 0x00 ]) #
Bits inst-NOT #
Bits inst-AND #
Swap 1 #
Storage SSTORE #
Stack (PUSH-N [0x40 ]) #
Memory MLOAD #
Stack (PUSH-N [0xde, 0xad ]) #
Swap 1 #
Stack (PUSH-N [0x03 , 0xe8 ]) #
Info ADDRESS #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Bits inst-AND #
Info BALANCE #
Dup 5 #
Dup 3 #
Arith SUB #
Arith MUL #
Arith DIV #
Dup 1 #
Arith ISZERO #
Stack (PUSH-N [0x08 , 0xfc]) #
Arith MUL #
Swap 2 #
Stack (PUSH-N [0x00 ]) #
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Dup 2 #
Dup 2 #
Dup 2 #
Dup 6 #
Dup 9 #
Dup 9 #
Misc CALL #
Swap 4 #
Stack POP #
Stack POP #
Stack POP #
Stack POP #
Arith ISZERO #
Arith ISZERO #
Stack (PUSH-N [0x01 , 0x5c]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x00 ]) #
Dup 1 #
Storage SLOAD #
Stack (PUSH-N [0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ ,
0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ , 0x↵ ]) #
Bits inst-NOT #
Bits inst-AND #
Dup 3 #
Bits inst-OR #
Swap 1 #
Storage SSTORE #
Stack POP #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x02 ]) #
Storage SLOAD #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Swap 1 #
Arith DIV #
Stack (PUSH-N [0x↵ ]) #
Bits inst-AND #
Arith ISZERO #
Arith ISZERO #
Stack (PUSH-N [0x03 , 0x01 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
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Dup 1 #
Info ADDRESS #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Bits inst-AND #
Info BALANCE #
Arith inst-LT #
Arith ISZERO #
Stack (PUSH-N [0x03 , 0x18 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
Pc JUMPDEST #
Stack (PUSH-N [0x02 ]) #
Storage SLOAD #
Stack (PUSH-N [0x40 ]) #
Memory MLOAD #
Stack (PUSH-N [0x01 ]) #
Stack (PUSH-N [0xa0 ]) #
Stack (PUSH-N [0x02 ]) #
Arith EXP #
Arith SUB #
Swap 2 #
Dup 3 #
Bits inst-AND #
Swap 2 #
Info ADDRESS #
Bits inst-AND #
Info BALANCE #
Dup 4 #
Swap 1 #
Arith SUB #
Dup 1 #
Arith ISZERO #
Stack (PUSH-N [0x08 , 0xfc]) #
Arith MUL #
Swap 2 #
Stack (PUSH-N [0x00 ]) #
Dup 2 #
Dup 2 #
Dup 2 #
Dup 6 #
Dup 9 #
Dup 9 #
Misc CALL #
Swap 4 #
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Stack POP #
Stack POP #
Stack POP #
Stack POP #
Arith ISZERO #
Arith ISZERO #
Stack (PUSH-N [0x02 , 0x54 ]) #
Pc JUMPI #
Stack (PUSH-N [0x00 , 0x02 ]) #
Pc JUMP #
[]

declare deed-insts-def [simp]

The next definition translates the list of instructions into an AVL tree. This
single step takes around 10 minutes. So I will soon need a program that
takes a hex code and produces a binary tree literal in Isabelle/HOL.

definition content-compiled :: (int ⇤ inst , nat) tree
where
content-compiled-def [simplified ] : content-compiled == program-content-of-lst 0
deed-insts

The program that appears in the statements of the following lemmata is
defined here.

definition deed-program :: program
where
deed-program-def : deed-program =
(| program-content = content-compiled
, program-length = int (length deed-insts)
, program-annotation = program-annotation-of-lst 0 deed-insts
|)

6.2 The Invariant

The invariant is simple. The code of the account is either the one defined
above or empty. We have to allow the empty case because this contract
might destroy itself.

inductive deed-inv :: account-state ) bool
where
alive: account-code a = deed-program =) deed-inv a

| dead : account-code a = empty-program =) deed-inv a

The program length lookup is optimized.

lemma prolen [simp] : program-length deed-program = 500
apply(simp add : deed-program-def )
done
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Final question: 
what do you want?

• The account should do expected things.  
I have to interview people.  Not right now. 

• The account should not do anything wrong.



Final question: 
what do you want?

• The account should not do anything wrong.  
 
The balance should not decrease unless an 
authorised account tells so.



Final question: 
what do you want?

• The account should not do anything wrong.  
 
The balance should not decrease unless an 
authorised account tells so.  
 
A non-authorised account cannot authorise any 
account.



Typing your expectations in 
a proof checker

Casting a word to an address can be done after truncating to 160 bits.

lemma casting-and-truncation:
word-of-int (bintrunc 160 (uint (w :: w256 ))) = (word-of-int (uint w) :: address)

apply(rule wi-bintr)
apply(auto)
done

When two numbers are equal as words, they are also equal as addresses.

lemma finer :
(word-of-int p :: w256 ) = word-of-int q =)
(word-of-int p :: address) = word-of-int q
apply(simp only : word .abs-eq-i↵ )
apply(simp)
apply(simp add : Bit-Representation.bintrunc-mod2p)
apply(simp add : Divides.zmod-eq-dvd-i↵ )
apply(rule Rings .comm-monoid-mult-class.dvd-trans; auto)
done

If a word is masked to 160-bits and compared with a casted address, the
word is compared against the address.

lemma addr-case-eq [simplified ]:
(w :: w256 ) AND (mask 160 :: w256 ) = ucast(a :: address)
=) ucast w = a
apply(simp only : and-mask-bintr)
apply(simp only : ucast-def )
apply(simp only : casting-and-truncation [symmetric])
apply(drule finer)
apply(simp)
done

declare addr-case-eq [dest ]

declare mask-def [simp del ]

Now we are ready to state and prove the lemma.

lemma deed-only-registrar-can-spend :
pre-post-conditions

(⇤ The invariant which is assumed at the beginning of this invocation,
assumed to be kept during reentrancy calls, and
proven at the time of return or failure from this invocation. ⇤)

deed-inv

(⇤ The additional conditions that are assumed at the beginning of this invocation:
⇤)
(� init-state init-call .

(⇤ the caller is not the regsitrar ; ⇤)
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ucast (account-storage init-state 0 ) 6= callenv-caller init-call

(⇤ the Deed contract is still marked active; ⇤)
^ (255 AND account-storage init-state 2 div 2 ˆ 160 6= 0 )

(⇤ the call does not overflow the balance; ⇤)
^ account-balance init-state + callenv-value init-call � account-balance init-state

(⇤ the account is not marked as destroyed . ⇤)
^ ¬ (account-killed init-state))

(⇤ The additional conditions that are proven to
⇤ hold when this invocation returns or fails . ⇤)

(� init-state - (post-state, -).

(⇤ The balance has not decreased . ⇤)
account-balance init-state  account-balance post-state

(⇤ The account is still not marked for destruction
(i .e. the account has not executed self�destruction). ⇤)

^ ¬ (account-killed post-state)

(⇤ The Deed contract is still marked as active. ⇤)
^ (255 AND account-storage post-state 2 div 2 ˆ 160 6= 0 )

(⇤ The registrar of the contract remains the same. ⇤)
^ account-storage init-state 0 = account-storage post-state 0 )

— The proof is again a brute-force case analysis.
apply(simp add : pre-post-conditions-def )
apply(rule allI )
apply(rule impI )
apply(drule deed-inv .cases; auto)

apply(drule star-case; auto)
apply(case-tac steps; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
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ucast (account-storage init-state 0 ) 6= callenv-caller init-call

(⇤ the Deed contract is still marked active; ⇤)
^ (255 AND account-storage init-state 2 div 2 ˆ 160 6= 0 )

(⇤ the call does not overflow the balance; ⇤)
^ account-balance init-state + callenv-value init-call � account-balance init-state

(⇤ the account is not marked as destroyed . ⇤)
^ ¬ (account-killed init-state))

(⇤ The additional conditions that are proven to
⇤ hold when this invocation returns or fails . ⇤)

(� init-state - (post-state, -).

(⇤ The balance has not decreased . ⇤)
account-balance init-state  account-balance post-state

(⇤ The account is still not marked for destruction
(i .e. the account has not executed self�destruction). ⇤)

^ ¬ (account-killed post-state)

(⇤ The Deed contract is still marked as active. ⇤)
^ (255 AND account-storage post-state 2 div 2 ˆ 160 6= 0 )

(⇤ The registrar of the contract remains the same. ⇤)
^ account-storage init-state 0 = account-storage post-state 0 )

— The proof is again a brute-force case analysis.
apply(simp add : pre-post-conditions-def )
apply(rule allI )
apply(rule impI )
apply(drule deed-inv .cases; auto)

apply(drule star-case; auto)
apply(case-tac steps; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
apply(split strict-if-split ; auto)
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under these  
conditions

certain bad things 
never happen



prove! 
if you’ve forgotten something…



The proof finishes somehow

does this match the reality?
https://github.com/pirapira/eth-isabelle

https://github.com/pirapira/eth-isabelle
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