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Welcome to WAS

Welcome to WAS

Qualys Web Application Scanning (WAS) provides organizations with the ease of use,
centralized management and integration capabilities they need to keep the attackers at
bay and their web applications secure. Qualys WAS enables organizations to assess, track
and remediate web application vulnerabilities.

Qualys WAS is an automated scanner that uses fault injection tests to find vulnerabilities.
It inserts specially crafted character strings into your application form fields. WAS then
examines the responses from your web application to determine the existence of
vulnerability. You can see what is sent and how your application responded in

WAS'’s reporting capabilities.

Qualys WAS enables organizations to scan their web applications for vulnerabilities. It
assess, track and remediate web application vulnerabilities.Qualys WAS enables
organizations to assess, track and remediate web application vulnerabilities

Key Features

- Crawl web applications (Intranet, Internet) and scan them for vulnerabilities

- Fully interactive Ul with flexible workflows and reporting

- Identify web applications’ handling of sensitive or secret data

- Customize: black/white lists, robots.txt, sitemap.xml and more

- Supports common authentication schemes

- View reports with recommended security coding practice and configuration
Robust Scalable Scanning Capabilities

- Supports scanning HTML web applications with JavaScript and embedded Flash

- Comprehensive detection of custom web application vulnerabilities including OWASP
Top 10 Vulnerabilities

- Differentiates exploitable fault-injection problems from simple information disclosure
- Profiles custom web application behaviors

- Configures scanning performance with customizable performance level

Qualys Cloud Platform - Benefits for Users

New technologies implemented in the Java-based backend offer many benefits for users:

- Ul with dynamic and interactive interfaces, wizards and new report templates to present
scan data with a wide range of presentation options.

- Integrated Unified Dashboard (UD) with WAS. UD brings information from all Qualys
applications into a single place for visualization.

- Customizable template-driven reporting engine outputs reports in a variety of formats
(html, pdf, encrypted pdf, ppt, xml, cvs).



Welcome to WAS

- Fast searching of several extensive Qualys data sets, related to web applications,
detections, authentication records, and configurations - option profiles, search lists,
parameter sets, using search tokens.

- Create and manage tags (static and dynamic) to group and organize web applications.

- Dynamic distribution of scans on multiple scanners based on availability and load to
optimize scanning of large networks, drastically reducing the overall scan time required to
complete large scan jobs.
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REST API Scanning, CI/CD Integration, and More

We support Swagger version 2.0, allowing DevOps teams to streamline assessments of
REST APIs and get faster visibility of the security posture of mobile application backends
and Internet of Things (IoT) services. Additionally, a new native plugin for Jenkins delivers
automated vulnerability scanning of web applications for teams using the popular
Continuous Integration/Continuous Delivery (CI/CD) tool. In tandem, customers can now
leverage the new Qualys Browser Recorder, a free Google Chrome browser extension, to
easily review scripts for navigating through complex authentication and business
workflows in web applications.

- Scanning of Swagger-based Representational State Transfer (REST) APIs - In addition to
scanning Simple Object Access Protocol (SOAP) web services, Qualys WAS leverages the
Swagger specification for testing REST APIs. Users need to only ensure the Swagger version
2.0 file (JSON format) is visible to the scanning service, and the APIs will automatically be
tested for common application security flaws.

- Enhanced API Scanning with Postman Support - Postman is a widely-used tool for
functional testing of REST APIs. A Postman Collection is a file that can be exported from
the tool that clubs together related requests (API endpoints) and share them with other
users. These collections are exported in JSON format. With the release of Postman
Collection support in Qualys WAS, customers have the option to configure their API scans
using the Postman Collection for their APL.

- Jenkins plugin - The Qualys WAS Jenkins plugin empowers DevOps teams to build
application vulnerability scans into their existing CI/CD processes. By integrating scans in
this manner, application security testing is accomplished earlier in the SDLC to catch and
eliminate security flaws thereby significantly reducing the cost of remediation compared
to doing so later in the SDLC. Download the plugin here.

- Qualys Browser Recorder — This new Chrome extension allows users to record web
browser activity and save the scripts for repeatable, automated testing. Scripts are played
back in Qualys WAS, allowing the scanning engine to successfully navigate through
complex authentication and business workflows. The Qualys Browser Recorder extension
is free and available to anyone (not just Qualys customers) via the Chrome Web Store.


https://community.qualys.com/docs/DOC-6384?_ga=2.101852742.694922634.1524039491-538054104.1511434630
https://chrome.google.com/webstore/category/extensions

Get Started
Let’s go!

Get Started

Qualys WAS is the most powerful web application scanner available.

Note: The new WAS Ul supports only the Web Applications, Authentications, Option
Profiles, Search Lists, Parameters Sets, and Detection features. The guide gives overview of
these features. For detailed information, see WAS Online Help. We will navigate you to our
Classic WAS Ul version for the features that are not available in the new WAS UL

Let’s go!
Just log in and select Web Application Scanning from the application picker.

Modules ~

COMPLIANCE (3)

Policy Compliance
PC Define, Audit and Document IT Security Compliance

PCI Compliance
MO M . criicve compliance with the PCI Data Security
Standard (DSS)

File Integrity Monitoring
FIM Moniter changes on file systems

APPLICATION SECURITY (5)
Web Application Scanning
Automated Web Application Security
and Reporting
Web Application Firewall
Detect attacks and protect your web applications
Web Malware Detection
Scan and Monitor Your Sites for Malware Infections

SECURE Seal
@ PLEASE NOT
December 31

ure Seal will be retired on

SENSOR MANAGEMENT (1)

Cloud Agent
CA Stay updated with network security by depioying
agents on your h

UTILITIES

Administration

ﬁ Manage Application Users and Permissions
Unified Dashboard
Build muftiple widgets from your Qualys appsina
single dashboard


https://docs.qualys.com/en/was/latest/#t=get_started%2Fget_started.htm
https://docs.qualys.com/en/was/latest/#t=get_started%2Fget_started.htm

Get Started
Add your web app settings

Click Switch to new WAS view!

Web Application Scanning Helg
Dashboard  Web Apphcations  Scans  Delecbons  Reporls  Conbguration  KnowledgeBase
Dashboard

Start by telling us about the web application you want to scan - just click Web
Applications > New Web App.

Web Application Scanning - HOME penEeRE

Web Applications Wab applications

1.47K

Tatal Web Applications

S5 WebApp 440
EY SEVERITY n/links was-3216-airfrance-crawl/ sirfrance/comporate airfrance.comy/air

Add your web app settings

The web application name and URL are required when adding a web app from scratch.

Want to scan your external P ——
site for malware? Just turnon —__
Malware Monitoring and we'll . Basic Info

perform automatic daily
malware scans.

Custom Attributes

Usemame e



Get Started
Add your web app settings

Your web application appears in the Web Applications tab, where you can edit the
application settings or launch a scan on it.

Web Application Scanning - HOME  DASHBOARD C_WEB APPLICATIONS > DETECTIONS — SCAMS  REPORTS  CONFIGURATION  KNOWLEDGE BASE

Web Applications Web Applications Swilch to classic WAS

1.47K

Total Web Applications

Documentation

BY SEVERITY : i rogressioiogng

338 55 WebApp 427 W Medem 7 21 Sep 2021 21 Sep 2021 55 Targett

Web Application - Dema W o B94 21 Sep 2021 21 Sep 2021 53 Target]

Why use authentication? Using authentication allows our service to access to all parts of
your web application during the crawling process. This way we can perform more in-depth
assessment of your web application. Some web applications require authenticated access
to the majority of their functionality. Authenticated scanning can be configured for HTML
forms like login pages and server-based authentication (HTTP Basic, Digest, NTLM, or SSL
client certificates). Just go to the Authentication tab, select New Record and configure an
authentication record with access credentials. Form and server authentication may be
combined as needed - we’ll monitor the session state to ensure an authenticated scan
remains authenticated throughout the crawl.

Do | need to provide authentication details?

Is authentication needed to access the functionality of this web application? If yes be sure
to select an authentication record.

Tell me about the option profile

An option profile is a set of scan configuration options. We recommend “Initial WAS
Options” to get started. Editing options in the profile allows you to customize crawling and
scan parameters.

Take actions on Web Applications

Take action against individual applications using the Quick Actions menu. Select or hover
a web application and click the arrow to view the options in the Quick Actions menu. Use
the Quick Actions menu to view, edit the details of web assets, add tags and remove tags
from web assets, purge scan data of web assets. You can also remove web assets from the
subscription and other associated modules and create a new web asset with the same
configurations using the Save as option. You can take action against multiple web
applications using the Bulk Actions menu.



Get Started
Get the latest security status from your dashboard

o _ HOME  DASHEOARD Q‘Ennppucmofs) DETECTIONS ~ SCANS  REPORTS
‘Web Application Scanning -

Web Applications Web Applications

r:!uﬁzt}}:. C | e

SS WebApp 548

BY SEVERITY

—— S WebApp 427

55 WebApp 571

55 WebApp 450

LAST SCAN STATUS

468 55 WebApp 208

36 Sanity Test 3.8 WebApp1

Good to Know

What vulnerability checks are tested? We'll scan for all vulnerability checks (QIDs) listed
in the KnowledgeBase unless you configure your option profile to do limit the scan to
certain vulnerabilities (confirmed, potential and/or information gathered). We constantly
update the KnowledgeBase as new security information becomes available. Click
KnowledgeBase on the top menu.

What is Severity? Each QID is assigned a severity level by our service: confirmed
vvulnerability (red), potential vulnerability (yellow) and information gathered (blue).

Get the latest security status from your dashboard

Your dashboard gives you security status at a glance and it’s always up to date.
Dashboards help you visualize your web applications and their detections. We have
integrated Unified Dashboard (UD) with WAS. UD brings information from all Qualys
applications into a single place for visualization. UD provides a powerful new
dashboarding framework along with platform service that will be consumed and used by
all other products to enhance the existing dashboard capabilities.

Click the gearicon at the top right to create, edit, print a Dashboard. You also have an
option to add widgets with search queries to see exactly what you're interested in. You
can also export and import Dashboard and Widget configurations to a file in a json format
allowing you to share them between accounts or within the Qualys community.

Create multiple dashboards and switch between them for different views of your data.

10



Get Started
Manage Detections

From the Widget menu, you can edit, delete, duplicate, refresh, and export a widget. You
also have an option to create a template from a widget.

Adding widgets
1) Start by clicking the Add Widget button on your dashboard.
2) Pick one of our widget templates - or create your own.

3) Click the gear icon at the top right and from the menu you can also import
configurations to a file in a json format, allowing you to share the widgets between
accounts or within the Qualys community.

Tips:

- Wondering how we created the widgets on the default dashboard? Choose widgets
menu> Edit to see the settings.

Manage Detections

Manage all your detections in one place. The detections tab acts as a central area for
application security vulnerability detections, management and information. We list all
your findings (Qualys, Burp, and Bugcrowd) in the Detections tab.

We have filters in the left pane to enhance the search and quickly locate the detection
type. In addition to the common filters, use the search tokens to build complex search
expression to find detections specific to your requirement. For example, to view BURP
findings with age greater than 10 days, enter this search express in the search bar:
vulnerability.source:"BURP" and vulnerability.age>10.

You can distinguish the finding type with the icon displayed in the list.
@ Qualys detections
E Burp issues

11



Get Started
Scanning using Selenium scripts

- Bugcrowd submissions

Web Application Scanning MOME  DASHEOARD  APPLICATIONS CONFIGURATION SCANS  OETECTIONS  REPORTS  KNOWLEDGE BASE  INTEGRATION

Detections

64.7K

Total Detections

S5L certificate

X Active " 551 cookle without secure flag set > -
"
£ Active @ 580563  Numeric Fields Response Mismatch Schema OO May 17,2024
STATLS Active ® 530530 Undefined Fleld Addition Response Mismatches Sch. CEOITER Moy 17,2024 86
359K
anaK Active @ 530521 Enum Fields Response Mismatch Schema Definition CENUTER  May 17,2024 94
11K

- Active @ 150022 Server Error Message [ v ] Apil 23, 2024 100 L L]

Take actions on detections

Take action against individual detections using the Quick Actions menu. Select or hover a
detection and click the arrow to view the options in the Quick Actions menu. Use the
Quick Actions menu to edit, ignore, and reactivate ignored detections. You can also edit
and restore the severity level of the detections, add comments to the detections. You can
take action against multiple detections using the Actions menu.

ONF SCANS  DETECTIONS REPOHTS kK

Web Application Scanning HOME  DASHEBOARD  APPL

Detections

64.7K

Total Detections

2 Sarver Error Meszage

BETK Active 41 Null Values Restriction Mismg [ cosarunce ] 9 L
19 3
5 Active 3 Integer Fields Maximum Vi e 7
STATUS Active 3 Undefined Field Addition Resg oo Mo 4 7
359K .
e Active @ 580512 Required Fields Response Misy____ [ cour e 5
Los sl ) g
FRLLY

Scanning using Selenium scripts

You can use Qualys Browser Recorder (QBR) to create a Selenium script. QBR is a free
browser extension (for Google Chrome browser) to record & play back scripts for web
application automation testing. QBR allows you to capture web elements and record
actions in the browser to let you generate, edit, and play back automated test cases
quickly and easily. It also allows you to select a Ul element from the browser’s currently
displayed page and then select from a list of Selenium commands with parameters. You
can use these scripts in WAS to help the scanner navigate through the complex
authentication and business workflows in a web application.

12



Get Started
We recommend a discovery scan first

A common authentication mechanism used by web applications is single sign-on (SSO).
This introduces complexity and can cause some confusion when it comes to
authenticating and scanning with Qualys WAS. With use of QBR, you could simplify
authentication mechanism for the scanner. For detailed steps, refer to our blog article.

Warning about scans and their potential impact Web application scans submit forms
with test data. If this is not desired you should add configurations for black lists, POST
data black lists, and/or select the GET only method within the option profile. Keep in mind
when these configurations are used, testing of certain areas of the web application is not
included and any vulnerabilities that exist in these areas may not be detected.

We recommend a discovery scan first

A discovery scan finds information about your web application without performing
vulnerability testing. This is a good way to understand where the scan will go and whether
there are URIs you should blacklist for vulnerability scans.

GO to ScanS > Scan List Wets Aplication Scanning HOME  DASHEOARD  WEB APPLICATION: INAGURATION ~ SCANS  DETECTIONS  REPORTS  KNOWLEDGE BASE
and then click New Scan > Qs s
Discovery Scan.

Fi Wb Applcath.. o .oy ———. 0220830 Bun 5245

The launch scan wizard
walks you through the
Steps. Basic Information

@ Basic Detais Provide the basic information for the scan,

Tell us the web
application you want to
scan and select scan
settings (* means g
required).

Ready to start your scan?
Click Continue, review the
settings, then click Finish.

Tell me about the option profile

An option profile is a set of scan configuration options. We recommend “Initial WAS

Options” to get started. Editing options in the profile allows you to customize crawling and
scan parameters.

13
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Get Started
We recommend a discovery scan first

Do | need to provide authentication details?

Is authentication needed to access the functionality of this web application? If yes be sure
to select an authentication record.

Do | need a scanner appliance?

Our security service provides cloud scanners for external scanning on the network
perimeter. For internal scanning you need to setup a scanner appliance (physical or
virtual). Go to VM/VMDR > Scans > Appliances and select an option from the New menu
and we’ll walk you through the steps. (Do you have Express Lite? Your account may be
enabled with External scanning, Internal scanning or both).

Double click the
finished scan to see
the scan view.

The scan view

The Overview gives you an
overview of the scan findings.

Overview

Want to view the full scan
report? Just click the View
Report button.

The full scan report

Each QID is a Security [ Web Application Scanning s Wov T oMY Sow | WTIETON | MPORTE  WoIO I MTronsnin
check we performed oors vreen reves [[

and gathered p— —

information on. Just forman Gt
click the row to see
details.

Be sure to check QID
150009 Links Crawled
and QID 150021 Scan
Diagnostics to review
important data about
the scan.

14



Get Started
Next scan for vulnerabilities

You'll see the results

for QID 150009 Links e
Crawled gives you a ® i -

listing of the links from s scrOtSIAS

crawled.

Next scan for vulnerabilities

A vulnerability scan performs vulnerability checks and sensitive content checks to tell you
about the security posture of your web application.

Good to Know

What vulnerability checks are tested? We'll scan for all vulnerability checks (QIDs) listed
in the KnowledgeBase unless you configure your option profile to do limit the scan to
certain vulnerabilities (confirmed, potential and/or information gathered). We constantly
update the KnowledgeBase as new security information becomes available.

ENCWLDGE LM NTRERATICN

Web Application Scanning

Click KnowledgeBase
on the top menu.

What is Severity? Each QID is assigned a severity level by our service: confirmed
vulnerability (red), potential vulnerability (yellow) and information gathered (blue).

15



Start your scan

Get Started
Next scan for vulnerabilities

Go to Scans on the top
menu and then select
New Scan >
Vulnerability Scan.

Total Scans

Web Application Scanning

HOME

m Schedules Defaults

DASHBOARD

WEB APH

Discovery Scan
NAME

Vulnerability Scan

(#) Web Applicatic.. - ceveve; —wm.. 2022-08-30 Run

The launch scan wizard
walks you through the
steps.

Tell us the web
application you'd like to
scan for vulnerabilities
and select scan settings.

Ready to start your
scan? Click Continue,
review the settings, then
click Finish.

Check scan progress

The status column tells | we
you the status (in this '
case Running).

Want more info?
Double click the scan
TOW.

Then you'll see the Scan

STEPS 173

o Basic Detalls
2 Scan Settings

3 Review And Condirm

Agplication Scanning

€— Launch New Scan: Vulnerability

Basic Information

Provide the basic information for the scan

Mame *

Web Application Vulnerability Sean - May 8, 2023

Scan Target
(® Names () Tags

Select Name or Tag to include the web applications you want to scan,

£4 Select one or more web application names.

There are no records selected,

1) Web Appheation Vulnerabsilrty Seae - May B, 2023

Progress bar - this gives
you an estimate of

when the scan will —

finish.

16




Get Started
Next scan for vulnerabilities

The scan view

sy Web Applestion Vilsenstslity Sea - Agr 10, 2001

How do I see this? Hover
over the scan and select _
View from the Quick - (3] fsnl sy b Ao
Actions menu.

The Overview gives you
an overview of the scan
findings.

Want to see the full scan
report? Just click the
View Report button.

The full scan report

Web Application Scanning HOME  DASMBOAAD  APPLICATION

T MPOATS  wwOwlE

Vulnerabilities are
sorted by

group.

SCAN REPORIS Results

#— Detection Details: Apache HTTP Server Prior to 2.4,53 Multiple Security Vulnerabilities

Detection Detail Details

Apache HTTP Server Prior to 2.4.53 Multiple Security Vulnerabilities
@ 3 s Active. | Severi ey - ]

n-scurce esoss-plutform web server scftware

5
CVEIIT 227 crafted requas Bedy can cause & fead 1 & randa

mamony aea which could cause the rocess 1 crash Metwork
AMected Versions

Apache HTTP Servar version from 24,010 2.4 82

QD Detection Logic (Unauthenticated)
Thin Q400 sands 8 HTTP GET requast e checks the tesgomse headers 10 confite If the hoet i nunning vainersble version of Apache HTTP Sarver
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Get Started
Next scan for vulnerabilities

Easily find out what VRNl s Gl il i, =
the severity levels w_
mean in the Appendix. | =" ropents

i Option Profile Details

Potential Vulnerabilities
Sensitive Contents

Information Gathered

18



Get Started
Check out the Sitemap

Check out the Sitemap

The Web Application Sitemap gives you a convenient way to get a list of all pages/links
scanned with view on the links crawled, vulnerabilities and sensitive content detected (go
to Web Applications, select your web app and then View Sitemap from the Quick Actions
menu).

Web Applicalion Scanning v HOME DASHBOARD WEB APPLICATIONS CONFIGURATION SCANS DETECTIONS REPORTS KNOWLEDGE BA!

Web Applications Authentication  Catalog  Maps

Webapp C\
8.97K
Total Web Applications
NAME VULNERABILITIES
wy  Qualys VO W vone
BY SEVERITY hitps://www.qualys.com Quick Actions V| Openvulns:0 (0
0 £.96K Child User's Web App -|7070 View . None
hitp . _ w Open Vulns: 0 (@
4 3 Edit
2 2 Qualys [0 View Sitemap W rone
3 2 hittps:/fww Open Vulns: 0 (O

Here’s a sample sitemap for a web application that has 271 total pages crawled, 306 total
vulnerabilities and 8 sensitive content detections.

WURAPY SRS

Sitemap - Child User's Web App

Filters Assessment Detalls

Crawled (92), Aejected (220, Extemal {47 Vulnerabibtes (23} Sensitive Content (1) . 75
[

(e

Untarad

Filter the Sitemap

Click the edit icon to view the page filters. For example Vulnerabilities for current
vulnerabilities.

Edit Filters

[ Crawled Vulnerabilities

[ Rejected [ Sensitive Content
[ External

19



Get Started
Check out the Sitemap

Drill down to see nested links

This lets you explore the security of different parts of your applications. Double click a
parent folder to display child links.

LK T
] ~ m hitp://10.11.68.88/
[J 03 phpmyadminy
O M phpTestTargets/
[ ~ m alegrocart/

[ > M instal®20instructions/

Take actions on web app links

Create a new web application from a link, or add a link to a black list or white list. You can
view a link in your browser - just select that row then click the link in the details panel (to
the right).

Create Web Application
LNk Add To Exclude List
O s Add To Allow List

O hitp/addons

[ 0 httpwblog

Easily export web app links
Download the links scanned with their detection data in multiple formats.

20



Get Started
Tip - Schedule your scans to run automatically

Your download report will show you scan results per link.

Data List: Web Application Sitemap 12 Jul 2017
Alexa Kim Qualys. Inc. Created: 12 Jul 2017 17:15 GMT+0630
quays_ak1 1600 Bridge Parkway

United States of America

Number of records: 33

Link Status # Sensitive Contents # Vulnerabilities Exernal links Crawled links Rejected links Links Sensitive Contents  Links Vulnerabilities
10.10.10.2 - ] ] 1 0 0 0 1]
10.10.10.2:443 - 0 0 2 0 0 0 1]
10.10.10.2:777 EXTERNAL 0 0 0 0 0 0 0
10.10.10.2:8080 = 0 0 i 0 0 0 0
10.10.10.3:1443 - ] ] 1 0 0 0 ]
10.10.10.8 EXTERNAL O 0 0 0 0 0 ]
10.10.26 238 CRAWLED 0 5 0 1 0 0 3
3 0 210 8 0 122

10.10 26 238:443 CRAWLED 0

Tip - Schedule your scans to run automatically

We recommend you set up scan schedules to run repeatedly. This way you'll get results
automatically (daily, weekly or monthly) and during a time window convenient for your
organization.

Go to Scans > [ Web Application Scaning WOME  OAGNBGARO  APRUGATIONS CONFIGURATION _SCANS  DETEGTIONS _fero
Schedules and select
New Schedule.

21



Get Started
Get the latest security status from your dashboard

Get the latest security status from your dashboard

Your dashboard gives you security status at a glance and it’s always up to date with the
latest scan results. This is very interactive - just click the sections, links and discover

further details.

@Ouﬂh‘x

WEOPENED VIASERABILITIES FINED TULNDHARILITIES

70 672

ULKIAARILITIES BY SEVERITY

Easily create custom dashboards and switch views

Focus your dashboard on areas of interest, certain web applications and production
environments, whenever you want. You can even set a custom dashboard as the default

for your account.

Click the icon > Create New Dashboard.

[ MOME  DABMEOARD  APPLCATIONS  COMTURATION

Teat "
A Dushbosnds (39)  Frocoenlly Ubed (Z8)  Favoriies (2
e _ HOPNED TURERABATIES 1113 VELIAARILITILS

You can change the default dashboard. Click the highlighted icon > Manage Dashboards.

T cnee 110 (@) €

All Dashboards (39)  Fragquensly Used (14 Favarnes (2
—_—— _ AEOPENED VUANERABRITES HRED TULMREL IS

22



Get Started
Get the latest security status from your dashboard

To change the default dashboard, from the list of dashboards, select the dashboard, and
click Set as default.

€— Manage Dashboards

AWS Clowd and SaaS Security

SYSTEM USER 2 days ago 03:51 PM SYSTEM USER 2 days ago 0351 PM
1.15.0.0RC
- July 16, 2024 11:30 PM July 16, 2024 11:44 PM

DASH (DEFALLT)

23



Get Started
Tell me about the catalog

Tell me about the catalog

The catalog is the staging area for web applications you can choose to add to your
subscription. The catalog requires manual triaging to know which entries are truly web
applications that should be scanned with WAS.

Catalog entries are processed from completed maps, vulnerability scans and WAS scans in
your account. Catalog entries are not necessarily web applications but are simply web
servers that responded to an HTTP request on a certain port.

(The catalog feature is not available to Express Lite users.)

How do | get started?

Your catalog will be empty until you (or another user) launches maps, vulnerability scans
using the VM application or WAS scans. Once they are complete you are ready to process
the results.

- Process scan results: Go to Web Applications > Catalog and click Update (above the list).

- Process map results: Go to Web Applications > Maps, select one or more maps and then
select Process Results.

You'll see new catalog entries for the newly discovered web applications. You can easily
choose to add these web applications to your account and scan them for security risks.

Dashboard ~ Web Applications  Scans  Detections Reports  Configuration  KnowledgeBase

E Web Application Management Web Applications Authentication Catalog Maps

Search Results | updste | 4 | 101-20001 1184 E v
View
FQDN Source Port  NetBIOS Status Created -
| OpenIn Browser
4 Filter Results = mysite CN WAS Scan 80 = 26 Jun 2020
Status e N mysite CG WAS Scan 80 = 26 Jun 2020
[ New Add Comment mysite. GHINTAI WAS Scan 80 [ New | 26 Jun 2020
[] Rogue
[ Approved | AddToSubscripfion | mysite.CRUISE WAS Scan 80 [ New | 25 Jun 2020
Delete.
O ignored mysite CRS WAS Scan 80 [ New | 25 Jun 2020

24



Get Started
Manage Detections

You can also locate your web applications even if you don’t know where they are. With our
enhanced discovery method, if a server is running multiple virtual hosts, we can better
identify what applications exist and add them into our WAS Catalog. The WAS Catalog is
updated with the web applications that are detected through WAS scans but are not added
as web assets.

| [=] Web Application Management | \yep Appications | Authenticaton | Detections R Naps

g =
| m L] 1P Address FODN “ Port  NetBIOS
| askd asov L]
| 2620 W 1 o
alih 101026228 bank vuin.qn qualys com 80
E 1p101088 comk i 2r2-ge com2012r2 vuingeg... 50 COMIKIZR2-DC
torw
Rogue 1 202.181.140.967 corpbank com 50
Appraved -
Igrored 1 funkytown vuin go.qualys.com 80
S
In Substripton 10102677 funkytown vuin ga.quals.com 80
perating %
= il guitar funkyicwn vuin ga.qualys.com 80
I vailn.068 fuiAlvs £om a0
Creation Date Preview

htt

Web application detected
through WAS scan

Last Update Date

Manage Detections

Manage all your detections in one place. The detections tab acts as a central area for
application security vulnerability detections, management and information. We list all
your findings (Qualys, Burp, and Bugcrowd) in the Detections tab.

We have filters to enhance the search and quickly locate the detection type. In addition to
the common filters, depending on your finding type, more filters specific to each finding
type are displayed. For example, if you choose Finding Type as Burp, then filters that are
applicable for Burp related findings are enabled and the other non-applicable filters are
disabled.

You can distinguish the finding type with the icon displayed in the list.
@. Qualys detections

e Burp issues

by

- Bugcrowd submissions
Want to import Burp findings?

(This feature is not available to Express Lite users.)

We recommend you to try Qualys WAS Burp extension to import a WAS finding directly
into Burp Repeater to manually validate the vulnerability. The extension works with both
Burp Suite Professional and Burp Suite Community Edition.
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Get Started
Integration with Bugcrowd

The Qualys WAS Burp extension is available at the BApp Store, located under the Extender
tab. To learn more about Qualys WAS Burp extension refer to this blog article at the
Qualys community.

Alternately, go to Detections > Burp > Import. Choose a Burp file in XML format from your
local file system and select the web application that the Burp report applies to.

The issues imported with your Burp reports are displayed in the Detections list. Go to
Detections > Detections. Select Burp in the Finding Type of the Search Filter and you can
view issues in detail - including detection dates, status and severity.

Web Application Scanning

Detections

@ 150150 HTML form containi ing password field(s) is served over HTTR

® 150073 Dienctory Listing

@ 150079 Slow HTTP headers vinersbility

SO0 06

@ 150124 Clickiscking - Framsble Page

Integration with Bugcrowd

Bugcrowd customers can also import approved Bugcrowd submissions into WAS account.
Our Bugcrowd integration gives you a way to view and report on vulnerabilities identified
by WAS and vulnerabilities found via bug bounty programs managed by Bugcrowd.

Go to Detections > Bugcrowd > Import and choose a Bugcrowd file in CSV format from
your local file system and select the web application that the Bugcrowd file applies to. The
issues imported with your Bugcrowd file are displayed in the issues list. Go to Detections >
Detections.

Web Application Scanning HOME [DASHEOARD  WEE APFUCATIONS  CONFIGURATION  SCANS  DETECTIONS REPORTS  KNOWLEDGE BASE

Detections

CORFIRMED VILMERABALITY o - AXH to RCE 18 May 2017

[' P i |]

-] best ke
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Retest multiple findings without launching a full scan

Retest multiple findings without launching a full scan

Yes, you can easily retest the findings for vulnerabilities by launching a scan to test the
selected multiple findings. Only potential vulnerabilities, confirmed vulnerabilities and
sensitive contents are available for retest. You can club the multiple findings that belong
to the same QID and web application and launch a retest in a single batch. The retest scan
uses same settings used in the latest scan. If you cancel the retest for any of the findings,
the retest scan is cancelled for the entire batch of findings.

e wessrrocanons s seneseenon (GO O Detections >
Detections. You can use
filters in the left-pane to
view all findings of same
QID and web application.
Select the findings to be
retested. From the Actions
R e - menu, select Retest. Once
2 ' you confirm, the retest
POTENTAL VUUAERABLITY e scan would be launched on
all the selected findings at
one go.

Web Application Scanning

Detections

Active @ 1% EOL/Obsolete Software
SOURCE .

STATUS

Test Authentication

You can test authentication records for web applications you define without having to run
a Discovery scan. You can quickly test authentication for a web application and test the
scanner's ability to authenticate to a web application.

Go to Web Applications > Web Applications and select the web application and select Test
Authentication from the quick actions menu.

Web Application Scanning s HOME DASHBOARD WEB APPLICATIONS CONFIGURATION SCANS DETECTIONS REPORTS

Web Applications Authentication  Catalog ~ Maps

I Webapp

A
~

[-] Actions (1) New Web App v Group By: ...

NAME

8.97K

Total Web Applications
VULNERA

Qualys_VOBXIAL Loy

L A
Quick Actions v | open

https://www.qualys com

BY SEVERITY
0 8.96K Child User's Web App - BSQL View B rof
hitp:/7- itTargets/BSQL/ OpenV|

2 3 h Edit i

4 3 Qualys_UNLJTIB View Sitemap 0 el

3 2 hitps://www. Open V|
Test Authentication

5 1 Qualys_SLTCNFR B Nof
Vulnerability Scan

https://www.qualys.com Open V|

Once the authentication test scan is in Finished state, select View Report from the quick
actions menu and view the Authentication Test scan report.

27



Get Started
High volume scanning of web applications

High volume scanning of web applications

Qualys WAS is the most scalable web application scanning solution. We've enhanced the
ability to support large web application scanning programs by adding the ability to scan
any number of web applications as a Multi-Scan. This feature enables organizations to
scan hundreds or even thousands of web applications they may have in their enterprise
with granular insight into what scans are running and which ones are complete.

Choose your applications - select individual apps or tags

Take advantage of Qualys asset tagging to categorize applications that may have similar
attributes and you can scan them together. Don’t have time to tag your applications? No
problem - users can pick and choose application names.

€— Launch New Scan: Vulnerability @)

STEPS 1/3 X .
Basic Information

o Basic Details Provide the basic information for the scan.

2 Scan Settings

Name *
3 Review And Confirm

Relaunch [Web Application Vulnerability Scan - May 8, 2023] May 9, 2023 01:57 PM

176 characters remaining

Scan Target
() Names ® Tags

Select Name or Tag to include the web applications you want to scan.

Include web applications with the selected tags. Any v remove Al @D

I Progression count...

[[] Exclude tags

Cancel m
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Scanning using Selenium scripts

Select scan settings - authentication, option profile, scanner appliance

The Multi-Scan feature gives you many options to accept defaults for the web applications
or to override the default web application settings.

€— Launch New Scan: Vulnerability

STEPS 213 Scan Settings

Configure the scan settings

Randomize Scanning

Select the check box 1o add randomization to the order of scanning web applications in a multi-scan scenario. This helps 1o prevent network slowdown and
possible errars

Randomize scan
Option Profile
Select an option profile.
AlegroCart OF
®) Use this profile if the web application has no default profile assigned Use this profile for all web applications

Authentication

Use the default authentication record 10 scan each target web application, if authentication is required

®) Use the default authentication record Do not use an authentication record

@ web applications without a default authentication record will be scanned without authentication

Scanning using Selenium scripts

You can use Qualys Browser Recorder (QBR) to create a Selenium script. QBR is a free
browser extension (for Google Chrome browser) to record & play back scripts for web
application automation testing. QBR allows you to capture web elements and record
actions in the browser to let you generate, edit, and play back automated test cases
quickly and easily. It also allows you to select a Ul element from the browser’s currently
displayed page and then select from a list of Selenium commands with parameters. You
can use these scripts in WAS to help the scanner navigate through the complex
authentication and business workflows in a web application.

A common authentication mechanism used by web applications is single sign-on (SSO).
This introduces complexity and can cause some confusion when it comes to
authenticating and scanning with Qualys WAS. With use of QBR, you could simplify
authentication mechanism for the scanner. For detailed steps, refer to our blog article.
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Get Started
Virtual Patch Support

Virtual Patch Support

WAS lets you install virtual patches for selected vulnerabilities (detections) when your
account has WAS and WAF enabled. Once installed we'll automatically add firewall rules
to block exploitation of the selected vulnerabilities. We've added capabilities to the WAF
API to help you manage virtual patches.

Web App"caﬂﬂn Scann]ng W HOME DASHEOARD WEB APPLICATIONS CONFIGURATION SCANS DETECTIONS  REPORTS KNOWLEDGE BASE

Detections [TOECAN Gup  Bugerowd

SIATUS [} KAME GROUP LAST DETECTED A
g et ® Secure Sockets Layer/Ti *r suppor*—™ ap— @@ 13z g
SOURCE e e o . Jick act y
ut i Fixed @1 Path-relative CIp 14un2020 g
vl 24 1t a 6& B0Vca e k ks _ectra r P tribus
12 ) gnors
Fixed ® Slow| : I 03Ag20 g
STATUS hitpf10.11.68 S0/ cassiumregre ks /ajax_flash_links_params/wew.tracley
ACTIVE 227K - ®- DNS Host Name € 01Feb2021 9§
NEW 28.8K
FIXED 180K
KEOPENED 120 Fixed @ . X1 edt o 02Mr2020 1
RETEST STATUS E ®1 Missing heade O 03A2020 9
128
LING »
—— - Active ® - Directory Listing GCEIp FAg2020 9
1 UL LSl
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Steps to create reports

Reporting

Steps to create reports
Select New Report, or click the + button (on the rig

ht).

CTIONS ~ REPORTE  KNOWLEDN

APPLICATIONS  COMFICURATION SCANS DE

[~ Web Application Scanning - HOME  DASHEGARD

Reports [OTUM schedules  Templates

#— Create New Report

STEFS 11

Basic Information Select a repOl’t

1 || Basic Details

s s type, in this case
Web Application
Report.

= Create New Report

Tt Inciuxde web applications with the selected tags. Any it
| mereetunt s

Select web
application(s) -
© by tag and/or
name

Alternately, you could quick generate a scan report by selecting a scan from the scan list
and then select View Report from the quick actions menu.

SCANS  DETECTIONS  REPONTS  KNOWLEDGE BASE

Web Apgiication Scanning HOME  DAS T NS CON

£ Relsunch | Vulnerability Scan Run #14] August 02, 2024 01:59 PM
AUTHERTICATION STAILS s

o KM -Vuilnerablity Scan-May 28, 2024 etk Al Single Scan  Emor W e 2024
n :
- ¥. Discavery Sean Run 917 Wi Sntrenag Single Scan Finished L} WA 202
CATEGORY T WM -Vuinerability Scan-May 28, 2024 Run 168 Single Scan Esrer W e 2038
133
a5 £i_Otscovery Scan fun #16 SingleScan __ Prished 9 wa U
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Steps to create reports

Similarly, you could generate a web application report using View report from the quick
actions menu of a web application.

Web Application Scanning WOME  DASMIOARD  APPLICATIONS CONFIGURATION SCANS  DETECTIONS  REPOHTS  KNOWLEDGE BASE  INTEGRATION

Applications

o S Proxy WEBAPP
¥ SEVERITY

WEBAPP BURP PROXY COLLECTION | webageragn o

WEBAPP POSTMAN COLLECTION | webaptag o

LAST SCAN STATUS

iED WEBAPP POSTMAN COLLECTION ENVIRO! vl

| mebszeTagr o
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Reporting
Sample Web Application Report

i Web Application Scanning -

HOME  DASHROARD  APPLICATIONS CONFIGURATION SCANS  DETECTIONS  REPORTS

MWOWLEDGE BASE

INTEGRATION a

~ APPLICATION REPORTS

Wb Aeplieater Frpen

Web Application Report

Each targeted web application is ksted with the 1a1al numbser of detected vilnerabilities and sensitive content

Targets Filters

P«m« w.éx:a'a'l':;' un Active, Reopened Do ot include ignored 61:!;):. ia.;rp'. Bugerowd
findings, Include patched
findings

Summary
High 1 21 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Information Gathered
VULNERABILITIES BY SEVERITY VULNERABILITIES BY STATUS

(OWASP TOP 10 2021 VULNERABILITIES

APPLCATION HGH Lot
Proay WEBAPP 5 2
“ Results

» Proxy WEBAPP (35)

“ Appendix

" Amnlimatian Ratais
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Sample Scorecard Report

Reporting

Sample Scorecard Report

| Web Application Scanning -

HOME  DASHBOARD  APPLICATIONS  CONFICURATION SCANS DETECTIONS  REPORTS

KNOWLEDGE BASE

INTEGRATION

* APPLICATION REPDRTS

Web Applcation Repon

+ SCORECARD REPORTS

Seorecand Report

Scorecard Report

Web applications are listed with the total number of findings sortad by severity.

Targets

WEBAFP
POSTMAN
COLLECTION
ENVIRONMENT
VARIABLE
[ |

Summary

High 6 151

Security Risk Applications Vulnerabilities

VULNERABILITIES BY SEVERITY VULNERABILITIES BY GROUP

OWASP TOP 10 2021 VULNERABILITIES

APFLICATEON HEH
EBAPP oL VARIABLE n
WEBAPP POSTMAN COLLECTION 1
WEBAPP SWAGGER 3.0 uplosd 1
WebAop2 14
WebAond 7
WEBAPP BURF PROXY COLLECTION 0
“ Results

» Cross-Site Scripting (15)
» Information Disclosure (113)
3 Path Disclosure (13)

» S0L Injection (4)

SENSITIVE CONTENTS

o

o

IEORUATION GATHERED
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Tips & Tricks

Tips & Tricks

View, edit settings and repeat

Our reports are iterative. Just click the Edit Report button to change report settings and
we'll create an updated report with your changes. This way you can quickly apply filters to
the report content, like which vulnerabilities and web applications.

Reports  Schedules  Temgplotes [ESIUSERSETS

APPUCATION REPORTS 5 i
e T—— Web Application Report [:]
Each targeted web application is listed with the total number of detected vulnerabifities and sensitive coment.
~ SCORECARD REPORTS
Targets Filters
Proxy WEBAPP New, Active, Reopened Do not include ignored Qualys, Burp, Bugcrowd
findings, Include patched
findings
Summary
High 1 21 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Information Gathered

Do side by side comparisons

Just click the icon in the report header and we’ll open the report in a new window. This lets
you do side by side comparisons, and easily work with multiple reports at a time.

HOME  DASHBOARD  APPLICATIONS  COMFIGURATION SCANS  DETECTIONS REPORTS  KNOWLEDGE BASE  INTEGRATION

Web Application Scanning

Reports  Schedules  Templotes [EGETUEEFCEUH

< RPPUICATION REPORTS o
o Web Application Report . D
Each targeted web application is listed with the total number of detected vulnerabiities and sensitive content.
SCORECARD REPORTS
Targets Filters
Proxy WEBAPP New, Active, Recpened Do ot inchide ignored Qualys, Burp, Bugcrowd
findings, Include patched
findings
Summary
High 1 21 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Information Gathered
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Tips & Tricks

How do | save my reports?

Use the Download option to download the report to your local machine and also save it in
your account.

Web Application Scanning HOME  DASHMBOARD  APPLICATIONS CONFIGURATION SCANS  DETECTIONS w KNOWLEDGE BASE NTEGRATION

 APPLICATION REPORTS L
. Web Application Report &
Each targeted web application is listed with the total number of detected vulnerabilities and sensitive content
SCORECARD REPORTS
Targets Filters
F‘;lm;: WEBAPP New, Active, Recpensd Do ot include ignored Qualys, Burp, Bugcrowd
findings, Include patched
findings
Summary
High 1 27 0 14
Security Risk Applications Vulnerabilities Sensitive Contents Information Gathered

Your reports list is where you can view your saved reports. You can view each report
(summary), download it, run it again, and add tags to share the report with other users.

Web Application Scanning N HOME  DASHBOARD  APPLICATIONS  CONFIGURATION  SCANS  DETECTIONS  REPORT:

OGO Schedules  Templates  Online Reports

[ Q_ Search forreports...

47

Total Reports

B Actions (1) Group By: v WV

NAME FORMAT TYPE
APISEC record schedule PDF Document Web Application Report

STATUS

tags.name:” =770 2" A1 Quick Actions | i, Archive (HTML) Web Application Report
COMPLETE 44

View

RUNNING 3

""" tag123 Download Web Archive (HTML) Web Application Report

tags.name 20007 7 Web Archive (HTML) Web Application Report
CATALOG REPORT 4
DATALIST REPORT 3 Add Tags

1.15.0.0 RC1 Create Web Archive (HTML) Web Application Report
SCAN REPORT 5
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Tips & Tricks

Set a default report format

This saves you time! You won'’t need to select your favorite report format each time you
download your report. Just select My Profile under your user name (in top right corner)
and edit your profile settings.

m (quays_ak12) Tum help tips:

Edit Mode Define user configuration
User Details y Maote: this limit applies only to WAS reports.
Profile Settings User Limit

200 MB
Roles And Scopes > User Current Usage

4 MB
fctopiog { Default Download Format™

Extensible Markup Language (XML] s
Account Activity > L guage ¢ )

What do the severities and levels mean?

Just go to the Appendix and click Severity Levels. You'll find a description for each severity
and level for each detection type (vulnerability, sensitive content, information gathered).

¥ Web Application Details
w Severity Levels
w Vulnerabilities

Vulnerabilities (QIDs) are design flaws, programming errars, or mis-configurations that make your web application and web application platiorm susceptible to
malicious attacks. Depending on the level of the security risk, the successful exploitation of a vulnerability can vary from the disclosure of information to a complete
compromise of the web application and/or the web application platform. Even if the web application isn't fully compromised, an exploited vulnerability could stil
lead to the web application being used to launch attacks against users ofthe site

Severity Level Description
. Minimal Basic information disclosure (e.g e, programming language) might enable intruders to discover other vulnerabiiities, but lack of
this information dot Inerabiiity harder to find
Intruders man sitive information about the applic ation platform, such as the pre version of software used. With this
- Medium ploit known vulnerabilities specific to software versions. Other ty of sensitive information might disclose
- Serious
[ 111 ] Critical
_ Urgent erability to compromise the applic ation’s data store, obtain information from other users' accounts, or obtain
9 xecution on a host in the web appiic ation's arc hitecture.

» Sensitive Contents
b Information Gathered .

37



Reporting
Customizable report templates

Customizable report templates

Create templates with the specific information you're interested in. This way it's easy to
deliver the right information to application stakeholders. All your custom templates are
saved in your account for future use. Go to Reports > Templates and select the New
Template button to get started.

Web Application Scanning ME  DADHDCARD  WEB APPLICATION ONIGURATION  SCANE  DETECTIONS  WEPORTS  KNOWLEDGE BABE

45

Toksl Report Termplstes

Wb Agplication Regsset

Scarecard regort{Defacitl

Catalog report|Detuun
Scan ReportiDetault) Syviem
Termplate Exclode Individusl Results

Web Appiication Repart

Numerous report template settings let you configure filters such as search lists,
vulnerability detections, vulnerabilities marked as ignored, and display settings such as
what content to include, grouping and sorting.

e i Py

- .
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Scheduled Reporting

Want to share your templates? No problem - just tag them, just like you do for other

objects (web applications, reports, etc) and add the tags to user scopes (use the
Administration utility).

Scheduled Reporting

Schedule your report to run automatically, in the same way you schedule scans. You can
schedule a report to run daily, weekly, or monthly or just one time only. Scheduling

reports is a great way to get security updates based on the latest scan results and share
them with other users.

Go to Reports > Schedules and click New Schedule to get started

€— Create New Report Schedule

STEPS 115 i .
Basic Information
1 | Basic Information Select a report type and format.
=
2 | Target
Web Application Report
3 | Scheduling -
Notification Choose a Focus

The report type you select defines the set of data (records, fields) available for the report. For the report template, select the default or a user-
defined one
5 | Review And Confirm

Markup Language (XML}

@ FRepont Format - Enceypted POF is recommended for security reasons.

g5 to apply 1o the schedule report. o
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Scheduled Reporting

It’s easy to configure report notifications

Just choose Activate notification and tell us the users who should receive email
notifications. An alert is set to users each time a report is complete with a link to
download it, and whenever report generation fails.

€— Create New Report Scheduile

Notification

? ol Configure notification settings for the report schedule

? Target Activate Notification [ »]

Distribution Groups

bution Groups °
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Adding Users

It's easy to add users to your Qualys subscription and grant them access to WAS. You'll
need a Manager role to do this.

How do | add new users?

Use the New User work-flow provided in the Vulnerability Management application. Select
VM/VMDR from the app picker and go to the Users section to create a new user. We'll walk
you through the steps.

Viewing users, their roles and permissions

The Qualys Cloud Platform Ul shows you all the users in your subscription, their assigned
roles and permissions to the various applications which are enabled for your account.
You'll notice newly added sub-accounts (Scanners, Readers, Unit Managers, etc) are not
granted access to WAS automatically.

How to grant a user access to WAS?

Say you created a new user Christina Hans with the Scanner role and you want Christina
to be able to scan web application for security risks using WAS.

View the new user’s permissions for applications with Qualys Cloud Platform. Go to the
Administration utility. You'll notice for the new user WAS application is not listed.

Administration ~

Users  Action Log

[E5) User Management User Management Role Management = Defaults

Search for users by entering properties

["] username “ Modules First Name Last Name Email Address Last Update Date  Last Login Date
[ quays_ak1 DT EY I E@ 6
Alex Kim escham) ualys.... 15Jul 2017 15 Jul 2017
Unessigned Business Ut =3 E5 (75 (5 0 DN
quays_ch
[ | [ v | [ | Christina Hans eschamp@qualys_... 15 Jul 2017 -
Unsssigned Busness Unit

Edit the new user (select the user and pick Edit from the Quick Actions menu). Under
Roles and Scopes the user is assigned SCANNER role for VM and/or PC scanning
(depending on your subscription settings).
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Adding Users

Qualys provides predefined WAS user roles to help you grant users WAS permissions
easily. The predefined roles are WAS MANAGER, WAS SCANNER, WAS USER.

User Edit: Christina Hans (quays_ch) Tum help tips: On |OFF %

Edit Mode Edit role(s) and scope

User Details | Allow user full permissions and Scope (The user will have full access to everything)

= Each role grants you a set of permissions that will apply to the objects you have access fo.
Profile Settings

| New rols Search unas oles
Roles And Scopes ~ ~
Assigned roles Remove all Unassigned roles Add all ~
Action Log SCANNER [o— UNIT MANAGER Add
WAF Manager Add
Account Activity ===
WAS MANAGER Add —
G
WAS USER Add Y
Edit
1
Edit Scope ki
("] Allow user view access to all objects (Othsr permissions are grantsd by the user's roles)
Define what assets the user can access by tags.
Global Scope Selsct | Create | Remove Al

8 Unassigned Busine

coc ==
-_—

Our user Christina has SCANNER role (for VM/PC) so we'll add WAS SCANNER role to her
account. Select WAS SCANNER then pick View from the Quick Actions menu. You'll see
WAS SCANNER permission groups and can drill down to see the role details. This role does
not grant permissions to add/update/purge web applications for example.

View role details *®

View the permissions for this role

Basic Information

Name

WAS SCANNER
Description

WAS Scanner User

Access method(s)

Ul Access Enabled

Granted modules

m Web Application Scanning

» WAS Configuration Permissions (12)
» WAS Schedule Permissions (3)

» WAS Scan Permissions (3)

cuse | =

Click Close to edit user settings.
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Click the Add link next to WAS SCANNER role to add it to the user’s assigned roles.

Assigned roles will look like this.

User Edit: Christina Hans (quays_ch)

Edit Mode Edit role(s) and scope

User Details [_I Allow user full permissions and Scope (The user will have full access to everything)

. Each role grants you a set of permissions that will apply to the objects you have access fo.
Profile Settings

Roles And Scopes

| riew rote | Search unassigned roles

Assigned roles

Remove all * Unassigned roles Addall &
Action Log SCANNER Remiove READER Add -
- UNIT MANAGER Add
Account Activity MAS SCRHHER: Remove
WAF Manager Add

WAS MANAGER

WAS USER Add

Update the Edit Scope section to grant the user access to web applications in your
subscription. By default the user doesn’t have access to any web applications or other

WAS configurations. Choose one of the options.

Assign specific tags.

Edit Scope

[T Anlow user view access to all objects (Other permissions are granted by the users roles)

Define what assets the user can access bytags.

Global Scope Select | Create | Remove All

Win 2003 = l Windows XP = Windows Auth > | (Bl Unassigned Busine...

Save

Add Tags to Include

Search

b [ Webappt

[ WebApp2

[ Win 2003

[ Windows 2000 Targets
b [ Windows 2003 Targets
[ Windows Auth

b [ Windows xP

Grant full scope (i.e. all tags)

Edit Scope

¥ Allow user view access to all objects (Cther permissions are granted by the user's rolss)

Click Save to save the user settings.
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Role Management

The Role Management section shows you all about the roles in your subscription.

Administration w

Users  Action Log

User Management User Management Role Management Defaults

EI Search for roles by entering properties...

=

[C] Name ~ Description Modules
WAS USER WAS User [wins]
WAS SCANNER Quick Actions Luss
[ Wiegw |
O was manacer Edit [ vins]
Add To Users |

E‘ WAF Manager

|
Add Permissions
O unr manacer

Remove Permissions [rosin] A |
Delete
| SCANMER Scanner User B [ A ]

For each role you can view details and take actions to add to users, add permissions,
remove permissions etc.

The New Role option lets you create a custom role with the exact permissions you want.

Administration v

Users  Action Log

Eﬂ User Management User Management Role Management Defaults

[Z]| search for roles by entering properties...

Total used roles 9%
|

Total 1"
Used 1
Not Used 10

Click here to create

‘/ a new custom role
o

] _Name_ ~ Description Modules

1 was user WAS User WAs
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For example you can create role WAS Scanner.

Role Creation

Step 1 of 3 Role Details
o Role Details MName®
WAS Scanner
2  Permissions s e
Description

3 Review And Confirm This is for demonstration purpose only.

Canet

Grant the role access to Ul and/or API.

In the role details, choose the access methods for the user.

SO Turn help tips: On | OFF
Step 2 of 3 Edit permissions for this role
1 Role Details e Select how users would access this application

e UI Access API Access
Permissions L4

3 Review And Confirm

Select modules which this role should have access. For each role you can define which permissions would be
granted

Modules Search for module and add to list &

Role Permissions by Modules (0)

Mo medule has been yet granted for this role
Select a module to add one to the role

Cancel Previous
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Adding Users

Grant the role access to the WAS app. In the Permissions section add select the WAS app

from the menu provided.

Role Creation

Step 2 of 3 Edit permissions for this role
1 Role Details e Select how users would access this application
e Poriieh L) UT Access © APT Accass
ermissions

i Confi
Review And Coubim Select modules which this role should have access. For each role you can define which permissions would be granted

Modules N

Role issit I

Conti Monitoring

g and slerting of ne:

Malware Detection

Scan and Monitor Your Sites for Malware Inf

Security Assessment Questionnaire
isk and com

through g

o elligence feed to your existing

‘Web Application Firewall

Detect atta tect your web

‘Web Application Scann|

Cancel

ThreatPROTECT
:

GLOBAL (permissions will be set for all modules)
Reporting
Reporting

Grant the role permissions within the WAS app.

Role Creation

Step 2 of 3 Edit permissions for this role

1 b v m Web Application Scanning Remae
0 et e o /¥ WhS Asset Permissions (7 of 7) ™

3 Review And Confirm ¥ purge Web Asset

¥ Create Web Asset

¥/ Edit Web Asset

¥ Delete Web Asset

¥ View/download Selenium Script sensitive contents

¥/ Edit Web Application URL

\ [#! Salect and Lock/Unlock Scanner Appliance /

* Scanner Appliance Permissions (1 of 1)

» WAS Scan Permissions (3 of 3)

» WAS Schedule Permissions (3 of 3)

*» WAS Configuration Permissions (22 of 22)

» WAS Catalog Permissions (4 of 4)

Cancel | Previous
Enerus]

Edit the user account and assign role.
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Frequently Asked Questions (FAQ)
Why I am unable to access the WAS module?

Frequently Asked Questions (FAQ)

Why | am unable to access the WAS module?

You need sufficient privileges to access the WAS module. Non-Manager users (Scanners,
Readers, Unit Managers) must be granted permission to access the WAS application and
the web applications in the subscription. A Manager (or user with the Edit User
permission) can configure roles for the users using the Administration utility.

Follow the steps given here to assign roles to the user.
Pre-requisite

This procedure must be performed by a user with Manager role.
1) Log in to Qualys using your account credentials.

2) From the module picker, select the Administration module.

3) From the User Management tab, select the user who is facing the issue and from the
Quick Actions menu, select Edit.

Administration v

Users  Action Log

[ User Management User Management Role Management = Defaults

Searc|
[”] username “ Modules First Name Last Name Email Address  Last Update Date Last Login Date
[ quays_ak1 frosin] s § oA Lo Qou e ]
Alex Kim escham) ualys.... 15 Jul 2017 15 Jul 2017
Unaseignes Businass Lt 3 €6 D 05 0 B

Unsssigned Susiness Unit

quays_ch
! — [ | [ v | ﬂ) Christina Hans eschamp@qualys_... 15 Jul 2017 -
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Why I am unable to access the WAS module?

4) Go to the Roles and Scopes tab and select appropriate WAS Role & Scope for the user as
per the requirement. See the “Manage User Roles” topic in the Qualys Administration

Tum helptips: On|OFF %

Utility Online help.
User Edit: Christina Hans (quays_ch)
Edit Mode Edit role(s) and scope
User Details | Allow user full permissions and Scope (The user will have full access to everything)
. Each role grants you a set of permissions that will apply to the objects you have access to.
Profile Settings
| New role Search unes e
Roles And Scopes ~ ~
Assigned roles Remove all Unassigned roles
Action Log SCANNER Remawe UNIT MANAGER
WAF Manager
Account Activity
WAS MANAGER
WAS SCANNER
WAS USER
Edit Scope
| Allow user view access to all objects (Other permissions are granted by the user's roles)
Define what assets the user can access by tags.
Global Scope
BB Unsssignsd Gusine
Cancel
I

Add all *

- i

View
Edit
Delete

Selsct | Create | Remove Al

If you want to give access to a web application in your subscription, go to the Edit section
and click the Select link. Choose a web application tag and add the tag to the user's scope.

5) Click Save and request the user to log in again.
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Getting Help

Qualys is committed to providing you with the most thorough support. Through online
documentation, telephone help, and direct email support, Qualys ensures that your
questions will be answered in the fastest time possible. We support you 7 days a week,
24 hours a day. Access online support information at
https://success.qualys.com/customersupport/s/.

WAS Community

To know more about latest features, discussions, documents and videos related to WAS,
you can access Qualys WAS Community page.
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