© 2022 IJRTI | Volume 7, Issue 12 | ISSN: 2456-3315

Approach Explaining Multidimensional View of Synthetic
Monitoring & Web Performance Engineering through HTTP
Archive

Mr. Prabhat Padhy

M. S. (BITS Pilani)
VP - Technology
Apmosys Technologies Pvt. Ltd.
Navi Mumbai, Maharashtra

Mrs. Pratima Nayak

B. E. Computer Engineering
Chief Technical Officer
Apmosys Technologies Pvt. Ltd.
Navi Mumbai, Maharashtra

Mr. Siddhesh Vaidya

M. E. Information Technology
Automation Test Engineer
Apmosys Technologies Pvt. Ltd.
Navi Mumbai, Maharashtra

Abstract— To give customers/users a top-quality digital experience, it’s important to ensure that your applications are
always working properly. In that way, synthetic monitoring itself with its layout as Web Performance Engineering can
help to confirm applications that are performing as intended, and if they’re not, it will help you quickly figure out what’s
going on. Although synthetic monitoring have become a crucial part of application performance monitoring and it also
can be analyzed using various categories such as Availability Monitoring, Web Performance Monitoring and Transaction
Monitoring.!!
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l. INTRODUCTION

Monitoring is the way to test and verify that end-users can interact with an application as expected. To fulfil needs of users,
the monitoring system should be given charge to analyse, diagnose the application. Synthetic Monitoring is an motivative and
active approach to test website or a web service by working on visitor requests to test for the availability, performance, and
functions. Synthetic Monitoring is a term applied to different types of websites and also on different server monitoring solutions.
Synthetic monitors work like bots (an autonomous program on the internet or another network that can interact with systems or
users) that connect to websites, web services, APIs, and servers to verify availability, function, and performance using a network
of checkpoints external to the website’s own servers from different parts of the networks. !

Synthetic Monitoring is also known as Synthetic Testing which monitors the performance of the application and emulates
the path the user might take when engaging with an application and uses the scripts to generate simulated user behaviors for
different scenarios, geographic locations, device types and other variables. After collecting and analyzing valuable performance
data, a synthetic monitoring solution can be the following:

e  Give your crucial insight into how well your application is performing.
e Automatically keeling tabs on application uptime and tell you how your application responds to typical user behaviour.
e Zero in on specific business  transactions — For eg: By alerting you to issues users might experience while attempting to
complete a purchase or fill out a web form.
[ ]
Il.  CATEGORIES OF SYNTHETIC MONITORING
Synthetic Monitoring can be categorized as follows:"!
1. Auvailability Monitoring
2. Web Performance Monitoring
3. Transaction Monitoring
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1. Availability Monitoring:

Availability Monitoring is also known as uptime monitoring which is the utmost introductory form of monitoring and at its root
means that the site or service can be accessible, but some definitions expands that definition to include checking that the website
or service functions properly as well. In simple terms, an availability monitor sends a Get or a ping and checks the response for a
successful code. More Advance Availability monitors may check for particular content, response time, attempt to validate a user,
perform an API call, or verify a DNS or SSL certificate entry.

2.  Web Performance Monitoring:

Web Performance Monitoring takes Availability Monitoring to the next level and may check the page load speed, show
performance on an element-by-element basis, and gives report on frontend and backend response times. Generally, Web
Performance Monitoring uses a native browser to load the returned content for Real Browser Monitoring and Full-Page Checks.
Loading the returned content into an actual browser window can capture crimes that does not appear initially in the first response.
Issues captured by Web Performance Monitoring include checking for content, crimes and slow responses caused by third-party
content, and slow responding CDNs and databases. Web Performance Monitoring also includes multi-browser monitoring and
mobile monitoring or can also be called as Mobile (Hand-held) device monitoring.

3. Transaction Monitoring:
Transaction Monitoring takes Synthetic Monitoring to more higher level than the Web Performance Monitoring. The checkpoint
terminal runs a script that can login to a service, complete forms, purchase products, and respond to system prompts. Transaction

Monitoring tests the “happy paths” to ensure that visitors (users) can complete their tasks.

I1l.  STEPS INVOLED IN PERFORMING SYNTHETIC MONITORING
The steps involved in executing synthetic monitoring are:

The monitoring system selects a checkpoint to do the check and sends the instruction to the check point.
The checkpoint initiates the contact, checks the response and proceeds grounded on the type of examining the monitor
requires,
o The checkpoint reports its results and findings back to the monitoring system.
e The system records the information for reporting, if the check turned in an error, the service immediately requests a new test
from another checkpoint. If the checkpoint reports the similar error (defect), the system declares the error is confirmed.
e The systems sends out an alert (signal) for the confirmed error based on the escalation settings and duty schedules.

Depending on the type of test, this process may occur as frequently as every minute or up to once an hour. Most brands
check for availability every 1 minute, performance every 5 minutes and transactions every 15 minutes.

IV. WHY THERE ISNEED TO USE SYNTHETIC MONITORING?

Any company or brand that has content or services through a network or the web needs Synthetic Monitoring to guard
productivity, revenue, and reputation. When availability and performance are mission critical, a brand can’t watch for end-users to
notify them of an issue. By the time end users begin to complain, it's too late. The brand has taken on damage because of the
issues, and until the matter is resolved, the brand’s reputation and revenue suffer.

e Faster Problem Resolution:

Content and supporting technology change continuously and the slightest change to the infrastructure can bring any brand to
its knees if not everything goes as planned. Ungood performance and outages appear quickly when using Synthetic
Monitoring. Instant access to detailed reports about a blunder (sometimes with screenshots), allow teams to retort quickly.
Often teams can find the foundation cause and implement a fix before the highest users become aware.

e Alerting:

Alerts should happen before end users experience problems with a site or service. Although some passive approaches to
monitoring include alerting, Synthetic Monitoring’s proactive approach works well for alerting a team to issues early.
Synthetic Monitoring can check and verify many details and identify situations before they become problems such as reduced
performance from a database server.

e Tracking third-party content:

Third party content comes in many alternative forms, e.g., advertising, payment management systems, CDNs (Content
Delivery Networks), and analytic solutions. The performance of those third-party vendors affects the performance of the host
site. Using an independent monitoring service allows brands to carry their third-party vendors in command of their product’s
availability and performance.
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e SLAs and Synthetic Monitoring:
Besides performance and function, companies use Synthetic Monitoring to validate SLAs (Service Level Agreement).
Detailed reports allow companies the facility to point the precise availability percentage for any given period. Some
companies use the reports to produce proof to their customers that they need met the obligations of their SLA, other
companies use the reports to trace the supply of internet sites and services on which they rely.

V. WHY DO YOU NEED SYNTHETIC MONITORING?
The need is for following purposes:
Fix performance issues before they affect your end users.
Benchmark your websites.
Test your scaling capabilities.
Test new product features before launching.
Monitor third party APIs and critical business processes.
Ensure SLA (Service Level Agreement) compliance.
Reduce MTTR (Mean Time to Recovery)

VI. LISTOF TOP SYNTHETIC MONITORING TOOLSH!
Following are the tools used for synthetic monitoring:

i. Datadog:

Datadog is best for API and browser tests that will give proactive and end-to-end visibility.

$ patADOG

Al-Powered Synthetic
Monitoring

Fig 1: View of DataDog Tool
ii. AlertBot:

AlertBot is among the top players in the synthetic monitoring industry and is ideal for organizations of all sizes.

Fig 2: View of Alert Bot Tool

iii. SolarWinds Pingdom:

Best for ultimate visibility and enhanced troubleshooting through a combined solution of synthetic monitoring and RUM.
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Fig 3: View of SolarWinds Pingdom

iv. Sematext:

Best for IT system monitoring tools for DevOps.

Deliver fast, reliable &
consistent, websites & APls.

Monitor the avalabityof your website, APis, and
businss-critcal web transactions with powerful synthetic:
‘monitoring and testing tools.

Diagnose and prevent website performance Issues

Monitor your SSL. certficates

B trust with your users using pubIK Status pages

Fig 4: View of Sematext

V. Uptrends:

Best for web performance and website monitoring.

Synthetic Monitoring

Run automated tests to
see how users

experience your website

Uptrends Synthetic Monitoring uses a web browser emulation to simulate the
kinds of actions a user would take on your site.

Try Uptrends free

Fig 5: View of Uptrends

Vi. SmartBear AlertSite:

Best for monitoring of websites, web apps, APIs from all over the globe & in private networks.
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Fig 6: View of SmartBear AlertSite

Vii. Dynatrace:

Best for digital experience monitoring.

20000 20000
V' astato cose s V' Top TP states cade ot 135

Fig 7: View of Dynatrace

viii. AppDynamics:

Best for intelligent cloud agents for monitoring business transactions & performance.

Track performance 24/7

Identify problems
with application
availability

mmmmmmmmm

Fig 8: View of AppDynamics
iX. Site 24*7:

Best for DevOps and IT Operations teams to monitor the performance.
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Fig 9: View of Site 24*7

X. New Relic:

Best for providing the real-time view of your operational data in one place.

L
Fig 10: View of New Relic
Xi. eG Innovations:
Best for end-user experience monitoring.
PRODUCT ~ SOLUTIONS ~ RESOURCES  COMPANY
Synthetic Monitoring with eG Enterprise
Proactively monitor business transactions and troubleshoot user experience issues
|
Fig 11: View of eG Innovation
VII. NINE REASONS TO USE SYNTHETIC MONITORING
Here are some of the top reasons IT shops rely on synthetic monitoring.
i Monitor application availability 24 x 7, even during off hours.
ii. Proactive notification of application availability issues.
iii. Identify reachability problems for remote sites.
iv. Understand the impact of third-party services have on customer-facing applications.
V. Monitor performance and availability of SaaS applications.
Vi. Test business-to-business web services that use SOAP, REST, or other web services technologies.
vii. Monitor the availability of critical databases queries.
viii. Measure service-level agreements (SLAS).
iX. Baseline and analyze performance trends across topographies.
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VIIl. BENEFITS OF SYNTHETIC MONITORINGM
1. Find and fix issues before they impact your end users:

Synthetic monitoring helps you emulate user interactions and run them as tests from global monitoring locations or from
behind your firewall. Synthetic monitoring proactively watches over your APIs, websites, web, mobile and SaaS applications,
even during the low-traffic periods, and alerts your operations team in case of performance degradation or availability issues.
So you get enough bandwidth to spot the matter, engage subject material experts, find the foundation cause and fix issues
before they impact the tip users.

2. Baselining and Benchmarking:

Synthetic monitoring gives you the ability to monitor your APIs and applications at frequency and location(s) of your choice,
always. Over time, this monitoring data can be used for baselining your application’s performance, identifying areas of
improvement, and developing performance improvement strategies. You can also use synthetic monitoring to benchmark
your applications availability and performance with your historic self or against competitors.

3. Prepare for the peak traffic season or a new market:
Synthetic monitoring gives you a novel ability to observe the realm of your website or application which doesn’t have real
user traffic yet. Imagine a brand-new marketing campaign driving traffic to a replacement area of the application. Synthetic
monitoring allows you to proactively simulate traffic there to area and facilitate you ensure availability and performance. The
other use case is when you are launching your services in a new geography. Synthetic monitoring enables you to test your
applications performance from that geography and address performance issues, if any, before your real end users encounter
them.

4. Monitor complex transactions and business processes:

Only checking availability and uptime of your APIs and operations isn't sufficient when you are seeking to deliver a high-
quality operation performance. Synthetic monitoring allows you to emulate business processes or user transactions such as
logging in, searching, filling form, adding items to cart and check out etc. from different topographies, and monitor their
performance (whether efficient or not). You can also compare performance statistics between topographies and steps
(sequences) in the transactions and formulate your performance improvement plans.

5. Measure and Adhere to SLAS:

Service level agreements are critical to modern business. Regardless of what side of the SLA you're, measuring and adhering
to the agreed upon level of service is helpful for both client and vendor parties. For vendors, synthetic monitoring helps
understand the provision and performance limitations of the appliance better. Armed with this data, vendors can prepare
realistic service level objectives and avoid unforeseen penalties.

6. Hold your third-party vendors accountable:

Modern applications depend upon multiple 3rd party components for functionality and data. The foremost common 3rd party
integrations are CDNs, payment processing solutions, site search and suggestions plugins, business intelligence and analytics
solutions etc. Synthetic monitoring enables the consumers of such 3rd party services to watch service level objectives,
performance degradations and unavailability incidents to carry the vendors accountable.

7. Test from the end user’s perspective:

Modern applications depend upon multiple 3rd party components for functionality and data. The foremost common 3rd party
integrations are CDNSs, payment processing solutions, site search and suggestions plugins, business intelligence and analytics
solutions etc. Synthetic monitoring enables the consumers of such 3rd party services to watch service level objectives,
performance degradations and unavailability incidents to carry the vendors accountable.

IX. LIMITATIONS ONSYNTHETIC MONITORING
Synthetic testing is a useful approach to Digital Experience Monitoring, but it has limitations. Synthetic monitoring is just that—
synthetic. The scripts on which it relies only emulate user experience. They do not measure actual end user experience. So

synthetic testing can’t help IT understand what users actually see when they interact with an application.

In addition, synthetic monitoring can’t see how device resources and health affect application performance. Is the application
truly slow? Or is the problem that the user’s device lacks sufficient memory or CPU?
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Last, synthetic testing scripts have no insight into the characteristics of the end user who is experiencing poor application
performance. Their identity. Role. Department. Location.

X.  SIXREASONS FORWHY NOT TOUSESYNTHETIC MONITORING

While synthetic monitoring helps IT identify and resolve general application’s performance issues, it does not help companies
address some key IT and business use cases.

1. Resolve end user complaints: When service desk staff receive an end user complaint, synthetic monitoring products would
tell them nothing about what the end user was doing or experiencing.

2. Troubleshoot device problems: Desktop services teams need insight into the performance and health metrics of the laptops,
PCs, tablets, and mobile devices used by their workforce. Synthetic testing products lack this visibility.

3. Determine how device performance affects application performance: Under-resourced devices negatively affect
application performance. Without insight into device performance, application owners can’t isolate the cause of application
complaints.

4. Analyze performance for every business-critical app: Companies rely on dozens of business-critical applications. Creating
and maintaining scripts for synthetic testing is time-consuming, even for one app.

5. Validate the impact of change across the estate: When IT makes changes to devices, applications, or infrastructure, they
must validate the impact of those changes on actual end user experience to determine the impact. Comparing metrics from
synthetic testing won’t provide the full picture.

6. Improve workforce productivity: To measure the impact of IT on workforce productivity, IT and business execs need to
assess every application in use in the enterprise. Not just one.

Xl. WHAT ARE THE THINGS THAT SYNTHETIC MONITORING WILL ANSWER?
Is my website up?

How fast is my site at this moment?

Are transactions working?

Avre third party components still operating?

If there’s a slowdown or failure: Where is it?

XIl. MONITORING DATA USING HTTP ARCHIVE (HAR)

The HTTP Archive format, or also called as HAR, is a JSON i.e. JavaScript Object Notation formatted archive file format for
logging of a web browser's interaction with a site. The common extension for these files is .har.!

The specification for the HTTP Archive (HAR) format defines an archival format for HTTP transactions that can be used by a
web browser to export detailed performance data about web pages it loads. The specification for this format is produced by the
Web Performance Working Group of the World Wide Web Consortium (W3C). This document was never published by the W3C
Web Performance Working Group and has been abandoned.

The data can be monitored by automating the URL and then capturing the complete details and viewing it in HTTP archive
viewer tool which is leaded by the extension.

Following are the details of the HTTP Archive:

CICIPr - Notepad - o

{"log":{"version":"1.2","creator":{"name": "BrowserMob
Proxy","version":"2.1.5","comment”:""}, "pages":
[{"id":"MyHAR","startedDateTime":"2022-08-
13T06:14:26.079Z","title" :"MyHAR", "pageTimings":
{"comment”:""},"comment":""}],"entries":
[{"pageref":"MyHAR","startedDateTime":"2022-08-
13T06:14:42.328Z","request":

{"method" :"GET","url": "https://www.iciciprulife.com/","httpVersi
on":"HTTP/1.1","cookies":[], "headers":
[{"name":"Host","value":"www.iciciprulife.com"},

Fig 12: Log Details after executing the code

After executing the script, the data for the loaded page or URL is getting fetched in the file format called as HAR. Its
representation is depicted in Fig. 12.
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Load Inspect About
Show Page Timeline | Show Statistics Print Page
= MyHAR

+ GET www.iciciprulife.com 200 OK 81 KB
+ POST ListAccounts?gpsia=1 K 43B
+ GET megamenu.min.css K 43 KB
* GET owlcarouselv34.min.cs: K 28.8 KB 1
* GET dientlibsv34.min.css K 44.6 KB
+ GET linkages.css K 653 B
¥ GET productjquery.min.js K 33.2 KB
* GET hover.css K 8 KB
+ GET swiper.css K 3.7 KB
# GET product-slide-style.css K 1.8 KB
+ GET swiper-min.css K 3.3KB
+ GET swiper.js K 32.1 KB
* GET chatbot-uat.css K 3.3 KB
+ GET all-css-prod.css K 1.6 KB
¥ GET all-script-prod.js K 7.3 KB
¥ GET owlcarouselv34.min.js K 0
* GET clientlibsv34.min.js 200 OK 155.4 KB
# GET megamenu.min.js K 2.2 KB
+ GET 1459612354899.png K 3.5KB
# GET Group_1765.5vg K 1.2 KB
* GET familly-protection-icon. K 22.5KB
+ GET early-investing-icon.pn K 41.2 KB
# GET search-maroon.png K 442 B
* GET Icon-circle.svg K 289B
+ GET ZurichBT-Roman_gdi.w K 19.5 KB

110ms
| 120m
| 51ms
| 59ms
| 8ems
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Fig 13: Inspection of code after loading log into HAR viewer

The above Fig. 13 shows representation of HAR content inspected in HTTP Archive loader with different time frames required to

load the element in milliseconds.

Headers  Response

Response Headers

Content-Type spplicetion/javascript
Last-Modified iled, 18 Aug 2022 13:64:23 GIT

es
ETag "ff3e3505635cds1:0"
X-Content-Type-Options nosniéf
X-Frame-Options SAEGRIGIN
X-NSS-Protection 1; mede=lock
Strict-Transport-Security Nax -3g2=31535932; 1nCludesuDol
Content-Security-Policy frane-ancestars "self' httpsi/.
.con hittp:
.con hittp .indiatis
.indistines.com http: //wnw,businessinsider.in https:
.con https://m, timesofindia, con https://m.econonict:
addng.com ttps://*.gettng. con;
Access-Control-Allow-Origin *
Access-Control-Allow-Credentials true
Content-Encoding £21p
Content-Length 7386
Cache-Control mox-age=378328
Expires iled, 17 Aug 2322 13:06:31 GIT
Date Sat, 13 Aug 2022 26:14:43 GNT
Connection keep-slive
vary Accept-Encoding

s; preload

Request Headers

om http:,

imes, com https://

-iprusalesbeta.com http://ribste.icicibankltd. con:seg2 https://*. iciciprulife

Junm. moneycontrol

[timesofindia

bt
nline.con https://im.indiatines

secure, icicidirect.con htips://*

XII.

WEB APPLICATION MONITORING

Fig 3: Detail of link after clicking on it

Web application monitoring offers a myriad of choices to monitor different types of websites and web applications based on
your business requirements. Gain visibility into all your critical business applications and identify and troubleshoot issues before

end users are affected.’

A. Ensure optimal performance of critical user paths in your web applications with Real Browser Monitoring:

Applications Manager's Real Browser Monitor (RBM) simulates business-critical multi-step user paths in your web
applications. Using the RBM feature to monitor web application can help you track and monitor the user actions from
numerous locations and notify you of increasing response times and errors instantly.

B. Test the performance of web applications in multiple locations:

Leverage Applications Manager's RBM capabilities as handy tool for web application monitoring to track end user experience
of critical workflows in your web applications from multiple branch offices spread across different locations. At each step,
identify slow loading components with the help of a waterfall chart and monitor Page Loading Time. Web app performance
monitoring helps you keep a close watch on pivotal metrics such as Page Rendering Time, Download Time, Block Time, etc.

o

Stap -1 Losding - sk managssngine.cm/

magowigem

Fig 4: Verification of Web Application performance

JRTI2212006 |

International Journal for Research Trends and Innovation (www.ijrti.org)



https://www.manageengine.com/products/applications_manager/website-monitoring.html
https://www.manageengine.com/products/applications_manager/synthetic-transaction-monitoring.html
https://www.manageengine.com/products/applications_manager/rbm-browser-extension-download.html
https://www.manageengine.com/products/applications_manager/rbm-browser-extension-download.html

© 2022 IJRTI | Volume 7, Issue 12 | ISSN: 2456-3315

C. Dynamic Web Transaction Recorder:

The use of web transaction recorder to record the steps of critical workflows in your web applications. The web application
management software allows you to download the recorder as a stand-alone tool or you can just add the recorder browser
extension.

Fig 5: Recording all transactions i.e. flow of execution
D. Cross Browser Monitoring/Testing:

Unlike most web application performance monitoring tools in the market, RBM allows you to perform playback of recorded
workflows in different browsers - Mozilla Firefox, Google Chrome, and Microsoft Edge. Monitoring web applications across
various browsers can come in handy when trying to understand their performance behavior across platforms and where
optimizations have to be made.

Fig 6: Cross Browsing using various browsers
XIV. APPLICABILITY OF SITE24*7

Here, we have verified performance of an website using Site24*7 which depicts the availability, throughput and response time in
seconds.

Monitor Status ¥ | ot =
@ Lastupdated afewsecands sga

0 o] o] ° 0 w2 contpuraCner Basic Mo
ieorName < Uptima (%) = Respense Time s ©

[+ o e -
(+]

DS Time W Connection Time 1 S5L Handshake Time 1 First Byte Time M Doverload Time

Fig 7: Dashboard of multiple URL performance

Figure 7 depicts about the working of the URL inspected through Site24*7 tool which shows breakup of the response time of the
URLs in msec.
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Fig 7: View of URL performance

Fig 8: Graphical representation of performance for the URL using the tool

DNS Time: The time it takes a Domain Name Server to receive the request for a domain name's IP address, process it, and return
the IP address to the browser.

Connection Time: The amount of time spent by a computer user in being connected to a network.

SSL Handshake: An SSL handshake is the process that kicks off a communication session between client and server that uses
TLS encryption.

First Byte Time: The time between the browser requesting a page and when it receives the first byte of information from the
server.

Download Time: The average time to download any page related to the Services, including all content contained therein.

. DNS SSL  Commectio
Response Handshake n Time
Time (ms) Time (ms)  (ms)

Up 200 [ 136 129

Response ©

Up 200 2 134

2 T 160.153.138.53 TL&V13
340 PMIST Mumbzi - IN __ Up 200 16 131 122 1061 303394 160.153.13853 TLSvL3

Fig 9: Detailed log of URL performance

XV. CONCLUSION

With Synthetic Monitoring and Web Performance Monitoring, a brand can proactively monitor web and network assets and
receive alerts when things don't work as expected. Because of the flexibility offered from Synthetic Monitoring, a brand should
consider Synthetic Monitoring their first line of defense to guard availability, performance, and function.

REFERENCES
1. View Towards Synthetic Monitoring Using HTTP Archive, Siddhesh Vaidya, Prabhat Padhy, International Journal Of
Engineering Research & Technology (IJERT), VOLUME 11, ISSUE 08 (AUGUST 2022)
https://sematext.com/blog/synthetic-monitoring-tools/
https://www.uptrends.com/what-is/synthetic-monitoring
https://smartbear.com/learn/topic-area/benefits-of-synthetic-monitoring/
https://toolbox.googleapps.com/apps/har_analyzer/
https://www.manageengine.com/products/applications_manager/web-application-
monitoring.html?network=g&device=c&keyword=web%20application%20monitoring&campaignid=8896718393&creative=
582457222059&matchtype=p&adposition=&placement=&adgroup=86470815541&targetid=kwd-
127982669&gclid=Cj0KCQiA40ybBhCzARIsAlcfn91zDPrI9H99I3DUSkfq1398ta5iwF2ervCD60tCMpXZzFCchQ7v2BQa
AtnSEALwW_wcB

ook wd

IJRTI2212006 | International Journal for Research Trends and Innovation (www.ijrti.org)




