AAI Resource Registry Guide
Version: 8/14/24 Authors: LH, TL

AAI web page: https://help.switch.ch/aai/ Contact: eduid@switch.ch

This guide is aimed at users of the Switch Resource Registry and is intended to serve as a
complimentary source of information to explanations and examples that are already integrated
into the Resource Registry. It explains the most important aspects and processes to create,
maintain and administrate Home Organization and Resource Descriptions.

Note: The screenshots in this guide may not reflect the actual interface because the Resource
Registry is constantly extended and developed further.
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1. Description of the Resource Registry
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Figure 1: Resource Registry overview

The Resource Registry is a web-based tool developed by Switch to manage information about
Resources and Home Organizations participating in the SWITCHaai and AAI Test
federations, which are operated by Switch. Since 2011 the Resource Registry is also capable
of handling interfederated Resources and Home Organisations via eduGAIN.
A Resource is the description of a SAML or an OpenID Connect service.

The intended users of the Resource Registry are users registering SAML and OpenID Connect
services

The Resource Registry's main purpose and features are (see Figure 1):

« Attribute/claim requirements declaration
Resource administrators specify the required attributes/claims to provide for accessing
the service. In addition, desired attributes can be listed too. Desired attributes/claims
should provide additional benefit to justify their use. The data protection principle counts:
Process only data which is really necessary!

+ Intended audience declaration
Resource administrators can also specify from which Home Organizations it will accept
users. For example, a Resource is only of interest to medical students. Then, there is no
point in adding that Resource to the metadata of the universities not offering medical
studies at all. However, it is still the duty of the Resource to configure its authorization
rules properly!

« Federation Members can control resources within their organization domain
Each Resource needs to get approved before its entry gets activated in the Resource
Registry. Each Federation Member approves Resources from its own domain and from
the Federation Partners it sponsors. It delegates this control to one or more people who
act as Resource Registration Authority administrators for the Federation Member. They
are notified by e-Mail, whenever approval is required for changes made to Resource
Description in the Resource Registry.

« Supported attributes declaration
Not all of the attributes specified for SWITCHaai are mandatory to implement. The
Identity Providers can document within their Resource Registry entry which ones are
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implemented and potentially available to Resources.

» Generate federation metadata
Based on the information collected, the crucial federation metadata files for the Identity
Providers as well as Service Providers can be generated. Each Identity Provider needs to
know all potential Service Providers with whom it should communicate and vice versa.

» Generate attribute release policy/filters
Each SAML Identity Provider has to maintain the Attribute Release Policy (ARP)
configuration. The Resource Registry provides them tailored templates for the ARP and
in some cases notifies the Identity Provider administrators in case of changes.

» Generate configuration files
The Resource Registry can generate some configuration files for Service Providers and
Identity Providers using information contained in its database.

» Generate federation information and help pages
Because the Resource Registry is also used to manage the attributes, attribute usage and
requirement as well as contact information for all Resources and Home Organizations, it
also can be used to generate various statistics and lists about to the federation.

2.Login

The Resource Registry is accessible via https://rr.aai.switch.ch/ and requires an account in
the SWITCHaai federation. Users without an account of a university, can create an account
on the “Switch edu-ID” Identity Provider.

The Resource Registry home page contains a short description of the service.

AAI Resource Registry Federation Login

Login
Please select your organization in one of the drop down lists below. Then authenticate in order to get access to the Resource Registry.

SWITCHaai Login Login Hint

Login dber Switch edu-ID Select the organisation "SWITCH edu-ID" in case you don't have an
(Geben Sie den Namen der Organisation ein, der Sie angehdren A account at one of the other organisations. Then create an edu-1D
The above drop-down list contains all organizations Fortfahren account if you don't have one yet.

currently participating in the production SWITCHaai

infrastructure.

New Identity Providers

Use the Home Organization Bootstrap form to register a new Identity Provider with the AAI Resource Registry. After the registration was approved,
access to the Resource Registry using this new Identity Provider will be granted.

In case of problems or questions, please contact the AAI team via email to aai@switch.ch.

Figure 2: Login buttons

After authentication at a Home Organization one is redirected back to the Resource Registry.
Provided the Resource Registry receives all the required attributes from the Home
Organization, login is successful. The Resource Registry needs the following attributes:

» Given Name (required)

e Surname (required)

« E-Mail Address (required)

» Unique ID (swissEduPersonUniquelD or eduPersonPrincipalName) (required)

» Targeted ID (optional)

» Business telephone number (optional)

» Mobile number (optional)

« Home Organzation Name (required)

» Home Organization Type (optional)

Switch Resource Registry Guide 3 Version: 20240814


https://aai-rr.switch.ch/a

When a user logs in the first time, a data storage consent screen (see Figure 3) has to be
accepted first. In order to send notification e-Mails at least given name, surname and e-Mail
address have to be stored in the Resource Registry database. The phone number is used in
cases where an administrator needs to ask or confirm some data (e.g. fingerprint of a self-
signed certificate) over the phone.

Welcome to the Resource Registry

This is the first time you access the Resource Registry with the user current account. Therefore, we kindly ask you to give your consent to allow the
Resource Registry to store your user data shown below. The email address is needed by the Resource Registry to send you notification emails. The
phone number may be required in order to contact you in case of emergencies or because of an out-of-band approval workflow required during
resource registration.

SWITCH won't give the personal data shown below to third parties, nor will it be published in metadata, nor will it be accessible by
unauthenticated Internet users.

User Information that will be stored for the Resource Registry
Given Name Lukas
Surname Hammerle
Phone number +41 44 268 15 64
Home Organization switch.ch
Home Organization others
Type
Affiliation member;staff
E-Mail lukas.haemmerle@switch.ch
Data protection (J1 agree that an entry representing myself with the above data will be stored in the AAI Resource Registry
database.
This field must be provided

Figure 3: Resource Registry data storage consent

Note: In case you just have set up a Home Organization but it is not yet registered in the
Resource Registry, read the section 'Home Organization Administrator' on how to register a
Home Organization for the first time.
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3. Administration Interface

Home and General Information
This page provides usage instructions and general information about the federations managed by the Resource Registry.

Resource Registry Usage Instructions

-~ Resource Registry Guide explaining the basic principles and mechanisms of the Resource Registry

« H Resource Registry Screencast for first time users on how to register a resource

Federation Information

| Federations managed by the Resource Registry

| List or 4 Search Home Organizations

o [] List or "4 Search Resources

| Federation Partners registered in the SWITCHaai federation

®

> List users from switch.ch who have accessed the Resource Registry
« [] Attributes available for resources

o [ ] Attribute release matrix for each Home Organization

« [ ] Attribute requirements matrix for each Resource

| Attribute Release and Filtering_Inspector for Resources and Home Organizations.

SWITCHaai Numbers

The number below show the SWITCHaai services and Identity Providers. The total number consists of of edu-ID (OIDC), SWITCHaai and
2 eduGAIN services and Identity Providers. Please note that the OIDC services can only be used via SWITCH edu-ID and thus not in eduGAIN.
Also view the list of home organisations and list of services to get a detailed overview of the different types of services.

Total 68 SWITCHaai Identity Providers Total 1992 SWITCHaai Services
1.5% 1.2% 13.3%
h 8.8%

89.7% 85.6% /

edu-1D [0IDC] MMl SWITCHaai only [SAML] edu-ID [0IDC] [l SWITCHaai only [SAML]
eduGAIN [SAML] eduGAIN [SAML]

Figure 4: Main Menu

After successful authentication, one is in the main menu of the Resource Registry. Depending
on the privileges and roles (see Chapter 4), there are between two and five different links in
the navigation bar. They reflect the administration and access rights a user has.

Figure 4 shows the 'General Information' section that provides various lists, search forms as
well as matrixes that describe the federations managed by the Resource Registry. All users of
the Resource Registry have access to this section.

Figure 5 shows the 'Resource Administration' options. If a user has no administration
privileges for any Resource Descriptions he can only add new Resource Descriptions.
Otherwise, a user sees links to manage all approved Resource Descriptions.

Resource Administration
Find below the Resource Descriptions for which you have administration privileges.

General Options

e ) Add a Resource Description

o (] List active and expiring SWITCHaai SP certificates of your organisation

. Generate embedded WAYF code: Copy and paste this HTML code into a web page in order to embed the Discovery Service

Figure 5: Resource administration options

When registering a resource and after it was approved by a Resource Registration Authority
(RRA) administrator (see Chapter 4), the Resource Administration section looks like in Figure
6.

Switch Resource Registry Guide 5 Version: 20240814



Resource Administration
Find below the Resource Descriptions for which you have administration privileges.
General Options

+ ) Add a Resource Description

« [ List active and expiring SWITCHaai SP certificates of your organisation

« & Generate embedded WAYF code: Copy and paste this HTML code into a web page in order to embed the Discovery Service
Modified Federation Partner Resources

« o Complete description of test-uulm.test-server.ag (https://test-uulm.test-server.ag/auth/realms/Imv, AAI Test Federation Partner)
Modified Resource Descriptions

« Continue editing .* CERN Online Services (https://edug .web.cern.ch, 12sp, 12_backend.xml, SWITCHaai)

Pending Resource Description modifications

« 7 Continue editing Resource Description of Tales - Online-Lehrveranstaltungen (unibas-tales, edu-ID OIDC) until it has been
approved

Approved Resource Descriptions

« ' AAI Attribute Viewer (https://attri iewer.aai.switch.ch/shi AAI Test)
1View | &” Edit | = Duplicate | & Request Deletion or Direct Deletion | £* Administrators | /* Configuration |  Metadata | [] Attribute
Release Inspector

«  AAI Attribute Viewer Test (https://attribute-viewer-test.aai.switch.ch/shi AAT Test)
1View | +” Edit | ™ Duplicate | & Request Deletion or Direct Deletion | £* Admini: | | Configuration | ¢ Metadata | (] Attribute
Release Inspector

Figure 6: View with multiple approved Resource Descriptions

For Home Organization administrators, the corresponding administration options look like in
Figure 7.

Home Organizations Administration

Find below the Home Organizations for which you have administration privileges.

General Options

« [ List active and expiring_ SWITCHaai IdP certificates of your organisation

Home Organisation Descriptions
« £ Switch edu-ID (SWITCHaai)
o [£] View Home Organization Description: Textual representation of this Home Organization

o [] List Resource Descriptions registered for this Home Organization

o ¢ Edit Home Organization Description: Modify technical or descriptive attributes
o ¢ SAML Metadata: Get SAML Metadata of this Home Organization
o % Attribute Filter files for Shibboleth IdP v3 and Shibboleth IdP v4

o £°’Manage Home Organization administrators: Transfer or revoke Home Organization administration privileges

o £’ Manage Attribute Policy administrators: Transfer or revoke Attribute Policy administration privileges

o

2" View all administrators: See who has which administration privileges within your organization

o [-] Attribute Release Inspector: See which attributes resources need and if they are released by this organization.

« {2 SLSP - Swiss Library Service Platform (SWITCHaai)

o [] View Home Organization Description: Textual representation of this Home Organization

o [=] List Resource Descriptions registered for this Home Organization

o ¢ Edit Home Organization Description: Modify technical or descriptive attributes
o ¢» SAML Metadata: Get SAML Metadata of this Home Organization

o Attribute Filter files for Shibboleth IdP v3 and Shibboleth IdP v4

o £°Manage Home Organization administrators: Transfer or revoke Home Organization administration privileges

o & View all administrators: See who has which administration privileges within your organization

o [Z] Attribute Release Inspector: See which attributes resources need and if they are released by this organization.

Figure 7: Home Organization administration options

The options for a Resource Registration Authority administrator look like in Figure 8.
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Resource Registrations Authority Requests

Find below the Home Organizations for which you have Resource Registration Authority (RRA) privileges. The duty of an RRA administrator is to
check and approve changes of Resource Descriptions.

« {* SLSP - Swiss Library Service Platform (SWITCHaai)
o & Approve Resources: Approve or reject new or modified Resource Descriptions

= There are no resource requests to approve

o (-] Approved Resource Descriptions: All resources registered in the name of this organization

o £°’Manage administrators: Transfer or revoke administration privileges

[

o & View all administrators: See who has which administration privileges within your organization

[

o £ Switch (SWITCHaai)
o & Approve Resources: Approve or reject new or modified Resource Descriptions

= There are no resource requests to approve

o [-] Approved Resource Descriptions: All resources registered in the name of this organization

**Manage administrators: Transfer or revoke administration privileges

o &' View all administrators: See who has which administration privileges within your organization

Figure 8: Resource Registration Authority administration options

Note: One may not see all of the above administration options because certain privileges are
required to see them.

4. Roles

Every user in the Resource Registry can have one or more roles with additional administration
privileges. These are:

Resource administrator (of a Resource)
Registers and manages one or more Resource Descriptions. See Chapter 4.1.

Attribute Release Policy administrator (of a Home Organisation)
Optional role that can be assigned to users that have the limited right to set the default
and specific attribute release policies of a SAML Home Organisation. See Chapter 4.2.

Home Organization administrator (of a Home Organisation)
At least one person per Home Organization. Manages Home Organization Description
and attribute release settings. See Chapter 4.2.

Resource Registration Authority administrator (of a Home Organisation)
At least one person per Home Organization. Approves or rejects new or modified
Resource Descriptions. See Chapter 4.3.

Resource Registry Operator (for everyting)
Can view, edit and delete any entry. May require two-factor authentication. This role is
reserved for operators of the Resource Registry.

A user logging in for the first time has none of the above roles assigned unless this person was
invited by another administrator with an invitation link for a particular role. All administrator
roles can be transferred to any other user. E.g. the administrator of Home Organization X could
make any other user an administrator of X. Vice versa any Home Organization administrator
can revoke rights for users of the same the Home Organization he has the rights for.
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Administration Rights for 'AAI Demo Home Organisation'

Grant or revoke administration rights to users of this organisation by choosing the available option for each user.

Users with Home Organization rights

£ Sascha Hoppler Home Organization administrator v
switch.ch

& Lukas Hémmerle Home Organization administrator v
switch.ch

£ Daniel Lutz Home Organization administrator v
switch.ch

Delegate Home Organization rights to any AAI user using an invitation email

Add a comma- or space-separated list of e-mail addresses of people you want to grant Home Organization rights too. Any email address can be
used as long as the recipient has an AAI account.

Vi

Cancel Reset Apply Save and go back to menu

Figure 9: Manage administration rights

Figure 9 illustrates how to grant or revoke Resource Registration Authority rights to or from
other users. Users can be invited by manually entering their e-Mail addresses in the text area
at the bottom of the page. The invited users receive an e-Mail containing an invitation link
that will grant them the administration rights that were bound to this invitation.

Administration Rights for 'AAI Demo Home Organisation’

Grant or revoke administration rights to users of this organisation by choosing the available option for each user.

Users with Home Organization rights

& Sascha Hoppler Home Organization administrator v
switch.ch

& Lukas Hadmmerle Home Organization administrator v
switch.ch

& Daniel Lutz Home Organization administrator v
switch.ch

Pending Administration Invitations

& john.doe@example.org Pending v

Delegate Home Organization rights to any AAI user using an invitation email

Add a comma- or space-separated list of e-mail addresses of people you want to grant Home Organization rights too. Any email address can be
used as long as the recipient has an AAI account.

An invitation mail has been sent to the following users: john.doe@example.org

Cancel ‘Reset‘ Apply‘ ‘Save and go back to menu “

Figure 10: Invitation pending
Figure 10 shows a pending invitation. Invitations can also be revoked.

In the following chapters the above-mentioned administrator roles are illustrated in greater
detail.

4.1. Resource Administrator

Unless you were invited as a Resource administrator, you find the Resource administrator
options empty as shown in Figure 5. So, the only option will be to add a Resource Description.
Clicking the link 'Add a Resource Description' one sees a page like in Figure 11.

One then has to choose first if a Resource Descriptions for a SAML or OpenlD Connect
service should be created. The registration for both is very similar as similar data has to be
provided.
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Resource Menu for 'New Resource'

To create a new Resource Description, first complete the section 'Basic Resource Information' and then the remaining sections.

Would you like to register a @ SAML resource or an O OpenID Connect resource?
If you already have SAML2 metadata of your SAML Service provider (e.g. from /Shibboleth.sso/Metadata), run the Metadata Wizard to
create or update an existing Resource Description.

The Metadata Wizard can be used to register a new or upgrade an already registered Service Provider. To use it, either paste the SAML2
metadata into the text field or click on the button 'Run SAML 2 Metadata Wizard' to provide an URL to download SAML2 metadata from. To
create a complete Resource Description using SAML2 metadata, please also consult the metadata extension element documentation.

# Run SAML 2 Metadata wizard

& 1. Basic Resource Information © Incomplete
& 2. Descriptive Information © Incomplete
3. Contacts O Incomplete
& 4. Service Locations @ Incomplete
5. Certificates and Credentials © Incomplete
6. Requested Attributes and Claims @ Incomplete
& 7. Intended Audience and Expert Settings © Incomplete

You have to complete the resource description before it can be submitted for approval.

Figure 11: SAML Resource Description sections

Figure 11 shows all sections of a SAML Resource Description. It contains several sections
that have to be completed.. When all sections are marked green, the Resource Description can
be submitted for approval.

Note: In case you already have an installed and configured Shibboleth Service Provider, you
can use the Shibboleth wizard that completes many of the required sections by using the
Service Provider's self-generated Metadata. To use the wizard, you will have to provide the
URL to the Service Provider's Metadata handler URL. Alternatively, you can also provide
metadata directly in case the Service Provider is not (yet) reachable via the network.

Basic Resource Information

The Basic Resource Information section is for providing the most essential details of the
Resource Description. You must complete this section first before completing any other
section.

In Figure 12 you see an example of this section:
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Basic Resource Information for 'New Resource'

Basic Properties

Entity ID ' ‘https://<HOSTNAME>/shibboIeth

Unique identifier in form of a URL.

This value should be configured in your Shibboleth configuration file (e.g. /etc/shibboleth2/shibboleth2.xml). It should be 'stable' and
not change, even if the hostname changes.
The convention is to set this to https://<HOSTNAME>/shibboleth, €.g. https://www.olat.uzh.ch/shibboleth.

Modifying this value will cause service interruptions. Please ask the Resource Registry webmaster before you change it.

Home ; ‘ Choose a Home Organization... v

Organization You can register resources only:
« for a Home Organization for which you have an active affiliation

« for Home Organizations in the AAI Test Federation

To register a Resource in the AAI Test federation, choose an AAI Test Home Organization or "SWITCH edu-ID [Test]".

Federation ‘ Not a Federation Partner Resource v

Partner

Display name to show for this Resource. Ideally no longer than 33 characters.

May be displayed to the user during login.

Description - ‘ A‘

In the description you should briefly describe the purpose of this Resource. For example "The purpose of this service is to ...". Ideally no
longer than 100 characters.

May be displayed to the user during login.

Public 4 Is this a public resource?
If checked, this SAML service will be listed on the list of public resources.

If unchecked, it will not be listed but its name and description as well as the technical and support contact information must for technical

reasons still be mentioned in the (public) SAML2 metadata.

Home and Helpdesk URLs

Home URL
The entry point URL or home page of the resource: e.g. https://sp.example.org/index.html

This page may or may not be AAI-protected.

Helpdesk URL

A web page that offers users help and guidance in case of AAI related problems with this resource. This URL can be displayed by Service

and Identity Providers in case of AAI errors.

Validity

Valid from [14 v |[August v |[2024 v/ |

Set this to a future date in order to activate the Resource Description at a specific date. The Resource Description won't be included in the

federation metadata before that date. It also won't be listed in the list of public resources.

Valid until

- v[- vi[- v
Allows setting a date for the Resource Description, after which the Resource Description will not be included in the federation metadata

anymore. This allows disabling a Resource Description by setting its valid until date to a date in the past. To prevent automatic deletion of
a Resource Description, past dates will be set to yesterday.

Set all the fields to '-' in order to make the Resource Description valid indefinitely (default).

Additional Resource Administrators

Add a comma- or space-separated list of e-mail addresses of people who shall also become administrators of this Resource Description.
You can provide any email address as long as the recipient has an AAI account.
The mail will be sent only if you click on Save and continue to send an invitation key to the recipient(s).

V

Apply Save and continue

“ This field must be provided

Figure 12: Basic Resource Description

First provide an identifier for the service and then decide for which federation and for which
Home Organization you register a Resource. You can only register Resources for Home
Organizations that you have an account for or for which your are Resource Registration
Administrator of or for AAI Test Home Organizations.

If you are testing something related to AAI and if no real users are involved, choose a Home
Organization from the AAI Test Federation if possible, e.g. AAl Demo Home Organisation.

The entityID (or clientID for OpenlD Connect) is of great importance because it is the
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identifier of the service. Ensure to check that you insert the value that you for your service.

Warning: Don't change the entityID or clientID unless you know exactly what you are doing.
A change of this value as well as some other values must propagate to all Identity Provider
first before it becomes active. The propagation time can be between one hour up to several
days (when interfederated service is available via eduGAIN) where login may not be possible
for your service because Identity Providers haven't yet downloaded the latest metadata file.

Validity: If your service is only temporarily available or shall only become active sometime
in the future, you can specify this in the resource validity section. A Resource only is
mentioned in the metadata and ARP files if it is valid at the moment the metadata is generated.

Visibility: Un-checking the public checkbox will hide the Resource Description within the
Resource Registry from non-RRA users and in public resource lists on the Switch web page.
It also will affect the metadata and ARP generation in the sense that name and description of
the resource won't be included in these files.

After the form was successfully submitted, one returns to the resource menu that contains all
the configuration sections of the Resource Description. As you can see, additional options
have now become available.

1. Basic Resource Information © Complete
2. Descriptive Information © Optional
3. Contacts © Incomplete
4. Service Locations © Incomplete
5. Certificates and Credentials © Incomplete
6. Requested Attributes and Claims © Incomplete
7. Intended Audience and Expert Settings @ Incomplete

Figure 13: Additional configuration sections become available

Descriptive Information

Service name and descriptions as well as logos and other information be provided in multiple
languages. At least one English name and description must be provided. The service name and
description may be shown on the login page and web pages listing all public resources.
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List of Contacts

Contacts for 'Test service'
Add contact information for this resource. It is recommended to provide unpersonal email addresses if possible, e.g. support@example.org.

Support contact
Responsible for any support requests from users related to the service.

Technical contact
Responsible for the technical operation of the host and the service. Receives notification emails sent by the Resource Registry (e.g. clock skew
warnings, certificate expiration notifications).

Administrative contact
Responsible for the resource in general. Receives notification emails regarding the validity of the Resource Description.

Support Contacts
Given name Surname [0 copy, [ Paste
Email Phone @ Clear
© Add another support contact
Technical Contacts
Given name Surname 41 Copy. [ paste
Email Phone © Clear
© Add another technical contact
Administrative Contact:
Given name Surname ) Copy, [ paste
Email Phone © Clear
© Add another administrative contact
ToMonu] [Reset] [Apply] [Save and contnue]

Figure 14: Resource contacts

At least three contacts must be provided for every Resource: an administrative, a technical
and a support contact. These then will be shown on the Resource Registry itself as well as on
SWITCH's public resource list as well as in the federation metadata. As can be seen in Figure
14, more than three contacts could be provided if needed.

Note: Support and technical contact names and addresses should be non-personal if possible.
It should also be taken into account that these addresses will show up not only in the federation
metadata but also on web pages showing all services of the federation.
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Service Locations

Service Locations for 'Test service'

Define the services and bindings your Service Provider supports. In order to facilitate the completion of the form, you may use one of the following

assistants to add service locations.

¥ Please bear in mind that removing or changing existing service locations can cause service disruptions of up to two hours if not

done carefully.

+ Add Shibboleth 2.x/3.x service location(s)...| |4 Clear all fields...

If you run one of the above assistants and your Service Provider serves multiple hostnames, provide the Shibboleth handler URLs separated with
comas, e.g. https://hostl.ch/Shibboleth.sso, https://other.host.ch/secure/Shibboleth.sso,

http://insecure.host.ch/unprotected/Shibboleth.sso

Assertion Consumer Service

SAML1 browser post ‘ A‘
Binding URN: urn:oasis:names:tc:SAML:1.0:profiles:browser-post

SAML1 artifact 01 ‘ A‘
Binding URN: urn:oasis:names:tc:SAML:1.0:profiles:artifact-01

SAML2 HTTP POST ‘ A‘
Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST

SAML2 HTTP POST SimpleSign ‘ A‘
Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST-SimpleSign

SAML2 HTTP Artifact ‘ A‘
Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:HITB-Artifact

SAML2 PAOS ‘ A‘
Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:PAOS

© Add Single Logout Service URLs
© Add Manage NamelID Service URLs

Figure 15: Service location endpoint URLs

In this section, which is shown in Figure 15, you define the SAML endpoint URLs of the
Service Provider. If you were using the wizard, this section probably already was completed
for you. Otherwise, the easiest way to complete it is to use one of the assistants. If you plan to
operate the resource using multiple host names, you should provide service locations for all
host names protected by your Service Provider.

Warning: Changes in this section need to propagate first to all identity providers before they

become active.
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Certificates And Credentials

Certificates and Credentials for 'AAI Attribute Viewer'

Provide the trust anchors of the Service Provider as X.509 PEM certificates. These certificates are independent from the certificate that is used on
the web server. The SAML certificates below are relevant for SAML Identity Providers only.

Before replacing a certificate with a new one, we strongly recommend to read the certificate rollover guide first! If you are unsure how to proceed,
please contact the AAI team.

We recommend to use self-signed certificates with a 3072 bit key and a validity of at least 10 years. The certificates must meet the
SWITCHaai certificate requirements. The order, in which the certificates are added in the form below, is not important. Moving the cursor over a
PEM certificate in the text areas will show certificate details including subject, fingerprint and expiration date.

Replacing or removing any of the certificates, can result in service disruptions if not handled properly! Renewing a certificate with
the same public key generally does not require a rollover procedure.

Use the assistant to complete the form automatically. | # Run assistant...

Certificates

More than one certificate can be provided. The order of the certificates is not relevant.

MIIEJTCCAo2gAwIBAgIJAMQ70Eae059QMABGCSqGSIb3DQEBCWUAMCkxJZATBgNY
BAMMHMF@dHIpYnV@ZS12aWV3ZXIuYWFpLnN3aXRjaC5jaDAeFwdyMzAzMTUWN jE2
NDFaFw@zMzAzMTIwNjE2NDFaMCkxJzA1BgNVBAMMHMF@dHIpYnVOZS12aWV3ZXIu
'YWFpLnN3aXRjaC5jaDCCAaIwDQYJKoZIhvcNAQEBBQADgGGPADCCAY0CggGBAM3X
DgnPrvOHDgW411PBAvpAxJzJImuLHn1D+/zg74ZEaUHVgC+2KXXZi0V12e+MWW20b

& Remove Certificate

2 Add another certificate in order to support certificate roll over or to keep a spare certificate in order to quickly recover from a security
incident.

This field must be provided

Figure 16: Used certificates

In this section one has to provide the X.509 PEM certificate, which is used by the SAML
Service Provider or shared secrets or JWT tokens for OpenlD Connect services. Please have
a look at the certificate requirements page which are linked on this page. As is shown in Figure
16, a second certificate can be added as a backup certificate for roll-over procedures. If have
to renew a certificate, please also have a look at the certificate migration guide which is also
linked. The order of the two certificates doesn't matter.

Warning: Changes in this section need to propagate first to all Identity Providers before they
become active.

Requested Attributes and Claims

Attributes and NameID Format

Select for each attribute whether it is required or by the Resource. Also describe in the text field (in English) why and for what reason an
attribute is required or desired. This helps Home Organization administrators managing their attribute release policies. At the bottom there is an
(advanced) setting to set the preferred NamelD options.

SWITCHaai Core Attributes

SWITCHaai Core attributes must be available for all users. Therefore, a Home Organization must be able to release these attributes. However,
the Home Organization's attribute release policy controls whether or not an attribute is released to a Resource.

Attribute Coverage Necessity Declare why the resource needs it

Affiliation 0000} - v

eduPersonAffiliation

Regular expression to match specific values of this attribute.

E-mail 0ooo; - v
email

Given name 0ooo - v
givenName

Figure 17: Required attributes

The Required attributes section is very important because it directly affects the Attribute
Release Policies of all SAML Identity Providers and the edu-ID OpenID Connect Provider.
As shown in Figure 17, one has to declare which attributes a service requires in order to work
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and which attributes are desired/nice to have. It is recommended - and for some attributes
mandatory - to provide a short comment why an attribute or claim is required or desired.

Note: Please keep in mind that the Swiss and EU data protection law states that only necessary
user information shall be requested and processed. This implies that one should declare only
attributes as 'required' that are essential for the proper functioning of a service.

Intended Audience and Expert Settings

The last section of a Resource Description configures some special settings and the intended
audience settings of the Resource.

Some sevices may want to allow only users from specific organization types or only from
from specific organisations. Using the intended audience settings it can be ensured that users
e.g. on a Discovery Service or on Switch edu-ID can only select their organisation/identity
from these eligible organizations. Figure 18 shows an example where the intended audience
consists of all users from universities and users from Switch.

Note: Be accurate but not too restrictive when setting the intended audience because the
settings on this page directly affect the Attribute Release Policy of the Identity Providers.
Also, even though Identity Provider not in the intended audience generally restrict access to
the service, the service should also additionally enforce access control and not rely solely on
the attribute release policy of the Identity Provider, which prevent users from accessing the
service.

Default Intended Audience

University users are ... included v
University of Applied Sciences users are ... excluded v
Hospital users are ... excluded v
Library users are ... excluded Vv
Professional education and training college users are ... excluded v
Institution on the upper secondary level users are ... excluded v
Virtual Home Organization users are ... excluded v
Other users are ... excluded v

Exclude All

Specific Intended Audience

This section allows defining exceptions to the above default intended audience. The settings below aways have precedence over the default
audience settings.

) Add a new specific intended audience

Switch V| usersare... |included v “ Remove

Figure 18: Intended audience

On this page there are also special settings that are mostly relevant for interfederated services
(i.e. services accessible by eduGAIN users) or services with special needs for multi-factor
authentication. Some of these expert settings — e.g. the interfederation checkbox - are only
visible if the service or the Home Organization of the service meets some requirements (i.e.
interfederation support is allowed only if the Home Organisation supports interfederation).

This section as well as the “Requested Attributes and Claims” sections have a direct influence
on the Attribute Release Policy and attribute filter files that are generated for each Home
Organization. In the attribute filter files of a Home Organization only those Resources will
appear which included this Home Organization to the intended audience.
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Submit Resource Description for Approval

& 1. Basic Resource Information

& 2. Descriptive Information

& 3. Contacts

& 4. Service Locations

& 5. Certificates and Credentials

& 6. Requested Attributes and Claims

&’ 7. Intended Audience and Expert Settings

© Complete

© Optional

© Complete

© Complete

© Complete

© Complete

© Complete

Discard temporary resource description

View temporary resource description

Download embedded WAYF code snippet

Deployment guide and configuration files

You have to submit this temporary resource description for approval in order to make it active.
The changes become active only after the Resource Registration Authority administrator (RRA) has approved the resource description and only
after the Home Organizations have updated their metadata, which can take up to one day.

-/ Submit for Approval

Adding a comment where you describe why you added this Resource Description or what you changed may help the RRA administrator to

decide whether or not to approve it.

Figure 19: Completed Resource Description

Finally, if all sections are completed, the Resource Description has to be submitted and
approved before it becomes active. One of the Resource Registration Authority (RRA)
administrators for your Home Organization has to examine and approve it. This person will
check whether you are eligible to register a Resource Description in the name of your
organization, whether the service URLs you provided are within your organization's domain,
whether the attribute requirements comply with the AAI Policies and the data protection law,

etc.
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There is also a button to discard the temporary Resource Description, which will delete all
changes that have been made to an already approved Resource Description or will completely
delete a not yet approved Resource Description.

Contacts

Type

Name

Type

Name

Type

Name

Type

Name

Administrative

SWITCHaai Team
aai@switch.ch

@ Support

SWITCHaai Team
aai@switch.ch
Technical

SWITCHaai Team
aai@switch.ch

& Support

e

) SWITCHaai Team
eduid@switch.ch

Figure 20: Resource Description Changes

Clicking on the 'View temporary resource description' button will show all changes
(highlighted in yellow) that were applied to the last approved version, as shown in Figure 20.
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Service Provider Configuration Guide for 'AAI Attribute Viewer'

If you complete the form below and click on "Go to configuration guide", you are redirected to the custom tailored configuration guide for this
Service Provider.

Deployment settings

Installation setup Unix-based v

The installation setup is used to determine some default values.

Path to X.509 certificate /etc/shibboleth/sp-cert.pem
Provide an absolute or relative path (relative to the shibboleth/etc directory) to the certificate file that is used by Shibboleth.

Path to X.509 private key Jetc/shibboleth/sp-key.pem
Provide an absolute or relative path (relative to the shibboleth/etc directory) to the private key file that is used by Shibboleth.

‘Back‘ ‘Reset ‘Reset paths to default| |Go to configuration guide

This field must be provided

Figure 21: Download custom Service Provider configuration files

Using information available in the Resource Description, one also can be redirected to the
configuration guide or download custom-tailored configuration code for the service. This is
depicted in Figure 21. Selecting the setup that was used to install the Service Provider and
providing the paths to certificate/key pair, one is redirected to the corresponding deployment
guide where all needed configuration files can be directly downloaded.

If one clicks on the 'Submit for Approval' button, all RRA administrators are invited via e-
mail to review and approve the Resource Description. It is recommended to add a comment
in the text field for the RRA administrator, e.g. to describe what this Resource is used for or
what and why something was changed. This is useful for the RRA administrator in order to
decide whether the changes can be approved or not.

After a Resource has been approved, it is included in the official federation metadata at the
full hour and at half past the full hour. It also will be included in the attribute release
policy/filter files of the Identity Providers, which are generated at every full hour.

Furthermore, the person who created a new Resource Description also become the initial
administrator of the Resource Description together with any additional users that are invited
via email during the creation of the Basic Resource Information section. The role of a
Resource Administrator can be transferred also to other users later on as described above.

Duties as a Resource Administrator

It is essential for the stability of a service that Resource Descriptions are as up-to-date as
possible. Therefore, a Resource administrator should update the Resource Description as soon
as a technical property has changed. E.g. this could for instance be adding an additional service
location/host name or adding an additional rollover certificate or adding/removing requested
attributes.

Note: Keep in mind that there is a propagation delay for changes applied to a Resource
Description. First due to the required approval of the RRA administrator and second due to
the delay for metadata refresh at the Home Organizations. The official metadata published by
Switch is updated at least every full hour if something changed. The Identity Provider should
update metadata at least once a day, most will update hourly.

Warning: Replacing or modifying certain Resource Description properties like certificates or
service locations has to be done very carefully because these changes will take some time to
propagate to all Identity Providers. The propagation via the metadata may take up to one day
during which your Resource may not be available because some Identity Providers may still
use metadata with old properties while other Identity Providers are already using the new
properties. If in doubt about a property you want to change, please send an email to
aai@switch.ch for assistance.
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4.2. Home Organization Administrator

When an organization decides to join the SWITCHaai or the AAI Test Federation, it has either
to set up a SAML Identity Provider or it has to adopt Switch edu-ID by supplying affiliation
data to the edu-ID service. The latter option is the more comfortable and more future-proof,
which also allows benefiting from all advantages of Switch edu-ID.

If an organisation nevertheless operates their own Identity Provider, this Identity Provider has
to be registered and managed in the Resource Registry. To do so a Home Organization
administrator has to provide the necessary (technical) information that services require to
communicate with a SAML Home Organisation (it is currently not possible to run an own
OpenID Connect Provider and register it with SWITCHaai).

Bootstrapping a Home Organization Registration.

After setting up of the new SAML Identity Provider, one has to go to https://rr.aai.switch.ch/.
On the first page, you will find a link that guides you to the Home Organization Bootstrapping
form.

New Identity Providers

Use the Home Organization Bootstrap form to register a new Identity Provider with the AAI Resource Registry. After the registration was approved,
access to the Resource Registry using this new Identity Provider will be granted.

In case of problems or questions, please contact the AAI team via email to aai@switch.ch.

Figure 22: Bootstrapping procedure

On the following page some basic technical details about the Home Organization have to be
provided.
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Home Organization Description

This bootstrapping form is aimed at prospective SWITCHaai and AAI Test Federation Members. If your Identity Provider has no affiliation with
SWITCH or SWITCHaai, please don't use this form but go to = TestShib instead.

In order to get access to the Resource Registry via AAI a few technical details are required first. Please fill out the following form and submit it.
SWITCH then will approve or reject this request and inform the given contact address via email. This then allows accessing the Resource Registry
using the newly set up Identity Provider.

General Information

Home Organization example.org
Usually the domain name of your organization, e.g. 'switch.ch', 'uzh.ch', 'zhaw.ch' or the fully qualified domain name of the host

serving as Identity Provider, e.g. 'test-idp.switch.ch', 'caesar.ethz.ch'.

Federation AAl Test Federation v

Technical Information

entityID https://idp.example.org/idp/shibboleth
Use a URL like https://<SERVICE-HOSTNAME>/idp/shibboleth. This URL does not have yet to resolve to a web page but it
should later be possible to place an XML file at this location.

URL of SAML 2 SSO https://idp.example.org/idp/profile/SAML2/POST/SSO

HTTP POST binding Location of the Shibboleth SSO-Handler. This URL typically is of the form

https://idp.example.org/idp/profile/SAML2/POST/SSO

Identity Provider

Certificate
Vi

The PEM encoded X.509 certificate that is used by the Identity Provider to sign assertions. The certificate must meet the

SWITCHaai certificate requirements

Contact

Given name
Surname

In case we have questions regarding information you provided.

‘ Reset‘ ‘Submit and wait for approval

This field must be provided

Figure 23: Bootstrapping registration form

Fill in the required information and click on the ‘Submit and wait for approval’ button
afterwards.

Home Organizations Administration

Find below the Home Organizations for which you have administration privileges.

General Options

« [ List active and expiring SWITCHaai IdP certificates of your organisation

Home Organisation Descriptions
« £ Example University (SWITCHaai)

o [ View Home Organization Description: Textual representation of this Home Organization

°

| =) List Resource Descriptions registered for this Home Organization

o « Edit Home Organization Description: Modify technical or descriptive attributes
o ¢ SAML Metadata: Get SAML Metadata of this Home Organization

o Attribute Filter files for Shibboleth IdP v3 and Shibboleth 1dP v4

°
3

» Manage Home Organization administrators: Transfer or revoke Home Organization administration privileges

o £’ Manage Attribute Policy administrators: Transfer or revoke Attribute Policy administration privileges

o

& View all administrators: See who has which administration privileges within your organization

°

|| Attribute Release Inspector: See which attributes resources need and if they are released by this organization.

Figure 24: Adding a new Home Organization Description

After submission of the bootstrapping form, Switch will examine the registration data and
approve or reject the new Home Organization within a few business days. In either case, you
will receive a notification email with further instructions. After the Home Organization has
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been approved, one is able to access the Resource Registry with an account of the approved
Identity Provider.

The first time a user logs in as user from an newly approved Home Organization he receives
not only Home Organization rights as shown in Figure 24 but also Resource Registration
Authority administration rights, described in the following Chapter.

It is recommended to edit the Home Organization description after the first login because the
data provided during the bootstrapping procedure is far from complete. Edit the Home
Organization Description by clicking the link “Edit Home Organization Description” on top
of the page. The resulting page will look like in Figure 25. There, one will have to edit several
sections in order to define various aspects of a Home Organization.

Home Organization Menu for 'Example University'

Change the following sections in order to modify this Home Organization Description. Please note that any change becomes active when the
federation metadata and the attribute release filters are published the next time. This is the case around every full hour.

1. General Information

2. Descriptive Information

3. Technical Information

4. Certificates

5. Contacts

6. Supported Attributes

7. Attribute Release Settings

8. Setup Information

View Home Organization Description

Figure 25: Home Organization Editing Menu
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General Information

In the General Information section one first defines the very basic settings of a Home
Organization like its name, its Federation, a description and a help desk web page like shown
in Figure 26. The name and descriptions must be provided in English. Alternative version in
other languages can be provided in the next section.

General Information for 'Switch edu-ID'

On this page you can edit the Home Organization's basic and general settings.

General Information

Home Organization example.org

Home Organization Type Other v
Federation SWITCHaai Federation v

Name Example University

Text length: 18 characters.
Display name to show for this Home Organization. Ideally no longer than 33 characters.

May be displayed to the user during login.

Description Some example
Vi

Text length: 12 characters.
Short description for this Home Organization. Ideally no longer than 100 characters.

May be displayed to the user during login.

Helpdesk URL https://help.switch.ch/eduid/
URL to a web page that offers assistance and support to users who experience authentication problems.

SIRTFI Compliant
Compliance with the SIRTFI standard. Requires at least one security contact.

Interfederation

Interfederation Enable interfederation for this Home Organization
Activate this checkbox to allow users from this Home Organization to access non-SWITCHaai resources.

Enabling interfederation means that metadata about this home organisation is published in eduGAIN and can subsequently be consumed by
services which are not part of SWITCHaai. This will enable your users to access eduGAIN services. The metadata will also include contact
information about this resource.
Before enabling a home organisation for interfederation, make sure that:

« All internationally standardized core attributes are declared as supported

« The default attribute release policy is adapted such that internationally used attributes are released to interfederation resources

« The specific attribute release rules are accurate and up-to-date

To Menu‘ ‘Reset‘ ‘Apply‘ ‘Save and continue

This field must be provided

Figure 26: General Information

All settings in the section “General Information” are either of organizational or descriptive
nature and are not technical in any way. Therefore, they could be changed without affecting
the operation of an Identity Provider.
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Descriptive Information

Main Language

Main language English v

English Home Organization Information

Name Switch
Display name to show for this Home Organization. Ideally no longer than 33 characters.

May be displayed to the user during login.

Description Switch provides innovative, unique internet services for the Swiss universities and internet users.
Yz

Short description for this Home Organization. Ideally no longer than 100 characters.

May be displayed to the user during login.

Information URL https://www.switch.ch/
URL to a web page that provides more comprehensive description than the one above.

Privacy URL
URL to a web page that contains a privacy statement that describes how identity information will be used and managed. This URL
must be publicly accessible.

Keywords Zurich

Space-separated keywords (locations, tags, categories, labels) related to this Home Organization. Multiple connected words can

be separated by the + character. The keywords are primarily used to search for this entity.

Figure 27: Additional Language Description

On this page one can add name and description of a Home Organisation in other languages
than English. The main language for a Home Organization is the default language that will
generally be used to display the name and description of a Home Organisation.

Also, links to information pages data privacy pages as well as logos and geo information can
be provided on this page. The latter may be used on Discovery Services where users have to
choose the organization to login with. Thanks to geo information a organization that is close
to the user may be proposed.
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Technical Information for 'Example University'

Bear in mind that changing any of the below values can cause service disruptions during the metadata propagation, which can be up to 24
hours. During this time users may not be able to log in to some resources.
Besides that, the SWITCHaai WAYF may have to be manually changed in case the entityID or the SAML1 AuthnRequest URL is changed.

Adding additional profiles and bindings is not problematic and should not cause any problems if the added end-points are working properly.

Please inform the Resource Registry administrator before and after you change any of these values.

» Run Shibboleth 2.x/3.x assistant| | 4 Clear all fields

Technical Information

Entity ID https://aai-logon.switch.ch/idp/shibboleth
URI value used as an ID for this Identity Provider. For SAML 2 Identity Providers
like Shibboleh 2.x, please use a URL of the form https://<HOSTNAME>/idp/shibboleth.
This URL doesn't have to resolve to a web page yet, but it is recommended nontheless.

Later on it should be possible to place the metadata file of this Identity Provider at this location.

Single Sign On Service

SAML1 AuthnRequest binding

Binding URN: urn:mace:shibboleth:1.0:profiles:AuthnRequest
SAML2 HTTP POST binding https://switch.login.eduid.ch/idp/profile/SAML2/POST/SSO

Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST
SAML2 HTTP POST SimpleSign binding

Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST-SimpleSign
SAML2 HTTP Redirect binding https://switch.login.eduid.ch/idp/profile/SAML2/Redirect/SSO

Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect
SAML2 SOAP binding

Binding URN: urn:oasis:names:tc:SAML:2.0:bindings:SOAP

Used for SAML Enhanced Client or Proxy Profile (ECP)

Figure 28: Technical Information

Technical Information

In the Technical Information section, one has to define the Identity Provider's EntityID, which
is an ID following a special naming convention. The convention for the format of the entitylD
is to use a URL. More precisely, the URL should consist of 'https://' followed by the host name
and the suffix '/idp/shibboleth’, similar to the ID of Service Providers. This then look.s for
example like 'https://some-organization.ch/idp/shibboleth'.

Note: It is highly recommended that the host name used in the entitylD matches the hostname
of the Identity Provider.

To set the SAML Identity Provider's endpoints, you may use one of the available assistants in
order to complete the URLs. The assistant then will use the root URL of the web application
you provide to generate the default service locations for the given bindings as shown in Figure
28.

Warning: Modifications of any properties in the Technical Information section have to be
performed very carefully because these changes will take some time to propagate to all Service
Providers. The propagation delay normally is between one and two hours for Resources that
are configured according to the SWITCHaai deployment guides.

Used Certificates

In the Used Certificates sections the certificates used by Shibboleth and the web server have
to be provided in PEM format. One can use the assistant in order to complete the form. The
additional certificates can be used for certificate roll-over or for emergency fallback
certificate.

In order to replace a certificate without any service disruptions, one has to make sure that the
new certificate has been included in the federation metadata for at least one day before it can
be wused. Please refer to the Service Provider deployment guides at
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http://www.switch.ch/aai/support/identityproviders/ on how to carry out the certificate
rollover.

Certificates

Certificates must be provided in PEM format (base64 encoded) and must meet the SWITCHaai certificates requirements. It is recommended
to use self-signed certificates as described on the above certificate requirements page.

Moving the cursor over a PEM certificate in the text areas will show certificate details including subject, fingerprint and expiration date. Multiple
certificates can be provided. The order of the certificates is not relevant.

Identity Provider (SSO) Signing Certificate

Certificate(s) the Identity Provider (SSO component) uses to sign SAML assertions.

|~———-BEGIN CERTIFICATE-———-

MIIEHTCCAoWgAWIBAgIURaMqkTu8P6L/i00EDOGMgpsQK1UWDQYIKoZIhvecNAQEL

BQAwHj ECMBOGALUEAWWTYWFpLWxvZ29uLnN3aXRjaC5jaDAeFwdyMzASMTQwNj Q2

MzhaFw@zMzASMTEWN jQ2MzhaMB4xHDAaBgNVBAMME2FhaS1sb2dvbi5zd210Y2gu

\Y2gwggGiMABGCSqGSTb3DQEBAQUAA4IB jWAWggGKAOIBgQCROSOFWPE0UKpgnI3f

D7WHSfZmFTFR+7C1HUWaz11Hg6/4EIg9qsICyqikYSBVggajY/WVNtcteF lHyGtt Y/

@ Remove Certificate

& Add another certificate in order to support certificate roll over or to keep a spare certificate in order to quickly recover from a security
incident.

Attribute Authority (AA) Certificate

Certificate(s) the Identity Provider uses to sign SAML assertions in response to requests sent to the Attribute Authority (AA) component. The
Attribute Authority answers back-channel requests for Service Providers, e.g. attribute queries.
In most cases, this certificate should be the same as the SSO certificate above and not the TLS server certificate used by the web server.

|==——-BEGIN CERTIFICATE-———-

MIIEHTCCAoWgAWIBAgIURaMqkTu8P6L/i00EDOGMgpsQK1UWDQYIKoZIhvcNAQEL
BQAwHj ECMBOGA1UEAwWWT YWFpLWxvZ29uLnN3aXRjaC5jaDAeFwOyMzASMTQwNj Q2
MzhaFw@zMzASMTEwN j Q2MzhaMB4xHDAaBgNVBAMME2FhaS1sb2dvbi5zd210Y2gu
Y2gwggGiMABGCSqGSIb3DQEBAQUAA4IBjwAwggGKA0IBgQCRAOSOFWP60UkpqnI3f
D7WHSfZmFTFR+7C1HUWaz11Hg6/4EIg9qsICyqikYSBVggajY/WUNtcteF lHyGtt 4

& Remove Certificate

& Add another certificate in order to support certificate roll over or to keep a spare certificate in order to quickly recover from a security
incident.

To Menu‘ \Reset Apply‘ ‘Save and continue

This field must be provided

Figure 29: Used Certificates

The Resource Registry will not expire certificates automatically if they have expired. Before
the expiration date, several notification emails are being sent to the technical contact address
of a concerned Home Organization.

Expired certificates are kept and generally they still work because most SAML Service
Provider care only about the public key in the certificate but not about expiration dates or the
certificate subject.
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List of Contacts

Support Contacts

Given name Switch edu-ID Surname Team [1) Copy [P Paste
Email eduid@switch.ch Phone © Clear
& Add another support contact
Technical Contacts
Given name Switch edu-ID Surname Team (1) Copy [ Paste
Email eduid-ops@switch.ch Phone © Clear

©) Add another technical contact

Administrative Contacts

Given name Switch edu-ID

Email eduid@switch.ch

&) Add another administrative contact

Surname Team

Phone

Security Contacts

Given name Switch edu-ID

Email eduid@switch.ch

&) Add another security contact

Surname Team

Phone

Figure 30: List of Contacts

[ToMenu| [Reset| [Apply| [Save and continue

There should be at least one technical contact for each Home Organization. Although it is not
mandatory to provide also support and administrative contacts, it is recommended to do so.
All contacts should be non-personal if possible. One also should be aware that these addresses
will show up not only in the federation metadata but also on the list of all SWITCHaai Home

Organizations.

It it also recommended to provide a security contact, which is required for example to support
the Security Incident Response Trust Framework for Federated Identity (Sirtfi) framework.
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Supported Attributes

Supported Attributes for 'Example University'
Declare on this page all attributes that can be released by the Identity Provider for all users of this Home Organization.

If your organization wants to use an attribute that is not not listed on this page, contact the Resource Registry webmaster or ask a Resource
Registration Authority administrators of your organization to add a definition for a custom local attribute. Afterwards this attributes then can be
declared as supported.

Core Attributes
SWITCHaai Core Attributes Interfederation Core Attributes
Affiliation Common name
eduPersonAffiliation commonName
E-mail Display name
email displayName
Given name eduPerson unique ID
givenName eduPersonUniqueld
Home organization Principal name
i ersont ization eduPersonPrincipalName
Home organization type SCHAC home organization
i 'sonH izationType schacHomeOrganization
Scoped affiliation SCHAC home organization type
eduPersonScopedAffiliation schacHomeOrganizationType
Surname
surname If the Interfederation Support option is enabled, all
Interfederation Core Attributes must also be implemented.
Targeted ID
eduPersonTargetedID
Unique ID
swissEduPersonUniqueID

Figure 31: Supported Attributes

The Supported Attributes section's purpose is to declare the attributes an Identity Provider can
release. As depicted in Figure 31, on the left-hand side, one has to check the SWITCHaai
attributes that can be released by the Identity Provider.

According to the AAI Attribute specification an Identity Provider must be able to release at
least the green core attributes in the SWITCHaai section. The attributes in orange are optional
to support and some are used only locall/bilaterally.

Checked attributes will only be released if needed and generally only a subset of these
attributes will be released to a service depending of the services attribute needs and the
Attribute Release Policy of the Identity Provider.

If the interfederation option is enabled for a Home Organisation, additional attributes should
be supported to be interoperable with entities from other federations, in particular the core
attributes in the section “Interfederation Core Attributes”.

Attribute Release Settings

In this section a Home Organization or Attribute Release Policy administrator defines the rules
to use when deciding if an attribute or some of its values are to be released to a service when
a user logs in. The resulting rules are then written into an attribute-filter.xml file that a
Shibboleth Identity Provider can download (most other SAML implementations don’t support
attribute filtering loading external files).
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The default Attribute Release Policy is defined by release scope for 'required' and 'desired'
attributes as shown in Figure 30.

The release scopes are:
Nobody:

Attribute will not be released in general. This option is useful in case the release of an attribute
is controlled only via specific attribute release rules mentioned below.

Resources of my organization:

Releases the attribute only to Resources which were registered by the same Home
Organisation. This excludes all Federation Partner Resources.

Local Federation Resources:

Releases the attribute by default to all services in the same federation as this Home
Organisation Description if the services request it.

Interfederation Resources:

Releases the attribute to all Resources in general, even such from other federations accessible
via eduGAIN. This option is only available if interfederation support is enabled for this Home
Organisation.

... required attributes to ... desired attributes to

Have a look at the diagram above in order to understand the effects of the different policy choices below.
SWITCHaai Core Attributes

Affiliation interfederation resources v SWITCHaai resources v

eduPersonAffiliation

Regular Expression
If set, only those values matching the regular expression are released.

Resource specific attribute release rules override this.

E-mail interfederation resources v SWITCHaai resources v
email

Given name interfederation resources v SWITCHaai resources v
givenName

Home organization SWITCHaai resources v SWITCHaai resources v

swissEduPersonHomeOrganization

Home organization type SWITCHaai resources v SWITCHaai resources v
swissEduPersonHomeOrganizationType
Scoped affiliation interfederation resources v interfederation resources v

eduPersonScopedAffiliation

Regular Expression

If set, only those values matching the regular expression are released.

Resource specific attribute release rules override this.

Figure 32: Default Attribute Release Policy

Note: Only those attributes are shown which can be released (i.e. are supported) by the
Identity Provider. If you add an additional attribute in the Supported Attributes section, you
should also define a general attribute release policy rule for this attribute. Otherwise, the
default rule (release required attributes, don't release desired attributes) will be used.

There are also some entity categories like the REFEDS Research & Scholarship entity
category that can be assigned to services. Services that are labelled with such an entity
category can be treated specifically by defining the policies for Entity Categories.
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Resource Specific Policies

Attribute Release Policy Rules

Rules for Resource +* SMAP Test (https://smap-test.switch.ch/shibboleth, SWITCHaai)

Exclude O Excludes the resource from the generated attribute filter file

Allows the creation of a custom attribute filter rule for this resource

Required Attributes

E-mail Use default (Attribute is released) v

Given name Use default (Attribute is released) v

Home organization Use default (Attribute is released) v

Surname Always release v

Unique ID Always release v
Always release v
Never release v

Desired Attributes

Targeted ID Use default (Attribute is released) ‘

‘To Menu \Reset‘ ‘Delete rule for this Resource‘ ‘Apply‘ ‘Save and continue“

Figure 33: Specifc Attribute Release Policy

While one could define a very general attribute release policy in the previous section, the
Resource Specific Policies Attribute Release Policy section allows defining very fine-grained
rules for the attribute release. As is shown in Figure 33, one can create custom-tailored rules
for each Resource. Either a whole Resource can be excluded completely from the attribute
filter or one can set individual exceptions to the default rule for specific attributes.

Excluding a Resource from the attribute-filter.xml file is useful if an Identity Provider
administrator wants also to create a very custom-tailored rule for this Resource and therefore
doesn't want it to include in the filter generated by the Resource Registry. Such rules can
include advanced PolicyRequirementRules, which can base the release decision on a huge
variety of criteria.

Warning: Be careful not to break services for your users because you exclude them from the
attribute filter or because you exclude certain attributes that are required by the resource.

Note: The Attribute Release Policy rules only have an effect if the (Shibboleth) Identity
Provider loads their attribute-filter.xml file directly from the Resource Registry. Other SAML
implementations might have to configure the attribute release differently.
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Setup Information

Setup Information

Operating System Other v | [Linux )
Name

Operating System 4.18.0-513.24.1.el8_

Version

Operating System amd64

Architecture
Web server(s)

Web server Version

Java Version 11.0.19

Identity Provider Shibboleth v
Name

Identity Provider 4.3.1

Version

Authentication System | Please select... v
Name

Authentication System
Version

Comment

IdP Monitoring (J1dP Monitoring Enabled
If enabled the Resource Registry periodically polls the IdP to check its availability. The availability check is performed on Monday to

Friday between 7 to 23 every five minutes by sending an authentication request to the Identity Provider.

‘To Menu Reset‘ ‘Apply‘ ‘Save and continue

Figure 34: Setup & Environment Information

This section is shown in Figure 34. It is purely informational and solely serves Switch as the
federation operator as well as other Home Organization administrators to examine how
different Identity Providers are set up. This allows comparing similar setups in case of
problems or intended setup changes or specifically notifying administrators in case of known
security vulnerabilities.

The Resource Registry daily polls all Service and Identity Providers to update some of the
setup and environment information. This is, however, only possible if they were deployed
according to deployment guides that Switch offers. These guides include configuration files
that allow the Resource Registry to access the status handlers.

Duties as Home Organization Administrator

Because the metadata generated by the Resource Registry heavily relies on the descriptions
of Resources and Home Organizations, it is strongly recommended to keep them as up to-date
as possible. Otherwise, problems may occur because third parties interacting with your
Identity Provider may have outdated information. This means:

» If you change your Identity Provider DNS host names, modify its certificates, provide
additional attributes for your users, please update the Home Organization Description.
However, if you do so, please inform eduid@switch.ch beforehand because certain
changes could cause service disruptions if not planned and carried out carefully.

» Regularly update the metadata of your Identity Provider. It is recommended to update
metadata more frequently because the file only will be downloaded if it changed.

Note: There will be a propagation delay of at least one hour for certain changes applied to

the Home Organisation. To become active, a change in metadata first has to be downloaded
by a Service Provider.
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« Regularly inspect the attribute release policy mails that are sent to the technical contact
address of a Home Organisation. In case you see a Resource that requests too many
attributes, create an exception in the specific attribute release policy for this Resource.

4.3. Resource Registration Authority Administrator

Every Home Organization needs at least one Resource Registration Authority (RRA)
administrator who approves Resource Descriptions. This includes the approval or rejection of
Resource Descriptions. An RRA administrator basically should ensure that all Resources
operated within the Home Organization are in compliance with the SWITCHaai Service
Agreement (see https://help.switch.ch/eduid/docs/about/governance/legal/).

Home Organizations can decide to enforce stricter approval procedures requiring the
requesting user and approving user to use different accounts. This feature is called 'four-eyes
approval' and can be activated on request for a Home Organisation.

Switch edu-ID Help EN ~

Login
Two-Step Login:

© Open your Authenticator app to see the code.

Code:

Don't ask again for some time

Reset two-step login

Figure 35: SMS Two-factor One-Time Password Authenticationn

In addition, the Resource Registry supports a mode where certain actions for specific Home
Organisations require two-factor authentication. This is only supported for organizations that
adopted Switch edu-ID. This then looks like in Figure 35.
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Resource Registrations Authority Requests

Find below the Home Organizations for which you have Resource Registration Authority (RRA) privileges. The duty of an RRA administrator is
check and approve changes of Resource Descriptions.

« 4 AAI Demo Home Organisation (AAI Test)
o G Approve Resources: Approve or reject new or modified Resource Descriptions
= Modification request for ;> AAI Attribute Viewer (https://attribute-viewer.aai.switch.ch/shibboleth, AAI Test)

o [ Approved Resource Descriptions: All resources registered in the name of this organization
o £’ Manage administrators: Transfer or revoke administration privileges

o & View all administrators: See who has which administration privileges within your organization
Figure 36: Resource Description waiting for approval

Duties as a Resource Registration Authority Administrator
The following duties apply for RRA administrators. Please check that:

« the person who created or modified a Resource Description is allowed to operate an AAI
Resource in the name of your Home Organization.

» every Resource Description has at least one valid contact person for administrative,
technical and support inquiries.

 the Resource Descriptions declares only as many attribute as required as are needed for its
proper functioning and complies with the Swiss data privacy law.

» The Resource's end point URLs (service locations) point to eligible host names that are
affiliated with the Home Organization.

« If any self-signed certificates are used, the RRA has to proof that the person that
presumably registered the Resource Description is in possession of the certificate's private
key.

In order to examine these details, an RRA administrator should inspect a Resource Description
befor approving it. The Resource Registry will in some situations display warning messages
when some of the above points should be checked in particular.

Every time a Resource Description is submitted for approval, all RRA administrators of the
Home Organization the Resource was submitted for will receive a notification e-Mail. An
RRA administrator will see the Resource Descriptions that still need approval on the Resource
Registration Authority page as shown in Figure 36.

Clicking the “Approve Resources” link then leads to a page like in Figure 37.
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Figure 37 shows a single Resource Description to approve or reject. Clicking on 'View
changes' an RRA administrator can inspect the difference between the currently active and the
modified Resource Description.

Resource Descriptions Approval for 'AAI Demo Home Organisation’

Find below the list of Resource Descriptions that you have to approve or reject for the Home Organization AAI Demo Home Organisation. Before
approving or rejecting it should be checked that:

« The person who wants to register or modify the Resource Description is eligible to do this in the name of your organization

« Name, description and logos are reasonable and reflect the purpose of this resource

« The service location URLs are within one of your or a Federation Partner's trusted domains

« The certificate(s) were indeed added by the requester

« The attributes declared as required are reasonable for the purpose of the resource

« The intended audience/target group of users is not too broad and not too restrictive

Currently pending requests:

« Modification request for <2 AAI Attribute Viewer (https://attribute-viewer.aai.switch.ch/shibboleth, AAI Test)

Modification Request for AAI Attribute Viewer

Requester & Lukas Hédmmerle (switch.ch)

Resource .+ View Changes

& Edit Resource Description

Description Displays all available attributes of a user for debugging and informational purposes.
Privacy Statement 1z https://attribute-viewer.aai.switch.ch/privacy_statement.php

URL

GEANT CoCo © = GEANT Data Protection Code of Conduct

REFEDS R&S © = REFEDS Research cholarship (R&S)

Logos Small logo: ~

e SWITCH

The light gray background and the gray border are not part of the logo. They serve only to preview the size and and illustrate the

transparency of the images.

Service Locations

Service Location ~ attribute-viewer.aai.switch.ch
Hostnames

Figure 37: Approve a Resource Description

Together with the approval or rejection notification email a comment can be sent to the user
who requested the modification of the Resource Description.

5. Miscellaneous

This chapter contains various topics that weren't mentioned above but that nevertheless
deserve some attention.

5.1. Data Usage

Data stored in the Resource Registry is not only used for the management of the federations
operated by Switch but it is also used to serve as information source to end users. In particular,
the following web pages directly access the Switch Resource Registry database:

e https://help.switch.ch/aai/support/help/

e https://help.switch.ch/aai/participants/allresources/

e http://www.switch.ch/aai/participants/allhomeorgs.html

e https://help.switch.ch/aai/guides/discovery/login-link-composer/

If a Resource Description is changed, this is reflected on the above web pages as soon as the
change gets approved. Changes of Home Organisation Descriptions become effective
immediately.
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