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Manage your Licenses

Email address / Login

email@domain.com

Please enter your purchase order email or your login
Remember Me
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https://license.tsplus.net/logonc
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Customer Portal x

Hello, CUSTOMER PORTAL
Your activation Key is : TSP Riulalsgasait;seii ey

rd
Q| search for licenses

Computers

Action Required: Missing Update and Support Services!

They also give you access to our Technical Support Team
Please Renew your Subscription

Licenses  Supports

Product

Enterprise 5 users

Enterprise 5 users

Enterprise 5 users

Enterprise 5 users

Enterprise 5 users

Enterprise 5 users

Update and Support Services are crucial for the automatic delivery of essential updates, including OS compatibiiity adjustments, critical security fixes, and access to the latest features.

TSplus Remote Access 2025-04-30 JWT6959 x Not Activated v

Tsplus Remote Access 2025-04-30 JWT6969 x Not Activated v

Tsplus Remote Access 2025-04-30 JWT6969 x Not Activated v

TSplus Remote Access 2025-04-30 JWT6969 x Not Activated v

Tsplus Remote Access 2025-04-30 JWT6969 * Not Activated v

Tsplus Remote Access 2025-04-30 JWT6969 x Not Activated v

search |

Order Number Computer Support Comment

A

te your license

te your license

'

3] o) Sais o gl e ) laisl
J9guual| pasiual] JalTSplus.

8ol )Yl ey ol UeSy Be>90 (9 Ao adaw wiSall le Ll
AiSay Lyl jgiell ule A=oTSplus 9 138 1) Lluwell'C:\Program Files

(x86)\TSplus\UserDesktoplfiles’.

il (85 G930 cade pi il e doMe usadl . ars il

LD cliSay a9, dl> Lays 5 TSplus Lol wly @loYl ] B 2o iouaSIl puwly jiguaSIl &" " Jouuo



TSplus - Administration Console - 1840.6.17 — X

Lite Mode

a2 REMOTE _ _

- Assist Me Help English -

ﬁ} License
{it HomE
83 ADvANCED Activate your License
‘:X‘r’ ADD-ONS Buy now
@m e Refresh your License
Enable Troubleshooting Mode Export logs (for support)

License Status

Failed to validate the hardware identifier (LI-CK-UNKNOWN-HARDWARE-HASH])

Computer 1D: UNREGISTERED

Computer name: MYSERVER
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@3 License Activation

License Activation

8726 ecd0d4607 b 34f 1eb435d382c 3048372283252 /MY SERVER

Copy activation URL | .com/licensing/activation./start./fd 04 3a%af 96 1ca a5

(@ Activate your license

J3ol pliss bl Lol e,

5 | 2 License Portal x +
e

O & 0 8 licenseapi.dl-files.com/licensing/activation/start/fd043: [ % i @ @ 9

License Portal

Product Activation

Please enter your Key:

XXX XXX -2OKKK

You will find your Activation Key {2COCK-XOCK-X0OCK-X00CK) in our order confirmation email.
It you want to activate your subscription, please enter your Subscription Key {S-20COCX00K-X000K-

HXX) instead here.
Please contact Support should you require any help activating your license.

Next »
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= License Portal X -+
«

[
I

O @] O EJ licenseapi.dl-files.com/licensing/activation/activation 5] zt\ o @

License Portal

License Activation

Your license has been activated!
« TSplus Remote Access Enterprise edition - Unlimited number of Users
« Update/Support services for TSplus Remote Access Enterprise edition - Unlimited

number of Users - 3 years

Thank you for your business!
You can now safely close this window.

Download License file for Offline Activation

oy s D daw wle Las il 14D 6,0 31 I ol o U2 elg] ddoe Juesill ue Juaiall t,uYl

License Activation

Copy activation URL |:.comﬂicensingfactivationfstartﬂdﬂd&a9&f‘3ﬁ1 caa1538726Xecd0d46077b 34 1eb435d 382: 3048372283252/ MYSERVER

(B Activate your license

License Activation

When you activated your software from the customer portal, a
license file named license.lic’ has been created for you. Please
select this 'license.lic’ file to complete the software activation




@7 Please locate your license.lic file

pud

<« v ; » ThisPC » Downloads v Search Downloads yel

= M @

Type Size

Organize = Mew folder

J& Music 2 Mame Date mcdifigd

m Videos

@ OneDrive

~ Today (1)

|j license_ & smiic 25/06/2025 11:31 LIC File TKB
3 This PC

) 3D Objects

[ Desktop

E] Documents

* Downloads

2 Music

= Pictures

E Videos

i Local Disk (C)  w

File name: | license_ " Biallic

Cance'
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License Activation

Copy activation URL | i.com/licensing/activation /start fd043a9af561ca7a 1538726 Hecd 0d4607 b 34 1eb 4554382 3048 3722832526 /MYSERVER

(@5 Activate your license

License Activation x

o License retrieved successfully
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TSplus - Administration Console - 1840.6.17

a2 REMOTE

ﬁ} License

{it HomE
83 ADvANCED Activate your License
{b ADD-ONS

Buy now

LICENSE
@m Refresh your License

Enable Troubleshooting Mode

License Status

— X

Lite Mode

Assist Me Help English -

Export logs (for support)

Failed to validate the hardware identifier [LI-CK-UNKNOWN-HARDWARE-HASH]

Computer ID:

Computer name: MYSERVER
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https://license.tsplus.net/login
https://license.tsplus.net/login
https://license.tsplus.net/login

LILLEINOLE U 1 /AL

Manage your Licenses

Email address / Login

email@domain.com

Please enter your purchase order email or your login

Remember Me
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Customer Portal x

Hello, CUSTOMER PORTAL
Your activation key is : TSPL o RiSNI-giait.agi g

Q| search for licenses search |

Action Required: Missing Update and Support Services!

LJ Computers

Update and Support Services are crucial for the automatic delivery of essential updates, including OS compatibiity adjustments, critical security fixes, and access to the latest features.
They also give you access to our Technical Support Team
Please Renew your Subscription

Licenses  Supports E | n |
Product Date Order Number Computer support Comment
Tsplus Remote Access 2025-04-30 JWTE969 * Not Activated v
Friapes e a
TSplus Remote Access 20250430 JWTE969 * Not Activated v
Fripe s a
TSplus Remote Access 20250430 JWTE969 x Not Activated v
@ Hep
Enterprise 5 users. A m
Tsplus Remote Access 2025-04-30 JWTE969 * Not Activated v
Friape e a
Tsplus Remote Access 2025-04-30 JWTE969 * Not Activated v
Friapes e o
TSplus Remote Access 2025-04-30 JWTE969 * Not Activated 7
Enterprise 5 users e m
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https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
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- TSplus - Administration Console - 18.20.4.22 - >
L, Lite Mode
PLUS . Assist Me @Help English -
it » License
M HOME
i:é: ADVANCED @m Activate your License
7> ADD-ONS = Buynow
®1_"| Ldgats Rehost an existing license
(:) Refresh your License
E% Enable Troubleshooting Mode % Export logs (for support]
License Status
@h Trial License : 0 days remaining. Unlimited users. Renewal date: 2025-05-04
51 computerio
D Computer name: SERVER1
Product Activation

Please enter your Key:

You will find your Activation Key (OO0 in our order confirmation email.

If you want to activate your subscription, please enter your Subscription Key (S- X000 000K -
HO0K) instead here.

Please contact Support should you require any help activating your license.

Next »
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License Activation

Please select the license(s) you want to activate on this computer;
TSplus

[] TSplus Enterprise edition - 5 users
) No Updates/Support
) Update/Support services for TSplus Enterprise edition - 5 users - 3 years

T5plus Advanced Security

[ TSplus Advanced Security Uimate edition

The licenses listed above are all the licenses curmently available for activation on this computer.
If you have purchased mulliple units, only ane will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.

£ Back Mexl »
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License Activation

Your license has been activated!
« TSplus Enterprise edition - 5 users
« Update/Support services for TSplus Enterprise edition - 5 users - 3 years
« TSplus Advanced Security Ultimate edition

Thank you for your business!
You can now safely close this window.

05 hedi e/l dacs OV I( 138 (Jlall o5 Jswés JS 0 TSplus go acal sulpSTyAdvanced
Security % ol .)a>ly



License Status

Permanent license activated. - Enterprize edition - Unlimited users
Computer |D: 2222
Computer name: DESKTCOP-F304H4|

End of support date: 5/14/2023

License Status

(‘h License Activated - Ultimate Protection edition
@ COMPUTERID 2222

@ Computer name: DESKTOP-F304H41
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Refresh your License

License o

License has been synchronized with licensing portal
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TQ, Tsplus - Administration Console - 15.

sz REMOTE

Activate your License

Refresh your License
License Status

Permanent license activated. Enterprise edition. Unlimited users.

Computer 1D: — o |

Computer name: DESKTOP-QVTIFVE
WARNING: Mo support plan has been activated for TSplus

Editions

@ System Edition @ Mobile Web Edition

@ Printer Edtion @ Enterprise Edition

s

Expert Mode

English =

ookl aluli

p5 53| x205" 638 " pcll

@2 License Activation

License Activation

Please select the license(s) you want to activate on this computer:

TSplus

TSplus Enterprise edition - Unlimited number of users

(O No Updates/Support

-3 years

will be able to activate the other units on other computers.

€ Back

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased multiple units, only one will be displayed in this list for this computer, and you

® Update/Support services for TSplus Enterprise edition - Unlimited number of users




@3 License Activation

License Activation

Your license has been activatad!
+ TSplus Enterprise edition - Unlimited number of users
- Update/Support services for TSplus Enterprise edition - Unlimited number of users - 3

years

Thank you for your business!
You can now safely close this window.
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Customer Portal

Hello, Firsthame Lastname
Your activation key is : AKHN FESGRENN =00 !

ers
Q. Search for licenses Search |

Computers

Licenses  Supports

Product Date Order Number Computer Expiration Date Comment

- TSplus Remote Access 2023-11-29 v T E Expired on 29/11/2024
Documentation
Enterprise 3 users - 1 years Edit
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https://license.tsplus.net/login
https://license.tsplus.net/login
https://license.tsplus.net/login
https://license.tsplus.net/login

Customer Portal

Home

entation

Hello, Firstname Lastname
Your activation key is : AKN. NN~

Q| search for licenses Search ]

Action Required: Missing Update and Support Services!

Update and Support Services are crucial for the automatic delivery of essential updates, including OS compatibility adjustments, critical security fixes,
and access to the latest features.

They also give you access to our Technical Support Team.

Please Renew your Subscription

Licenses  Supports n | E |
Product Date Order Number Computer pport Comment
TSplus Remote Access 2023-11-29 v i l |
Enterprise 3 users

Details m
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Windows Client Generator

General Display Pemote Desktop cliert  Local resources  Program  Securty  Load-Balancing
Advanced dlient security options
%{ [ Lock it on PC name [ ] Lock t on seral number
WINDEVZID3EVAL 3195516779

Time limit; Disable thiz generated client after some days for exemple 15 days)
Mo limit Mumber of days from the first use date of this generated client

[] Deny user from saving credentials [) Enable 2FA
[} Save usemame only
[ Encryption V2 Enable Windows Single Sign-on (550)

Advanced connection options

[ Use the tangeted server as a Remote Desktop Gateway (RDG) to encrypt data transfer

Please be sure to use the specified server's Domain Mame instead of its IF address. Also be sure the

server has a valid S5L/TL5 certfficate installed.

Client location: C:\UsersUserDesktop Browse

Cliert name: Client-25 connect
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4]

a2 REMOTE

i} > Web > HTTPS

Lite Mode

Assist Me Help English -

1+ HoME

[ arpLicaTiONs Generate a free valid HTTPS certificate
(Ch PRINTER Add my HTTPS certificate
Q@ ws
m FARM HTTPS Protocols and Ciphers
Protocols
2, SESSIONS SSLv3 TLS v TLS 1.1 TLSv1.2 TLS vi.3

Ciphers

% SYSTEM TOOLS
S5L_DHE_DS5_WITH_3DES_EDE_CBC_SHA

5SL_DHE_RSA_WITH_3DES_EDE_CBC_SHA

5§; ADVANCED SSL_RSA_WITH_3DES_EDE_CBC_SHA
SSL_RSA_ WITH_RC4_128_MDS
SSL_RSA_WITH_RC4_128_SHA

P ADD-ONS TLS_DHE_DS5_WITH_AES_128_CBC_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256

@ LICENSE TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
TLS_DHE_DSS_WITH_AES_256_CEC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256

Disable weak parameters Save
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Certificate Path Browse..,

Password

l Add my HTTPS certificate Cancel
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https://www.godaddy.com/
https://www.godaddy.com/
https://www.digicert.com/ssl-certificate.htm
https://www.digicert.com/ssl-certificate.htm
https://www.sslshopper.com/ssl-converter.html
https://www.sslshopper.com/ssl-converter.html
https://www.sslshopper.com/ssl-converter.html
https://www.sslshopper.com/ssl-converter.html
https://www.sslshopper.com/ssl-converter.html
https://www.ssllabs.com/ssltest/
https://www.ssllabs.com/ssltest/
https://www.ssllabs.com/ssltest/
https://www.ssllabs.com/ssltest/
https://www.ssllabs.com/ssltest/
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TSplus - Administration Console - 18

a2 REMOTE

{t HOME

[ AprLicATIONS
(Ch PRINTER
@ ws

i rarm

o
2, sessions
% SYSTEM TOOLS
3 ApvanceD

{7> ADD-ONS

(@3 LICENSE

© ® ® ®

-

Computer name: MYSERVER
Private [P 192,168,
PubliclP -

ROPport 3388 &

Connections: 1

[o} Session Manager

System Audit - No issues found
Version 18 - You are using the latest version
License TSplus Enterprise edition.

support renewal date

2FA Advanced Security m Server Monitoring
License Activated License Activated License Activated

Assist Me

— X

Lite Mode

Help English =

https:/fwebportal.example.com

)

4 The built-in HTTP server is listening on port 80

The HTTPS server is listening on port 443

Read changelog

ﬁRemote Support


/ar/tsplus/installation
/ar/tsplus/installation
/ar/tsplus/installation
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oz REMOTE

‘ﬂ' Advanced

Lite Mode

Help English k=

1+ HOME

APPLICATIONS Backup / Restore your Server Parameters

PRINTER
é Advanced Settings
@ =L, Product Mame Value
WEB : :
L Seurity Administrator pin code Default |
SEsslon Use RDS role Default (o)
m FARM . L?(kOUt : AdminTool Language English
 Virtual Printer Contribute to improve product by sending anonymo... Default [Yes)
Contextual menu
2, SESSIONS Logs
TSplus - Backup / Restore your Server Parameters X
P P ;i
% SYSTEM TOOLS
Backup your Server Parameters
Backup
8% Apbvancen
ﬁ}! ADD-ONS No backup found Restore

(@7 LICENSE




T

Backup your Server Parameters

Backup

Back
Restore your Server Paramet REeR X

2019-02-07_12-57-36 Restore
Backup completed
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/ar/tsplus/commands-list
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T"J‘ T5plus - Administration Console -

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER
Product MName Value
Security Enabled Default {Ho)
@ WEB Session Pasition Drefault (Top)
Lockout

] Contextual menu|
By earm
Logs

&2 SESSIONS
e!\ SYSTEM TOOLS
8 ApvaNCED
4P ADD-ONS

(&7 LICENSE
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TE TSplus - Edit Setting

Enabled
Description:
Add a button in the contextual menu displayed by right clicking
on a file, folder or a multiple selection in the File Explorer. It
allows users to quickly send selected objects to their local
computer,

YValue:

Yes

Save Cancel

iSay Linyl jusi .azioge JSuin «_iolyi8l glaww (9 1LVl

m T5plus - Edit Setting
Position

Description:

Pasition of the button in the contextual menu,

Value:
Top

Lave

Cancel
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T"J‘ T5plus - Administration Console

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER
Product Name Value
Security Enabled Yes
® wes Session Limit 10
Login Interval 900
By rarm Contextual menu Lockout Period 1800
Logs
o
&2 SESSIONS

Qk SYSTEM TOOLS
8 ApvaNCED
4P ADD-ONS

(@57 LICENSE
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/ar/tsplus/web-lockout
/ar/tsplus/web-lockout
/ar/tsplus/web-lockout

TE TSplus - Edit Setting

Enabled

Description:

T5plus prevents brute-force attacks by locking accounts

following repeated failed login attempts through the Web
portal.

Value:
fes

Save

Cancel
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Tl TSplus - Edit Setting 5
Limit

Description:

The Lockout Limit defines the number of allowed failed login
attempts from the Web portal before the account is locked out
[default is 10}

Value:
10

Save Cancel
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TE TSplus - Edit Setting et

Interval

Description:

The Lockout Interval specifies an interval of time between failed
login attempts. If a failed login attempt occurs after the Interval
defined, then the counter of failed login attempts is reset for
the relevant user (in seconds, default is 900 seconds).

Value:
ErDD|

Save Cancel

65
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TE TSplus - Edit Setting

Period

Description:

The Lockout Period specifies the duration an account is locked
out and unable to login (in seconds, default is 1800 seconds).
The period of time a user is locked out is the greatest value
between LockoutPeriod and Lockoutinterval settings. Therefore,
when changing LockoutPeriod’'s value, one should update the

Lockoutinterval setting with a smaller value to ensure a relevant
behavior,

Value:

1800

Save Cancel




Oljeall dodsinll- o Mowull

6, dole
9 13® (gl diSay (0955 whblae] oMxwTSplus.
ISy (o181 Y pga, TSplus eliwly «oMow wisxid JSLins eV
2295 oM giell dgguy ST Lo a0 sV il o5 ligzloo JeTSplus eliSayg lehsss (o JY
plall :ely
@3l _J| C:\wsession

28 clisl Alxall"Trace". piww clis] oMol Glab JUd JSU . pasiue

gliviw Jl Ja=si adei oMl ([ SAdMINToO0l > pasin> oMl



T
Lite Mode

2 REMOTE

Assist Me Help English -

ﬁ Advanced

{at HOME

D APPLICATIONS Backup / Restore your Server Parameters
PRINTER
@ Advanced Settings
° Product Name Value
SESSIONS -
= security Web portal log WARN View
Sessian Session opening log Disabled
Lockout i
SYSTEM TOOLS Session contral log WARM View
Virtual Printer Load-Balancing log WARN Wiew
Contextual menu AdminTool application log DEBUG View
£§3 ADVANCED Logs Contextual menu log OFF
Universal Printer log DEBUG
‘:} ADD-ONS Session events log Disabled
(@7 LICENSE
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Web Portal log: “C:\Program Files (x86)\TSplus\Clients\www\cgi-bin\hb.log”



J2aw 239 tauwlxJI*C:\wsession\trace”

J=xw oSl 9 tawl=I“C:\Program Files (x86)\TSplus\UserDesktop\files\APSC.log”
J=w ojles : JwexidI"C:\Program Files (x86)\TSplus\UserDesktop\files\svcenterprise.log”
J=w gulasAdminTool: “C:\Program Files (x86)\TSplus\UserDesktop\files\AdminTool.log”

RDS-Knight / TSplus Advanced Security: “C:\Program Files (x86)\TSplus-Security\logs”
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m TSplus - Administration Consele - 17.30.12.10

- *

T2 REMOTEACCESS

ﬁr » License
1} HomE
@m Activate your License

[ aepuicanons

PRINTER (:) Refresh your License

% Enable Troubleshooting Mode

FARM License Status

B @
£

@)? Permanent license activated. Enterprise edition. 5 users.

[2] Computer [D: -

.D. Computer name: PE sy

SESSIONS

SYSTEM TOOLS

ADVANCED E—'l Support renewal date: 2027-12-30

Editions
ADD-ONS

@ Desktop Edition

@ & B L e

LICENSE
@ Mobile Web Edition

@% Lite Mode

_"'_ Assist Me @Help English -

% Export logs [for support)

@ Enterprise Edition
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m Tsplus - Administration Console - 17.30.12.10

- *

T2 REMOTEACCESS

ﬁ > License

{ HOME

[ AarpucaTiONS (B57 Activate your License

@ PRINTER (:) Refresh your License
'WEB
O K Disable Troubleshooting Mode
m FARM License Status
@ Permanent license activated, Enterprise edition. 5 users,
o
2, SESSIONS
B computerp: [ W]
% SYSTEM TOOLS D_ Computer name: [IFIFE". R
£§; ADVANCED D—l Support renewal date: 2027-12-30
Editions
{7» ADD-ONS
@ Desktop Edition
(=7 LICENSE

@ Maobile Web Edition

@% Lite Mode

* Assist Me @Help English -

% Export logs (for support]

@ Enterprise Edition




Tl support files generated |

Click here to view zip file to send to support for troubleshooting

These logs are intended to be sent to the TSplus support team when you encounter issues,
They include log files, setup information, and useful details about your computer (e.g., O5 version, dient version),
These details are packaged into a .zip.logs file, protected with the password “password.” This format is only used to bypass

the anti-spam filters of our ticketing software.
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T"J‘ T5plus - Administration Console

TS U Remaote Access Management Console

fx Home

Backup / Restore your Server Parameters

[ arpLicaTIONS

Advanced Settings

(P PRINTER

Product Name Value

Security Administrator pin code Default [
Q@ wes Session Use RDS role Default (No)

Lockout AdminTool Language English

Contextual menu

By earm Logs

&2 SESSIONS
e!\ SYSTEM TOOLS
8 ApvaNCED
4P ADD-ONS

(&7 LICENSE
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TS U Remote Access Management Console

{a HomE

Backup / Restore your Server Parameters

[ appLicATIONS

Advanced Settings

(ep PRINTER
Product Mame Value
security Administrator pin code Default
@ WEB Session )
A Th TSplus - Edit Setting x
m FARM Al Administrator pin code
Description:
o
= SESSIONS AdminTool will ask for a password if this value is not empty.

% SYSTEM TOOLS

3 ADvaNCED

¢7> ADD-ONS Value:
[1234

Save Cancel

@7 LICENSE

paziwl ,9>5RDS

195 dulsl 63a2i0ll ,959Windows RDS & . cusdlgio liSay bo| ,Lis| ,95Windows RDS. i ;95 duwll
63asiall JTSplus.
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T8 TSplus - Edit Setting X

Use RDS role
Description:
Multi-session role and Windows RDS role are not compatible, s
You can either select the Windows RDS role, or TSplus Multi-
session role,
- When using Multi-session role, the Windows ED5 role must be
uninstalled.
When using the Windows RDS role, this Windows role must be
installed.
WARMIMG: changing role requires to reboot the system. >
Value:
M LT

Save

Cancel

plaziwY j95Windows RDS. sa> dad "ass" lagioly Ll .laa>
Joawi ool dsals 8l 6,)bYI
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TE TSplus - Edit Setting

AdminTool background color

Description:

Customize AdminTool's background color using an hexadecimal
code [for example: OxFFFFFF].

Value:

OxFFFFFF

Save Cancel
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T8 TSplus - Edit Setting X
AdminTool Language

Description:

5et the AdminTool interface language.

Value:
English A

French
Geman
Dutch
Spanish
ttalian
Portuguese
Polish
Russian
Lkrainian
Hungarian
Czech
Turkish
Chinese
Traditional Chinese
Japanese
Korean
Arabic
Farsi
Hebrew
Armenian
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TI TSplus - Administration Console

o2 REMOTE

1+ HoME -

APPLICATIONS
PRINTER

'WEB

B & @& 0

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

g &8 »L b

LICENSE

Advanced

Backup / Restore your Server Parameters

Advanced Settings

Product

s ccur|

Session

Lockout

Virtual Printer
Contextual menu
Logs

Mame

Block standard RDP dients

Disable existing sessions web listing
Mo Web for Admins

Block WAN RDP clients

Cnly Web Portal

Only Web Portal for Users

Cnly Users with Applications
‘Whitelist Admin without Applications
Disable RemoteApp Client auto update
Encrypt Web Credentials

Force HTTPS

Disable RDP forwarding

Assist Me

Value

Mo
Yes
Mo
Default (Nao)
Mo
Mo
Default (Mo}
Default [Yes)
Default (No)
Default [Yes)
Default (Na)
Default (Nao)

Help

- X

Lite Mode

English -

o> eMacRDP  uwlidl]
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TE TSplus - Edit Setting et

EBlock standard RDP clients

Description:

Deny access to standard RDP clients such as mstsc,

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting
Disable existing sessions web listing

Description:

Do not list current sessions in public server heartbeat. This
listing is required for Load-Balancing Sticky Sessions feature,

Value:
Yes

Save

Cancel
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TE TSplus - Edit Setting et

MNo Web for Admins

Description:
Web Portal is forbidden for Admins accounts.

Value:

Mo LT

Save Cancel

o> eMacRDP L cWAN

a9, Jaosll o eMacRDP uuwlill cbaiall oo 255 éSwid| ddxall (e oo LS| dogd " ass”



TE TSplus - Edit Setting et

Block WAN RDP clients

Description:

Deny access from standard RDP clients connected from owutside
the LAN.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting

Only Web Portal

Description:

Web Portal access is mandatory for every users.

Value:
Mo

Save

Cancel
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TE TSplus - Edit Setting et

Only Web Portal for Users

Description:

Web Portal access is mandatory, except for Admins.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Only Users with Applications

Description:

Allow access only for users with, at least, one assigned
application.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting
Whitelist Admin without Applications

Description:

Allow access for admins even if they do not have any assigned
application and "Only Users with Applications” is enabled.

Value:
Yes

Save

Cancel
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T8 TSplus - Administration Console - - *
sz REMOTE
1t HoMmE
Backup / Restore your Server Parameters
[ appLicaTIONS
Advanced Settings
(P PRINTER
Product Mame Value 2
Security Desktop for all users Ma
@ WEB Application Command Line Ma
Lockout Remote Application Menu Default [Yes)
m FARM Contextual menu Remaote Application Menu Title Default [My Remote Appli...
Logs Background Color Default (10841658
Use "All Users™ desktop shorcuts Default [No)
& SESSIONS Fallback application path if no assigned application
Disable Motification Center Default [Yes)
Disable the daughter process handler Default (Mo}
% SYSTEM TOOLS Force logoff if no assigned application Default [Nao)
Printer: Reset User Settings on logon Default (Mo}
@ ADVANCED Allow screen saver Mo
Download Target Folder Default (FDESKTOP:)
Upload Target Folder Default [2eDESKTOP)
QP ADD-ONS URL an Client - Enable “tel:” protocal Default [Na)
Use Windows Shell Default [Yes)
@ LICENSE Force WinXshell o Default (Mo}
Add a delay when the session is opening Default [0}
Daugther Process Wait Duration Default (2000]
File Browser Default (Use Windows Ex...
Delete file after transfer Default (Mo}
Use WinXshell when required Yes v
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TE TSplus - Edit Setting et

Desktop for all users

Description:

All the users will have a full desktop.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Application Command Line

Description:

Application Command Line can be specified on client side,

Value:

Yes s

Save Cancel
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TE TSplus - Edit Setting et

Remote Application Menu

Description:

Remote Application Menu will be added on user's PC,

Value:

Yes s

Save Cancel
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TE TSplus - Edit Setting et

Remote Application Menu Title

Description:

Title to display in Remote Application Menu

Save Cancel
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TE TSplus - Edit Setting et

Background Color

Description:

Customize the user sessions background color using a
COLORREF code [for example: 10841658),

Value:
10841658

Save Cancel
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TE TSplus - Edit Setting et

Use “All Users” desktop shorcuts

Description:

Copy the shortcuts existing in Windows shared desktop in the
Taskbar and Floating Panel.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Fallback application path if no assigned application

Description:

Run this application if no application is assigned to the user
when he logs in.

Value:

Save Cancel
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TE TSplus - Edit Setting et

Disable the daughter process handler

Description:

Skip daughter process search when launching applications. It
will cause premature logoff if a published application uses
daughter process,

Value:

Mo LT

Save Cancel

W22 i g9y 3] o) oSy JUD sudai oo

s s 29,5 pocismall Blab 5] o) S, 4 Guls Lo .4l 0D 6sall dlass JSuis ._ol,u8l 8
oSai 03D 6all € b LS| dagd "aei" LS 03D (530Ul a5 il o 1aa>



TE TSplus - Edit Setting
Force logoff if no assigned application

Description:

assigned to him.

Value:

The user will be automatically logoff if he has no application

Mo

Save

Cancel
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TE TSplus - Edit Setting et

Allow screen saver

Description:

Disable Windows screensaver when set to "no”,

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Download Target Folder

Description:

Downloaded files will be put in this folder,

Value:

LDESKTOPY,

Save Cancel
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TE TSplus - Edit Setting et

Upload Target Folder

Description:

Uploaded files will be put in this folder.

Value:

LDESKTOPY,

Save Cancel

pxiwlWindows Shell
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TE TSplus - Edit Setting et

Use Windows Shell

Description:
Define Windows Shell as default shell.

Value:

Yes s

Save Cancel

w2 ¥WinXshell
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TE TSplus - Edit Setting et

Force WinXshell

Description:
Force WinXshell alternate shell instead of the default shell.

Value:

Mo LT

Save Cancel
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TE TSplus - Edit Setting et

Add a delay when the session is opening

Description:

Add additional waiting time at user session logon to get
everything initialized.

Value:

Save Cancel
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TE TSplus - Edit Setting
Daugther Process Wait Duration

Description:

Time to wait (in milliseconds) before searching for a daughter
process when lauching applications.

Value:

Save

Cancel
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TE TSplus - Edit Setting et

File Browser

Description:

The selected application will be displayed to the user for file
selection.

Walue:
Use Windows Explorer o

Save Cancel
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TE TSplus - Edit Setting
Use WinXshell when required

Description:

Authorize system to use Winkshell alternate shell instead of the
default shell when recommended.

Value:
Yes

Save

Cancel




TSplus Advanced Security

TSplus Advanced Security zlio a9lolS .0 TSplus AdminTool a>lgiog 9 doMe ygull (e ol

Tﬂ T5plus - Administration Consele — X

Lite Mode

PLUS REMOTE Help English -

1 Home

TSplus Advanced Security - Protect your server
[ arpLicaTIONS
Protect your server from brute-force attacks and foreign intrusions,

Elock ransomwares before they destroy your files.
Restrict users access and lock them in a highly secured environment,

(ep PRINTER
® wes

FARM
m Passwaords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to

the user mobile device.

Two-Factor Authentication - Confirm your users’ identity

o
2, SESSIONS

% SYSTEM TOOLS
Tsplus Remote Support - Remotely connect to your dient PCs and provide instant assistance

ﬁé:: ADVANCED A secure, web-based screen sharing and remote control solution designed for today's flexible support teams.
Securely connect to remote computers, take control of their mouse, access files and applications, and troubleshoot problems,

{7 ADD-ONS

(@7 LICENSE
TSplus Server Monitoring - Monitor your server

TSplus Server Monitoring helps to optimize software resources and to reduce unnecessary costs,
Give facts and data about server usage (CPU, Memory, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts,
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/ar/advanced-security/home
/ar/advanced-security/home
/ar/advanced-security/home
/ar/advanced-security/home
/ar/tsplus/web-lockout
/ar/tsplus/web-lockout
/ar/tsplus/web-lockout
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‘ TSPLUS

John

‘ Headquarter

O HTMLS @ RemoteApp

Too many failed attempts.
Please retry later.

03® & whblaeYl duol oVl il Soy lgpanass e oo 6051 6,15]TSplus
Advanced Security.

AiSay (ol o guo> YLVl digzmxall OM=ully e d>gl ¢p9liclP 9TSplus Advanced Security
Ultimate Protection:


/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
/ar/advanced-security/bruteforce-protection
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W T5plus Advanced Security

HOME

EVENT VIEWER

HOMELAND

BRUTEFORCE

IP ADDRESSES

PERMISSIONS

WORKING HOURS

¥ O 0OoOKXe p >

SECURE DESKTOPS

ENDPOINTS

RANSOMWARE

SETTINGS

® & > D

LICENSE

TSplus Advanced Security - Ultimate Protection

-+ Add IP Address

IPs in the whitelist will be ignored by TSplus Advanced Security and will not be blocked by Homeland Access Protection or Bruteforce Attacks Defender features.

/" EditIP Address

> Remove IP Address(es)

Q, wrois

IP Address

= 213.145.201.53
mm 176.34.152.180
B ss.244.117.214
= 49.14.95.70

B 105.14.32.99
== 202.133.54.73
B 22.51.217.61
Bl 201.158.104,100
= 2.152.5.87

2 196.189.44.50
B 42.202.33.232
== 117.224,202,156
B 125,227.29.199
B 124.226.216.77
= 109.188.131.204
= 190,60,108.18
I+l 65.145.140.120
B 101.230.201.89
BH93.113.125.89
= 31.220.43.113

Status

Blocked - BruteForce Defender
Elocked - BruteForce Defender
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blacked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blacked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Elocked - Homeland Protection
Blocked - Homeland Protection
Blocked - Homeland Protection

Date

14 har 2019 040111
11 Mar 2019 21:38:55
11 Mar 2019 04:26:57
11 hdar 2019 03:10:33
11 Mar 2019 00:50:07
10 Mar 2019 23:43:50
10 Mar 2019 20:37:56
10 Mar 2019 17:35:18
10 har 2019 17:20:58
10 Mar 2019 17:19:15
10 Mar 2019 15:16:59
10 kdar 2019 141803
10 Mar 2019 08:13:40
10 kar 2019 07:56:32
10 Mar 2019 D6:18:58
10 Mar 2019 05:46:16
10 kdar 2019 02:23:04
10 Mar 2019 00:50:43
04 Mar 2019 16:55:01
04 har 2019 180753

Description

blocked
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Please start by adding a TSplus server with the bottom right button.
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/ar/tsplus/free-certificate-manager
/ar/tsplus/free-certificate-manager
/ar/tsplus/free-certificate-manager

- TSplu By

= Edit TSplus server a

TSPLUS SERVER

Host name or IP address
accountancy.tsplus.net

Use SSL7?

Display name (optional)
Accountancy

CREDENTIALS

Domainlusername

John

Password
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/ar/tsplus/universal-printer
/ar/tsplus/universal-printer
/ar/tsplus/universal-printer

# Servers

X Settings

© About
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GLOBAL
Language English v
DISPLAY
Zoom level 50% ~
Reduce network usage D
Mouse pointer size Medium ~
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https://play.google.com/store/apps/details?id=com.terminalserviceplus.mobile
https://play.google.com/store/apps/details?id=com.terminalserviceplus.mobile
https://play.google.com/store/apps/details?id=com.terminalserviceplus.mobile
https://apps.apple.com/fr/app/tsplus-remote-desktop/id1346566246
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TSplus - Administration Console - 18.60.12.1

a2 REMOTE

1ot HOME
[ aepuicanions
(Cp PRINTER

@ wes
B rarm

2 SESSIONS
K SYSTEM TOOLS
83 ADVANCED
{p ADD-ONS

(@3 LICENSE
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1t © Applications

Define applications available to users, and specify which users or groups can access them.
Use drag & drop to drag a file from Windows explorer or your desktop to the application list.

Select Applications

Q, search. Az| |8C

Applications Launcher
DMi(msuft Remote Desktop
[D Remote Taskbar
[ Fieating Panel
iii Application Panel
[ Desktop Folder

Published Applications
€ inTRANET
3 office Programs

a8l oo 91 wlegazo

a8LoY ¢ morsiuus 9l wwlegamo il e dga,l adlo

“o

Y | Tl organize

|l| n
<

PARiuuwo

- X
Lite Mode
Assist Me Help English S
Assign Users
Q, search.. Az Y

Users
[J & _aLL_USERS
[J & AD\administrateur
(] & MYSERVER \usert


/ar/tsplus/application-publishing
/ar/tsplus/application-publishing
/ar/tsplus/application-publishing
/ar/tsplus/application-publishing

Assign Users

Q_ Search... AZ |Y

LA
[l
jui}
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Add users or groups - X

Find user or group in local computer or Active Directory

For Azure AD users, enter the username manually

[] Enable manual editing

Add

pasl pazimall LolJI_ALL_USERS

o a8 (oadiwol| aziw Lil> pasiwall’ ALL_USERS’ .5lio 13® pasiwall Gud pasiuuwsWindows.
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fr * Applications

Define applications available to users, and specify which users or groups can access them.
Use drag & drop to drag a file from Windows explorer or your desktop to the application list.
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TSplus - Administration Console - 18.60.12.1 — >

Lite Mode

PLUS REMOTE Assist Me Help English M

1t © Applications

HOME . . . .
fr Assign applications to users, allowing you to specify which applications are available to each
user or group.
[ aepucanons Use drag & drop to drag a file from Windows explorer or your desktop to the application list.
Select Users Assign Applications

{Eh PRINTER

@ wes
Q Search... A:Z 8= Y

FARM -

E Users Q_ search.. AZ Y Tl Organize
& _ALL_USERS

&, SESSIONS & AD\administrateur
& MYSERVER1\user1

Applications Launcher
D D Microsoft Remote Desktop
[] B0 Remote Taskbar

% SYSTEM TOOLS
(] im] Floating Panel
[] i3 Application Panel
§83 Apvancen (] 03 Desktop Folder
Published Applications
{> ADD-ONS (] @ inTRANET

[J 3 office Programs

(@5 LICENSE
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Select Applications Assign Users

b —bbiuinney L& L) —
k)\ Office] AZ| 821 |Y | | Tl organize | Q search.. AZ||Y
Applications Launcher Users
|:| Microsoft Remote Desktop D & _ALL_USERS
[N Remote Taskbar (] & AD\administrateur
EJFloating Panel - MYSERVER\user1
iit Application Panel
[ Desktop Folder

EO‘lﬁce Programs
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Directory

6, b dole

ousd pazuwoAzure Active Directory  gulaid ,oeAdminTool > olauaidl> ¢ g0l

Select a UserfGroup

Seiact a usersgrauy ta ispidy ard changs applicatians assigned ta it

Desk[up' Taskbar Floatinn Panel and Annliratinn Panel

FET 2+ 5elect a User/Group M=l E3 |
O |_;J' klicrosoft
O |l| Tsplus Re

m |:|F|ﬂa'ringP Find local or Active Directary users ar groups
O [ epplicatic
O L}DESktnpf

Published Appl Or type directlhy the name of an Azure Active Directory usetr:

DJ faienea Azure.&D'l-.Thn:umasMnntalcmd

D _|:'|h-1w Apnplic

Select user ar group
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TSplus - Administration Console - 18 — X

Lite Mode

TSIREMOTE | |
Assist Me Help  English -

{t HOME

[ AprLICATIONS g @

Computer name:  MYSERVER https://webportal.example.com
(P PRINTER
Private [P 192,168, b o O
PubliclF -
@ wes .
RDF port 3389 & The built-in HTTP server is listening on port 30

Connections: 1 The HTTPS server is listening on port 443

i rarm

[o} Session Manager

[+]
&2, SESSIONS
System Audit - Mo issues found

% SYSTEM TOOLS

Version 18 - You are using the latest version Read changelog

© ® ® ®

8 AovanceD

License TSplus Enterprise edition.
¢+ ADD-ONS
(@3 LICENSE Support renewal date

2F4 Advanced Security Server Monitoring
License Activated License Activated m License Activated GRemote Support


/ar/tsplus/installation
/ar/tsplus/installation
/ar/tsplus/installation
https://www.youtube.com/watch?v=eImA7mRGC48
https://www.youtube.com/watch?v=eImA7mRGC48
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Tﬂ‘ TSplus - Administration Conscle

TS U Remote Access Management Console

i+ HOME

[ arpuicaTiONS g @

(Ch PRINTER Computer name:  DESKTOP-SCVIIVH http://localhost
Private IP 192.168.1.22
) R = B
@ WEB FublicIP 73,
RDP port 3389 ,o' The built-in HTTP server is listening on port 80
m FARM Connections: 1 Q The HTTPS server is listening on port 443
=]
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Mo issues found on
ADVANCED
ﬁ?:: @ Version -You are using the latest version

< b ADD-ONS
@ License Activated - Enterprise edition - 25 users

& LICENSE

@ End of support date:

Help
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m TSplus - Administration Console

TSEUS Remote Access Management Console

End of support date: |

1At HOME
[ appLicaTioNs D @
(P PRINTER Computer name;  DESKTOP-SCVIIVH http://localhost

Private IP 192.168.1.22 5 =
© wes PubliclP 78, Al

RDP port 3389 f The built-in HTTP server is listening on port 80
m FARM Connections: 1 Q The HTIPS server is listening on port 443

o
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Mo issues found on ® = - = =
ADVANCED
i§; @ Wersion 0 7% © 7 -You are using the latest version
{7 ADD-ONS
@ License Activated - Enterprise edition - 25 users

(G LICENSE

. (7) Help
English - ~
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T TSplus - Administration Console - X
e e aciessd
TSEUS Remote Access Management Console
1t HOME
[ appuicaTIONS D @
IE] PRINTER Computer name: DESKTOP-5CVIIVH http:/localhost
Private [P 192,168.1.165
. > [g] o
@ WEB PublicIP 78,
RDP port 3389 f' The built-in HTTP server is not listening on port 80
m FARM Connections: 1 Q The HTTPS server is not listening on port 443
o
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Mo issues found on (B ] T
ADVANCED

@ @ Version ® - You are using the latest version
&7b ADD-ONS

@ License Activated - Enterprise edition - 25 users
(@7 LICENSE

@ End of support date:

@ Help
English -
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a2 REMOTE

{it HomE

[ AprLicATIONS
(Ch PRINTER
@ wes

i rarm

2, SESSIONS
% SYSTEM TOOLS
3 ApvanceD
&7 ADD-ONS

(@3 LICENSE
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Web Portal

Web Portal Customization

TSplus Web App

Web Credentials

HTMLS Security

HTTPS

Web Server

Lockout
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TI TSplus - Administration Console — had

Lite Mode

2 REMOTLE e mn B

fx HomEe

Generate a free valid HTTPS certificate
[ arpLicaTIONS

HTTPS Certificate Toolkit

(P PRINTER
@ wes

HTTPS Protocols and Ciphers

m FARM Protocols
[ sstv3 TLS vl TLS vi.1 TISv1.2 TLS vi.3
O SESSIONS
= Ciphers
[] 55L_DHE_DS5_WITH_3DES_EDE_CBC_SHA ~
Q& SYSTEMTOOLS [] SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] 55L_RSA_WITH_3DES_EDE_CEC_SHA
i§i ADVANCED [] SSL_RSA_WITH_RC4_128_MD5
[T] SSL_RSA_WITH_RC4_128_SHA
[] TLS_DHE_DSS_WITH_AES_128_CBC_SHA
&7y ADD-ONS TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
TLS_DHE_DS5_WITH_AES_128_GCM_SHA256
TLS_DHE_DSS_WITH_AES_256_CBC_SHA
@7 LcensE TLS_DHE_DSS_WITH_AES_256_CBC_SHA256 v

Disable weak parameters Save
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]
TS

HOME
APPLICATIONS
PRINTER

WEB

FARM

B O @ 0 o

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

LICENSE

® = B L Do

Remote Access Management Console

TSplus Advanced Security - Protect your server

Protect your server from brute-force attacks and foreign intrusions.
Block ransomwares before they destroy your files.
Restrict users access and lock them in a highly secured environment.

Two-Factor Authentication - Confirm your users’ identity

Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
the user mobile device,

virtual Printer - Print on your local printer

Setting up both server and client to allow local printing from remote sessions can be quite challenging.
Virtual Printer makes local printing simple and accessible for every user.

ServerGenius - Monitor your server

Server Genius helps to optimize software resources and to reduce unnecessary costs,
Give facts and data about server usage (CPU, Memaory, /O, Disks),
Track changes, resources usage and events with real-time email alerts.
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T TSplus - Administration Console

TS U Remote Access Management Console

{t HomE

Backup / Restore your Server Parameters
AFPPLICATIONS

Advanced Settings

(|
(Ch PRINTER
®

Product Hame Walue

weB Security Administrator pin code Default
Session Use RDS role Default (No)
Lockout AdminTool Language English

Contextual menu

] Farm Logs
2, SESSIONS

ek SYSTEM TOOLS

3 Apvancen

<7 ADD-ONS

@3 LICENSE
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TSplus - Administration Conscle - 18.30.8.26 - *

Lite Mode

o2 REMOTE

ﬂ Applications

Define applications available to users, and specify which users or groups can access
them

Assist Me Help English -

{ar HomEe

Assign applications to users

D APPLICATIONS Users or groups shown in are partially assigned: only some of the selected

applications are accessible fo fhem.

(EP PRINTER

Select Applications Assign | Users

@ wes
B rarm

A .
4"? Organize

Display Mode:
Q |Semch.‘. ‘ A:Z ? Q ‘SEEICH..‘ | A:Z ?

& SESSIONS Applications Launcher Users
D m E sae D [ & _au_users
ses
coo [ & ap\administrateur
R SYSTEM TOOLS Microsoft Remote Taskbar  Floating Panel Application Desktop Folder
Remote Desktop Panel

% ApvanceD
{b ADD-ONS

(&7 LICENSE

Published Applications

C

INTRAMET
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81

sz REMOTE

1 Home

[ arpLicaTIONS
(ep PRINTER

® wes

By Farm

2, SESSIONS
K SYSTEM TOOLS
8 Apvancen
4P ADD-ONS

(@7 LICENSE

fr

Farm

® Promote this server as a farm controller

Applications Servers

Mame Hostname Status Internal Name Private [P Address

Lite Mode

English

Add

Edit

Remove

Disable

Connect
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T TSplus - Administration Console —

TS U Remote Access Management Console

{t HomE

Activate your License
[ AppuicaTiONs

Buy Mow

(Ch PRINTER
Q@ wes

License Status

m FARM Trial license & days - Enterprise edition - 5 users
senattiumoer: | P |

o

2, SESSIONS

ek SYSTEM TOOLS

3 Apvancen

Editions
<P ADD-ONS (@) system Edition
@7 LICENSE @ Printer Edtion

@ Mobile Web Edition

@ Enterprise Edition
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- X

L, Lite Mode
I;I;L% REMOTEACCESS Assist Me @Help English @

ot © Printer

T5plus - Administration Console - 18.50.9.11

1t HoME
Universal Printer
[ arpeuicanions () The Universal Printer (novaFDF) is installec
@ PRINTER @ The Universal Printer is Read;
@ wes
% Universal Printer Manager

f rarm

Virtual Printer

& SESSIONS @ tual Printer is installed

% SYSTEM TOOLS ©

83 ADvANCED
% Virtual Printer Manager

<> ADD-ONS
Set a default printer for all users

(&3 LICENSE

@ Virtual Printer is the default printer

Set a default print mode for all users: |Set a default printer for all users F

Mo default printer defined
. . " . Users manage their default printers
TEHOCERIBIGES | .. Prll-":eThe last printer used is the default printer
Set a default printer for all users
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TA T5plus - Administration Consele

o2 REMOTE

1 Home

[ arpLicaTIONS
(ep PRINTER

® wes

B rarm

2, SESSIONS
K SYSTEM TOOLS
8 Apvancen
4P ADD-ONS

(@7 LICENSE

- X

Lite Mode

Help English

Session Management settings

Session Opening Preference

Session prelaunch configuration

Open Files on Client Side

Open URLs on Client Side

Hide Disk Drives

Contextual menu

Permissions

Client Generator
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T TSplus - Administration Console —

TS U Remote Access Management Console

{t HomE

Services
[ AppuicaTiONs

Users and Groups

(Ch PRINTER

@ WEB Server Properties

m FARM Windows System Toolkit
& SESSIONS Local Group Policy Editor
% SYSTEMTOOLS Event Viewer

3 Apvancen

¢+ ADD-ONS

@3 LICENSE

Reboot the Server
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T TSplus - Administration Console

TSE S Remote Access Management Console

{t HomE

[ AppuicaTiONs

(Ch PRINTER
@ ws

Generate a free valid HTTPS certificate

HTTPS Certificate Toolkit

HTTPS Protocols and Ciphers

Web Portal
Protocols
HTTPS [ sstv3 TLS v1A TS vi.2 TS v1.3
Web Server Ciphers
Lockout [ 55L_DHE_D55_WITH_3DES_EDE_CEC_SHA
[] 55L_DHE_RSA_WITH_3DES_EDE_CBC_SHA
[] S5L_RSA_WITH_3DES_EDE_CBC_SHA
B rarm [] S5L_RSA_WITH_RC4_128 MD5
[ SSL_RSA_WITH_RCA_128_SHA
2, sessions [[] TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DHE_DSS_WITH_AES_128_CBC_SHA256
TLS_DHE_DSS_WITH_AES_128_GCM_SHA256
ek SYSTEM TOOLS TLS_DHE_DSS_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CRC_SHAZ56
83 Apvancen
Disable weak parameters Save

&7 ADD-ONS

L& 1ICENSE
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T5plus - Administration Console - 18.50.10.14

a2 REMOTE

{Ar HomEe

[ arpeuicanions
(P PRINTER
@ wes

fiy rarm

2, SESSIONS
ek SYSTEM TOOLS
83 ADvANCED
¢7b ADD-ONS

(&3 LICENSE

far

Web

Web Portal

‘Web Portal Customization

TSplus Web App

‘Web Credentials

HTMLS Security

HTTPS

Web Server

Lockout
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- X
Lite Mode

Assist Me Help  English @

RemoteApp Client
HTMLS Client

HTMLS Top Menu
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Open with...

Share with 3

Restore previous versions
Send to *

Cut
-.". .IL ' Cﬂ'w
. Create shortcut

Delete

Rename

Properties




Tela I Open file location
S HOrtcur

Open with...
Restore previous versions

Send to




john.connect - 5

General | Shortcwt | Securty | Details | Previous Versions

(s ‘EI john.connect - Shortcut

Target type: Connection Client File

Target location: Desktop

Target: s Administrator. admin-PCDesktop®john.connect

Start in: C\Users' Administrator. admin-PCh\Desktop

Shortcut key:  MNone

Bun: | Normal window v
Comment:
| Open File Location | | Change lcon... Advanced... |

ok [Ccmea ] [ ooy




jchn.connect - Shortcut P 1

General | Shotcuwt | Securty | Details | Previous Versions

i ‘;I john.connect - Shortcut

Target type: Connection Client File
Change lcon

Targ

Look for icons in this file:
ystemRoot3e\system32\SHELL3 2. dll

Select an icon from the list below:

H ) e PaldE,
LeoxbeQ

L




a0l slhe| JwoeTSplus

e wle (sl pamiuw e JS pastiiue Jais paoliy 2990 puwl"Setup-ConnectionClient.exe™

138 aolsdl glio e poll Lol el (9 alxo 2ol TSplus: C:\Program Files
(x86)\TSplus\Clients\WindowsClient:

ent

Organize = Open MNew folder =« [l @
BN Desktop * Name Date modi.. Type Size
& Downloads — ) )
- J ico 6/15/2017 ...  File folder
= Recent Places . . .
| ClientGenerater.bin 7/30/2018 ... BINFile 639 KB
o @ ClientGenerator.exe 17172017 1. Application 96 KB
. Libraries = : . . L
1 |% Setup-ConnectionClient.exe 7/30/2018 ... Application 9,389 KEl
@ Documents —
] @ SWCTEXE 71/3/20171...  Application 047 KB
J‘ Music
[=| Pictures L]
B2 Videos
18 Computer
[y Local Disk (C:)
* 4 T 3
| Setup-ConnectionClient.exe Date modified: 7/30/2018 7:35 PM Date created: 7/31/2018 7:55 PM
3¢ Application Size: 9.16 MB

e

L3¢, Layl _8C:\Program Files (x86)\TSplus\Clients\www\ConnectionClient. 13J ¢,Say ool

Dz goliull 6,0 60>19 e wlgic o35 gl Lol el hitp:/hooooooooxx/ConnectionClient/
Setup-ConnectionClient.exe



http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe
http://xxxxxxxxxxx/ConnectionClient/Setup-ConnectionClient.exe

ConnectionClient - O *

&« v <« Tsplus * Clients » www * ConnectionClient v O Search ConnectionClient o
v Clients () Mame Date modified Type Size
webserver &, Setup-ConnectionClient 6/25/2019 10:03 AM  Application 6,040 KB

WindowsClient
~ WWW
cgi-bin

ConnectionClient

1item =

_9i dlawlg,

SiguaSJl o 63l caio GeSuwg ol Lo JLasVl 9 gogRemoteApp o dilgs consll a8l |
wals Juac.connect sill pi .o9Lis)

Select Setup Install Mode ot

B Selectinstall mode

-
"l\?_-__l
Cennection Client can be installed for you enly, or for all
users (requires administrative privileges).

—> Install for me only (recommended)

% Install for all users

Annuler

dla>o SU gl 03® 638l dabiall wuxy VI oSy i) Jsae JLasV lisio . J=ally iSay Liayl el cail]
plaziawls sl olgVl 23 giogll sVl a5 aolaiwl go dlawwsl/ALLUSERS 5/CURRENTUSER

ada>Mo 3o TSplus 12.40: zol s slac] Juosll 9 JI pi lg=o> Sau9 B ,uin
slack a>l9 lass- 1) 3] cwd Jujin slac] Jwoe (JLasVl I8 o655 I a>l> il slac| Jiac
RemoteApp.


https://dl-files.com/Setup-ConnectionClient.exe
https://dl-files.com/Setup-ConnectionClient.exe
/ar/tsplus/remoteapp-plugin
/ar/tsplus/remoteapp-plugin
/ar/tsplus/remoteapp-plugin
/ar/tsplus/remoteapp-plugin
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o el s o3l Lol ¢,

u T5plus - Administration Console - 17.20.7.9 - x

Lite Mode

a2 REMOTE
Assist Me Help English -

1t HOME

3 ADvANCED Q @

Computer name: SERVERZ https://webportal.example.com
L ADD-ONS L DR -
Private [P 192,168.1.169 b b
(m]
PublicIP -
@h LICENSE
RDPport 3338 2

Connections: 1

@ Session Manager

System Audit - Mo issues found on 29/07/2024 1%:18:11

Wersion 17.20.7.9 - New version available, click here to update to 17.20.7.26 Read changelog

Failed to validate the hardware identifier

End of support date: 2025-07-29

OI®1® ©

(i G

2F4 - WARNING: Your license Advanced Security Do you want to install Remote‘Suppor‘t
has expired or is invalid. License not activated. Server Monitoring?
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T TSplus - Administration Console - 17.20.7.9 — *
Lite Mode
a2 REMOTE
Assist Me Help English
ﬁ License
{a} HOME
€3 ApvaNcED
Your hardware information have changed, Click here to repair your license,
qnp ADD-ONS
Refresh your License
(&7 LICENSE License Status

Failed to validate the hardware identifier

computeri: [ EIEE |

Computer name: SERVER2

End of support date: 2025-07-29
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https://tsplus.net/contact/
https://tsplus.net/contact/
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Log,
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License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:
- Rehost can only be done once every 6 months.
- Rehost cannot be reverted and will disable your licenses on the previous computer after a grace

period of 15 days.

® Cancel Rehost #

pi 6sle| dslaiwl lhaus )i

m TSplus - Administration Console - 17.20.7.9 - x
TS £, Lite Mode
a2 REMOTEACCESS
assistMe () Help English -
ﬁ > License
1t HOME
[ aepuicanions (857 Activate your License
@ PRINTER f:,r Refresh your License
License Status
@ w
@? Permanent license activated, Enterprise edition. Unlimited users,
FARM
m ﬁ Computer I1D: 619
& SESSIONS D_ Computer name: SERVER3

= '
% SYSTEM TOOLS _l End of support date: 2025-07-29

€3 ADvANCED
{7 ADD-ONS

(@57 LICENSE
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m Tsplus - Administration Console - 17.20.7.9 - X

Lite Mode

a2 REMOTLE
Assist Me Help English -
ﬁ} License
1t HomE
[ appuicaTions Activate your License
@ PRINTER Refresh your License

License Status

@ wes
Permanent license activated. Enterprise edition. Unlimited usefs. Rehosted at 2024-07-29 20:02: 34,

FARM
B

& SESSIONS Computer name: SERVER2

% SYSTEM TOOLS IWARNING: Your TSplus Support and Updates Services will expire on 2024-08-13. I
81 Apuancen

¢.p ADD-ONS

(B3 LICENSE
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https://dl-files.com/classic/UpdateRelease.exe
https://dl-files.com/classic/UpdateRelease.exe
https://dl-files.com/classic/UpdateRelease.exe
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/update-windows-settings-and-scripts-create-your-own-answer-file-sxs?view=windows-11
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/update-windows-settings-and-scripts-create-your-own-answer-file-sxs?view=windows-11
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/update-windows-settings-and-scripts-create-your-own-answer-file-sxs?view=windows-11

<component name="Microsoft-Windows-Shell-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmins:wecm="http://schemas.microsoft.com/WMIConfig/2002/State" xmlIns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance">
<ComputerName>%COMPUTERNAME%ComputerName>
component>
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<# Define variables #>

$ImagePath = "D:\Images\Windows.wim" # Path to your sysprepped image

$ApplyDrive = "C:" # Target drive for deployment

$ComputerName = "REMOTE ACCESS-SERVER-" + (Get-Random -Minimum 1000 -
Maximum 9999) # Generate a random name (naive implementation)

$VolumelD = "1234-ABCD" # Desired Volume Serial Number

$UnattendFile = "D:\Unattended.xml" # Path to the unattended answer file

Write-Host "=== Windows Deployment Automation ==="

<# 1. Set Volume ID before applying the image #>

Write-Host "Setting Volume ID..."

Start-Process -NoNewWindow -Wait -FilePath "volumeid.exe" -ArgumentList "$ApplyDrive
$VolumelD"

<# 2. Apply the Sysprepped Windows image #>
Write-Host "Applying Windows Image..."
dism /apply-image /imagefile:$ImagePath /index:1 /applydir:$ApplyDrive

<# 3. Load Registry Offline to Set Computer Name #>
Write-Host "Modifying Registry to Set Computer Name..."
reg load HKLM\TempSys $ApplyDrive\Windows\System32\Config\SYSTEM



reg add "HKLM\TempSys\ControlSet001\Contro\ComputerName\ComputerName" /v
ComputerName /t REG_SZ /d "$ComputerName" /f
reg unload HKLM\TempSys

<# 4. Ensure Unattended Setup is Used #>

Write-Host "Copying Unattended File..."

Copy-ltem -Path $UnattendFile -Destination "$ApplyDrive\Windows\Panther\Unattended.xml" -
Force

<# 5. Set the First Boot Script for Final Configurations #>

Write-Host "Creating First Boot Script..."

$FirstBootScript = @"

Write-Host "Finalizing Configuration..."

Rename-Computer -NewName "$ComputerName" -Force

Restart-Computer -Force

'@

Set-Content -Path "$ApplyDrive\Windows\Setup\Scripts\SetupComplete.cmd" -Value
$FirstBootScript -Encoding ASCII

Write-Host "Deployment Complete! Rebooting into Windows..."
Write-Host "================-===-=-=---—-----o-o-o-------—-———-——===
Write-Host " Computer Name: $ComputerName"

Write-Host " Volume ID: $VolumelD"

Write-Host " Image Applied to: $ApplyDrive"

Write-Host "================—===-=-=-=—=------o-o-—--—--—---—=——-=—====

<# Reboot into Windows #>
wpeutil reboot
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<# Define variables #>

$ImagePath = "D:\Images\Windows.wim" # Path to your sysprepped image

$ApplyDrive = "C:" # Target drive for deployment

$ComputerName = "REMOTE ACCESS-SERVER-" + (Get-Random -Minimum 1000 -
Maximum 9999) # Generate a random name (naive implementation)

$VolumelD = "1234-ABCD" # Desired Volume Serial Number

$UnattendFile = "D:\Unattended.xml" # Path to the unattended answer file

Write-Host "=== Windows Deployment Automation ==="

<# 1. Set Volume ID before applying the image #>

Write-Host "Setting Volume ID..."

Start-Process -NoNewWindow -Wait -FilePath "volumeid.exe" -ArgumentList "$ApplyDrive
$VolumelD"

<# 2. Apply the Sysprepped Windows image #>
Write-Host "Applying Windows Image..."
dism /apply-image /imagefile:$ImagePath /index:1 /applydir:$ApplyDrive

<# 3. Load Registry Offline to Set Computer Name #>

Write-Host "Modifying Registry to Set Computer Name..."

reg load HKLM\TempSys $ApplyDrive\Windows\System32\Config\SYSTEM

reg add "HKLM\TempSys\ControlSet001\Control\ComputerName\ComputerName" /v
ComputerName /t REG_SZ /d "$ComputerName" /f

reg unload HKLM\TempSys

<# 4. Ensure Unattended Setup is Used #>

Write-Host "Copying Unattended File..."

Copy-ltem -Path $UnattendFile -Destination "$ApplyDrive\Windows\Panther\Unattended.xml" -
Force

<# 5. Set the First Boot Script for Final Configurations #>

Write-Host "Creating First Boot Script..."

$FirstBootScript = @"

Write-Host "Finalizing Configuration..."

Rename-Computer -NewName "$ComputerName" -Force

Restart-Computer -Force

'@

Set-Content -Path "$ApplyDrive\Windows\Setup\Scripts\SetupComplete.cmd" -Value
$FirstBootScript -Encoding ASCI|

Write-Host "Deployment Complete! Rebooting into Windows..."



Write-Host "===============-=-==-=-=-=----oo—oo-o-—-—ooooo-oooooo—m—m——="
Write-Host " Computer Name: $ComputerName"

Write-Host " Volume ID: $VolumelD"

Write-Host " Image Applied to: $ApplyDrive"

Write-Host "==============-=-=-==-=-=-—---o-o-o—o-o-o--—ooooo—ooo—o—o————="

<# Reboot into Windows #>
wpeutil reboot
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Share with =

=

Mew folder

( LE.L‘
)& > Computer » LocalDisk(C) » Users » john » RDPG = Search RDPG o

m=] Open

MName Date modified Type Size
|&] bkgsc.bmp 4/2/2016 10:16 AM  Bitrnap image B KB
& bkgscblue.bmp 4/2/2016 10:16 AM  Bitmap image B KB
| & bkgscgreen.bmp 4/2/2016 10:16 AM  Bitrnap image KB
& bkgscpink.bmp 4/2/201610:16 AM Bitmap image 8 KB
|| ConnectionClient.bin 7/30/2018 .35 PM BIN File 570 KB
@ ConnectionClient.exe 1/1/2017 10:19 AM Application 95 KB
@ ConnectionClientold.exe 7/7/2017 10:18 AM Application 96 KB
|| ConnectlLauncher.bin 7/30/2018 :35 PM BIN File 8,188 KB
@ Connectlauncher.exe 7/8/2018 9:04 PM Application 96 KB
|{2f) ConnectLauncher.exe - Shortcut 8/1/201812:13PM  Shortcut 2KB
+ | DroidSansFallback.ttf 4/2/2016 6:13 AM TrueType font file 3,749 KB
B icol.ico 4/2/2016 10:16 AM  Icon 161 KB
@ icon.ico 4/2/201610:16 AM  Icon 54 KB
4 | languk.ini 3/25/2017 8:27 AM  Configuration sett... TKB
%) librmupdf.dil 8/14/2016 5:36 AM Application extens.., 5,095 KB
| MyRemoteApp.bin 7/30/2018 :35PM  BIN File 6 KB
@ MyRemoteApp.exe 7/7/2017 10:19 AM Application 96 KB
2 | MyRemotelpp.ini 8/1/201812:09 PM  Configuration sett... 1KB

ConnectLauncher.exe - Shortcut Date modified: 8/1/2018 12:13 PM

Date created: 8/1/2018 12:15 PM

m

Jwosll legio 5"/S" le Juw :JLal" C:\Users\John\Desktop\clientname.connect /?”:



&% ConnectLauncher - Shortcut Properties =

Security Details Previous Versions
General Shortcut Compatibility
I"F\‘E;E] ConnectLauncher - Shortcut

Target type: Application

Target location: RDP&

Target: her.exe C:\Users‘John“Desktop‘john connect /4

Start in: CAlsers’John*RDP6&

Shortcut key:  |Mone

Run: MNomal window w
Comment:
Open Fle Location Change lcon... Advanced...
oK Cancel Apply
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Remote Desktop possible parameters

Jolean s to reset user workstation parameters

Connection settings

-user: user logon

-pswi user password

-server: server I[P adress

-port: RDP port number [3385)

-domain: Domain name

Display settings

-colorn Enter 8, 15, 16 or 24 [bits)

-full: 2 for full screen, else enter 1

-width: enter 200, 1024 or 1280

-height: enter 600, 768 or 1024

-remoteapp: on/off to do Microsoft Remotelpp
-seamless: on/off to do seamless Remote Application
-dualscreen: on/off to use a dual screen

-alttab: 0/1 -0 means Alt-Tab on the client side
-localth: 0 or42 -0 means RDP will cover the local taskbar
-apppath: path of a specific REemotelpp

Local drives settings

-disk: on/off Disks

-printer: on/off Printers

-com: on/off COM ports
-smartcard: on/off Smart cards

Universal Printer settings

-preview: on/off Preview the prints on the local PC
-select: on/off Select a local printer

-default: on/off Print on the default local printer

-defaultsystem: on/off Print on the default local printer with the system
defined PDF reader

Security settings

-lock: lock the program on the workstation name
-serial: lock the program on the device serial number
-gatewayhostname: RD Gateway hostname
-gatewayusagemethod: RD Gateway usage method

Ok
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@ Changing the connection settings of thislo.. — -

To modify the local connection settings
just replace the cument ones.

aith 42 full 2 remoteapp off seamless off -width 1024 -height 768 -smartzizing (0

] Cancel

Settings change X

Change saved
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= Local Disk (C) bkgse BMP File 8 KB
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Program Files @ bkgscgreen 9/ BMP File KB
Pragram Files @ bkgscpink 9/20/2018 221 PM  BMP File BKB
tmp D ConnectienClient.bin 11/14/2018 10:49 ... BIN File 580 KB
U :__f:) ConnectLauncher - Shortcut 11/29/2018 217 PM  Shortcut 2 KB

sers i

| ] Connectlauncher.bin 11/14/2018 10:49 ... BIN File

dmi

Sk @ ConnectLauncher 9/20/2018 2221 PM Application

Default.mig + | DroidSansFallback 9/20/2018 221PM  TrueType font file
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Add-KdsRootKey -EffectiveTime ((Get-Date).AddHours(-10))
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039 a9 lall

New-ADServiceAccount *
-Name "WebPortalSvc" -
-DNSHostName "WebPortalSvc.domain.local"
-PrincipalsAllowedToRetrieveManagedPassword "YourServerGroup" *
-Enabled $true
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Add-ADGroupMember -Identity "Domain Admins" -Members "WebPortalSvc$"
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Add-ADGroupMember -Identity "Administrateurs" -Members "WebPortalSvc$"
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Install-ADServiceAccount -ldentity "WebPortalSvc"
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Test-ADServiceAccount -ldentity "WebPortalSvc"

1955 Sloal plaziwYgMSA

dio Jizas Josall doazs _J| 1oLl

* O 2o dwluw dcgoxall

o L@l eSS isuaSII> wblag] 59au9> whlae] V> o lwlul ddxall> usei §os>
ro.\k'i'.u.l.o.”

o a9 Jow JoSall doaxS

e Lol DOMAIN\WebPortalSvc$

2.
ST o SLgINTFS le/olalo wlalxo dlgs tugll

o il uwsladl eVl e e/ gubaidl wladl L)l Laill> Jaslasi> oLVl
e ol DOMAIN\WebPortalSvc$
o ol e JOVI 8el)® Mty 9l pSll JolSUI 13] o) LoVl cpo Jd i sl



S5 digd 1o

e :_LuxJl DOMAIN\WebPortalSvc$
o il 9,0l aSyl &l

955 pawl Iasall _02=JI(SPN)
v Jaw doas gl SKerberos.

i e 6159 aSzs 1 lxall

638L @ ol

setspn -A HTTP/webserver.domain.com DOMAIN\WebPortalSvc

Juiw! puwly Jall JolSJl oo Lol &l oehlu>g

15] OIS o315 a8Liniwl diley ol paiuyHTTP.SYS. a8 JizwiSPN 1o lws ojlel

638L &b ol

setspn -S HTTP/portal.hiyoko.com:8008 WIN-HLBOOAGABB7
setspn -S HTTP/portal.hiyoko.com:8009 WIN-HLBOOAGABB7



29SS dSuidl e 5l Jaasll

&g Jwae lag e §ladl 9 aSuill ac ol jaxuxall

22> dg>lg daSuill dxuuall

bl olsielP culi 29290 BI( WIS 1€ a0

wusi OleiclP el glidy dSuill e ,all diloyg dunl,idl g:llais go dSLLDNS/DC dyc,all
ey L',,-jll.c ro)l>'DNS

hoObd -

pgo @9 iy (oLelP @l sa>g) aSill (9 Jlrall .eMaslly wlbais dislje duwluaw GloYI Gl GoSs WY
U9 puss aSuill dye el (8 138 . §luull

¢l JLaiVl wollooll Jiosl)

UDP/TCP 53 19 ai (o 0> las gisy wloM<iwlDNS.
olohs Wlisiwl slasVl lg>Vols
B8 o dl> e 5DNS

s 8329 Sl lrall

638L &9 ol

net start DNS

8835 o Ol a3DNS . Joss

5825 oo wlsiclP polJDNS



Lot uasl

6390 a9, lall

ipconfig /all

ST oo ol lsic p>BDNS  gylay go wlgic 6159 aSxill L9 . Jlxoll
Hisl JLasVi ,_!_.wl.wg)”

Lot uasl

638L a8 ol

ping <DC_IP_Address>

15) Jiod 5L Jlas¥l 385 oo azgilaSaidl laxdl s,
8855 o aclgd Hha> dlaxll
356 o 2lawdl JUDPITCP 53 /slg)l ,olall e Juasdl o313l

sl plaziwlinslookup



6390 a9, lall

nslookup domain.com <DC_IP_Address>

3] OIS 138 «Jasy 288 0954 p35DNS LolidVl ué bgo JSuin guuo 91 e LB . Jouosl
==l Jo,le &bV

Lle 6159 Sl (Jlrally 635 oo clas I dalsiall plai clowl .o Blall

p9 poSiuMozilla Firefox ds>laaJWindows dzwoxall
599,10 Y paziwy WIA Sy .ol il

sokal1: ogladl IcURIS adgigall

bl uSed

. @3 JI oblaeYl:Jo>

- Josd il

>lae]
network.negotiate-auth.trusted-uris
Yoo e Juww 1 Jlodl

e intranet.domain.com, domain.com

W N

sola=J12: URIS d8g56oNTLM
slac] network.automatic-ntim-auth.trusted-uris _J| Juss aosls .o Uil

6ska=l13: URIs aysaiKerberos 15)( o) )oYl

slae] network.negotiate-auth.delegation-uris . e Juw :Jtall



e domain.com

ookall4: éole] Juuin paaioll
acl JuisFirefox  gulai .ol sl

wosiGoogle Chrome dslasJWindows dxwaall

paziuyChrome  olslae] @8sLlasWindows/ . ollaill

»e dwluw degaxall ogo( )a

1. Jwoxi JIg9Chrome ADMX:

2. &aw
chrome.admx

S

Imda. 09,5

)

e C:\Windows\PolicyDefinitions

e C:\Windows\PolicyDefinitions\ar-SA

3. zi% gpedit.msc
4. @3l |
o LSS iswasdI> lgall apbbyI> J2e=> J2e> 09

5. pd (uSais @9>Lanll dxoroll @8lga) coliVl (19559 @8lgall :d9g5g.ll

e intranet.domain.com, domain.com

6. uabos :duwlwdl

638L &9 ol

gpupdate /force


https://chromeenterprise.google/policies/
https://chromeenterprise.google/policies/
https://chromeenterprise.google/policies/
https://chromeenterprise.google/policies/

Sob s5|
A 22 Gb s3] Jis( obls pdely jlaw olgiChrome) 8 13 . §lul

wosiMicrosoft Edge ds>lasJWindows dxwoaall

pxiuEdge olwluwMicrosoft Edge wlslacly dalnio LY SWindows.

oiSas iz Jos I ekl 9 dabaie dSuidl dyls 1l

1. 2 ohls cowl
2. olol aoMe cugull>  aSwidl a3l ddxall > Sgime Laazo
3. o

iB30La0 prziuoll

‘ d.C_gm

o Jouw Josal (slalil kass 9 aslaio cul w)l

2955 wlwlwEdge eGPO
sobxl: e JlgSEdge ADMX

1. (o

2. s
msedge.admx

S
msedge.adml

|
e C:\Windows\PolicyDefinitions
e C:\Windows\PolicyDefinitions\ar-SA

sola12: s oblag] duwludl

1. a9 gpedit.msc
2. w3l Jl
o 9SS iguaSII> Llsall dnbYI> gy, Sile 2l


https://www.microsoft.com/en-us/edge/business/download
https://www.microsoft.com/en-us/edge/business/download
https://www.microsoft.com/en-us/edge/business/download
https://www.microsoft.com/en-us/edge/business/download
https://www.microsoft.com/en-us/edge/business/download
https://www.microsoft.com/en-us/edge/business/download
https://www.microsoft.com/en-us/edge/business/download
https://www.microsoft.com/en-us/edge/business/download

o a9 oS 4y pslgl il Sy JMicrosoft Edge Laugai olily slaicVl lgl]

4. oS5 polg3l :@dgigall

e intranet.domain.com, domain.com

selazI3:  gubas oLyl

6390 a9, lall

gpupdate /force

Gob 2l
A a2 Qb 31 ohls( pdely Jlow joloVl SEdge) 9 13® . Slull

OLliSiwl el VI le>Noly ,_,.9 d9>Lanll d=waall
B o JSIN Ju9ym S

e Jae 159309

638L &8 ol

klist



Xy Qi S 6,53 J HTTP/webserver.domain.com .

2o Sliluslaie Yl STaidl dijzall ibgo

638L @ ol

klist purge

Lo 8359 pSxill 1 lrally

638L @ ol

setspn -L serviceaccount

x5t HTTP/webserver.domain.com .z

QA JupupS 9 uSe9 e

InIFirefox go Juuws :Jgs I



6390 a9, lall

set NSPR_LOG_MODULES=negotiateauth:5
set NSPR_LOG_FILE=%USERPROFILE%\Desktop\firefox.log
start firefox.exe

d=> 0 firefox.log clasV .a85Lanll

08 o UlwluwChrome

9 9,5 S

chrome://policy

2

St a8 plowdl poly @8skanll 9 aaild plawdl Jogaal Loglail le dadslaall . guas
B8 o wlwluwEdge

TRV Rl



edge://policy

2

3T aoild plowl p3l5y @85Laall § aild plowl Logaal Loglaill e @8skaall . guboi



dylgi joc dsuill1-12

wdgiswRemote Access V12 gw>9( whylaodl )padVl s Jasll e g0 6521 yisuaSIl il Jass
plaiWindows.
Iniw olelasl doasdl 8 11,2026 xisiwg b,x > @MVl JolsIl (8 . o

ez L olLTS sl easl o] iy, sl aeall il .clas,d ] o oS, 130 o8 JIl dgc
Il U JLasl el oo dlgs Lass,dl aoll ey cuazsy chas i oo 6l 6,131 avll ey plaiwl,
Glo. LIC Lol el sslaiw oo . cuaill

3] S e o8 e aslo] JLiil acs 9l ak dlw, Jas
Jolgi lizo plaziwl, ¢ udgs

o a8, as,il Lol Gl LPXX XXX XXX e U dode Las il oo 6ll 6,05

o 8,06 el Las il davll
o 6,050 Jlusl acall Lol

Euazs J)laolv10

5] S i LS i L,1olLTS Yoy o asl lao] Jasl J| dxaall )

oo Dlao] ue o w00 jasl e JoxJI JUWI i I exe.esaeleRéuaxs


https://tsplus.net/contact/
https://tsplus.net/contact/
https://tsplus.net/contact/
https://docs.tsplus.net/ar/tsplus/long-term-support-lts/
https://docs.tsplus.net/ar/tsplus/long-term-support-lts/
https://dl-files.com/classic/UpdateRelease.exe
https://dl-files.com/classic/UpdateRelease.exe

TSPLUS

License Status

. System Edition

. Printer Edtion

[ Wobils Web Edtion
. Enterprise Edition

Computer

8 Computer name: MYSERVERZ - 19

‘-’ Connections: 0 - License for Unlimi

PDO 154 CC5

f License Activated (Enterprise Edition)

1Y Serial Number:

(:) End of support date: D6 Nov 2025

TSplus - Administration Console 10.50.10.2

Sarvar

Universal Printer - release V3 - is installed

Applications Wiah

Y Check for Update

Installed version: 10.50.10.2

Latest Yersion available: 18.50.10.1

View Release Note

Download Update Release

&d NUMmDEr of USers

Security

.

Gateway License

Uninstall
TSplus

Q

Activate
your License

)

L

Upgrade Edition
or Add Users

i

Server role
preference

X

Current System
Audit

R

‘.,4‘

Check for
Update

28 Jsiwupdaterelease.exe Jiing calol . siuaill
Efj Installation - Tplus

Downloading additional files
Flease wait while Setup is downloading additional files...

Downloading. ..

100,54 of 214,96 MB

Details

el ol Cuaxill



@ T5plus Update Release program 18.50 -

Welcome to TSplus
Update Release program 18.50

This program keeps your existing settings and license.  will update your programs.

Prior to continue make sure that all user sessions are terminated .

Onhy customers under a valid support/LUpdate service are allowed to apply this program.
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Lite Mode
o2 REMOTE
English <
ﬁ} Farm Load_Balancing
fx HomEe
Load Balancing is Enabled &4 Balance on user's assigned servers Sticky Sessions are Enabled

[ arpLicaTIONS @ ¢ e @ v

Load Balancing Weights
(Ep PRINTER Users: 0% ' 100%  Memory: 0% ' 100%

50% T0%% Back to Default Settings
@ WEB CPU: 0% ' 100 1/O: 3 ' 1008
20% 30%

By earm

Servers
o Refresh rate (s): 5k
2, SESSIONS

Mame Hostname Status  Users CPU (%) Memory (%) /O (35 Load [36)

R SYSTEM TOOLS Enabled

B Up 3 13 1 0 1
f§i ADVANCED H s up 0 0 36 0 25

B s Up 1 0 61 0 13
¢+ ADD-ONS
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Windows Client Generator
General Display Remote Desktop client Local resources  Program  Security  Load-Balancing
Enable Load-Balancing 7
l Lze Load-Balancing Gateway Web port number

When "Use Load-Balancing'is checked, it enables using the Gateway

with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation
Client location: |C:\.Llsers‘.adminh[]eslctnp| | Browse

Create Client

Client name: |Jc:hn--i-'-’r.::c-nnec1 |
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Windows Client Generator

General Display Remote Desktop client Seamless client  Local resources  Program  Security  Load-Balancing

Server
) erver address Port number
| |gatewa}r.rrr:.rcumpan}r.cum| |
Lser
Logon Password
@ |._|uhr1 | ||||||--|||-||||-|-||-
Domain name (without extension)
Prefemed display mode
(®) Remote Desktop client () RemoteAPP client () Seamless client
(") Disable background & animations for better peformances (") Fast network or Fiber optic
Cliert location: |C:"\Users"\._|uhn'\Desktop | | Browse |
Create Client

Client name: |Juhn.cunnect |
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Application Server A

Public IP : 70.0.0.2
Port: 80/443

Application Server B

Public IP : 70.0.0.3
Port : 80/443
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Gateway § Application Server C

Public IP : 70.0.0.1 Public IP : 70.0.0.4
Port : 80 /443 Port : 80/443
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Farm
Applications Servers

-~
MName Hostname Status Internal Mame Private [P Address

Enabled

[ severr NSNS Up serverl
E‘ senverd _ Down  server2
E' server3 [N Up server3

Legend
E| The server has joined Waiting for the server
—'  the farm to accept the invitation

to join the farm

Reverse-Proxy

Load Balancing

Assign Servers

sl e oy JSoll . pusell

Lite Mode
English <
|
Add
Edit
Remove
Disable
Connect
Update needed to EI Cannot invite the server.
version »= 15.50 to *

invite the server.

Monitor Sessions

Synchronize Applications and Settings

Reset Farm
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Farm Reverse-Proxy

® Reverse-Proxy is disabled

Gateway Server
Gateway Public IP/ DNS:

Protocol: O HrTP O HTTPS

Apply

Lite Mode

English

% Apbvancen
¢+ ADD-ONS
(& LICENSE
The reverse-proxy system acts as an intermediary for its associated servers to be contacted
by any client: you will no longer need to create as many port redirection rules as your
number of servers.
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Windows Client Generator

General | Display | Femote Desktop client | Seamless client | Local resources | Program | Security | Load-Balancing

Server
Server address Port number
[
u:ﬁ 24614 245 12:443/ ™ srv2 3389
|lzer
Logaon Password

&~

Domain name (without extension)

Prefemred display mode
(71 Remote Desktop client @ RemoteAPP client (71 Seamless client
(™) Disable background & animations for better peformances i@ Fast network or Fiber optic
Cliert name: john.connect

‘ Create Client
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Lite Mode
2 REMOTLE
= English <
ﬂ Farm
ﬁ HOME Applications Servers
~
Mame  Hostname Status Internal Mame Private IP Address

[ arpLicaTIONS Add

Enabled

El server] _ Up server]
@ PRINTER E‘ server2 _ Down  server? Edit

E‘ servers NN Up server3
@ WEB Remove
Bl Farm Disable
O SESSIONS
= Connect
ek SYSTEM TOOLS

Legend
ﬁ):i ADVANCED '5' The server has joined ‘Waiting for the server El Update needed to gl‘ Cannaot invite the server,

—'  the farm to accept the invitation version »= 1550 to

to join the farm
&7 ADD-ONS

@ﬁ LICENSE Reverse-Proxy

Load Balancing

Assign Servers

invite the server.

Monitor Sessions

Synchronize Applications and Settings

Reset Farm
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o2 REMOTE

it > Farm Assign Servers

1+ HoMmE

Select a User/Group Servers assigned to User = &

[ arpuicaTiONs
Seiect o usersgroup to display and change servers assigned to It
8 in2
- Rl
@im

(P PRINTER
Q@ ws
B rarm

o
2, SESSIONS

ek SYSTEM TOOLS

83 Apvancen

&7 ADD-ONS

& LICENSE

Lite Mode

English
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I5] S dalS 49,0 cdilols cuminw e o> 6sle] &S dnlS 10,9 0



ol Log on

jo hn

‘ Domain:

‘ Headqguarter "

O HTML5 @ RemoteApp

Invalid credentials
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- Log on

hacker

| Domain:

O HTMLS @ RemoteApp
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Lite Mode
o2 REMOTE
- English -
‘ﬂr Farm
ﬁ HOME Applications Servers
~
Mame Hostname Status Internal Mame Private IP Address !
[ arpLicaTiONs Add
Enabled
B server] _ Up server]
@ PRINTER EH serverz NN Down server2 Edit
E‘ server3 _ Up senvers
@ WEB Remove
B Farm Disable
O SESSIONS
= Connect
% SYSTEM TOOLS
Legend
@ ADVANCED E| The server has joined Waiting for the server Update needed to EI Cannaot invite the server,
—'  the farm to accept the invitation version »>= 15.50 to i
to join the farm invite the server.
< b ADD-ONS
C LICENSE Reverse-Proxy Monitor Sessions
Load Balancing Synchronize Applications and Settings
Assign Servers Reset Farm
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https://gateway-server-domain-or-ip-address/~~application-server-internal-name
https://gateway-server-domain-or-ip-address/~~application-server-internal-name
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=

General server information

Display Mame;

Hostname: ed: 1.1.1.7 or serverl.mycompany.com

Parts information

Web Port: 443 B Use HTTPS

EOF Port: 44

LiJ

B use the Web Port
Feverse-Proxy information
Filling the Reverse Proxy information is optional if you don't intend to use it

Private IP address [LAMN]: eg: 192.168.10.101

Internal server name:

Save
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An invitation to join the farm has been sent to the
Application Server,

COpen the AdminTool on the Application Server and click
on the notification icon to accept the invitation.

[] Do not show again. [ oK
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PLOUS QEMOTE Expert Mode

English =

WEB PORTAL APRPPLICATIONS

Configure Domain Mame @ Publish & Assign Applications

http:/flocalhost

) u
Customize Web Portal b » o Q l. D
u

RIRIRISTeninglonlzorEaT Assign users to Assign users to Add your

Full Deskt Floating Panel licati
HTTPS listening on port 443 ull Deskiop oating Fane application
@ e e @ Permanent license activated. Enterprise edition. Unlimited users.
2FA TSplus Advanced TSplus Server
License Activated Security Monitoring

License Activated License Activated @ End of support date: 2022-11-26




o A new invitation to join a farm has been received

Do you want to accept the invitation from the farm
and confirm being the server |

Yes Mo Cancel
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Applications Servers

Mame Hostname 5tatus Internal Mame  Private IP Address
Enabled
|§| srvl Up

s Up

gi SV3 Down
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Lite Mode
w2 REMOTE
= English
ﬁ} Farm
ﬁ HOME Applications Servers
~
Mame Hostname Status Internal Mame Private IP Address
[ arpLicaTiONs Add
Enabled
El serverl _ Up serverl
@ PRINTER EH serverz NN Down server2 Edit
E‘ servers NN Up server3
@ WEB Remove
B rarm Disable
O SESSIONS
= Connect
% SYSTEM TOOLS
Legend
@ ADVANCED E| The server has joined Waiting for the server fFl  Update needed to Esl‘ Cannaot invite the server,
—'  the farm to accept the invitation = wersion >= 15.50 to
to join the farm invite the server.
< b ADD-ONS
c LICENSE Reverse-Proxy Monitor Sessions
Load Balancing Synchronize Applications and Settings
Assign Servers Reset Farm
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Lite Mode
o2 REMOTE
English
ﬁ} Farm Maonitor Sessions
fx HomEe
Connect to Server Disconnect Logoff Send Message... View ~ Remote Control ~ Refresh
D APPLICATIONS == Farm 1D User Domain Status Session Client Mame Client Address
E L 2 3 Active Console

(P PRINTER
Q@ wes
By earm

2 SESSIONS
ek SYSTEM TOOLS
% Apbvancen
¢+ ADD-ONS

(& LICENSE
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Lite Mode
o2 REMOTE
English
‘ﬂr Farm
1+ HoME
[ appuicaTiONS (©)  This serveris a farm controller

Applications Servers

(Ch PRINTER

Mame Hostname Status Internal Name  Private IP Address Add
@ WEB _Er'labled
E‘ Hul Up
w2 up Edit
] Farm
sni3 Drown
o Remove
2, SESSIONS
Disable
% SYSTEM TOOLS
Connect

83 Apvancen

<75 ADD-ONS

Reverse-Proxy Monitor Sessions

@ LICENSE

Load Balancing Synchronize Applications and Settings

Assign Servers
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SEervers
B Select All

Unselect All

Select the servers on which you want to
apply the same applications and settings as Apply
the farm controller.
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Synchronize Applications and Settings

SEMVErs

" sl

Select All

Unselect All

= Finish
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2ol Jo olalall 59260 9 alxo ol TSplus Lol s wxi pwVI"FileTransfer.exe" 9 ;luoll
:JWI"UserDesktop\files"

ESEENT
CION
Organize = Open Mew folder g== « @
A Favorites i MName : Date modified Type Size
|| QUITECTION.|PQ HFAMANLD LINLID AV JFEL IMage £ kb
B Desktop ¥ Documentation.chm 3/10/2017 1013 PM  Compiled HTML ... 11,421 KB
| » L T exitico 11/13/2016 9:05 AM  Icon K
“ RecentPlaces | | % FarmManager.exe 6/12/201810:54 PM  Application 3KB
] 3 FarmManager.exe.config 10/11/2016 950 AM XML Configuratio... 1KBE
w4 Libraries =7 fileacl.exe 4/2/2016 10:16 AM  Application 92 KB
) Documents || FileTransfer.bin 6/12/2018 10:52 PM  BIN File 598 KB
o) Music |69 FileTransfer.exe 7/7/201710:19 AM  Application 96 KB
=] Pictures i floating_panel_16.ico 4/2/2016 10:16 AM  Icon 2KE
B videos [ floatingpanel.bin 6/12/2018 1051 PM  BIN File 229 KB
@ floatingpanel.exe 7/7/201710:19 AM  Application 96 KB
1% Computer || folder.bin 6/12/2018 10:53 PM  BIN File 293 KB
(s Local Disk (C) 3 folder.exe 7/7/201710:19 AM  Application 198 KB
( )_‘ :'I FI'IET_rEln_Sfer.exe Date modifi.r:d: 7/1/2017 10:19 AM Date created: 3/16/2017 6:42 PM
\* Application Size: 956 KB
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| ' -l-lI Desktop folder

—
| }" )| File Transfer
o et
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}?‘I Excel
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File Transfer
Serverside:  C:\Users\admin'Desktop @ Client side:  C:\Users\Public'\Picturss’\.Sample Pictures @
4l Desktop __ product -
+ . john
- || julia
5. || Public
. Documents
. Downloads
+ J Music
— . Pictures
K
+ J Recorded TV -
Name: Size Modified Name: Size: Modified
CRIERFC 266 MB 2015/01/28 17:05:02 = | Chrysanthemum jpg 858.78 KB  2009/07/14 05:52:25
|| AdminToal nk 122 KB 2015/01/28 14:42:.48 = Desert jpg 82611KB  2009/07/14 05:52:25
|| Portable Client Generator Ink 128KB 2015/01/28 14:42.49 i=| Hydrangeas jpg 581.33KB  2008/07/14 05:52:25
i=| Jelyfish jpg 757.52KB  2009/07/14 05:52:25
= Koala jpg 7E253KB  2008/07/14 05:52:25
= Lighthouse jpg 54812 KB 2009/07/14 05:52:25
= Penguins jpg 759.6 KB 2009/07/14 05:52:25
| Tulips jpg 606.34 KB  2009/07/14 05:52:25
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Il 1) Juael

=147 Pictures

- ) Sample Pictures
[+-{=) Recorded T
#1107 Videos

Name | Size | Modified |
o | Y

. Chirpsanthermum, pea-SESt St £x 20307414 073231

& Desert.jpg Send bo server | 9/07/14 07:32:31

.E] Hydrangeas.jpg Rename /0714 075323

.E] Jellyfizh.jpg Remoyve 90714 07323

,E] K.oala.pg BS03 e JO03/07474 0732431

.E] Lighthouze. jpg R4812 KB 20030714 07223

.E] Fenguinz.|pg FRAE KB 2009/0774 07323

.E] Tulipz.jpg BOE.24 KB 200940714 0723231
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TSEUS Remote Access Management Console

ﬁ HOME Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Fleating Panel and Application Panel

(Ch PRINTER 9 E

Microsoft TSplus Remote FloatingPanel Application Desktop folder

@ 'WEB Remote Desktop Taskbar Panel E
FloatingPanel User Assignment - O X

Published Applications Select which users and groups will be able to see and run this
B Farm l e application:
) 5 O All authenticated users
& SESSIONS Motepad Foxit OpenOfiice (8] SpEeTTiE M iisers A Qrat:

Users and Groups

% SYSTEM TOOLS DESKTOP-5CVIIVH\Remote Desktop Users
2 ADvANCED

{7 ADD-ONS

@7 LICENSE

Add... Remove

Save Cancel
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TR T5plus - Administration Console

T2 REMOTEACCESS

»

1t +Home /' eat

- Add Application

[ arpucamions ) ; '
Select an Application to Edit or Assign users/gn

Desktop, Taskbar, Floating Panel and Appj

(P PRINTER —
E
Q@ wes

Microsoft
By earm

Remote...
=]
£ SESSIONS

FloatingPanel

tsplus
Remo...

Published Applications
== ‘

Motepad

R SYSTEM TOOLS

% Apbvancen

&7 ADD-ONS

(& LICENSE

[""] Floating/Application Panel Custornization
Floating Panel preference  Folder Panel preference
lcons size

@ Large size: Display Icons and Application Names

O Small size: Only lcons (no Application Names)

O Do not switch to Small Size (Only lcons) over & applications

Customize the Floating Panel logo
|:| Do not display the Floating Panel Lago
Select your own logo (.bmp, 122x74 pixels)

Erowse...

With or without Slider on the top right side
(®) Display the Slider
(O Hide the Slider

With or without Minimize/Close buttons
O Display Minimize/Close
@® Hide Minimize/Close

With or without Log off button
(® Display log off button
O Hide log off button

Background color:

Choose color...

OxFFFFFF

Text color:

Choose color...

| Remote App

|‘mur session name is;

|‘Fou are not allowed to start any Remot:

|Please contact your administrator

|Remote Applications

|To remotely start one application

Reset
|just click on its icon or dick on its butte
|Logoff
|‘Fou are connected to:
|Wou|d you like to logoff now?
Reset
Reset
Reset




Floating/Application Panel Customization

Floating Panel preference  Folder Panel preference

lcons size

@ Large size: Display lcons and Application Names
O Small size: Only lcons (no Application Names)

O Do not switch to Small Size (Only lcons) over 8 applications

Customize the Floating Panel logo
|:| Do not display the Floating Panel Logo
Select your own logo [(bmp, 122x74 pixels)

Erowse...

With or without Slider on the top right side
(@) Display the Slider
() Hide the slider

With or without Minimize/Close buttons
O Display Minimize/Close
(@) Hide Minimize/Close

With or without Log off button
@ Display log off button
() Hide log off button

Background color:

Choose color... ‘ OuFFFFFF |

Text color:

Reset

Reset

Reset

|Remote App

|‘foursession name is:

|You are not allowed to start any Remote Application so 1|

|F‘Iease contact your administrataor

|Remote Applications

|Tc| remately start one application

|just click on its icon or click on its button

|Logcuff

|Y0u are connected to:

|Wou|d you like to logoff now?

Reset

Preview
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Floating/Application Panel Customization — x

Floating Panel preference Folder Panel preference

Folder Panel
(®) Display only Assigned applications [] Hide title bar
() Display the user Desktop folder content [] Hide lag off button

O Display one folder specific folder content

Erowse...

Panel Size

) small

@ Medium
O Large

O Full screen

Panel position

@ Center

() Top left

Cl Center aligned left side
Panel 5tyle

@ Pop-up style

Cl Windows style

Preview

iy usi px> a9l Alxall dg=9909 lgiolwly daiin( 51 )idles wauw> >,

& Remote App ) o] & =]

'Sl C Wy

Excel FoxitReader — Notepad

i

Desktop Exce FoxitReader  Motepad
folder

Powerpoint

Powerpoint

Pop-up style Windows style
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TSES Remote Access Management Console

far rome Add Application Edit Application Remove Application Assign Application

D APPLICATIONS Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

@ PRINTER ' } E | Application Panel User Assignment — m} had
Select which users and groups will be able to see and run this
Microsoft TSplus Remote FloatingPanel Application application:

@ WEB Remote Desktop Taskbar Panel
(C) Al authenticated users

Published Applications (® Specified users and groups

HE Farm l : 9 Users and Groups

DESKTOP-SCVIIVHohn

g SESSIONS MNotepad Foxit OpenOffice

& SYSTEM TOOLS

3 Abvance

{7» ADD-ONS

(@7 LICENSE Add... Remove

Save Cancel
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T8 TSplus - Administ

o2 REMOTE

HOME

APPLICATIONS

PRINTER

WEB

H & & O o

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

LICENSE

g =& L b

— X

Lite Mode

English <

Add Application Edit Application

Select an Application to Edit or Assign users/groups to it

Desktop, Taskbar, Floating Panel and Application Panel

fL'
Microsoft tsplus FloatingPanel Application
Remote... Remo... Panel

Published Applications

J)

Motepad

Help
EE Application Panel settings — x
Display TSplus logo
Display the line header below the logo
Display the footer on the Panel bottom
Display log off button
Change color code
Choose color... OxFFFFFF Reset
Select your own logo [.bmp, 122x74 pixels)
Erowse... Reset

MNumber of application(s) displayed "per ling’
5 -

Application Panel display area
@ Aligned center
() Aligned left

Title display name

Applications

n Application

) Date added
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dS )Liwe axall diogall- Folder.exe
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aidlexplorer.exe cxlg e  gulnifolder.exe _8C:\Program Files\tsplus\UserDesktop\files:

| =1 Application Tools  files - O X
Home Share View Manage 0

“« S <« Program Files (x86) » TSplus » UserDesktop » files v Search files P
TSplus 2 Name Date modified Type Size ™
. |= @ocumentatien . I EXT UOCUMENT
Clients
8| exit ICO File
UserDesktop R L
& FarmManager Application
= || FarmManager.exe.config CONFIG File
ico [ fileacl Application
icons || FileTransfer.bin BIN File
themes 'i)}:' FileTransfer Application
Windows Defender ,; floatingpanel.bin BIM File
) . Annlicati
Windows Mail (#%) floatingpanel Application
|| folder.bin BIM File
Windows Media Player P
folder Application
Windows Multimedia Platform & folder_go IC0 File
windows nt || FreeCertificateManager.bin BIM File

Windows Photo Viewer H FreeCertificateManager
|| FullDesktop.bin

':';:‘:' FullDesktop

Application

Windows Portable Devices BIM File

WindowsPowerShell Application

P Dat || GatewayReverseProxySetup.bin BIN File
rogramData
H GatewayReverseProxySetup Application

Ri

Eeovery [& group_16 ICO File
tmp |&| group_refresh ICO File
Users 1% groups.dll Application extens...
Windows 1% groups_x64.dll Application extens...
weession || hidedrives.bin BIM File w

v < >

S PN Mhrinea (MR

M8items 1 item selected 197 KB =
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C:\Program Files\tsplus\UserDesktop\files\folder.exe C:\Shared Folder



» folder - Shortcut Properties >

Securty Details Previous Versions
General Shortcut Compatibility

L > Folder - Shortcut

'

Target type: Application

Target location: files

Target: UserDesktop‘files‘folder exe™ "C:\Shared Folder'|

Start in: "C:\Program Files (<86)%TSplus*UserDesktop*file:

Shortcut key:  |Mone

Bun: Momal window w
Comment:
Open Fle Location Change lcon... Advanced...
oK Cancel Apply
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@ C\Shared Folder — *

M 9 B 9 s 9 [

Foxit Reader OpenOffice PowerPoint  RDS-Knight-D... TSplus TSplus-for-Wi... TSplus-User-G...

1 @
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— >

€4, Lite Mode
@ Help English -

m T5plus - Administration Console

IS REMOTEACCESS

1t HomE 4 Adan 5 | £ Edit A i ) Annlicai £ 2, Assign Application
TU New Application — Pas
[ arpLicaTiONs
Select| path/Filename: :I Orderby: |5 Date added
Desl |C:\Program Files Mtsplus\UserDesktop'filesfolder exe i
(Ch PRINTER | g B sp P |=]
E Start Directory: 90 ysers

|C:\F‘mgram Files (x86)tsplus\UserDesktop‘files | =

Q@ wes Mici

Rem Display Name:

] Farm Publ [Documerts |

Command line option:
Y [c:Shared Folder |

o
2 SESSIONS " =

Window 5tate:

Defautt (Maximized if single application on Web/Mobile client) w
% SYSTEM TOOLS

Folder:

opdevel ~
3 Apvancen $oplevel) @
&b ADD-ONS Test Cancel
@3 LICENSE
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i Ao o SuaiS 34,9:

ol Bulas o> (9 puwl (ool LS| pul aAlzall Jiinell 9l sl punl oxi ail e 5 aauaill 3990l
le Gl ol o Jas/)lwall” awl "alall 33>9C:\Windows\explorer.exe. piww £ o Jdal _ilaVl
lal Luasexplorer.exe. (5 Ja> )L o GolgVl ST Hlue Aol o jiial] oSy ol 0eSy 1l Lo
9l [lxe B juin e aSuid] plasiwl HLusUNC :Jlo(\data\shared folder) Mol JaxJl obsl o loglea,
Alzall el Lol .8l

Tl Mew Application — X

Path/Filename:

|C “oWindows explorer exe | ~)

Start Directory:

|C SoWindows | —

Display Mame:

Windows Explorer |

Command line option:

|C:\Shared Folder |

Window 5tate:
Default (Maximized if single application on Web.Mobile client) o

Save Test Cancel
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TI TSplus - Administration Console — had

Lite Mode

PLUS REMOTE Help English -

i+ rome Select a User/Group Applications assigned to User DESKTOP-NQIKIVI\Edgar

APPLICATIONS . . . .
O Select a user/group to display and change applications assigned to it Display Mode: | Large Icons «| Orderby: |4D Date added v

Desktop, Taskbar, Floating Panel and Application Panel

(P PRINTER D@ Dil 0 Publish

@ WEB Microsoft tsplus FloatingPanel Application Desktop
Remote... Remote Panel folder
Taskbar
m FARM Published Applications
Py |
o L -
2 SESSIONS
Motepad Shared
Folder

% SYSTEM TOOLS
% Apbvancen
&7 ADD-ONS

(& LICENSE
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OT-..:'" | I v jebn » My Docusments - 5 || Srarch My Documents

Organize = E Jpen = Shang with + Ex=miail Mew folder 4= -
T Favorites ame ’ Date modified
BE Desktop =] BYOD 7/4/2004 611 AM
@ Dowenloads =) TaplussUserGuide QRIS 1:42 AM
= Recert Places 2 TSplus-white-papar Oy29,/ 2015 1:40 AM
- Lirasies
*| Docurnents
qI: fusic
= Picturnes
B videos
1B Computer
i"' Metwork

15 BYCHY  Dlate rmoddied TAdfa004 6:11 AM Date created: 62052014 1000 PM
E PDF File tizes 486 KB
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Type

PDF File
PIF File
PDF File
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‘_l-E ¥ john b My Documents

Include in library +

Organize = Share with =

- |4'-9 I Search My Documents o]

Mews folder =~ A &

e

3 Favorites Hame

Bl Desktop
@ Downloads
"2 Recent Places

@) BYOD

] Toplus-UserSuide
0] Taplus-white-paper
a Libraries

jl Decuments

o Music

|| Pictures

B videos

% Computer

€ Network

Date modified Type

14452014 G:11 Ak
942972015 1:42 AM
Q42972015 1:40 AM

PDF File
PDF File
PDF File
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Iv 3 items
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https://letsencrypt.org
https://letsencrypt.org
https://letsencrypt.org

TI TSplus - Administration Console

o2 REMOTE

1 +Home

[ arpLicaTIONS
(P PRINTER

@ wes

By earm

o
2, SESsIONS
ek SYSTEM TOOLS
% Apbvancen

&7 ADD-ONS

(& LICENSE

Generate a free valid HTTPS certificate

HTTPS Certificate Toolkit

HTTPS Protocols and Ciphers

Protocols

[ sstv3

Ciphers

TLS vl

TLS vi.1

Help

TISv1.2 TLS vi.3

X

Lite Mode

English <

[] 55L_DHE_DSS5_WITH_3DES_EDE_CBC_SHA
[[] SSL_DHE_RSA_WITH_3DES_EDE_CEC_SHA
[ SSL_RSA_WITH_3DES_EDE_CEC_SHA

[ SSL_RSA_WITH_RC4_128_MDS

[ SSL_RSA_WITH_RC4_128_SHA

[ TLS_DHE_DSS_WITH_AES_128_CBC_SHA
TLS_DHE_DS5_WITH_AES_128_CBC_SHA256
TLS DHE D55 WITH_AES 128 GCM_SHA256
TLS_DHE_DS5_WITH_AES_256_CBC_SHA
TLS_DHE_DSS_WITH_AES_256_CBC_SHA256

Disable weak parameters

Save

idgw dg>l9 6,15] ol dlxall JSh9 ollbiall duulul LS o8 pisgs 9 daal dilidl o>l

Prerequisites

Fequirements:

This feature uses Let's Encrypt [hitp:/fletsencrypt.org) to provide a free
and secure HTTPS certificate for your HTTPS connections.
Zur Support Team might not be able to support this feature,

- You must run this program on the Gateway server or a Standalone
server, not an Application server
- You must useT5plus built-in web server listening on port 80 for HTTP

-Your server's domain name must be accessible from the public Internet

Please only click "OK' if you fully understand the consequences,

CK

Cancel
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Generate a free valid HTTPS certificate — O *
Administrator Email
Please enter a valid address.

Let's Encrypt will only contact you if required and only regarding
the certificate.

Server Web Domain Name

Please enter the fully qualified domain name of the current server,

- +
This is the domain you are using to access this server from the
Internet, without protocol ("hitp://) and without port (4437,
Key Algorithm
- Ch igni lgarithm.
E5256 (recommended) A LSS B CI HL

RS&-algorithm enjoys wide compatibility across multiple
platforms.

ES-algorithms provide the same security as the RSA-algorithm with
smaller keys and a quicker process of signing and verification.
Larger key sizes provide greater security strength but result in
more data being stored and transmitted.

Generate a free valid HTTPS certificate Cancel
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https://server1.example.com:1234
https://server1.example.com:1234
https://server1.example.com:1234

Finished X

Your free certificate has been installed successfully.
It will be automatically renewed every 2 months, without any downtime,

We strongly advise you to make a regular backup of the "Ch\Program
Files x8e\T SplustUserDesktopifiles\cert’ folder, as it contains your Let's
Encrypt account private key and your domain private key.

oK

oS Y 0 obleid] il oTSplus gwe> oLl JuasM L Let’s Encrypt. gaxilly oo <Ll
ellos B>l Sllaill sl S Jguaxlly e 63lgadl dxllall .islaoll

S0y ol Ll zolsl 6olgid] o Bk g oMo gauis olalall dgllanll 32,9 Jsass 035 sl
2oxall LOTSplus 38, oo J21 sl 65lgaidl a3l e JS Jlasl .oz o313 gl 6 Gad el
hesiwdl Y9 a9qii . JLasVl

25 6ol

ohlgilet's Encrypt axJlo 610J90 .log, gladiw 6,9 a>Nall | caaill quaidd5 log; Jolxy ole2028,
BloYL | awsy .acluall

098, TSPIUs naxi dslgill el JS15 gy o J21 .0l aiy ch2] Laxé 5 JS ésle| Jasiv el
Windows: o5 Js24 .iclw

AiSoy a3 85lgill Lo & Bl zid 811 6,1] whlgid] .asball glaiw puwl Gladl Lol 85l
&obo clgil e Vuo LS 9 xingo 8 dlas) aiwlidl oLl



Certificate Renewal

Email:
Domain:

Expire: May 14 21:12:03 2022 GMT

Generated Certificates are valid for 20 days.
They will be automatically renewed every 60 days,

We strongly advise you to make a regular backup of the "C\Program Files [x26)\tsplusiUserDesktopfiles\cert’ folder, as it contains
your Let’s Encrypt account private key and your domain private key,

Reset Domain

Renew an existing certificate Cancel
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C:\Program Files (x86)\TSplus\UserDesktop\files.lego
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C:\Program Files (x86)\TSplus\UserDesktop\files\cert\CertificateManager.exe /create
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* ul 2>g, wle"FreeCertificateManager.ini" paziuwwg Gl g9gioll
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2oz 6ol
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J31> al=0"C:\Program Files (x86)\TSplus\UserDesktop\files\cert". ; il lalo puly
"Certpassword.ixt" sgix; laid _le dalS 19,0 .65lgill J9dumaS (o315 ad s oVl JUI

C:\Program Files (x86)\TSplus\UserDesktop\files\cert\CertificateManager.exe /add your-
certificate-path
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m Server advanced security options . Elﬂlﬂ

Microsoft Remaote Desktop Client Restrictions

Dery access from Microsaoft RDP client
Deny access from Outside (onby LAN)

[ Limit access to the members of Remote Desktop Users
[ Encrypts end4o-end communications

[ Block all incoming access to this server

Disable UAC and enhance Windows access

Allow Windows Key

[ AMlow only users with, at least, one assigned application
Allow CUT/PASTE within a session

Web Portal Access Restrictions
i1 No Restriction

(") Web Portal Access is mandatory for everyone

[ Prohibit the Web Portal for Admins accounts
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=] Local Group Policy Editor
File  Action

|7

View Help

= HE 7T

= Local Computer Policy
4 & Computer Configuration
[ [ Software Settings
> [ Windows Settings
a4 || Administrative Templates
» [ | Control Panel
B o] Network
| Printers
[ [] System
i || Windows Components
[ Al Settings
a % User Configuration
i+ 7] Software Settings
> [ Windows Settings
> || Administrative Templates

Setting State
[ Internet Explorer

[ Internet Information Services

[ Location and Sensors

] MetMeeting

] Metwork Projector

[ Online Assistance

[ Parental Controls

[ ] Presentation Settings

| RSS Feeds

[ Search

[ Security Center

[ Shutdown Opticns

] Smart Card

"1 Sound Recorder

[ Tablet PC

[ Task Scheduler

| m ,

Extended )\ Standard /
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Eile Action View Help

o | 2@l = BHEl T
"] Metwork Projecter -
| Online Assistance

| Parental Controls
| Presentation Settings

Setting State

[ RemoteFX USB Device Redirection
=] Allow .rdp files from valid publishers and user's default .rdp ... Mot configured
Enabled

Allow .rdp files from unknown publishers

4 | Remote Desktop Services :
T RD Licensing @ =| Do n.ot allow password.s to be sav.ex.i : Mot conf!gured
4 | Remote Desktop Connection Client \=| Specify SHAL thumbprints of certificates representing truste.. Mot configured
| RemoteFX USE Device Redirection =] Prempt for credentials on the client computer Mot configured
» [ Remote Desktop Session Host =] Cenfigure server authentication for client Enabled |
:_j .I-?SS Fleeds Sl = | a |
d il | 4 Extended ).\Standard//
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Local Group Policy Editar

Eile Action View Help

|

a4 [ Remote Desktop Services
| RD Licensing

[ ,j Remote Desktop Connection Client
4 [ | Remote Desktop Ses_sion Host

] Connections
Device and Resource Redirection

Licensing

Printer Redirection

Profiles

RD Connection Broker
Remote Session Envirenment

Session Time Limits

[ Temporary folders
] RSS Feeds
7] Search

[ Security Center
< m

LRRDOE

Setting

| Server Authentication Certificate Template
Set client connection encryption level
Always prompt for password upon connection

Require secure RPC communication

Require use of specific security layer for remote (RDP) conn...

Do not allow local administrators to customize permissions

quire user authentication for remote connections by usin...

State
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Mot configured
Enabled

4 T

Extended )\Standard f
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Tl tsplus - Administration Conscle

Lite Mode

PLUS DEMOTE Hel English

1+ HoME

Web Portal

[ arpLicaTiONs

(Ch PRINTER
Q ws
B rarm

o
2, SESSIONS

ek SYSTEM TOOLS

‘Web Portal Design

Web Portal Preferences

Applications Portal

tsplus Web App

Web Credentials

RemoteApp Client

HTMLS Client

HTMLS Top Menu

HTTPS
83 Apvancen

Web Server
< b ADD-ONS

Lockout
& LICENSE
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Preferences

Diefault Values
Login:

Password:

Domain:

Show the Domain field Remember last login

Advanced
Keyboard: as_browser

Access Type
Available Clients: HTMLS

(iPad, iPhone, Android devices, computers)

Remotefpp  (Windows PCs)

Gateway Portal: Generate a Gateway Portal enabled Web Page

Upload: Folder to select files.
@ User Desktop {default)
) My Documents
7 WebFile folder
(7 Custom folder:
Select...

Folder path from where the user will
zelect files to be uploaded.

Download: Folder for all received files
@ User Desktop {default)
73 My Documents
) WebFile folder
(7 Custom folder:
Select...

Falder where all downloaded files
will be stored on the Server.

Downloaded files from the users PC will be stored in the specified folder.
(Drag/Drop from the user PC, Download button or File Transfer button)

@ Use Explorerto select files

@ Help... ‘ @ Reset

71 Use TSplus GUI

——
Lﬁ% Preview @ Save ‘
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u T5plus - Administration Console - 17.20.7.9 - x

Lite Mode

a2 REMOTE
Assist Me Help English -

1t HOME

3 ADvANCED Q @

Computer name: SERVERZ https://webportal.example.com
L ADD-ONS L DR -
Private [P 192,168.1.169 b b
(m]
PublicIP -
@h LICENSE
RDPport 3338 2

Connections: 1

@ Session Manager

System Audit - Mo issues found on 29/07/2024 1%:18:11

Wersion 17.20.7.9 - New version available, click here to update to 17.20.7.26 Read changelog

Failed to validate the hardware identifier

End of support date: 2025-07-29

OI®1® ©

(i G

2F4 - WARNING: Your license Advanced Security Do you want to install Remote‘Suppor‘t
has expired or is invalid. License not activated. Server Monitoring?
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T TSplus - Administration Console - 17.20.7.9 — *
Lite Mode
a2 REMOTE
Assist Me Help English
ﬁ License
{a} HOME
€3 ApvaNcED
Your hardware information have changed, Click here to repair your license,
qnp ADD-ONS
Refresh your License
(&7 LICENSE License Status

Failed to validate the hardware identifier

computeri: [ EIEE |

Computer name: SERVER2

End of support date: 2025-07-29
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https://tsplus.net/contact/
https://tsplus.net/contact/
https://tsplus.net/contact/
https://tsplus.net/contact/
https://tsplus.net/contact/
https://tsplus.net/contact/
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License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:
- Rehost can only be done once every 6 months.
- Rehost cannot be reverted and will disable your licenses on the previous computer after a grace

period of 15 days.

® Cancel Rehost #
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m TSplus - Administration Console - 17.20.7.9 - x
TS £, Lite Mode
a2 REMOTEACCESS
assistMe () Help English -
ﬁ > License
1t HOME
[ aepuicanions (857 Activate your License
@ PRINTER f:,r Refresh your License
License Status
@ w
@? Permanent license activated, Enterprise edition. Unlimited users,
FARM
m ﬁ Computer I1D: 619
& SESSIONS D_ Computer name: SERVER3

= '
% SYSTEM TOOLS _l End of support date: 2025-07-29

€3 ADvANCED
{7 ADD-ONS

(@57 LICENSE
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m Tsplus - Administration Console - 17.20.7.9 - X

Lite Mode

a2 REMOTLE
Assist Me Help English -
ﬁ} License
1t HomE
[ appuicaTions Activate your License
@ PRINTER Refresh your License

License Status

@ wes
Permanent license activated. Enterprise edition. Unlimited usefs. Rehosted at 2024-07-29 20:02: 34,

FARM
B

& SESSIONS Computer name: SERVER2

% SYSTEM TOOLS IWARNING: Your TSplus Support and Updates Services will expire on 2024-08-13. I
81 Apuancen

¢.p ADD-ONS

(B3 LICENSE
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https://dl-files.com/classic/UpdateRelease.exe
https://dl-files.com/classic/UpdateRelease.exe
https://dl-files.com/classic/UpdateRelease.exe
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/update-windows-settings-and-scripts-create-your-own-answer-file-sxs?view=windows-11
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/update-windows-settings-and-scripts-create-your-own-answer-file-sxs?view=windows-11
https://learn.microsoft.com/en-us/windows-hardware/manufacture/desktop/update-windows-settings-and-scripts-create-your-own-answer-file-sxs?view=windows-11

<component name="Microsoft-Windows-Shell-Setup" processorArchitecture="amd64"
publicKeyToken="31bf3856ad364e35" language="neutral" versionScope="nonSxS"
xmins:wecm="http://schemas.microsoft.com/WMIConfig/2002/State" xmlIns:xsi="http://
www.w3.0rg/2001/XMLSchema-instance">
<ComputerName>%COMPUTERNAME%ComputerName>
component>
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https://learn.microsoft.com/en-us/sysinternals/downloads/volumeid
https://learn.microsoft.com/en-us/sysinternals/downloads/volumeid
https://learn.microsoft.com/en-us/sysinternals/downloads/volumeid
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AdminTool.exe /license /reset
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<# Define variables #>

$ImagePath = "D:\Images\Windows.wim" # Path to your sysprepped image

$ApplyDrive = "C:" # Target drive for deployment

$ComputerName = "REMOTE ACCESS-SERVER-" + (Get-Random -Minimum 1000 -
Maximum 9999) # Generate a random name (naive implementation)

$VolumelD = "1234-ABCD" # Desired Volume Serial Number

$UnattendFile = "D:\Unattended.xml" # Path to the unattended answer file

Write-Host "=== Windows Deployment Automation ==="

<# 1. Set Volume ID before applying the image #>

Write-Host "Setting Volume ID..."

Start-Process -NoNewWindow -Wait -FilePath "volumeid.exe" -ArgumentList "$ApplyDrive
$VolumelD"

<# 2. Apply the Sysprepped Windows image #>
Write-Host "Applying Windows Image..."
dism /apply-image /imagefile:$ImagePath /index:1 /applydir:$ApplyDrive

<# 3. Load Registry Offline to Set Computer Name #>
Write-Host "Modifying Registry to Set Computer Name..."
reg load HKLM\TempSys $ApplyDrive\Windows\System32\Config\SYSTEM



reg add "HKLM\TempSys\ControlSet001\Contro\ComputerName\ComputerName" /v
ComputerName /t REG_SZ /d "$ComputerName" /f
reg unload HKLM\TempSys

<# 4. Ensure Unattended Setup is Used #>

Write-Host "Copying Unattended File..."

Copy-ltem -Path $UnattendFile -Destination "$ApplyDrive\Windows\Panther\Unattended.xml" -
Force

<# 5. Set the First Boot Script for Final Configurations #>

Write-Host "Creating First Boot Script..."

$FirstBootScript = @"

Write-Host "Finalizing Configuration..."

Rename-Computer -NewName "$ComputerName" -Force

Restart-Computer -Force

'@

Set-Content -Path "$ApplyDrive\Windows\Setup\Scripts\SetupComplete.cmd" -Value
$FirstBootScript -Encoding ASCII

Write-Host "Deployment Complete! Rebooting into Windows..."
Write-Host "================-===-=-=---—-----o-o-o-------—-———-——===
Write-Host " Computer Name: $ComputerName"

Write-Host " Volume ID: $VolumelD"

Write-Host " Image Applied to: $ApplyDrive"

Write-Host "================—===-=-=-=—=------o-o-—--—--—---—=——-=—====

<# Reboot into Windows #>
wpeutil reboot
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/ar/tsplus/commands-list/#reset-steps
/ar/tsplus/commands-list/#reset-steps
/ar/tsplus/commands-list/#reset-steps
/ar/tsplus/commands-list/#reset-steps
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Organize @ Open Print Mew folder = ow [ W
r Faverites Mame : Date madified Type
Bl Desktop . egi-bin File Falder
& Downloads . downloads File folder
=\ RecentPlaces prints File falder
. RermotedppClient M Filefolder
o Libranies software File Falder
*| Documents . ternplates M Filefolder
.ﬂ.' Fumi var File folder
=] Pictures ® index Firefou HTML Dac.. 15 KE
B videas || indexhtrnlbak BAK File 15 KB
& indes_applicalicns Firefax HTML Dac SKE
/8 Computer | index_applications.ktml. bak EAK File SKE
';.'. Local Disk (C:) 8 indes_redirection Firefox HTMWIL Doc 1KE
& index? Firefiox HTML Doc... 15 KE
Gl Metwork ] 2w bin EIM File 4KE
2 Mems selected Date madified: 102772006 10:30 PR Date created: 1,/26/2016 12-12 A - 2472016 6:34 P
Size: 28.9 KB Shased with: Everyone
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4 Libraries [Z] autojumg /28,2015 2:50 P TKE
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-Djdk.tls.ephemeralDHKeySize=matched -Djdk.tls.rejectClientInitiatedRenegotiation=true -
Dorg.jboss.netty.epollBugWorkaround=true -XX:+UseG1GC -XX:MinHeapFreeRatio=10 -
XX:MaxHeapFreeRatio=1(Q *****xx***x

and so on

3. w8 aljl ol JolSUL corunwebserver.ini wioly b L 9 :ailSo
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-server -javaagent:"%~dpOhttpwebs.jar" -Djdk.tls.ephemeralDHKeySize=matched -
Djdk.tls.rejectClientlnitiatedRenegotiation=true -Dorg.jboss.netty.epollBugContourn=true --add-
opens java.prefs/java.util.prefs=ALL-UNNAMED --add-opens java.base/java.lang.reflect=ALL-
UNNAMED --add-opens java.base/sun.security.ssI=ALL-UNNAMED --add-opens java.base/
java.nio=ALL-UNNAMED --add-opens java.base/jdk.internal.ref=ALL-UNNAMED --add-exports
java.prefs/java.util.prefs=ALL-UNNAMED ---add-exports java.base/java.lang.reflect=ALL-
UNNAMED --add-exports java.base/sun.security.ssI=ALL-UNNAMED --add-exports java.base/
jdk.internal.ref=ALL-UNNAMED --add-exports java.base/java.nio=ALL-UNNAMED
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-XX:+AggressiveHeap -server -javaagent:"%~dpOhttpwebs.jar" -
Djdk.tls.ephemeralDHKeySize=matched -Djdk.tls.rejectClientInitiatedRenegotiation=true -
Dorg.jboss.netty.epollBugWorkaround=true --add-opens java.prefs/java.util.prefs=ALL-
UNNAMED --add-opens java.base/java.lang.reflect=ALL-UNNAMED --add-opens java.base/
sun.security.ssl=ALL-UNNAMED --add-opens java.base/java.nio=ALL-UNNAMED --add-opens
java.basel/jdk.internal.ref=ALL-UNNAMED --add-exports java.prefs/ java.util.prefs=ALL-
UNNAMED --add-exports java.base/java.lang.reflect=ALL-UNNAMED --add
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TSplus Remote Access v19 cuwi

sy ol éalS 9,0 Jgguuall Ixall doll el a2y d3le| Juiadll JsYI JTSplus Remote Access.

E’I"_, Setup

Verified publisher: JWTS SASU
File origin: Hard drive on this computer

Show more details
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Thank you for downloading TSplus Remote Access

intuitive and User Experience seamless on any device or operating system.

Please make sure all other applications are closed, then click Next to begin installation.

TSplus Remote Access offers a reliable and scalable way to web-enable any of your Windows Applications.
A built-in web server, a secure web portal and a multi-platform HTMLS connection client make Administration
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TS REMOTEACCESS

Choose a setup type

Language English -

Recommended Advanced

Uses the most common settings. Allows to customize all settings.
Recommended for most users. Recommended for advanced users.

e
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IS REMOTEACCESS

License Agreement

TSplus's license agreement

Software

You should carefully read the following terms and conditions before ing the package, or if before using such
downloaded software. Opening the package or using the software, if downloaded, means you accept these terms and conditions and understand
that they will be legally binding on you and TSplus. If you do not agree with these terms and conditions, or do not want them to be binding on
you, you should promptly return the package unopened for a full refund or delete the downloaded software from any storage medium that it is

stored on,

Ownership

You acknowledge and agree that TSplus (licensor’} is the owner of all rights, title and interest in and to the enclosed disks and/or cdrom and/or
the ded TSplus , i and the ity tained therein in hi dable object code form as well as
the 1g user ion along with all subsequent copies thereof, regardless of the media or form in which they may exist
(collectively the “software’). The software is protected by copyright laws and i i treaty provisions, and this license agreement does not

convey to you any interest in or to the software, digital content, or any accompanying printed materials, but only a limited right of use and limited
reproduction which is revocable in accordance with the terms of this license agreement.

License
Grant of license,

Licensor hereby grants and you accept a nonexclusive license to use the software in accordance with the terms of this agreement.

Remote Desktop/Remote Assistance.
The Software contains Remote Desktop and Remote Assistance technologies that enable the Softy or icati i on

to access the Host Device from any Device provided you acquire a separate Software license for that Device (for example, you may use angWindows
XP based laptop to remotely access one TSplus Host Device]. When you are using Remote Assi (or other which provi
functionality for a similar purpose) you may share a Session with other users without any limit on the number of Device connections and wi
acquiring additional licenses for the Software. For Microsoft and non-Microsoft applications, you should consult the license agreement

2 oYl syl S ol aiisg



TS| IREMOTEACCESS

Two-Step Authentication

MFA Without Extra Stacks

Protect logins with time-based codes or push -
< no third-party gymnastics.

Try it in the trial:
Enforce 2FA for one user group and sign in
through the portal.

Installing

Please wait, this may take a few minutes.

p5 562 )l TSPlUs gy 6386 s JlaSl .cuid

TS|IREMOTEACCESS

V)

Installation Complete

You have successfully installed TSplus Remote Access!

To complete the installation of TSplus, setup must restart your computer.

® Restart now O Restart later

o For security reasons, TSplus Remote Access will disable automatic logon.
User: WIN-NKIEA3JOATM\Administrator
Please make sure you know your Windows username and password before rebooting.
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/) Automatic log-in is enabled on your system.

User: User
For security reasons, TSplus Remote Access will disable automatic logon.
Please make sure you know your Windows username and password before rebooting.

0 | know my username and password.
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Configuration

M Install TSplus Advanced Security
O Only download setup (do not install)

O Use custom proxy settings
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TSplus WEB options

> HTTP web server and Universal printer

> HTTPS web server with Tunneling

> Highly secured SSH communication with Tunneling

> RemoteAPP client to start Virtual Application over Internet
> Gateway and Web Portal

> HTMLS client access from iPhone/Ipad/Android tablets

CHANGE PORT NUMBERS DISABLE HTTP BUILT-IN WEB SERVER
HTTP: @ Use the built-in HTTP web server
HTTPS: O Disable the HTTP web server
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License Agreement

TSplus’s license agreement

Software

You should carefully read the following terms and conditions before opening the software package, or if downloaded, before using such
downloaded software. Opening the package or using the software, if downloaded, means you accept these terms and conditions and understand
that they will be legally binding on you and TSplus. If you do not agree with these terms and conditions, or do not want them to be binding on
you, you should promptly return the package unopened for a full refund or delete the downloaded software from any storage medium that it is
stored on.

Ownership

You acknowledge and agree that TSplus (‘licensor’) is the owner of all rights, title and interest in and to the enclosed disks and/or cdrom and/or
the downloaded TSplus software, if downloaded, and the computer programs contained therein in machine readable object code form as well as
the accompanying user documentation along with all subsequent copies thereof, regardless of the media or form in which they may exist
(collectively the “software”). The software is protected by copyright laws and international treaty provisions, and this license agreement does not
convey to you any interest in or to the software, digital content, or any accompanying printed materials, but only a limited right of use and limited
reproduction which is revocable in accordance with the terms of this license agreement.

License
Grant of license,
Licensor hereby grants and you accept a nonexclusive license to use the software in accordance with the terms of this agreement.

Remote Desktop/Remote Assistance.

The Software contains Remote Desktop and Remote Assistance technologies that enable the Software or applications installed on the TSplus
Computer (hereafter referred to as a Host Device) to be accessed remotely from other Devices. You may use the Software’s Remote Delktop feature
to access the Host Device from any Device provided you acquire a separate Software license for that Device (for example, you may use argWindows
XP based laptop to remotely access one TSplus Host Device). When you are using Remote Assistance (or other software which provides sugilar
functionality for a similar purpose) you may share a Session with other users without any limit on the number of Device connections and witiiaut
acquiring additional licenses for the Software. For Microsoft and non-Microsoft applications, you should consult the license agreement
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MFA Without Extra Stacks o

Protect logins with time-based codes or push -
< no third-party gymnastics.

Try it in the trial:
Enforce 2FA for one user group and sign in
through the portal.

Installing

Please wait, this may take a few minutes.
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Installation Complete

You have successfully installed TSplus Remote Access!

To complete the installation of TSplus, setup must restart your computer.

© Restart now O Restart later

o For security reasons, TSplus Remote Access will disable automatic logon.
User: WIN-NKIEA3JOATM\Administrator

Please make sure you know your Windows username and password before rebooting.
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/\ Automatic log-in is enabled on your system.
User: User
For security reasons, TSplus Remote Access will disable automatic logon.
Please make sure you know your Windows username and password before rebooting.

| 0 | know my username and password.
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m-|ﬂ » Libraries »

Organize « = Open Share w

Cut

Copy
Paste
Undo
Redo

[

Select all

[L] Layout b

Folder and search options

75 Delete
Rename
Remove properties

Properties

Close
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Folder Options

General | View | Search

Folder views
You can apply the view (such as Details or lcons) that
you are using faor this folder to all folders of this type.

| Applyto Folders | |  Reset Folders

Advanced settings:

Files and Folders

] Always show icons, never thumbnails

] Always show menus

Display file icon on thumbnails

Display file size information in folder tips

[| Display the full path in the title bar {Classic theme only)
Hidden files and folders

@ Dont show hidden files, folders, or drives

() Show hidden files, folders, and drives

[ »

1

| Restore Defaults

| ok || Cancel || Aopy
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“subst Y: \tsclient\C\Users%USERNAME%\Documents”



Elugun.bat-NutEpad = ENES
File Edit Format View Help

subst v: “Ztsclienth\.chUsers\%¥USERNAMES: DOCUments &
F b
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|~ { Local Group to
File Action \View Help

b= EE G

= Local Computer Policy o )
4 & Computer Cenfiguration Scripts | PowerShell Scrpts
o ] Seftware Settings Logon ) }
» [1] Windows Settings =] Logon Seripts for Local Computer
= [0 Administrative Templates Display Properties
4 & User Configuration
w [ 7] Software Settings Description:
: | Windows Sertinsgr;s Contains user logen scripts, \ame
= = C:\Users'Admiristrator 2dmin-PCDeskiopogon bat
i) Seripts (Logon/Logoff)
I Fh Security Settings
I+ gl Policy-based QoS
|+ # Deployed Printers
3 ﬁ] Internet Explorer Maintenance
= ] Administrative Templates

]

To view the seript files stored in this Group Policy Object, press
the button below.

Show Files...

\ Bstended { Standard / [ ok J[ cameal ||
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Hlwall 3320l dlawlgs 5 >0 cdwlud] 1 sI"C:\Windows\System32\GroupPolicy\User\Scripts\Logon"

. e
’QJ». |, % Windows » System32 » GroupPolicy » User » Scripts » Logon - |

Organize = Open Print Mew folder == - i @

-

=
Mame Date modified Type

W Favorites
Bl Desktop |[E] logon 2/21/2018 8:41 PM  Windows Batch File 1K8|
& Downloads
L Recent Places

8 Libraries
L :', Documents
o' Music
[E=] Pictures

& Computer
(il Local Disk ()

-

= | logon Date modified: 2/21/2018 8:41 PM Date created: 2/21/2018 8:44 PM
ot Windows Batch File Size: 48 bytes
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'~ Common Folder Settings

Path/Filename:

|C:\‘n"ﬁnduws\e:plurer.axe

I=]

Start Directory:

|C:\‘Mnduws

I=

Display Mame:

|C::|mmnr1 Folder

Command line option:

|'T’:|

Window State:

' Default (Maximized if single application on Web./Mobile ciient) v|
Folder

topevel) v| 0

Save Test

Cancel
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https://support.tsplus.net/support/solutions/articles/44000037914-how-can-i-use-a-logon-script-that-maps-a-network-drive-or-link-a-folder-to-a-unique-letter-
https://support.tsplus.net/support/solutions/articles/44000037914-how-can-i-use-a-logon-script-that-maps-a-network-drive-or-link-a-folder-to-a-unique-letter-
https://support.tsplus.net/support/solutions/articles/44000037914-how-can-i-use-a-logon-script-that-maps-a-network-drive-or-link-a-folder-to-a-unique-letter-
/ar/tsplus/folder
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/ar/tsplus/folder
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Select protocols to open on user side:
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How do you want to open this type of link (http)?

Default Host Application
Internet Explorer
Url On Client

ﬂ Look for an app in the Store
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Advanced client security options

Open Files on Client Side ) ; .
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Open URLs on Client Side
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Please be sure to use the specified server's Domain Mame instead of its IP address. Also be sure the
server has a valid SSL/TLS certificate installed.

Client Generator
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Windows Client Generator
General Display Remote Desktop client Local resources  Program  Security  Load-Balancing I
Server
Server address Port number
[;,.,_-M |192.168.1.254 | 3389 |
|zer
@ Logaon Password
* * |J|:|hn | |".".
Domain name (without extension)
|T5plus |
Prefered display mode
(® Remote Desktop client (") RemoteAPP client
(") Disable background & animations for better performances (®) Fast network or Fiber optic
Cliert location: |C:"-.Llsers"-au:lmin'-.DesktDp | Browse
Create Client
Client name: |J|:|hn--1-4.::u:-nnect |
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Windows Client Generator

General Display Remote Desktop client Local resources  Program  Securty  Load-Balancing

Graphical settings

h () 15 bits color resolution

(®) 16 bits color resolution
() 24 bits color resolution
() 32 bits color resolution

[ ] Dual-screen []5pan [ Enable shortcut keys

These settings apply to all kind of connection client:
- Remote Deskiop client
- RemoteApp client

Client location: |C:"-.Llsers"-au:lmin'-.DesktDp | Browse

Create Client

Cliert name: | John-44 connect |

9 01D doMe «ugull diSay jui Golll 4959 ailiv .duwl=ll



Sy Layl oS5 il o Lid w9350 20 91 9 el L3 ool auiy U ayaos diwl> e
e Ll
(O

AiSay zlowd] plaziwl 2liao TAB 9 .duul=ll

09 03D axaall iSay Hlasl @821 Ll a5 LgisSas : pasiuall

Windows Client Generator

General Display PRemote Desktop client  |ocal resources  Program  Securty  Load-Balancing

Remote Desktop

m () 800 x 600 (1366 % 763
© (01024768 () 1600 % 500

(11280% 720 T T

() Custom resolution:
() User screen size
() Full screen

Scale factor:

[ ] 5mart re-sizing of the Remote Desktop

These settings are only walid for the Remote Desktop client

Cliert location: |C:'-.Llsers "admin*Desktop | Browse

Create Client

Cliert name: |C|ier|t-|}1lcunnec1 |
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©. Invite de commandes X
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Microsoft Windows [version 10.6.22631.3007]

(c) Microsoft Corporation.
C:\Users)\ >mstsc /1

0x 1200; (25
x 1440; (0,

60, 46,
0,25

Tous

droits reserves.

i) pbB)l o lilid] pd Sy oVl dbluy, mstsc /I

Windows Client Generator

General Display Remote Desktop cliert  Local resounces

Local devices
Dighs all
g Printers
Sound
COM ports
Smart cards
LISE devices

RemoteFX USE devices
Play remote sound:

(® Locally
Universal printer option

Action:
l- () Preview with the local POF Reader

() Print on default printer - local driver included

(®) Select the local printer - local driver included

Cliert location: |C:'-.Llsers'-adrnin'-.Desktn:-p |

Cliert name: |J|:|hn-¢4.n::|:-nnect |

Program Securty Load-Balancing

() Remately i Mo

Prirter scaling:
() Use original page sizes

() Fit pages to printable area

(®)'Shrink pages to printable area (f necessary)

Browse
Create Client
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Windows Client Generator
General Display Remote Desktop client Local resources  Program  Security  Load-Balancing
Startup program 7
e WWE TECOMMaEnd to use the AdminTool
to assign Application(s) to users orto groups.
However, you can specify here after one application to be stated at logon.
Path./Filename |C:'-.F‘n:ugram Files (x86)"Fouit SoftwareFoxit Reader.Foxit Updater exe | Browse
Start Directory |C:'-.F‘n:ugram Files (x86)"Foxit Software"Foxit Reader| |
Command line option | |
Client location: |C:"-.Llsers"-au:lmin'-.DesktDp | Browse
Create Client
Client name: |J|:|hn--1-4.::u:-nnect |
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Windows Client Generator

General Display Remote Desktop client Local resources  Program  Security  Load-Balancing

Advanced client securty options

%J [] Lock it on PC name [] Lock it on seral number
"= |DESKTOP-204350 | 1961331729 |

Time limit: Disable this generated cliert after some days for exemple 15 days)
Mumber of days fram the first use date of this generated client

[] Deny user from saving credentials Enable 2FA
[] 5ave usemame only
[ ] Encryption V2
Advanced connection options
[] Use the targeted server as 3 Remote Desktop Gateway (RDG) to encrypt data transfer

Flease be sure to uge the specified server's Domain Name instead of ts |P address. Also be sure the
server has a valid S5L/TLS certficate installed.

Client location: |C:'-.Llsers'-admin'-.Desktu:-p | Browse

Create Client

Client name: |J|:|hn-44.::l:unnec1 |
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Windows Client Generator
General Display Remote Desktop client Local resources  Program  Security  Load-Balancing
Advanced client securty options
flfj [ Lock it on PC name [] Lock it on seral number
" |DESKTOP-204950 | 1961331728 |
Time limit: Disable this generated client after some days for exemple 15 days)
Mumber of days fram the first use date of this generated client
] Deny user from saving credentials Enal:uleEFA
[ ] 5ave usemame only
[ ] Encryption V2
Advanced connection options
[] Use the targeted server as a Remote Desktop Gateway (RDG) to encrypt data transfer
Please be sure to use the specified server's Domain Name instead of its |P address. Also be sure the
server has a valid S5L/TLS certfficate installed.
Client location: |C:'-.Llsers'-au:lmin'-.Desktu:-p | Browse
Create Client
Client name: |J|:|hn--1-4.::u:-nnect |
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¢ 2FA authentication X

Please enter your authentication code.

0K Cancel
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¥} Remote Desktop Connection — bt

Remote Desktop
»¢) Connection

Server authentication & RD Gateway Server Settings *
% Server authentication verfies th

intended remot uter. Th -
:'equred t;egnoni:c?tn;;de?enﬂinee Remﬂ'te DE‘Sktﬂ'p

policy. %) Connection

If server authentication fails:

General Display Local Resources Experience

Wam me | Connection settings
() Automatically detect RD Gateway server settings

Connect from anywhere (®) Use these RD Gateway server settings:

. Corfigure settings to connect th
Gateway when | am warking req Server name: |=.‘targe‘ted_sewer_dcmain_name>

Logon method: Allow me to select later w

] Bypass RD Gateway serverfor local addresses

(") Do not use an RD Gateway server

Logon settings

'\f Hide Options Lser name: Mone specified

You will be asked for credentials when you connect to this RD
Gateway server.

I Use my RD Gateway credertials for the remote computerl
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%% Remote Desktop Connection — =

| Remote Desktop
>¢) Connection

Displa}r Local Resources Experence Advanced

Logon settings
[}L Enter the name of the remote computer.
T

127.0.0.2:3389 v

You will be asked for credentials when you connect.

Allow me to save credentials

Connection settings

Save the cument connection settings to an ROP file or open a
gaved connection.

Save Save As.. Open...

(= Hide Options E Connect i Help
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Windows Client Generator

General Display Remote Desktop client Local resources  Program  Security §Lnad-EaIancingE

Enable Load-Balancing 7

[] Use Load-Balancing Gateway Web port number

When "Use Load-Balancing' is checked, it enables using the Gateway
with Load-Balancing to connect to an Application Server of the fam.

Prior using this advanced feature, please read our documentation

Client location: |C:"'~Users‘\admin"\[]esktnp |

Create Client

Client name: |Jnhr1-44.::onnect |

The Remote Desktop client client has been copied on your Desktop

Client name: john.connect
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HKEY_LOCAL_MACHINE\SOFTWARE\Digital River\ConnectionClient “Debug”’="“true”
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Configuration

Simultaneous users

Advanced Security
2FA

Server Monitoring
Web browser access

Reverse Proxy

= HTTP(S)
RDP

1. 65>Vl

B App server1

Remote Access - Enterprise - 50 users

Advanced Security Ultimate

2FA Enabled

TSplus Architecture Simulator

Users

Remote Access - Enterprise - 3 users

Advanced Security Ultimate

= app server2

Required TSplus Products

Remote Access - Enterprise Edition x 2 (50 users)
Remote Access - Enterprise Edition (3 users)
Advanced Security - Ultimate x 2 (2 servers)
Advanced Security - Essential (1 gateway)

Two-Factor Authentication x 3 (1 gateway + 2 servers)

Remote Access - Enterprise - 50 users

Advanced Security Ultimate

2FA Enabled
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General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
i@ Use the following IF address:

IF address: 192 .168. 1 . 212
Subnet mask: 2585 ., 255,285, 0

Default gateway: 192.168. 1 . 1

Obtain DMS server address automatically

@ Use the following DNS server addresses:

Preferred DMS server: 192 . 188, 1

Alternate DMS server:

|| validate settings upon exit | Advanced...

QK | | Cancel
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oSy 13D 8sle o Jd oaiiwsRemote Desktop 989 8150 Lo oSuw bl go wloasMicrosoft
Terminal.
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Windows Client Generator

General | Display | Remote Desktop client | Seamless client | Local regources | Program | Securty | Load-Balancing

Local devices

| ™ Diigks

-
| Sound
[ COM ports
[T Smart cands
[ USE devices

Universal printer option
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Assign users to Assign users to Add your
Full Deskt: Floating P; I licati
HTTPS listening on port 443 il Desktop oating Fane application
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(Ch FPRINTER
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RDF port 3389 Q§ # TSplus * t-in HTTP server is listening on port 20
Connections: 1 HTTPS server is listening on port 443
m FARM Enter a port number
[o} Session Manager I|3339 :I
o
2, SESSIONS
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System Audit - Mo issues found ILI ance

% SYSTEM TOOLS

Version 18 - You are using the latest version Read changelog
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Web Portal

Web Portal Customization

TSplus Web App

Web Credentials

HTMLS Security

HTTPS

Web Server

Lockout
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Default HTTP web server

A built-in HTTP Web Server is provided with TSplus
However, you can use a different one (IS or Apache for example).

@ Use the built-in HTTP web server
O Use a different HTTP web server

When using IIS or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 80}

Change the Web Server root path

You can change the Web Server default root path.

The current Web Server root path is:

Ch\Program Files (x86)\TSplus\Clientsiwww

Web servers options

Change the HTTP/HTTPS port numbers
Will not change II5 or Apache port settings

HTTP: |80 =

HTTPS: 443 =

X

Lite Mode
Assist Me Help English -
Remotedpp Client
HTMLS Client
HTMLS Top Menu
- *
Lite Mode
Agsist Me Help  English -

Select a new Web Server root path

Save and Restart Web Server
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http://localhost
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Full Desktop Floating Panel

HTTPS listening on port 443
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@ Advanced Security @ License TSplus Enterprise edition.
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Server Monitoring
m License Activated G Remote Support

@ Support renewal date:
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- O X

[ Microsoft Remote Desktop User Assign...
Select which users and groups will be able to see and run this
e + Add Application application: 2:, Assign Application

O All authenticated users
O Large lcons | Orderby: |4 Date added b

@ Specified users and groups

Users and Groups

Select an Application to Edit or Assign

Desktop, Taskbar, Floating Panel

L o

Microsoft Remote Taskbar
Remote Desktop

MYSERVER\userl
2, Users

Remove
Save Cancel
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E] PRINTER Desktop, Taskbar, @ Specified users and groups
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Activate your License
Buy now
Rehost an existing license

Refresh your License
License Status

Trial License : 14 days remaining. 5 users.

Computer [D: ’_
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Editions
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@ License Rehost

License Rehosting

Please enter your Activation Key:

HOXRH- XK HOOKIHK XXX,

You will find your Activation Key in our order confirmation email.
Please contact Support should you require any help rehosting your license.
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@ License Rehost

License Rehosting

Please select the initial Computer you want to rehost from:
§-. | = - DESKTOP-vi i v

This is the original Computer, which you want to stop using.
Please contact Support should you require any help rehosting your license.
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License Rehosting

Are you sure you want to rehost your existing licenses to this new computer?

Please note:

- Rehost can only be done once every 6 months.

- Rehost cannot be reverted and will disable your licenses on the previous computer after a grace
period of 15 days.

£ Back Rehost &
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License Rehosting

Your licenses have been rehosted!

You can now safely close this window.
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Your permanent license has been successfully activated!
Permanent license activated, Enterprise edition, Unlimited users.

Permanent license activated,

oK

lslg Sl Jumas chas s ol



tila>Mo glaiw Wl e @3Bl pyadll gl sl @lanw¥l BloYl | &b elgsl . plasiwyl
x2y o3l (@dliatw¥l ot @] pasll (S Jasll go 2115 psr hiaclua) (5 el>| . JlwVl

Tl TSplus - Administration Console - 17.20.7.9 - X
Lite Mode
o2 REMOTE
= Assist Me Help English -
ﬂ License
1t HomE
[ appuicaTions Activate your License
@ PRINTER Refresh your License

License Status

@ wes
Permanent license activated. Enterprise edition. Unlimited usefs. Rehosted at 2024-07-29 20:02: 34,

FARM
B

2, SESSIONS Computer name: SERVER2

% SYSTEM TOOLS IWARNING: Your TSplus Support and Updates Services will expire on 2024-08-13, I

81 Apuancen

€7 ADD-ONS

(B3 LICENSE

oole] dsliaiwl jue dlaio iYL

oSy oyl el,>| bagisid] e Juaiall co iVl Las il ésle] .adlauw)l

boaic ¥ 1ueS el Jgog I i)l jglaiw daxao 6sle] aSlaiw)l jue dlaiall xic lsall e ,; ésle]"
aSlaiwl o>, ("y9>00



@z License Rehost

License Rehost

Copy rehost URL

QEOEMET TR

(@3 Refresh your license

dddo)l (D lguis Jio Jswidl & . Juaiall




Juasdl & 225 oo jle>iPhone / iPad / Android

Sy JLasVl pslxyTerminal Service Plus Lol ey oo sl piuain Jle sl jle> Jsoxo acyy dss
HTMLS5. : Jio

* Ugal
M|

o Wwld S5 Jas pllan 19l
o sle> >0 Josy plai 39l

Jiasi oVaasill 656> dgazall

3o 0o]11.20. @5 s JsacTSplus HTMLS  JSuin uS puaisd Jiadl iy, paskios &iSn i> 0
ailogll aSl 9 6562V .a>glll a5 65le] puanas d>g) puiléall gt Glak xic 55,3l e Ja> . J5s]
83le] psanci ivso uslall Jsgusd Hlisl LY Jsaxlly Li> o colS @i e 59131 Sl 9] dgléad] Caslgl
LSl

diSay slae] oblac|HTMLS dalizo 6562V wiledl Jgazall 91 63621 LiguaSIl le é>g) JuocHTML5 8
aoMe Lyguill tensll



TU TSplus - Administration Console - 17.10 — had
Lite Mode
2 REMOTLE
= Assist Me Help English -
1 > Web
fx HomEe
Web Portal
[ arpLicaTIONS
‘Web Portal Customization RemoteApp Client
(P PRINTER
TSplus Web App HTMLS Client
@ wes
m FARM ‘Web Credentials HTMLS Top Menu
=]
2, SESSIONS
HTTPS
ek SYSTEM TOOLS
Web Server
% Apbvancen
Lockout
&7 ADD-ONS
(& LICENSE
TI TSplus - Administration Conscle - 17.10 = X
Lite Mode
a2 REMOTE
= Assist Me Help English -
i} > Web > HTMLS Client |
ﬁ HOME Top Menu Settings
Menu Bar: All devices and computers i Ctrl = Alt = Del: None e
[ arpuicaTiONs
Top Menu Preference:  Transparency ~ Connection Timeout: 40 o min
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Appearance

Background Color:

#FF8000

Background Logo:

Logon GIF:

Display Time:
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= Logon Screen Message:
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Smartphone and tablets preferences

Pointer settings
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small pointer
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° Use Software Keyboard
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Transparency:
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--== Right Click (maobile only]

=2 Mouse Drag (mobile anly) X Remove Application
~i=3 Level 2

Pt Move Up

' Move Down
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Language
Fortal
Browser
Gateway
Arabic
Belarusian
Bulganan
Bengali
Bosnian (Cyrillic)
Bosnian (Latin)
Catalan
Czech

Woelsh
Danish

German (Swiss)
German

Divehi

Greek

English (Canada)

Locale
as_portal
as_browser
as_gateway
ar_ar
be be
bg_bg
bn_bn
bs_cyrl_ba
bs latn_ba
ca_ca
CS_C5S
CS_CZ
cy_gb
da_da
da_dk
de _ch
de de
dv _dv
el _el
el gr

en_ca

Value

1025
1059
1026
1093
8218
5146
1027
1029
1029
1106
1030
1030
2055
1031
1125
1032
1032
4105
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Lite Mode

TS REMOTE | |
Assist Me Help English

ﬁ Applications

{ar Home
[ Microsoft Remote Desktop User Assign...  — O *
Add Applicatii Assign Application
Select which users and groups will be able to see and run this
[ ArpLiCATIONS application:
Select an Application | All authenticated users H Large Icons v | Orderby: |40 Date added ~
@ PRINTER Desktop, Taskbar, @ Specified users and groups

D Users and Groups
Users
@ wes MYSERVER\Usert I

Microsaoft R
Remote Desktop
f rarm

-]
2, SESSIONS

% SYSTEM TOOLS

83 ADvaNCED
Add.. Remaove

{75 ADD-ONS

Save Cancel

@7 LICENSE
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Femote Taskbar Settings — x

Select your preferredTSplusTaskbar theme
Application working area within the selected theme

{®) Use Blue taskbar theme as default [] Full screen
() Use Silver taskbar theme as default ] Do not averlap the local taskbar
() Use OnTop taskbar theme as default [] Do not overlap the Blue or Silver bar

O Use Desktop theme one as default
O Use Desktop theme two as default
O Use Logon theme as default

Minimize buttons preference
O Justify left O On the screen top
D Center @ On the screen bottom

() Justify right

Motification area (Systray) Preference

@ Display the Motification area

O Hide the Motification Area

Security Preference
(::l Display log off button
(®) Hide log off button
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File Edit Format View Help
|[[menu]

[ogoffi%c:\Program Files (xB&)\TsplusiUserDesktop'filesrunlogoff.exeX%icon$exit.ico

[menusettings]
tﬁpe=23
5

owicons=1
iconsize=1
itemheight=34
colorl=15395562
color2=13666616
color3=12632256
color4=8289918
fontname=Arial
fontsize=8
fontcolorl=0
fontcolor2=16777215
fontstyle=n
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Lite Mode

PLUS QEMOTE Help English -

Assign Application

1ir Home _ 4
Add Anpiicaty gy Notepad User Assignment - O X

Select which users and groups will be able to see and run this
APPLICATIONS
D Seiect an Application | 3pplication: O Large lcons ~| Orderby: |4 Date added ~

All authenticated users
Desktop, Taskbar, o

E] PRINTER = = ® Specified users and groups
lﬁ [ Users

Users and Groups

@ WEB Microsoft 5| [ DESKTOP-NQIKIV1\Edgar
Remaote... Rel
B earm Published Applica
—
-"
2 SESSIONS
Motepad
e!% SYSTEM TOOLS

ﬁ(‘):; ADVANCED
Add... Remove

&7» ADD-ONS
Save Cancel

(&7 LICENSE




%, Session - 192.168.1.244 - Remote Desktop Connection

1219PM |
02/19/16
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"1l Remote Taskbar Settings - x

Select your preferredTSplusTaskbar theme
Application working area within the selected theme

() Use Blue taskbar theme as default L] Full screen
() Use Silver taskbar theme as default ] Do not averlap the local taskbar
() Use OnTop taskbar theme as default [] Do not overlap the Blue or Silver bar
@ Use Desktop theme one as default Replace logo/wallpaper on the Desktop themes
{:} Use Desktop theme two as default | Browse... Reset
{:} Use Logon theme as default

Minimize buttons preference

O Justify left {:‘l On the screen top

D Center @ On the screen bottom

() Justify right

Motification area (Systray) Preference

@I Display the Motification area

() Hide the MNotification Area

Security Preference
D Display log off button
(®) Hide log off button
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o Jis Jo=>TSplus

My Remote Applications list
£ Desktop folder
A Excel
& Foxat
B Notepad
'Word
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|| Remote Taskbar Settings - x

Select your preferredTSplusTaskbar theme
Application working area within the selected theme

() Use Blue taskbar theme as default [ ] Full screen
() Use Silver taskbar theme as default ] Do not averlap the local taskbar
() Use OnTop taskbar theme as default [] Do not overlap the Blue or Silver bar

@ Use Desktop theme one as default Replace logo/wallpaper on the Desktop themes

D Use Desktop theme two as default

Browse... Reset
O Use Logon theme as default
Minimize buttons preference
O Justify left O On the screen top
D Center @ On the screen bottom

() Justify right

Motification area [Systray) Preference

@ Display the Motification area

O Hide the MNotification Area

Security Preference
(::l Display log off button
(®) Hide log off button
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m TSplus - Administration Console -

sz REMOTE

{r HOME

0
=
®

APPLICATIONS

PRINTER

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

@ 2 B L Do

LICENSE

Backup / Restore your Server Parameters

Advanced Settings

Product
Security

= Session
Lockout
Contextual menu
Logs

Mame

Desktop for all users
Application Command Line

Value

No
Mo

Remote Application Menu Default ves)

Remote Application Menu Title
Background Color

Use "All Users” desktop shorcuts

Fallback application path if no assigned application
Disable Notification Center

Disable the daughter process handler
Force logoff if no assigned application
Printer: Reset User Settings on logon
Allow screen saver

Download Target Folder

Upload Target Folder

URL on Client - Enable “tel:" protocol
Use Windows Shell

Force WinXshell

Add a delay when the session is opening
Daugther Process Wait Duration

File Browser

Delete file after transfer

Use WinXshell when required

Default (My Remote Appli..
Default (10841658
Default (No)

Default (Yes)

Default (No)

Default (No)

Default (No)

No

Default Z:DESKTOP3%)
Default (PcDESKTOP3)
Default (No)

Default (Yes)

Default (No)

Default (0)

Default (2000)

Default (Use Windows Ex...
Default (No)

Yes -

Uiy i awl daslal] oS celis oo JUS Laill e olaic daild Guloill sedl ol adlioly (5 g0 :damll

HOME

APPLICATIONS

PRINTER

WEB

& @& O 9

FARM

SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

g = 8 L D

LICENSE

Remote Access Management Console

Backup / Restore your Server Parameters

Advanced Settings

Product
Security
£ Session

Mame Value
Desktop for all users Mo
Application Command Line Default [Yes)
Remate Application Menu Default [¥es
i Remote Application Menu Title Default (My Remote Applic
0841658)
Tl TSplus - Edit Setting > o)
Remote Application Menu Title
Mo}
Description: Mo)
Title to display in Remote Application Menu
1eDESKTOP:)
feDESKTOPSE)
les)
Maj
2000)
Use Windows Explo..

Value:

| My Remate Applications

Cancel

A
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Wiy Rirevgitd Appheatadng

&1 Windows DVD Maker =
i Windows Fis and Sean

L
B Windows Media Center Laurs | . W
I3 Windows Media Flayer
£ Windows Update Documents
i KPS Viewer A

. Afceiiones
b avsevou
b Gamel
b Java
b Maintenance
L Mhcresolt Office
| Wy Remeote Applications
() Flasting® el
() MS Access
() M5 Pub
() M5 WORD
(8 Outheok
() Peraver Pt
() Video Editor
Back
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[ )
" » Computer » Local Disk (C:) » Users » Laura » RDPG v | 43 || Search 2DP6

Organize = || Open Share with = MNew folder

W Favorites
Bl Desktop
& Downloads

L, Recent Places

A Libranes
* Documents
o' Music
= Pictures
B videos

1% Computer
ks Local Disk (C:)

€ Metwork

4 itemns selected Date modified: 7/7/2007 4:19 PM - 10/7... Date created: 10/2/2017 1:52 AM - 10/7/2017 3:25 PM

MNarme

&% bkgsc.bmp

& bkgscbluebmp
& bkgscgreen.bmp
&% bkgscpink-bmp

_ ConnectionClient.bin

(3 ConnectionClient.exe

@ ConnectionClientold.exe
o DvoidSansFallback.ttf

& icolico

@ conico

__| laura-PortableClient. bt

&) libmupdf.dil
_| MyRemotefpp.bin

-

() MyRemoteApp.exe

a | MyRemotefpp.ini
| PdfFilter.dll

4] PofPreview.dil

__| Rematedpp.ta
& Session.rdp

R SirnatralNE sve

Size: 102 KB

Date modified

4/2/2016 4:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
10/2/2017 6:52 PM
I/T2017 4:19 PM
7/7/2017 4:19 PM
10/16/2015 9:51 AM
4/2/2016 4:16 PM
4/2/2016 4:16 PM
10/7,2007 3:20 PM
/2/2015 B:52 AM
10/2/2017 £:52 PM
/772017 4:19 PM
10/7/2017 3:28 PM
11/2/2015 8:53 AM
11/2/2015 8:53 AM
10/7/2017 3:28 PM
10/7/2017 3:32 PM
11727005 853 ARA

Type

Bitmap image
Bitmap image
Bitmap image
Bitmap image
BIM File
Application
Application
TrueType font file
Icon

leon

Text Document

Application extens..

BIM File
Application

Configuration sett...
Application extens...

Application extens.

Text Dacument

Remaote Deskiop ..

Annliratinn

EKE
& KB

B KB
EKE
568 KB
96 KE
96 KB
3749 KB
161 KE
54 KB
1KE
5,061 KB
6 KE

96 KE
2KB
188 KB
196 KE

1 KB
2K

1 KRR KR

roladdes
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PLUS

Log on

Ser name:

Domain:

@ HTMLS © RemoteApp - e

windows Plugin not found

Download Plugin

Install this plugin
Then dlick on ‘Log-on' again
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This link needs to be opened with an application.
Send to:

Windows Connection Plugin

Choose an Application Choose...

Rermember my choice for remoteapp links.

This can be changed in Firefox's preferences,

l OK J | Cancel
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/ar/tsplus/client-setup-program
/ar/tsplus/client-setup-program
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Joe JlailRemoteApp

Aoy LUV =09 Lo,e e dole gl dolell Mol : sasl

-
Windows Client Generator
General Display Remote Desktop client Local resources  Program  Security  Load-Balancing
Server
Server address Port number
u;-.,..llm |192.168.1.254) | (3389 |
|ser
) Logan Password
‘* |Jnhn | |".".
Domain name (without extension)
|T5p|u5 |
Prefered display mode
(® Remote Desktop client (") Remote APP client
(") Disable background & animations for better peformances {_) Fast network or Fiber optic
Cliert location: |C:\Llsers‘.admin‘x[]eslctnp | Emw;e
Create Client
Client name: |J0hn-44.cnnnect |

JocHittt JLailRemoteApp

Jwac JlailRemoteApp Y aaizy e whlac] uo) .audlaill

138 pamy Lo,e il JSuiy Jbe @l J| Jokw 5939 . LoV

Lle e (Jsosdl Loy, cuisRDPG 9l . el




e Wl el cou cus TSplus e jlg> Joss pllai,Windows 7 JIWindows Server 2019.

ala>Mo RemoteApp i€ pocao JecWindows 10 1803 91809 Home Windows 2019 Essentials
Editions.
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TJ, TSplus - Administration Consele - 17.10 — had
Lite Mode
2 REMOTLE
=== Assist Me Help English -
1 > Web
fx Home
Web Portal
[ arpLicaTIONS
‘Web Portal Customization Remotedpp Client
(P PRINTER
TSplus Web App HTMLS Client
@ wes
m FARM ‘Web Credentials HTMLS Top Menu
=]

2 SESSIONS

HTTPS
ek SYSTEM TOOLS

Web Server
8 apvancen

Lockout
¢+ ADD-ONS

(@57 LICENSE




= X

TS REMOTEACCESS o %m,

{i > Web > RemoteApp Client

TU TSplus - Administration Console - 17.10

1t +Home

Display
[ arpLicaTIONS
Connection Mode: RemoteApp o
(P PRINTER Pixel Depth: 32 bits ~
Web Printing Preferences
Q@ wes
Web Printer: Display local preview bl
m FARM Web printer will be used for all web connections using RemoteApp dient.
Web printer will not be used for HTMLS connections.
=]
2 SESSIONS

R SYSTEM TOOLS

% Apbvancen

&7 ADD-ONS

(& LICENSE

a Apply
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TSplus - Administration Console - 18 — X

Lite Mode

TS REMOTE | |
- Assist Me Help English

{t HOME

[ AprLicATIONS D @

Computer name: MYSERVER https:/fwebportal.example.com
(Ch PRINTER
Private [P 192,168,
N = B |

PubliclP -
WEB
@ RDP port 3389 TSplus * t-in HTTP server is listening on port 20

Connections: 1 HTTPS server is listening on port 443

m FARM Enter a port number

[o} Session Manager I|3339 :I

Q: SESSIONS
System Audit - Mo issues I 5a I Cancel
@ ! it-Noi found LE

% SYSTEM TOOLS

@ Version 18 - You are using the latest version Read changelog

3 ApvanceD

@ License TSplus Enterprise edition.

&b ADD-ONS
@ LICENSE (©)  support renewal date
2FA Advanced Security Server Monitoring
License Activated License Activated m License Activated GRemote Support
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TI TSplus - Administration Console — had

Lite Mode
2 REMOTLE
== Help English 2
fx Home
Session Management settings
[ arpLicaTIONS
Session Opening Preference
(P PRINTER
Session prelaunch configuration
Q@ wes
By earm
Open Files on Client Side
2, SESSIONS o
Open URLs on Client Side
R SYSTEM TOOLS
% Apbvancen Hide Disk Drives
‘::}’ ADD-ONS Contextual menu
@m LICENSE Permissions
Client Generator
T TSplus - Administration Conscle - X
Lite Mode
a2 REMOTE
=== Help English -

1+ HoMmE

Microsoft Remote Desktop Client Restrictions
@ Allow access from RDP client for everyone
[ arpuicaTiONs
(O Allow access from RDP client for Admins only
@ PRINTER O Deny access from Microsoft RDP client

|:| Deny access from Qutside [only LAN]

Q@ ws

Server advanced security options

m FARM |:| Limit access to the members of Remote Desktop Users
|:| Encrypts end-to-end communications
& SESSIONS [] Block all incoming access to this server
|:| Disable UAC and enhance Windows access
% SYSTEM TOOLS Allow Windows Key
|:| Allow only users with, at least, one assigned application
5§3 ADVANCED Allow CUT/RASTE within a session

< b ADD-ONS
Web Portal Access Restrictions

(@7 LICENSE ®) No Restriction
O ‘Web Portal Access is mandatory for everyone

O Web Portal is mandatory, except for Admins
|:| Prohibit the Web Portal for Admins accounts

o 2ludl Joogll o JwesMicrosoft RDP :giwoll zouw JSJ pasiows JLasV plaswlmstsc.exe.

o 2loudl Joogll o JracMicrosoft RDP (J9guuall 1lasd aouw baad 9guall JLaiVl plasiwl
mstsc.exe.

o a$, Jsosll ;o JsweMicrosoft RDP:  gio sl Loz oo 6,08l e JlasVl plaziwlmstsc.exe.
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Lite Mode
a2 REMOTE
Help English
1 Home

Session Management settings
[ arpLicaTIONS

Session Opening Preference

(ep PRINTER
Session prelaunch configuration
@ wes
FARM
m Open Files on Client Side
2, SESSIONS

Open URLs on Client Side

ek SYSTEM TOOLS

8 aovancen Hide Disk Drives
4P ADD-ONS Contextual menu
(&7 LICENSE Permissions

Client Generator
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/ar/tsplus/server-management#users
/ar/tsplus/server-management#users
/ar/tsplus/server-management#users

a2y Gubas o blaeyl L9 Jhall bl ai lis| gre> caisludl plasiwl 5 pazs” "SI sl poimw 21z
o> layall dliall Lo\ Ll Jlhiw dése oc gl

Tl Hide server drives >
Disks
A N Select all
=4} o,
ok} =3 Unselect all
o & Reset
E R,
F:\ H
G, T2,
H:, L,
H Vi
A WY
) L
L:Y, ¥,
LA Z,
Selected drives will be hidden, unselect to
unhide, Apply
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TSPLUS Remote Access Management Console

i HomEe

Backup / Restore your Server Parameters

[ arpuicaTiONs

Advanced Settings

(ep PRINTER .
5, Product Name Th TSplus - Edit Stting hed
J Security Administrator pin code i =
@ WEB ° Session Use RDS role Administrator pin code
AdminToal back d
Adm!nToo‘Lac ground ca Petraption
minTool Language
m FARM g3 AdminTool will ask far a password if this value is not empty.
2, SESSIONS
R systemT00LS
5§; ADVANCED Valui:
[1234]

7> ADD-ONS

TSplus Advanced Security Ultimate
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TI TSplus - Administration Console

o2 REMOTE

1t +Home

TSplus Advanced Security - Protect your server

[ arpLicaTIONS

Protect your server from brute-farce attacks and foreign intrusions.

Block ransomwares befare they destroy your files.

Two-Factar Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to

the user maobile device,
SESSIONS

SYSTEM TOOLS

ADVANCED

ADD-ONS

LICENSE

g 8 & L b

TSplus Server Monitoring helps to optimize software resources and to reduce unnecessary costs.

Restrict users access and lock them in a highly secured environment.

TSplus Server Monitoring - Monitor your server

Give facts and data about server usage (CPU, Memary, 1/0, Disks).
Track changes, resources usage and events with real-time email alerts,

(P PRINTER

Q@ wes
Two-Factor Authentication - Confirm your users’ identity

By earm ) ! '
Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.

TSplus Remote Support - Remotely connect to your dient PCs and provide instant assistance

A secure, web-based screen sharing and remote control solution designed for today's flexible support teams.
Securely connect to remote computers, take control of their mouse, access files and applications, and troubleshoot problems.

— X

Lite Mode

Help English <

Tsplus Advanced Security - 7.3.3.23

IV \Nace = aB=ang onitor allincoming connections

Dashboard
Firewall
Sessions

Ransomware

Firewall

Reporis

. Geographic Protection
Settings 0 remote access attempt denied
. Bruteforce Protection
License 0P address blocked
9 Hacker IP Protection

564 436 405 malicious IP addresses
blocked

(?) User Guide

Sessions

Restrict Working Hours
0logon attempt denied

Secure Sessions
0 session configured

Trusted Devices
0 remote access denied

29> 4la>Brute force e algy wugll Vo090 9

d9>Laall dyLidl

9]
9]
9]
®
9]
9]

Version7.3325

New session for ADVadministrateur from <Not a remote:
connection>

New session for ADVadministrateur from <Not a remote:
connection>

New session for ADVadministrateur from <Not a remote:
connection>

Failed login attempt from Web portal for
TSPLUS-SERVERT\USER1

New session for AD%administrateur from <Not a remote
connection:

New session for AD%administrateur from <Not a remote
connection:

Ransomware Protection

Ransomware Protection
Ransomware Protection is enabled

Protection against Ransomware is up and
running

isomware Protection

Ultimate Protection uﬁ-
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Protect your account with 2-step verification

Click to configure your authentication app

» Open the authenticator 2pp on your mobile phone,
= Scan the QR code displayed below:

Secret key: TMPCKUPCDGIWZOHISPHS325456W4ERIA

Validate your verification code obtained by SMS, e-mail or via your 2FA app

Validate
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Windows Client Generator

General Display Remote Desktop client Local resources  Program  Security  Load-Balancing
Advanced client securty options
[] Lock it on PC name [] Lock it on seral number
| DESKTOP-204950 | 1961331729 |

Time limit: Disable this generated cliert after some days for exemple 15 days)
Mumber of days fram the first use date of this generated client

[] Deny user from saving credentials Enable 2FA
[] 5ave usemame only
[ ] Encryption V2
Advanced connection options
[] Use the targeted server as 3 Remote Desktop Gateway (RDG) to encrypt data transfer

Flease be sure to uge the specified server's Domain Name instead of ts |P address. Also be sure the
server has a valid S5L/TLS certficate installed.

Cliert location: |C:\Users'\admin"xDesl~:tup | Browse

Create Client

Client name: |Jnhn-44.::onnect |
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T5plus - Administration Console - 18 — X
Lite Mode

PLUS QEMOTE Assist Me Help  English -

1t HoME

0 somcmons CJ ®

Computer name:  MYSERVER https:/‘webpaortal.example.com
(P PRINTER
Private [P 192.168. b o O
PublicIP -
@ wes . " .
RDPport 3388 The built-in HTTP server is listening on port 80

Connections: 1 The HTTPS server is listening on port 443

HE rarm

@ Session Manager

2, SESSIONS
system Audit - No issues found

% SYSTEM TOOLS

Version 18 - You are using the latest version Read changelog

© ® ® 6

83 ADvANCED
License T5plus Enterprise edition.
b ADD-ONS
@m LICENSE Support renewal date
2FA Advanced Security Server Monitaoring
License Activated License Activated License Activated GRemote Support
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[ TSplus - Administration Console - 18

X

T2 REMOTEACCESS

{t HoME

[ AprLicATIONS
(Ch PRINTER
@ wes

i rarm

o
2, sessions
% SYSTEM TOOLS
3 ApvanceD

{7> ADD-ONS

(@3 LICENSE

© ® ® ®

-

Computer name: MYSERVER
Private IP 192,168,

PubliclP -
RDP port 3389

Connections: 1

[o} Session Manager

System Audit - No issues found

License TSplus Enterprise edition.

Support renewal date

2FA

License Activated

é% Lite Mode

© Assist Me @Help English -

®

https:/fwebportal.example.com

B

7 TSplus

Enter a port number

)

* t-in HTTP server is listening on port 20

Version 18 - You are using the latest version

Advanced Security
License Activated

Server Monitaring
License Activated

HTTPS server is listening on port 443

@ Read changelog

GRemote Support

S0 aud=l 59>90 6 ,4ile Jawl 3aioRDP:

[ TSplus - Administration Console - 18.50.8.2%

Hb| reaiuuwall ozl

>

12 REMOTEACCESS

1 HOME

[ aepuicamions
(CR PRINTER
& ws

B rarm

2, SESSIONS
% SYSTEM TOOLS
3 ADvANCED
&b ADD-ONS

(@7 LICENSE

-

Computer name: MYSERVER1
Private [P 192.168.1.32

Fublic P -

RDP port 3389

Connections: 2

IQ Session Manager

@ System Audit - Mo issues found on 09/09/2025 11:01:50

@ Version 18.50.8.29 - You are using the latest version

@ Permanent license activated. Enterprise edition. Unlimited users.

@ Support renewal date: 2026-06-30

2FA - WARNING: Your

@ license has expired oris

invalid.

Advanced Security
License Activated

Assist Me @Help English

®

https://webportal.example.com

B

o o

The built-in HTTP server is listening on port 30

The HTTPS server is listening on port 443

Server Monitoring

License not activated.

@ Read changelog

% Lite Mode

“Remote Support
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User Sessions

D User Domain Status Session Client Name Client Address Session duration Idle Time
1 admin MYSERVER1 Active Console 00:16:43
2 userl MYSERVER1 Active ROP-Tep#D CERWSPSISBZMNT  127.0.0.1(192.168.1...  00:01:02 00:00:56
3 user2 MYSERVER1 Active RDP-Tep#1 CERWSPSISBZMNT  127.0.0.1 (192.168.1...  00:00:29 00:00:27
Remote Control Remote View Disconnect Logoff
Send Message Task Manager Export

AiSoy Jroii pSxill (€ a2y € dl> € a2y plaiwly Glus J9dus e dalail Juidl :a Ul

e Windows Server 2008 R2
e Windows Server 2012 R2
e Windows Server 2016

e Windows Server 2019

° 99/

* ,9x98.1

393910 9,1 Loy (§99
Lle plas 5931,9XP 92003 9 liuyd 92008 Y a>g, 45 Szl o€ a2y
Lle plas 5931,92012 89 ,glay &l dais cyaxilly J|2012 R2 6i8.1.
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Session Manager

- O x
User Sessions
D User Demain Status Session Client Name Client Address Session duration Idle Time
1 admin MYSERVER1 Active Conzole 01:18:14
userl MYSERVERT | Active | RDP-Tepi0 CERWS5PSIS8ZMNT | 127.0.0.1 (192.168.1... [ 01:02:33 00.00:08
3 user? MYSERVER1 Active RDP-Tep#t CORWSPSISEZMNT  127.0.0.1(192.168.1... 01:02:00 00:52:43
I Remote Control I Remote View Disconnect Logoff

Send Message Task Manager Export

e wils el el 038 dlw )l Jous) aSxill (e asy

Remote Control Request

admin-PCyAdministrator is requesting to control your session
remotely,

Do you accept the request?

Uiy Gl S| Wy ) pockisall Lol el



[} Session Manager

— O >
User Sessions
D User Domain Status Session Client Name Client Address Session duration Idle Time
1 admin MYSERVER1 Active Console 00:27:29
2 userl MYSERVER1 Active RDP-Tep#0 CERWSPSIS8ZMNT  127.0.0.1(192.168.1... 00:11:48 00:00:00
3 userd MYSERVER1 Active ROP-Tep#l CERWSPSISEZMNT  127.0.0.1 (192.168.1... 00:11:15 00:01:58
Send Message *

Message title:

Mezzage from Administrator

Message:

Hello User1]

Can you please disconnect your session 7

| Remote Control | | Remote View | | Dizconnect | | Logoff

| Send Message | | Task Manager | | Export |

i Jlw)] @bl e Lils polxll

Hello User,

Can you please disconnect your session 7
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[0 TSplus - Administration Console - 18

f » System Tools
{t HoME
[ AappucaTiONs [&]  Sservices
PRINTER
@ 2% Users and Groups

@ WEB ¢¢¢ Server Properties

‘Windows System Toolkit

i rarm N

-}
2, SESSIONS

Local Group Policy Editor

% SYSTEM TOOLS

Event Viewer
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Session Managerment and Local Group Policies (GPO) — et

Session Management options

Session Time limit settings

Terminate any disconnected session after 60000 = milliseconds |:| Mever
Maximum time allowed for any user session 0 = Mever
Maximum time for any inactive / idle session 0 = Mever

|:| All disconnected session will be automatically terminated

User Reconnection options

(::I Only one session per user: The second session will capture the first one
(::I Only one session per user: The second session will be logoff
@ Multiple session per user: At each logon the user will open a new session

|:| The user must reconnect from the same device

|:| From Windows 10/ Windows Server 2016: to speed up user logon, you can disable "Per user services’
[] Enable high FP5 frame rate (requires compatible apps and hardware]

Start the Local Group Policies Management Console
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C:\Program Files (x86)\T5plus\UserDesktop\files\godmode

™ » ThisPC » Local Disk (C:) » Program Files (x86) » TSplus » UserDesktop » files »

Organize =
~
"~ Name
# Quick access
I Desktop - ~ Administrative Tools (12)
‘ Downloads  # % Create and format hard disk partitions
Documents # f,"‘fm" Defragment and optimize your drives
5,% Diagnose your computer's memory problems
i Pictures * = Edit group policy
files Free up disk space by deleting unnecessary files
b Music % Manage cormputer certificates
B videos 7 Schedule tasks
55 Set up i5CSl initiator
@ OneDrive 775 Set up ODBC data sources (32-bit)
[ This PC Set up ODBC data sources (64-bit)
“J 3D Objects %’ Wiew event logs
[ Desktop i,% Wiew local services
Documents ~ AutoPlay (3)
‘ Downloads @ Change default settings for media or devices
b Music [53 Play CDs or other media automatically
= Pictures [ Start or stop using AutoPlay for all media and devices
B Videos ~ Backup and Restore (Windows 7) (2)

=, Local Disk (C) m Backup and Restore (Windows 7)
v <

205 items

- O X
e

-~ [ o
~

Application

Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools
Administrative Tools

Administrative Tools

AutaoPlay
AutoPlay
AutoPlay

Backup and Restore (Window ¥

>
==

o liSay Loyl pud doMe cygill Laslas" "psll Jgaxl e 6,18 dole e d>g) . Sl




- *

%Lﬂemoﬂe
T2 REMOTEACCESS e o

B TSplus - Administration Console - 18.50.8.2 9

ﬁ‘ » System Tools

1t HomE

[] appLcations [Z] services
@ PRINTER 2% Users and Groups

Q@ wes
¢$¢ Server Properties
B rarm

e% Windows System Toolkit

2 SESSIONS
:= Local Group Policy Editor

% SYSTEM TOOLS
@ Event Viewer
3 ADvANCED

&b ADD-ONS

(@7 LICENSE

(:) Reboot the Server

o diSay 49 o> wloasdl e poll Lol Ly (S gise oloas

nTSplus-Admimstration Console - — X

TSECUS Remote Access Management Console

1t HoMmE

@ Services

[ appLicaTIONS

é’_" Users and Groups

(Ch PRINTER
$¢$ Server Properties
Q@ we

m FARM & Windows System Toolkit

& SESSIONS Local Group Policy Editor

% L &3 Event Viewer

@

83 Apbvancen

&7 ADD-ONS
(@7 LICENSE

(:_) Reboot the Server

2w ol oM 29 sl LS| o Mainis duud @l woll ol oManii s Jo3 I sly ails
ilul> @loly Jleis Lokl 65le]y aiaus > ik



TI TSplus - Administration Console — had

Lite Mode

o2 REMOTE

Help English <

fx Home

Session Management settings

[ arpLicaTIONS

Session Opening Preference
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Open Files on Client Side

Session prelaunch configuration

=]
2, SESSIONS o o
pen URLs on Client Side

R SYSTEM TOOLS

% Apbvancen Hide Disk Drives
¢+ ADD-ONS Contextual menu
@H LICENSE Permissions

Client Generator

JSeiny (i8] iy sSins M S Jo> )l 030

o Ul oy b paadl el Jzas JosaI 7,

o ¢ oSas oole] apgs dabiall dnol Il Sei le> iowaSIl Jsasll oo 63| azgs wlslac] ddlaiall
o)l aoll @y ) dl> olons alaw wiSall sl 3] cad oo s1ae] dwlud] 13D 16 eMas)|
oulall e 6sle] ags dalaiall dgio )l ol wlogles agidlaio dgojll ] . o3I



Tl Session Opening Preference — bt

Logon Preferences
|:| All users have a full Desktop
|:| Display last connected users
Enable Time Zone Redirection

Background Color Preference

Background Logo Preference

Select a logo... Femove logo

Session Mame Preference

RDP-Tcp

Save Cancel
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1 Home

D APPLICATIONS . Backup / Restore your Server Parameters
PRINTER
@ Advanced Settings
@ 4 Product Mame Value
WEB & 2
L Security Administrator pin code Default )
hSEssien Use RDS role Default (No)
m FARM . L?(k"”t " AdminTool Language English
 Virtual Printer Contribute to improve product by sending anonymo... Default [Yes)
Contextual menu
2, SESSIONS 7 Logs
T}l TSplus - Backup / Restore your Server Parameters X
ek SYSTEM TOOLS
Backup your Server Parameters
I Backup
% Apvancen
(&) ADD-ONS No backup found Restore

(&7 LICENSE
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Backup your Server Parameters

Backup

Back

Restore your Server Paramet el X
2019-02-07_12-57-36 Restore
Backup completed
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i | [ = | Local Disk (C)

Home Share View

< “ 4 % » ThisPC » Local Disk (C:) »

§ 3D Objects
[ Desktop
|| Documents
‘ Downloads
: TSplus_AdminTool_v12_PREVIEW_1
,ff-" Freebox Server
J‘! Music
&=/ Pictures
B Videos
i Local Disk (C:)
Backupparam
backup-2019-02-07_12-57-36
inetpub
Perflogs
Program Files
Program Files (x36)
Shared Folder

Mitems 1 item selected

Ll

MName

Backupparam
inetpub

PerfLogs

Program Files
Program Files (x36)
Shared Folder

tmp

Users

Windows

WSESSion

43| lang

Date modified

11/13/2018 816 PM

v Search Local Disk (C:)

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder
File folder

Configuration sett...

Size

1KB
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ﬁ Sessions Session prelaunch configuration

Help English <

1 Home

D APPLICATIONS @ Session prelaunch is enabled - click to disable Try prelaunch now

Session prelaunch enables TSplus Administrators to start user sessions at a scheduled time. With prelaunch enabled, users connect to an
E] PRINTER active session without waiting for it to load on the server.

This feature requires user credentials to be known by TSplus services to open a new session. When enabled, user credentials will be saved
@ WEB every time a configured user authenticates through the TSplus Web Portal.

Prelaunch sessions won't work unless the user credentials have been saved and are valid.

m FARM Enabling session prelaunch will automatically apply the following session settings to the chosen users and groups.

Prerequisites

o
= SESSIONS @ Capture session mode is enabled
% SYSTEM TOOLS @ Enough idle time [== 2 hours) is allowed for disconnected sessions
@ Disconnected sessions are not automatically terminated
8 Apvancen
m ADD-ONS Users and Groups
User/Group name Always prelaunch Prelaunch before Add user or group
(@7 LICENSE Users
DESKTOP-I5300CE\benjamin Mo 03:00
Remove
Schedule
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Prerequisites

@ Capture session mode is enabled
@ Enough idle time (== 2 hours) is allowed for disconnected sessions

@ Disconnection sessions are not automatically terminated
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Try prelaunch now
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Try prelaunching a session for a user.
Please fill out the user credentials.

Lzer credentials

Domain

semame

Password

1. Prelaunch
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Users and Groups

User/Group name Always prelaunch Prelaunch before Add user or graup
Users
DESKTOP-15300CE\benjamin MNao 08:00
Remave
Schedule
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=+ Add user or group —

Q Find user or group in local computer or AD

User/Group name |

Enter a usersgroup name or click to add a user/group from AD

Type () User () Group

Always prelaunch () Yes (@ No
If you want this usersgroup to always have a prelgunched session available

Prelaunch before 00:00 =
Enter the hour before which the session needs to be prefaunched everpday

Save
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cwisApache go acsproxy_wstunnel (Apache 09Vl ,9aproxy_wstunnel . ) ogcao

3.
2wl 9 ugSsApache (httpd.conf ).aJ] wla>gll .aJliLoadModule proxy_module modules/
mod_proxy.so LoadModule proxy_http_module modules/mod_proxy_http.so LoadModule
proxy_wstunnel_module modules/mod_proxy_wstunnel.so
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ProxyPass /html5 ProxyPassReverse /html5
ProxyPass “ws://intranetxyz:80/socket.io/websocket_https”
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ProxyPass “ws://intranetxyz:80/socket.io/flashsocket_https”
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IR REMOTEACCESS

@+ Add-ons

Assist Me English -

fr HomE

D APPLICATIONS TSplus Advanced Security - Protect your server

Protect your server from brute-force attacks and foreign intrusions.
@ PRINTER Block ransomwares before they destroy your files.

Restrict users access and lock them in a highly secured environment.
Q) ws

3 | i ) o
m FARM ) Two-Factor Authentication - Confirm your users' identity
Passwords can be lost, stolen by phishing attacks, and very often they can even be cracked in a matter of minutes.
O  cpssIONS Two-Factor Authentication solves this problem simply and effectively, and provides an additional security layer - sending a code to
= the user mabile device,

&), SYSTEM TooLS
TSplus Remote Support - Remotely connect to your client PCs and provide Instant assistance
$8t Aovancep

A secure screen sharing and remote control solution designed for today's flexible support teams.
Securely connedt to remote computers, take control of their mouse, access files and applications, and troubleshoot problems.

0 ADD-ONS

(&3 LICENSE

m TSplus Server Monitoring - Monitor your server

TEplus Server Monitoring helps to i i resources and to reduce unnecessary costs,
Give facts and data about server usage (CPU, Memory, 1/, Disks).
Track changes, resources usage and events with real-time email alerts.
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I} Two-factor Authentication Administration - 16.50.11.15

Two-factor Authentication Administration

fr Home
O Disable two-factor authentication on this server,
2 MANAGE USERS

E CONFIGURE SMS @ Enable ZFA for the TSplus gateway and stand-alone application servers.

A conmecure e-man
() Enable 2FA for TSplus application servers only

b manAcE 2 rEQuESTS

8 sermiNgs
(E53 LICENSE

@ Permanent license activated.

(&) &nd of support date: 2026-11-21
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&) Two-factor Authentication Administration - 16.50.11.15

] Authentication Server URL X
HOME
Authentication Server URL: [testldna et ] ' save
MAMAGE USER{
.9 /3P, . I
PU— @ E:taerlets? URL of the legon Web page without the page name (¢.g. WHps:/apR mycompany.com, @ network name or an

CONFIGURE E-MAIL
@ Enable ZFA for TSplus application servers anly

MAMAGE 2FA REQUESTS

SETTINGS

g & ¢ 0 W 1 B

LICENSE

@ Permanent license activated.

()  &ndof support date: 2026-11-21

@ Help

9l @S :alasi,

[ Two-factor Authentication Administration - 16.50.11.15

@ Two-factor Authentication Administration

Y HomEe

@ Disable two-factor authentication on this server,

2, MANAGE USERS

m CONFIGURE SMS (O Enable 2FA for the TSplus g y and stand-alone application servers,

A conmecure E-ma
() Enable 2FA for TSplus application servers only

O MAMNAGE 2FA REQUESTS

£ semnes
(E53 LICENSE

@ Permanent license activated.

(£) ndof support date: 2026-11-21

(7) Help
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ITwo-factor Authentication Administration

ﬂ HOME Add User Add Group Edit Reset Remove

2, MANAGE USERS
Domain Name Activated Receive Code By Phane Number Email

[2] conrcure sms

[ conNFGURE E-MAIL

Find in local users or Active Directory

B mMaNAGE 2Fa REQuESTS
Sélectiocnnez un utilisateur o

8 sernnes

(857 LICENSE Username
Enter a username (for exarm
un uiilisateur Types d'objets...
A partir de cet emplacement
DESKTOP-VHESC1I | ———-

Sélectionnez le type de cet objst ;

Erttrez le nom de | 'objet & sélectionner (sxemples) -
DESKTOP-VHESC1I"est Verifier les noms

Avance._.. OK Annuler
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TwoFactor.Admin.exe /addusers domainName1;SMS
o Ly paiamall dagyla, pMwVl diee yall eI Y Jolxy Lehiess

panl (Sl syl Jlsiwl Ja> lgdl > (8 ol Y51 Ja> sl g psIYl i (8) ols )&
*TwoFactor.Admin.exe /addusers domainName1;SMS;+33606060606;

pawl 2152 9Uaill 55 o9,V domainName3;SMS;
+33606060607;domainName4
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I'wo-factor Authentication Administration
far Home Add User Add Group Edit Reset Remaove
2, MANAGE USERS
Domain Name Activated Receive Code By Phone Number Email
T
[ conmcure sms Users
£ DESKTOP-VHEBC1Nfest Mo User defined
[ confcure E-man
Edit User — =
D manAcE 2ra REQUESTS
How to receive confirmation code 7 User defined
83 sermnes User defined
Phone Number: Authentication app
SMS
@57 LICENSE Emai
E-mail
Edit User
< >
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fwo-factor Authentication Administration
fAir HoME Add User Add Group Edlit Reset Remaove
2, MANAGE USERS
Domain Name Activated Receive Code By Phane Number Email
Users
CONFIGURE SMS
2. DESKTOP-VHEBCTI\test No User defined

[ conNFGURE E-MAIL
b manacE 2¢a REquEsTS

£ sermnes
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Removing two-factor authentication

| Do you really want to remove two-factor authentication for
the selected user or group?
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I'wo-factor Authentication Administration

fir HOME Add User Add Group Edit Reset Remaove

2, MANAGE USERS

Domain Name Adtivated Receive Code By Prane Number Email
Users
[ conmcure sms —
2 DESKTOP-VHEBCHlitest Yes E-mail test@test.ir

[ confGURE E-maIL
8 manAGE 2Fa REQUESTS
Resetting configuration for user(s)
Do you really want to reset the configuration of the selected

83 sermnes
! user{sj? The selected user(s) will have to configure their
(S5 LICEMSE authentication device upon their next lagaon,
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Protect your account with 2-step verification

Click to configure your authentication app

» Open the authenticator 2pp on your mobile phone,
= Scan the QR code displayed below:

Secret key: TMPCKUPCDGIWZOHISPHS325456W4ERIA

Validate your verification code obtained by SMS, e-mail or via your 2FA app

Validate
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Two-factor Authentication Adrministration - TSplus

Two-factor Authentication Administration

1+ HoMmE
TSplus leverages Twilio in order to send verification codes by SMS. Twilio is a third party cloud platform not affiliated with TSplus.

O MAMAGE USERS
= Start your free Twilio trial

B CONFIGURE SMS Click here to create your Twilio free trial account. Trial accounts are granted a preloaded balance,

£ serTngs

(@7 LICENSE
® SMS is disabled. Click here to allow users to receive their verification code via SMS.

Onece you finish signup, your Account SID, Auth Token and trial Number are displayed on your Twilio dashboard.

Configure SMS

Account SID: | |

Auth Token: | |

Phone Number: | |
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= Project Info
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Upgrade $15.50 Get a Trial Mumber
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Account Dashboard

Project Info

TRIAL BALANCE

TRIAL NUMBER

+3300

$13.348
© Need more numbers?
ACCOUNT 51D
Al
AUTH TOKEN

Hide  bE—

) Two-factor Authentication Administration - TSplus

Y

o
2, MANAGE USERS

1 +Home

[=] conmGURE sms

8} serTines
@3 LICENSE

Two-factor Authentication Administration

TSplus leverages Twilio in order to send verification codes by SMS, Twilio is a third party cloud platform not affiliated with TSplus.

Configure SMS

@ SMS is enabled. Click here to force users to receive their verification code via an authentication app.

Account 510:

Auth Token:

Phone Number:

A
| b |
| 330000000 |

[T save

Manage Twilio Subscription

@ Administration @ Service Status @ Support Center
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Configure 5M5 -

o 5M5 configuration was saved successfully.

oK
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Two-factor Authentication Administration

fat HoME Email settings
& MAMAGE USERS SMTP configurationallows TSplus to send confirmation codes by email, for enabling 2FA
[=] conriGure sms SMTP Hostname s \

B conriGurE E-MalL SMTP Port ‘465 ‘

O MAMAGE 2FA REQUESTS

Use S5L
B semines :
SMTP Username ‘aplkey ‘
(&7 LICENSE
SMTP Password ‘ ‘

send Email From ‘ﬂdl’ﬂin@ ‘

Send test Email To  |test@

Test
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oo 4lg, TSplus Remote Access e :eudll

Protect your account with 2-step verification

Validate your verification code

‘ Validate ‘

oo Jrasll sl a5 08lis] alawwls, TSplus:

¥ 2FA authentication 4

Please enter your authentication code.

Ok Cancel
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Tweo-factor Authentication Administration - 16,30.11.13

o-factor Authentication Administration

1 HOME Add Remove

é MAMNAGE USERS Whitetisted users below are able to connect using an RDP client, without the need to enter a two-factor authentication code.

[=) conricure sms O DESKTOP-VHESCTIest
B conFGURE E-maiL

3 manace 2ra requesTs

83 sermnas

Users

Advanced

(857 LICENSE
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@ Two-factor Authentication Administration

1t HoME
aﬁ Product Name Value
2. MANAGE USERS £ Securty Distrepancy 430
Issuer DESKTOP-VHESCT! - TSplus
Validity After First Session 430
E CONFIGURE 5M5 Valldity Before First Session 3600
Digits 6
E CONRIGURE E-MAIL Sr:,!s \rerurncatn?n_CO de Mesfaqt_* Your %I SSUER% verfication €.
Display Domain in the application yes
Allow HTMLS for not configured users yes

O manace 2 requesTs

§8t seriNGs

Users

Advanced

(@57 LICENSE
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2l Product Mame Value
I Discreeang 430 I
. ] COoLLUSD -T5pl
l~) TSplus - Edit Setting bt plus
Discrepancy
Description: UER2: werification c...

The allowed discrepancy (in both directions) when validating a
verification code, A discrepancy of 3 means that the same
verification code remains valid 20 seconds backward and
forward its original 30 seconds validity period. Default is 430,

Value:

=

Save Cancel
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2l Product

Mame Value

430
WIN-PIKGOQLLUSD - TSplus

pes

Discrepancy
Issuer

TSplus - Edit Setting

Issuer

UER%: verification c..,
Description:

A string indicating the name of the two-factor authentication
service, The issuer is displayed on the client mobile app and

identifies the service associated with the generated verification
code,

Value:
[WiN-PUKGOQLLUSD - TSpiu

Save Cancel
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"3:& Product Mame

Walue
Discrepancy 430
lssuer WIN-PIKGOOLLUSD - TSplus
Walidity After First Session 430
TSplus - Edit Setting x
Validity After First Session RUERS: verification c..
Description:

Period during which a user can open a session without having
to revalidate a previous two-factor authentication code. This
setting allows users to open applications from the Web
application portal successively, Default is 430 minutes.

Save Cancel
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@\, Product Mame Walue
Discrepancy 430
Issuer WIN-FIKGOQLLUSD - Taplus
“alidity After First Session 430
Walidity Before First Session 3600
TSplus - Edit Settin
P g 8 UER%: verification c..,
Validity Before First Session
Description:

Period during which a user can open a session after validating a
two-factor authentication code from the Web portal or from the
mobile app, in secondes. Default is 3600 seconds.

Save Cancel
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"‘\k Product Mame Value
Discrepancy 480
Issuer WIN-PIKGOCQLLUSD - TSplus
Validity After First Session 420
Validity Befare First Session 3600
Digits &
TSpIus - Edit Settirlg W RUERY: verification ...
Digits
Description:

The number of digits to display to the user. Please note that this
setting may not be supported by authentication apps. This
number must be greater than or equal to 4 and lower or equal
to 12, Default is 6.

Value:

Save Cancel
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“35.5 Product Mame Value

Discrepancy 430
lssuer WIN-PIKGOOLLUSD - TSplus
Walidity After First Session 430
Validity Before First Session 3600
Digits &
I SMI5 Verification Code Message Your %I155UERS: verification c... I
TSplus - Edit Setting et
SMS Verification Code Message
Description:

Message sent to users requesting a verification code if they are
configured to receive it via 5MS5. This message must contain the
SCODES: placeholder which will be replaced by the actual
verification code, Default is: Your %6I55UERS: verification code is:
%CODE%

Value:
| Your %.IS5SUERY verfication code is: ¥

Save Cancel
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Two-factor Authentication Administration

1 HOME
“&Pmduct Mame Value
2 MANAGE USERS & Securiy Period 2
Threshold &
El CONFIGURE SMS
TSplus - Edit Setting X
B conFiGure E-maiL Period
Description:
b MANAGE 2FA REQUESTS The Period begins when a user requests an authentication code
via SMS. During this Period, the user is able to request new
authentication code via SMS until the number of requested SMS
£§; SETTINGS reaches the Threshold value (in hours, default is 24 hours).
Users
Advanced
WValue:
@ﬂ LICENSE @

Save Cancel
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Two-factor Authentication Administration

i HOME

A, Product Mame Value
£ MANAGE USERS 58 Sty Period 2
Threshold 6
[ conriGure sms
TSplus - Edit Setting Pas
[ conFiGURE E-MAIL Threshold
Description:
b MANAGE 2FA REQUESTS
The Threshold defines the maximum number of SMS
authentication codes each user is able to request during a
£§; SETTINGS specified Period of time [default is 6],
Users
Advanced
@=p LICENSE Value:
E

Save Cancel
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TSplus - Administration Console - 18.50.9.11 — X

Lite Mode

TS REMOTE | |
- Assist Me Help English

ﬁ} Printer

Universal Printer

{it HomE

[ appucamions (@)
(Ch PRINTER @
@ ws ) )
% Universal Printer Manager
i rarm

Virtual Printer

-}
2, SESSIONS @)

% SYSTEM TOOLS

@

3 ApvanceD
% Wirtual Printer Manager

&7 ADD-ONS

Set a default printer for all users

(@3 LICENSE

@ Virtual Printer is the default printer

Set a default print mode for all users: | Set a default printer for all users )
Mo default printer defined

Users manage their default printers

The last printer used is the default printer

Set a default printer for all users

Select a default printer: | Virtual Printe
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E-E_.:I Universal Printer Properties .

General Sharng Ports  Advanced Color Management Securty Device Settings

% Universal Printer

Location:

Comment:

Model: CUSTPDF Writer

Features
Color Yes Paper available:

Double-sided: Mo Letter
Staple: Mo
Speed: 400 ppm

Maximum resclution: 4000 dpi

Preferences... i Print Test Page
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g Iy make your Windows
Cancd | IDP, Srnartphone, M
st simple and atfordable
solution that eliminates the complaxity of other alternatives such as RDS
{Windows Terminal Server) ar Citrix Servers.

Sedeckon

With TSplus, your Windows applications are hosted on & secure central
TSplus system. Local and remote wsers running UMNGE, Linee, Mac 0% X,
Windows and any moblle device simply connect using the Web Portal on
any web browser. The application then apgears on youf device just as if it
wid running lacally. Ard thanks to our high-perfarrnance HTMLS client,
TSplus provides a fast and effident acoess

TEolus Web Pavia!
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Select Printer

= bAjcrosoft KPS Document Writerd:
%Uniuersal Printer
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Shatuz; Ready [ |Printtafile | Preferences

Lacatiar:

Carmment: Find Printer...
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(@) Al MNurnber of copies: |1 =
Selechion Current Page

Fages: Collate
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Windows Client Generator

General Display Remote Desktop client Local resources

Local devices
Dighs
g Printers
Sound
COM ports
Smart cards
LUSE devices

RemoteF¥ USE devices
Play remote sound:

all

(®) Locally
Universal printer option

Action:
‘ () Preview with the local PDF Reader

() Print on default printer - local driver included

(®) Select the local printer - local driver included

Program Securty  Load-Balancing

() Remately () No

Printer scaling:
() Use original page sizes
(") Fit pages to printable area

(®)iShrink pages to printable area (if necezzany

Client location: |C:'-.Llsers'-admin'-.Desktu:-p | Browse

Create Client

Client name: |J|:|hn-44.::l:unnec1 |
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Universal Printer (novaPDF) X

An unexpected error occurred while executing Universal Printer
(novaPDF): Failed to retrieve client print directory. Please make sure the
print job has been initiated from an HTMLS3 session or a generated
client..

Please retry later or contact support.
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T TSplus - Administration Console - 14.80,11.24

1t HOME

[ appLicaTIONS
(Ch PRINTER

Q@ ws

B rarm

2 SESSIONS
9-% SYSTEM TOOLS
87 Apvancen
{7 ADD-ONS

(@7 LICENSE

IS REMOTEACCESS

-

Computer name: DESKTOP-QVTIFVE

Private IP 192, 7
PublicIP 176, "% 8.8

RDPport 3339 2"

Connections: 1

Q

Session Manager

System Audit - No issues found on

®

hitp://localhost
L = R

The built-in HTTP server is listening on port 20

The HTTPS server is listening on port 443

Version 14.80.11.24 - Version 15.10,12.9

@ Read changelog

@ |l

English

Permanent license activated, Enterprise edition. Unlimited users,

End of support date: 2024-12-10

@ Help

o UiSoy ay > el Lade o Hlao|TSplus 11.500 ega,AdminTool ... i

100 %

T} Update Release

Downloading Update Release...

X

o a9 2ol lao] Epasdl xic Ll

Update Release

The download of UpdateRelease.exe program has been completed.
It has been saved in: ChilserstadmintDownloads

Would you like to apply it now?
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Update TSplus Advanced Security

An update is available for T5plus Advanced Security version &.0.12.8).
Would you like to apply it now?

Yes Mo

AiSoy abji5 e 13 ol ] p99 adulai; Lo,
20l oz 1oyl amas blaxll le oblae|TSplus il daolidl o, . diol

15 o &S 29 S il Ay 9 wloas/cwaxs acs>TSplus. ol 13] culs edsuil 28 (el Gl S0l oo Jaseiins
2ol Hluo| euaxill

:‘ T5plus Update Release program 13,10 — x

Welcome to TSplus EMO
Update Release program 15.10

This program keeps your existing settings and license. | will update your programs.

Prior to cortinue make sure that all user sessions are terminated.
Onby customers under a valid support/LUpdate service are allowed to apply this program.

TSplus: click Mext to continue. Next > Exit =
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L'E_J T5plus Update Release program 13.10

Update License
Dlid you get the rght to nun this Update program?

We are investing eveny day to enhance and to updating the software.

The right to install and to use any new release is granted by a valid software insurance.
Each Update is requiring the subscrption of our annual Update/Support services.

i not yet done, you can subscrbe it, ar renew it now.

(®) | agree with the above terms and condttions ()1 do not agree

Mext = Exit =
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& Update - TSplus version 15.10. —

Completing the TSplus Update
Wizard

To complete the update of TSplus, you must restart your
computer. Would you like to restart now?

@ ¥es, restart the computer now
()Mo, I will restart the computer later

Finish

oblaoY lo Jdv14, laad olllaiall b3axall oSoy Gusé) acSTSPIUS aéi o, iz is,lb pudy 2ol
lnol szl
J |

@ T5plus Update Release program 12.60 — W
Welcome to TSplus TSE TS

Update Release program 12.60

The Support/Update service is not subscribed or renewed on this system.
Flease subscrbe it now or contact us for more information.

In case of emergency, our suppart team can create for you an Update Code.

Emergency Update Code: |

TSplus: click Next to continue. Next > | | B> |
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C:\Program Files (x86)\TSplus\reboot_required.dat
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Licenses  Supports I ‘ H ‘

Product

Date Order Number Computer Support Comment

o] oo
Previous n Next

TSplus Remote Access 2023-11-22

M L
Desktop 5 users

515l @bl olsll oy oxsiwall( )oYl Lals e yuil I 5Loiwl (5 Uio

License Detail

5 users

Desktop Edition Update and Support Services: 22/11/2026
Users Edition
10 System
© Desktop
Enterprise
Price includes Update and Support Services for the remaining period.
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&S plauwlApache Y, o p315 wugll _ol,isVl
JTerminal Service Plus

o Whiall duwlw VI
28 (955 6,58 6> ol S o bl Juazs e &>l gl TSplus.
1. InIAdminTool Jsailg J] doMe wugu pol5 ol

il e dbl, 6)15] pole> cmell iz paziml pals wuHTTP kit LY a5 plaiwlApache.

- X

T:i tsplus - Administration Console

Lite Mode

o2 REMOTE

Help English @

1t HomE

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
APPLICATIONS However, you can use a different one (IS or Apache for example).

(®) Use the built-in HTTP web server
O Use a different HTTP web server

(ep PRINTER
When using 115 or Apache, its HTTP port number must be set to 81,
[Tunneling forwards this 81 port into the public HTTP port 20)

Change the Web Server root path

i Farm
You can change the Web Server default root path.
The current Web Server root path is:
& SESSIONS Ch\Program Files (x86)\tsplus\Clients\wanw Select a new Web Server root path

ek SYSTEM TOOLS

ADVANCED
ﬁé-:: Web servers options

Change the HTTR/HTTPS port numbers

m ADD-ONS Will not change IIS or Apache port settings

HTTP: |30 =
@ LICENSE HTTRS: [443 =

Save and Restart Web Server
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disabling Built-in HTTP

The built-in HTTF will not start anymore,
I Make sure that one other HTTP web server is active on port 21

oK

ol> cdgll OVl slacYApache.
2. >lxc]Apache

& 34HTTP 080 _JI81.

aiy o)l 53a32all plill iy aaiss le luolApache ol ¢l wlslaclyApache il el

i Jasy adus dblis oo sl wle lslac|Apache o lebass (i oSy cb) g lgsleiw 13] o3
LoVl

83le liSay jusi iaio £lowwdl SApache e sb Jiaws calollhttpd.conf sg>gall (8 Ju>
'Apache\conf":

Roiw!81

>,z clgoVl acl Jiis doasApache.

3. éa9=ll _J 6bol 6,15] pole> u9TSplus

AiSay i BLHTTP gHTTPS (8 8bsl 6,1] wugll awolzl JTSplus. o pladiwl, 8ol duwliall
SJ9 03D 6 5sall Soy Ol LS Bk sic Wolrs iz Loyles go dac .5 51

Web servers options

Change the HTTP/HTTPS port numbers
Will not change (15 or Apache port settings

HTTP: 20
HTTPS: 443
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ﬁ v Computer + Local Disk (C) »

Organize v & Open Include in library « Share with « =~ [ @
<% Favorites MName Date modified Type Size -
B Desktop . Backupparam 6,/24/2015 4:05 PM File folder
& Downloads 1. Boot 4/20/201512:45 PM  File folder
(E-ﬂ Recent Places 3. Documents and Settings 7/14/2009 6:53 AM  File folder
3. M50Cache 1/29/20153:01 PM  File folder
- Libraries . PerfLogs 7/14/2009 4:37 AM  File folder
@ Documents | prints 1/30/201511:50 AM  File folder
J}l Music . Program Files 9/10/2015 5:03 PM File folder L
[ Pictures . ProgramData 9/10/2015 5:03 PM File folder b
B videos 3. Recovery 2/24/2011 T:00 PM  File folder
. Shared Folder 6/5/2015 5:28 PM File folder
1% Computer . software 7/10/2015 4:03 PM File folder
ﬁ Local Disk (C:) . templates 7/10/2015 3:55 PM File folder
L tmp 9/10/20155:03 PM  File folder
?! Network . tmpsetup 6,/23/2015 5:12 PM File folder
1 Users 6/12/20153:11 PM  File folder
M var 1/30/201511:50 AM  File folder
10 Windows 6/25/201511:54 AM  File folder
| wsession 9/10/20155:03 PM  File folder
%) grldr 2/24/2011 T:02PM  System file 200 KB
@] indey htel TANMS 403 PRA Firefow HTAI Mine 14 KR S
) prints State: 2 Shared Shared with: Remote Desktop Users; Tout le monde
I Filefolder Date modified: 1/30/2015 11:50 AM




prints Properti

General | Sharing | Secunty | Previous Versions | Customize

Object name:  C:\prints

(Group or user names:
52 Systéme ~
EIJ Administrators (admin-PChAdministrators) —=3

4 sers (@dmin-PChUsers) =

ﬂl Ramrnta Nacltan | loare isdmin P Ramctae Dasldan | leare’
1 | 10 | b

To change pemissions, click Edit. | Edit

Pemissions for Users Allow Dery

Full cortrol "
Modify v
Read & execute

List folder contents

Read

Write v 5

[ »

m

For special pemissions or advanced settings, Advanced
click Advanced. | van

Leam about access control and pemissions

| ok || cancel || ppl

25 32> calo.html sl e i (9 aolaiuwl dxaaS Jguo9 w9 19

C:\Program Files (x86)\TSplus\Clients\www

sy Sindex.html 3 alze Hizdl Lol &y e sl 3leg bo 0sS, 130 63 Ji>"Apachelhtdocs”.

5. ohblag] 63020 &l TSplus: ojles Jaxllly 9l Joi olalall
weHTML5

I3] S €5 O placiwl 13 pliaill pilall lcApache STSplus Gateway Portal /9 9l plasiwl & s
Jwoxi o 5lesTSplus Gateway Portal /9 ol plaziwl 6500 Ji5 olalall JuieHTMLS, zlixiwd J| 2 lowd] uaii
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Vol w0l weSy i) 62>9CGI dleas SApache.

29 =iy walallnttpd.conf >¢>g0ll 9 JJd>"Apache\conf' culy e jlaw 9y 1 JWE
;LoadModule cgi_module modules/mod_cgi.so

al|"" sSei 62>9CGl:

Jroxi 62> gJlcgi_module modules/mod_cgi.so

P &l e Jlow Ty 1o

aSlo| plles L09.aiCGl

aSlo|g slasl.exe zlowll clalo).exe Joleil zol iSCGI dawlg,Apache:
AddHandler cgi-script .exe

Lus3l oy e jLs|Apache ol alxo"cgi-bin" Lol L, TSplus ssixy e a0l wCGl. plall iy
ele aslo] Jlawl JWI 8 walohttpd.conf 3g>¢all (8 JJ>"Apache\conf™:

ScriptAlias /cgi-bin/ "C:/Program Files (x86)/TSplus/Clients/www/cgi-bin/"
>,y clgoVl acl Jiin doasApache.
15] el ol dlSiso 9 oxelCGl e ps3Apache Lol weh > g0 JIJI
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Turn Windows features on or off 6.

To turn a feature on, select its check box. To turn a feature off,
clear its check box. A filed box means that onby part of the
feature is turned on.

. Web Management Tools -
= . World Wide Web Services
=] . Application Development Features

[} .NET Extensibiity
[]! asp )
[]) ASP.NET
), Cal
| ISAPI Extensions
| ISAPI Fitters
[]} server-Side Includes

| Common HTTP Features =

OK Cancel
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& » WIN-URFCTRSQGDF » Sites » Default website »

File  View Help

0 Default website Home

~ W Go ~ (gShow All | Group by:

?ﬂ Start Page Filt
: Heer:
483 WIN-URFCTRSQGDF (WIN-URFCTRSQGDF Adrministrator)
|2} Application Pools ASP.NET
4-[&] Sites )
[ Default website &
Explore MET
Edit Permissions... ithorizati..
" Add Application... o
s Add Virtual Directory... ET Profile
| Edit Bindings... |
Manage Website » ‘J}E
k%31 Refresh pplication
= [Setti
K Remove i
Install Application From Gallery l&
Herame roviders
R T - e

-
& 4
MET .MET Error Pages MET
Compilation Globalization
- - & o
| =
& A
NET Roles JNET Trust NET Users
Levels
o W .
Connection Machine Key Pages and
Strings Controls
& &
Session State SMTP E-mail

il Lehttp" 9 " ms" i ddiall 181 Lasly e 39lge @i il e 8

Site Bindings
Type Host Mame Port IP Address Binding Informa...
http 20 3

Type: IP address:

‘ http

v‘ |AII Unassigned

v|IB‘I

Host name:

Example: www.contoso.com or marketing . contose.com

Edit

Remowve

e

Browse

(== e =
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i ‘?ﬂ Start Page Filt
: I
4 --iﬂ WIN-URFCTRSQGDF (WIN-URFCTRSCGDPAdministrator) .
.. 2} Application Pools Al
4- @ Sites
b@ Default websit=—
gl Explore
Edit Permissions... I
& Add Application...
| Add Virtual Directory... ‘
Edit Bindings...
Manage Website k
E Refresh |
X Remove
,;’ Install Application From Gallery
Rename
{2 Switch to Content View
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Site name:  Default website
!

Alias:

cgi-bin

Example: images

Physical path:
ChProgram Files (x86)\T5plus\Clients\wwwhcgi-bin

Pass-through authentication

Connect as... Test Settings...

i il e " 39len" s iwg ol Sl Lol ,dYI"cgi-bin® 18 a5 aidlio] | @8sellS Lol .l (oYl sl
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|
Q-2 |8 Bl <
- ﬂ‘i Start Page :
: Filter:
F qﬁ WIN-URFCTRSQGDF (WIN-URFCTRSCGI
.2} Application Pools ASP.NET
4.[@] Sites =y
J-i Default website &
f ifl cgi-bin— LIET
& Explore
Edit Permissions...
Convert to Application

Add Application...

Y=

Add Virtual Directory...

Manage Virtual Directory

i3 Refresh
X Remove
/2 Switch to Content View

TT T IT T T

Site name:  Default website
Path: !

Alias: Application pool:
Default website
Example: sales

Physical path:
C:\Program Files (x86)\T5plus\Clients\wwwcgi-bin

Pass-through authentication

LConnect as... Test Settings...

[ ] Enable Preload
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Eile  View Help

Sj cgi-bin Home
it Open Feature

o % Start Page : 3
: Filter: « W Go - G Show All B Explore
493 WIN-URFCTRSQGDF (WIN-URFCTRSQG e ¥ Go - (gShow Al | e T

----- @' Application Pools o]
4.[8] Sites % Basic Settings...

4 4D Default website Directory Error Pages Failed Request M Virtual Direct
Dﬁ':'] cgi-bin Browsing Tracing Rules i & @

Browse Virtual Directory
. i, Browse *:81 (http)

Handler HTTP Redirect HTTP Response Edit Virtual Directory
Mappings Headers Advanced Settings...

%EI _ﬂ] o Install Application From

Gallery

IP Address and Logging MIME Types e Help
Domain Rest...

Maodules Output Caching Request Filtering

&

S50 Settings

Management

[ Festure View | Content View
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Request path:

*.exe

Example: *.bas, wsvc.axd
Medule:

CgiModule

Executable (optional):
"CAProgram Files (x86)\T5plus\Clients\wwwh\cgi-bin\hb.exe"

Name:

ey aze0 STl L&l e " 35150" plawull SlxioLISAPI 13D

Do you want to allow this ISAP| extension? Click "Yes" to add the
extension with an "Allowed" entry to the ISAP] and CGI Restrictions list
or to update an existing extension entry to “Allowed" in the ISAP| and

CGI Restrictions list.

oVl el e " obgsl el



Group by: State =

tme_~

| path Type

[ Hardler

Disabled

Add Managed Handler...
Add Script Map..,

Add Wikdcard Script Map...
Add Module Mapping. ..

Enabled

Enabled
Enabled
Enabled

CPTIONSYerbHand)
TRACEYerbHander
StaticFile Edi...

Rename

Remove
Edit Feature Permissions. . .
Revert To Parent

View Ordered List..,

P - L_)o &.)o "w" -)iils '.-;lc :l'&l_g‘o"

Edit Feature Permissions

Cancel

6392l J| axaall duus JI"CGI-bin". ,ail Je"CGI" zia) LailazCGl:

9 /cqi-bin Home

Filter - - (g3 Show All | Group by: Area
s
,,; H g {| ] = - A |
b = = %4
Authentic... CGl Compression  Default Directory  Emor Pages
Document  Browsing
=R =
¥ & §
Output Request  S5L Settings
Caching Filtering

Olhusil

P29 juei doyd plaziwl!" 6a>9 pSil 6l JSI "eleaiwl J|

Unspecified ProtocolSupportModule Local
Unispecfied ProtocolSupport Module Local
File or Folder StaticFileModule, Def sultDocume.,.  Local
E1E3

& < 5 = &N
Handler HTTP Logging MIME Types  Modules
Mappings Respon...
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P cal Actons

v Apply
Display: ~Friendly Names - % Concel
| 4 Behavior @ Hep
Time-out (hh:mm:ss) 00:15:00
Use New Console For Each Invocation True M
4 Security
Impersonate User True

3. 9N vl >hielCGI

Yl selazll 6,591 (D plawl 31oYCGI Jasll, Lo ool il e dgil 308"ISAPI 9CGI". Sy
eiell e ells oo JN5 Ladl e awl lexdl U8 aslall e Colsdl uwVIl oo 53801

U;I WIN-08MP70K44CH Home
| ’

Fiker: - B - Geshow Al | Growmby: dres - -
s

[=1-[&] Sites

1§ Default Wb Ske - 61 i =3 ¥y & == = gll 6 g I
H-( P coibin gud - .Li' G l".f" e = * ! o L. ol
Authentication &l Campressian Defaul Direckary Error Pages FastioGl Handler HTTP Cial| QISAP] Fiters Logging
Decurrant Browsing Sattings Mappirgs Respo... § | Restrictiors |
2 . ; = F's
1 e o = k]
JE Q‘n’ﬂ :' . o= " oty
MIME Typas Modules Output Request Servar Warkar
Caching Fitering Certficates Processes
Management
- 2 -
] B E
Confiquration  Feature Shared
Ediar Delegation  Configuration

Ll dxan 36,8"ISAPI 5CGI" Lasl e aslo]"..." L5 bl adl oo 63861 oY1 33> lusell JolSUI
cala)"hb.exe" se>gall (8 AlxoTSplus. a5 (o oz )l ploawd” Hlua) a8LoYl Miaill, laS a6 auosiy
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Qgg ISAPI and CGI Restrictions

Lise this feature to spedfy the ISAPI and CGI extensions thak can run on the ‘Web serve

Group by: Mo Grouping -
_Description_~ | Restriction | Path

Edit Feature Settings. ..

ﬂl Help

iOnline Help




ISAPI or CGI path:
ChProgram Files (x86\T5plus\ Clients\wwwhcgi-bin\hb.exe

Description:

Gl

[v| Allow extension path to execute

Qf;! ISAPI and CGI Restrictions

Use this feature to specify the ISAPI and CGI extensions that can run on the Web server.

Group by: Mo Grouping =

Descripfion Restriction Path

Active Server P...  Allowed Fowindir?ehsystermn32hinetsnAasp.dil

ASP.MET v2.0.5... Allowed Fawindir?s\Microsoft. MET\Frameworked'w2.0.5072Maspnet_isapi.dll
ASP.MET v2.0.5... Allowed Fewindir?a\Microsoft. MET\Framework\w2.0.5072T\aspnet_isapi.dll

ASP.MET v4.0.3... Allowed Fowindir?e\Microsoft. MET\Framework'w4.0.3031%aspnet_isapi.dll

ASP.MET v4.0.3...  Allowed Fowindir?&\Microsoft. MET\Framework64\w4.0.3031%aspnet_isapi.dll
I Cal Allowed ChProgram Files (x36)TSplus\ Clients'owwwhcgi-binihb.exe I

S o al 5 awdCGI e wlosls pi s slac] Lanis" " pasimall | "auzo" 9 gdeall" g iUVl
"ol 9"cgi-bin".



el Internet Information Services (IIS) Manager

(&) ‘_‘; » WIN-N2UEFVD2SBH » Sites » Default Web Site » cgi-bin »

File View Help
Connections a
I i& Ccal
@ﬁ Start Page

= Display:  Friendly Names
493 WIN-N2UEFVD2SBH (WIN-N2UE|

i[5} Application Pools 4 Behavior
a4 (&) Sites Time-out (hhimmiss) 00:15:00
P &P Default Web Site Use New Console For Each Invocation True
b-(2F cgi-bin 4 Security
Impersonate User True

Impersonate User

Specifies whether a CGl process is created in the system context or in the context of the requesting user.

< m > | [ Features View |i7Z Content View

Configuration: ‘lecalhost’ applicationHost.config, <location path="Default Web Site/cgi-bin">

a Help

adol U3V JolSUI paiall"lUSR" 8 JJI

C:\Program Files (x86)\TSplus\Clients\www\cgi-bin

=Y ST o uSos @19 ©LgdVI sic (19S5 padimolUSR oSl JolSUl 5 . JJall
C:\Program Files (x86)\TSplus\Clients\www\cgi-bin

adol U3V JolSUI paiall"lUSR" 9 JJAI

C:\Program Files (x86)\TSplus\Clients\webserver\twofa

4. adlo| glgilMime _SIIS

28l azg0 40l9Vl J9guuaS @89 Jusiits yol9Vl !

638L @ ol

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent



/+[fileExtension=".dat',mimeType="text/plain’]

638L &9 ol

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent
/+[fileExtension="",mimeType="text/plain']

osle| JiiwlIS.
5. 2955 b9l JJolIS
lacl o3 JolSJl dcgazall "guaxdl" 9 JJAI"C:\inetpub\wwwroot”
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Tl tsplus - Administration Console

o2 REMOTE

fx HomEe

[ arpLicaTIONS
(P PRINTER

@ wes

By earm

2 SESSIONS
% SYSTEM TOOLS
% Apbvancen
&7 ADD-ONS

(& LICENSE

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
However, you can use a different one (IS or Apache for example],

@ Use the built-in HTTP web server

O Use a different HTTP web server

When using 1S or Apache, its HTTP port number must be set to 81.
[Tunneling forwards this 81 port into the public HTTP port 80}

Change the Web Server roat path

You can change the Web Server default root path.
The current Web Server root path is:
C\Program Files (x86)\tsplus\Clients\wwnw

Web servers options

Change the HTTP/HTTPS port numbers
Will not change 1S or Apache port settings

HITP: |50 o

HTTRS: 443 =

Help

Select a new Web Server root path

Save and Restart Web Server

— X

Lite Mode

English <

P 9 i 838 il e 335" Lo 5z 305 sl "aaxdl g9 slue SIS sills o ol GsSy

Gt :Jio"C: \ inetpub \ wwwroot". VI sl ule lhe>" éslelg JuisAdminTool".

1+ HoMmE

[ arpuicaTiONs
(P PRINTER

Q@ ws

B rarm

2, SESSIONS
t’-’k SYSTEM TOOLS
83 Apvancen
&7 ADD-ONS

& LICENSE

Tl tsplus - Administration Conscle

o2 REMOTE

Default HTTP web server

A built-in HTTP Web Server is provided with tsplus
However, you can use a different one (1S or Apache for example),

@ Use the built-in HTTP web server

O Use a different HTTP web server

When using 1S or Apache, its HTTP port number must be set to 81.
(Tunneling forwards this 81 port into the public HTTF port 80)

Change the Web Server root path

You can change the Web Server default root path.
The current Web Server root path is:
C\Program Files (xB&)\tsplus\Clients\www

Web servers options

Change the HTTP/HTTPS port numbers
Will not change 115 or Apache port settings

HITP: |80 =

HTTRS: 443 =

Help

Select a new Web Server root path

Save and Restart Web Server

- X

Lite Mode

English

el 5Ll aul




disabling Built-in HTTP bt

-"'h"h The built-in HTTP will not start anymore.
! | . Make sure that one other HTTP web server is active on port 81

SR -

e

QK

Your web root path is now:
Chinetpublwwwroot

bl g GME] 11 6,bY L a5 zidl 6151 6,1V 640 31 Lslg Ll db), gl
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m TSplus - Administration Console

TSiE (IS Remote Access Management Console

1At HOME

APPLICATIONS D @

E] PRINTER Computer name; DESKTOP-SCVIIVH http:/localhost
Private [P 192,168.1.22 =~
. b o by
@ WEB PubliclP 78 | Bl |
RDP port 3389 j' The built-in HTTP server is listening on port 80
m FARM Connections: 1 @\ The HTIPS server is listening on port 443
o
2, SESSIONS
% SYSTEM TOOLS @ System Audit - Mo issues found on °
ADVANCED
sé:; @ Version | - You are using the latest version
{7 ADD-ONS
@ License Activated - Enterprise edition - 25 users
(G LICENSE
@ End of support date:

J ) Help
English X

7. ksl go Gsdall _Jxall
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PLUS

Log on

| TSPLUS ‘

‘ John | v

. b e 00000000000

O HTMLS @ RemoteApp

olel,>] radlo)

woSiRemoteApp

o ol sgizy Alxo"remoteapp” ‘9 03> wllS (cilinetpublwww\cgi-bin\remoteapp) Loyl le oLl
ol o3 IlUSR, V] elaiw 13704 sic dglro plxiiwlRemoteApp.

19Si2FA

o9 Gl 12> > p) pi wSwi2FA o (SO Y azg Ao puwl
C:\Program Files (x86)\TSplus\Clients\webserver\twofa. gl walotwofactorauth.ini.

e 1S9 ol

o pd Jwan2FA _SAdMInTool clivy 13 Alzell calog.ini 1id

o p b clall lagis2FA

o e Guli olgdl pasiuslUSR le alxall vanlitwofa sl ps -o3Lis]

Jisd JloS] 03 Golasdl Li>( o) @) 0S5 So5 plRisl2FA) ginsw coisall o s Jo3all go @l
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1.
238l ,20llS: a8 Jusiisiy o lons clogleos cuuYI(IIS).

2.
sl ] asuas o llall (8 ,ua0l1S. 33> alxall 9l g8gall g StV sl iy Ll walall sl Joxy
B>+ e Ll Das Bgoje Lo dsar "oblall L9 Lose ol

Lp) 0 | (n) Welcome  </> Elements E%Console 4K Sources 7 Network < 2F O -+ oA A

B ) topw B T Filter Default levels w @ 29 2 hidden §8%

© »oaer http://localhost/software/htmlS/imgs topmenu/notepad++.ico 484 (Mot Found) notepad++.ico:1 @ &
[MEW] Explain Console errors by using Copilot in Edge: click () to explain an error. Learn more Don't show again

© boaer http://localhost/software/htmlS/imgs ftopmenu/notepad++.ico 484 (Mot Found) notepad++.ico:l @ &
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» ThisPC » Local Disk (C:) » inetpub » wwwroot » software > html3 » imgs > topmenu ) v
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Date modified Type Size
# Quick access

arrow_up.ico lcon IKB
B Deskdop ’ O default.ico lcon KB
k| { Downloads * ) desktop.ico lcon G KB
=/ Documents 4 [E floatingpanelice lcon KB
= Pictures - 3 folder_table.ico lcon GKB
shared i notepad++.ico lcen 2KE
) D taskbar.ico Icon KB
B This PC Ej topmenu.ini Configuration sett... 1KE

P 30 Objects

I Desktop
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e

ent Viewer

File

<E|‘I‘

Llm

.

& Internet Information Services (1I5) Manager
& = @ » WIN-TOIQIFVHHSD » Sites » Default Web Site »

File View Help

Connections

@- |7 |8 “ Request Filtering

=709

+ -85 WIN-TO1QI7VHHSD (WIN-TO|
-[£} Application Pools
v [&] Sites
v & Default Web Site
» [ addons
5 (@ cgi-bin
» [] ConnectionClient
>[5 downloads
» [ downloads
» [ prints
> [ prints
>
>
>
>

FileExtension  Allowed

% RemoteAppClient
] software

7] templates

[ var

Use this feature to configure filtering rules.

[2 File Name Extensions =4 Rules

Hidden Segments

Alerts

Edit Request Filtering Settings

General

Allow unlisted file name extensions

Allow unlisted verbs
Allow high-bit characters

Allow double escaping

Request Limits

Maximum allowed content length (Bytes):
[zo000000 |

Maximum URL length (Bytes):
[#03s |

Maximum query string (Bytes):
[2042 |

% Content View

(= Features View

< >

Configuration: 'Default Web Site' web.config

Cancel

(i) File name extensions that
appeer in the list and have
Allowed set to False are
blocked. No other file name
extensions are blocked.

Actions
Allow File Name Extension...

Deny File Name Extensio
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https://dl-files.com/dev/tsplus/cchateau/sc-23118-virtual-printer-update/tsplus/Setup-TSplus.exe
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The destination host can be a predefined value (e.g. "ie" or "none") or a
2 /host (ie | none | custom) user-defined value (ex. 127.0.0.1 or proxy.company.org). This
parameter is mandatory.

The port number used to connect to the proxy server. Required if the
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/p hostname value is a custom user-defined value.

4 Jusername dummy The username to connect to the proxy server. This setting is optional.

The user’s password must be supplied if a username has been defined.
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cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
}else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}
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p = 'software/remoteapp.html’;
window.name ="" + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
} else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);
}
window.open(","_parent',");
window.close();
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p = 'software/remoteapp.html’;
window.name ="" + window.opforfalse;
if (cpwin != false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
} else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}
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p = 'software/remoteapp.html’;
window.name ="" + window.opforfalse;
if (cpwin !=false) {
cpwin.name = window.opforfalse;
cpwin.location.replace(hostGateway + jwtsclickLinkBefore(getside(), p));
} else {
window.open(hostGateway + jwtsclickLinkBefore(getside(), p), window.opforfalse);

}
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window.location.href = "http://google.com";
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if (childurl 1=") {
window.name = childname;
location.href = childurl + '#";

}
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if (childurl 1=") {
window.name = childname;
location.href = childurl + '#";

}
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# Apache VirtualHost example
ProxyPreserveHost On

ProxyPass / http://127.0.0.1:81/
ProxyPassReverse / http://127.0.0.1:81/

RequestHeader set X-Forwarded-Proto "https"
RequestHeader set X-Forwarded-For "%{REMOTE_ADDR]}s"
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TSplus - Administration Console - 19.10.3.1 — x

Lite Mode
Assist Me Help English -

ﬁ Web Web Server

1 Home

Default HTTP web server

O appLicaTions A built-in HTTP Web Server is provided with Tsplus
However, you can use a different one (IS or &pache for example].

@ Use the built-in HTTP web server

(ep PRINTER
D Use a different HTTP web server
When using IS or Apache, its HTTP port number must be set to 81,
@ WEB [Tunneling forwards this 81 port into the public HTTP port 20)
O Enable Web Portal 2026 for 550 - Windows Integrated and External Authentication (beta)

By rarm

° Change the Web Server root path

& SESSIONS You can change the Web Server default root path.
The current Web Server root path is:
C:\Program Files (x86\TSplus\Clients\www Select a new Web Server root path

!’.’k SYSTEM TOOLS
83 Apvancen

q.p ADD-ONS Web servers options

Change the HTTR/HTTPS port numbers
Will not change 115 or Apache port settings

@7 LICENSE —0 -

HTTPS:  |4443 =

Save and Restart Web Server
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"Saml2": {
"ldPMetadata": "https://mycompany.okta.com/app/abcdfegh12345678/sso/saml/metadata”,
"Issuer": "https://portal.mycompany.com",
"SingleSignOnDestination": "https://mycompany.okta.com/app/mycompany_portalsaml_1/
abcdfegh12345678/sso/saml",
"SingleLogoutDestination": "https://mycompany.okta.com"”,
"SignatureAlgorithm": "http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256",
"SigningCertificateFile": "",
"SigningCertificatePassword": ",
"SignatureValidationCertificateFile": "okta.identity.saml|2.portal.cert",
"CertificateValidationMode": "ChainTrust",
"RevocationMode": "Offline",
"XmlCanonicalizationMethod": "http://www.w3.0rg/2001/10/xml-exc-c14n#"
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