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Action Required: Missing Update and Support Services!

Update and Support Services are crucial for the automatic delivery of essential updates, including OS compatibility adjustments, critical security fixes, and access to the latest features
They also give you access to our Technical Support Team.

Please Renew your Subscription
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License Activation

Please select the license(s) you want to activate on this computer:
TSplus Advanced Security (already activated on this computer)

(O Do not activate additional Updates/Support
{8} Update/Support Users for TSplus Advanced Security Ultimate edition - 1 year

The licenses listed above are all the licenses currently available for activation on this computer.
If you have purchased multiple units, only one will be displayed in this list for this computer, and you
will be able to activate the other units on other computers.
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License Activation

Your license has been activated!
= Update/Support Users for TSplus Advanced Security Ultimate edition - 1 year

Thank you for your business!
You can now safely close this window.
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@ Permanent License Activated - Ultimate Protection edition.

B compuer: [ =

® Computer name: TSPLUS-SERVER1

El Support renewal date: 2027-03-07

(2) User Guide

lgﬂ E,U\mltFTliE ( 52& )

2 #7 TSplus Remote Access H#iRTEF :

BT

AR BUUEFYIF TEERTUTRAR TSplus BREEM license.lic X, S

EEHETIE

287 TSplus Remote Access iR

BREZER.

B #83% 4% TSplus Advanced Security!

Licensing x

The license has been successfully activated!
Computer ID: 7

Permanent license
TSplus Advanced Security Ultimate Protection edition

Version7 1820 Permanent License Activated - Ullimaie Protection edition.

RIVEET -

2


/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/activating-your-license-offline
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
/zh/tsplus/rehosting-your-license
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf
https://terminalserviceplus.com/attachments/TSplus-Customer-Portal-User-Guide.pdf

SR - FHMME

FHHMME HIFEFIRE

BU L BN R ETE R / IRE RHRZ B IS TSplus Advanced Security BIEIEFIRE :

TSplus Advanced Security - X

ADVANCEDSECURITY [

Language English -
Dashboard (:) Backup / Restore I
- =]

Firewall 2, Whitelisted Users

2, Product Name Value
Sessions &) Geoaraphic Protection Pin Code

& Buiteforce Protection Contribute to improve product by sending anonymous data Yes

& Frowal Computer Nickname TSPLUS SERVER]
Ransomware © Restrict Working Hours Data Retertion Policy 43200

Trusted Devices
() Ransomware Protection
3 Logs

Reporis

Settings

©
@
&
ol
=
o
e

License

(@ User Guide Version7.1.911 | Permanent License Activated - Ulimate Protection edition.

T5plus Advanced Security - Backup/Restore >

Backup

Backup

Restore

2024-08-23_14-27-31 -

FRestore Festare Settings Only




ZFREEXH KB #3EE L F TSplus Advanced Security BYiR BB ZF. BRIABERT , #
E XHMF 4L : C:\Program Files (x86)\TSplus-Security\archives

FRGFITHITEMGHRE
WEREN TR :
o #{D TSplus-Security.exe /backup [FIiEH) B FEEE]

RINBERT , RO EIEEMNT TSplus Advanced Security i B X HRHAWIHERE ZH, A,
ZFMUTUREFEEENXMHXRD, A TFFERAEXNREFNERER,

o 1E TSplus-Security.exe /restore [%& 13 B K& &]

EENZMEZRSAITE —ME XK —MRENXHR , ZEXHRRET /backup S8l
= 3: 08

HoiE & 1%

FER , BALEEMRFEEATESRIRE :

Z0 EFZOUEEMKRIMAIEE HKEY_LOCAL_MACHINE\SOFTWARE\Digital River\RDS-
Tools\knight\archivespath BRIATER T , HEASRLLIRE B XMW ‘archives” B %,

ALEEMERFIEETANRASHHRE, HKEY_LOCAL_MACHINE\SOFTWARE\Digital
River\RDS-Tools\knight\imaxarchives ERIAER T , Advanced Security (R &G 3 MNE 17,

RENHENRETZE S —SITTEN

FEBRUTSRESREZEMENTEN A TBEITENB

1.
EHENA £, ERER20RAUEFTNZD. REVNBEFIRFEERERTD , ZBERM
FEaRLLRBEZYT (BERN C:\Program Files (x86)\TSplus-Security\archives ) o

2.
HEFCIENR MR (Fla0 , 887 backup-2019-09-11_14-37-31) , BEAERS , Mit
ENANEEREREFNEITEN B RBRE R,



3.
EIHEN BNZFOMEECNH , B IREHD , BRBEMRENEXRRZD AN,

4.
RE , BENREREURERE. & , TARTREUREMBERENRE , XETBAH
THE K BEITENA LRESRZL2MNRER,

5.
FREZFF 208 , MEBISRELDEREMMBIRE,

IR

— I BEEFREEMA. P, BRBFREGRENEFERE.

WHIBEEEMEE BB L FTSplus Advanced Securityf) 3% B FH HY SUHF R,

MRAS5 K% 2 BT B Advanced Security B2 — 4

BRELMERA 5.3.10.6 AEEARAT -1

data — O s
“— v » ThisPC » Local Disk (C:) » Program Files (x86) » TSplus-Security » data v 0 Search data 2
TSplus-Security ~ MName Date modified Type Size
archives < data 10/21/20194:52 PM  Data Base File 100 KB
data | ransomware-internal-whitelist.json.old 3/19/2019 7:01 PM OLD File | KB
drivers
langs
logs v
t =



https://www.litedb.org/
https://www.litedb.org/
https://www.litedb.org/
https://www.litedb.org/
https://www.litedb.org/
https://www.litedb.org/
https://www.litedb.org/
https://www.sqlite.org/index.html
https://www.sqlite.org/index.html
https://www.sqlite.org/index.html
https://www.sqlite.org/index.html
https://www.sqlite.org/index.html
https://www.sqlite.org/index.html
https://www.sqlite.org/index.html

= - BRI

X ROWEERP KT AFE BRAHNLEIPHELY MREES , TURRKAEN B EX

?\J“;EE”O

Dashboard

Firewall

Sessions

Ransomware

Settings

License

SSalichay Settings

Language

f:) Backup / Restore

2 Whitelisted Users

2, Product

%) Geographic Protection
& Bruteforce Protection
@ Firewall

() Restrict Working Hours
G Trusted Devices

(%) Ransomware Protection
1 Logs

(?) User Guide

English -
Hame Vaive
=
Ilgnore Local and Private |P Addresses No 1
Tsplus Advanced Security - Edit Setting x

Ignore Local and Private IP Addresses

Description:

TSplus Advanced Security will ignore lacal and private IP
addresses while protecting against brute-force attacks.

Value:

No ~

Save Cancel

Version7 1820 Permanent License Activated - Ullimaie Protection edition



SR - B KIE

X PAAIE IR AT EBE Windows B A IES{E BB A #F TSplus Advanced Security A
B AE

EH4.4iRZA LK , TSplus Advanced Security 2 & 7T A& X IE.

ER—HIES , MREHRSEE LB A T WindowsBy Xt | W RE A © K H#H1TTSplus
Advanced SecurityM N ( BRIA ) o MRBRE T HMPHAE , MAFUBSETSplus Advanced
Security & B X 1,

TSplus Advanced Security - X

ADVANCEDSECURITY el ]
Language English

Dashboard (:) Backup / Restare

Firewall 2 Whitelisted Users

2, Product Name
@ Sessions %) Geographic Protection Use Windows Firewal
& Buteforce Protection Linbloc after
@ Enable Hacker IP addresses automatic synchronization
[El () Restrict Working Hours
Trusted Devices
{2 Ransomware Protection
@ % Logs
(o2

FE°FE

Ransomware Contribute to improve Hacker P list

Settings

License

(@ User Guide Version7. 1820 Permanent License Activated - Ullimate Protection edition.

FERWindowsPy A iE EFCEABRI A , BRENRE > % > 7 m > £ Windows By A |
HHEREN : & WRIEERE , WEAFEH Windows B A EERRIEEEEM IP thit, BNEER
TSplus Advanced Security B X 1%,

FUIE BEAULRBEUE—ENE (A8 REN ) FEES P tiit, BRIAMER 0, ALY
B, H:0

BERAEFIPHItEMNES RIFENVRRZIESARMBHRY | SIWELKE. ELRSEA. &
BERf. EFMZNEME TR  FARTEIPRY . FSERITAXENEMNRS. ME: =



TN EZREIPYIER AiF TSplus Advanced Security X3EE R FEARITHE | UEBENER
IP BRI
B: 2



=R - HIBLRIP

X OHIBRIP AT AT ERMBM BRFEMAHE, HERP I

TSplus Advanced Security - X

ADVANCEDSECURITY [

Language English

Dashboard €)) Backup /Restare
. o

® Firewall & Whitelisted Users
2, Product Name Value

© Sessions 3Geograpric Protecion| Watched Processes HTHLSservice
& Brteforce Protection Watched Ports
& Firewall

IEI Ransomware (2 Restrict Working Hours
Trusted Devices
() Ransomware Protection

_ i Logs
isl Settings .
G= License

(@ User Guide Version7.1.820° | Permanent License Activated - Ulimate Protection edition.

HIABRT , HTMLS RS RN,

X EMEO REAFESRANBYENNRD wEARY Thee, RIAMBRT , wBARPLEITATZ
BEETIIRS BMERIAL O, XL 0S4 RDP (3389 ) . Telnet (23 ) A VNC %0, #E{R
# 5L VNC 24£7 : Tight VNC. Ultra VNC. Tiger VNC # Real VNC , iX££5 TSplus =
2 v N



BE SWFATE BEARERARSMINERE AETFE , WMEEBRSIKEITE TSplus
Advanced Security B ZEIH 4 IRHIKIR

ERFAE , BHARREERHNKE BFE TSplus Advanced SecurityfI Z 2% B FXH*, BR
IWERT , BRI TFILA : C:\Program Files (x86)\TSplus-Security\logs

Tsplus Advanced Security - X

ADVANCEDSECURITY [l e B

Language English
Dashboard () Backup /Restore
" o
& Firewall 2 Whitelisted Users
2, Product Name: Valus
© Sessions & Geographic Protection Enable TSplus Advanced Securty service log No
& Bnteforce Protection Enable Bniteforce Prolec No
E’\ Firewall Enable Geoaraphic Protect Ho
o
€| Ransomware Restrict Working Hours Enable Ransomware prote: No
B2 Trusted Devices Enabls Working Hours Rest ice log No
() Ransomware Protection Enable Firewall log Ne
$  Settings kel Loos| Enable TSplus Advanced Securty application log No
G7 License
(3 User Guide Version7.1820 Permanent License Activated - Ultimate Protection edition. |

BRSEA TSplus Advanced Security RFMNARFBEE |, 23REAETHE2REERS
MMNAEFEONBE,

EERTLAE ASHRK TSplus BREZEINEEMIN N EE :

o BB

o« ROWMRY
o IR

o BMRUMHRF
o PR&| TR
o BHKIE.

R AR



FEREMABR THREZAN, AEXNNTARNAHF , RN FHAKR RS IFEREET
(R R R 1% 8 A AT A 1H



it
3
1
oy

X Fm ETRAFE ARRAZEFAMPING

Toplus Advanced Security - X

ADVANCEDSECURITY [SERU
Language English

Dashboard (:) Backup / Restore

Firewall & Whitelisted Users

BN Product] Name Value
@ Sessions %) Geoaraphic Protection Pin Code
& Bteforce Protection Contribute to improve product by sending anonymous data Yes
& Firewal ) Computer Nickname TSPLUS-SERVER1
E| Ransomware © Restrict Working Hours Data Retention Policy 43200
[P Tusted Devices
(%) Ransomware Protection
553 1 Logs
(oo

Settings

License

(@) User Guide Version7.1820 Permanent License Activated - Ullimaie Protection edition.

RERTF. TREFHNARFNFEEERA PIN 88,

Bl TEAAETm BYREAERHE (RIABA) =

EREDERHFRENERT , FRELTHIE :

e TSplus Advanced Security#JHR 2,

e Windows iR,

o MRNHRESBHMRRMGITE,

B TEMBEI AL,

X BIEREBEBE BT MEIEES MR TSplus Advanced Security EHHI BT E ER, EEXHRE

FERE RS EITRED . RBIUDHNENE L. MIANBBERFBEN 259200 2% , 6
™R






=R - PERG R

X BRBRGHRP ETFATE BEERBEMEFELRBBIXGT BE SN BRRERT

ab
BEo

Tsplus Advanced Security - X

ADVANCEDSECURITY [l

Name Value
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File Snapshots Max Size 1
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Display Detection Alett Yes
i Logs Alowed PowerShell and CMD scripts
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Firewall £ Whitelisted Users
9, Product Name Value
Sessions & Geographic Protection Scheduied waming message before logof 5
# Brteforce Frotection . Atertion - vous sllez s déco
© Frewal (UTC+D1:00) Bueelles, Copenh...
Ransomware Restrict Working Hours o TSplus Advanced Securty
&2 Trusted Devices St o an warang hours YES
() Ransomware Protection
. Lo
Settings i logs
License
(@ User Guide Version7.1820 Permanent License Activated - Ulimate Protection edition.

’

ESHRIY SULUREERASEEIMITERZZAN D %K. MANERT , ©iREN 5 78,

EEERE ZUUREFEENESHE , FAEN

%MINUTESBEFORELOGOFF%. %DAY%. %STARTINGHOURS% #1 %ENDINGHOURS% #Y
EMNAF , XEENAPES A BRANSEATN Y o83, X ALK X8l B AN RME
RI{ERTE,

AIABRSS 2R X A BUBE 1E T A5 R AR F M N AYE TR E LERIABRST 2R X, LA(E AR B it K1 A
TEatiE A,

TEREHREE YA IERALERNERARKAFNREFRE ( BIA : TSplus Advanced
Security )

ETENASTHIE NREEN'R WEAF W TENAARNLERABRLAPNIALR
BT (BIk 1R






g
=

Tsplus Advanced Security - 7.1.9.30 - X

ADVANCEDSECURITY Rascs]

Edit E-Mails settings Configure SMS Edit MS Teams seitings

Dashboard

‘ Feature Description E-mails Sms MS Teams
@ Firewall

Bruteforce protection Sends you an alertwhen a Bruteforce attack has been detected (someone trying repeated... )
@ Sessions Ransomware protection Sends you an alert when Ransomware Protection detects a ransomware attack on your co... O
ﬁ Ransomware
A Aleris
[E] Reporis
§83 Settings
G License

(?) User Guide Version7.1930 Permanent License Activated - Uimate Protection edition. |

Program hacker.exe has been detected as a threat and
has been terminated on computer DV (MACHINE-NAME)

Dear Administrator,

Program hacker.exe has been detected as a threat on computer DV (MACHINE-NAME) by TSplus Advanced Security's
Ransomware Protection and has been terminated.

If you have any questions or feedback regarding this email, please do not hesitate to contact our support team by
replying to this email

Best regards,
TSplus Advanced Security Team

Generated by TSplus Advanced Security from DV (MACHINE-NAME) for thomas.montaicino@tsplus.net at 2024-08-23 10:37:25

Europe/Zurich.
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BAEMHRELCREREERN Teams SMEH 8 — N THERE.
BAMAETUMIEX-R

e 7E Power Automate ( ) > RERE > FTRE
o BT MSTeams ¥ ; RERELBEFANNES LN .. "B , REEE THER

B L MEAIEERAERE | #ZE “webhook” , B4R E“F webhook BFR &% 24, ”

All templates Top picks Shared

o %

Send webhook alerts to a channel

By Microsoft Power Automate Community

EEFAGEE (ERXRMIWMIE ) . EEEM MS Teams QIZTHEREN , XeERE L,


https://make.powerautomate.com/
https://make.powerautomate.com/
https://make.powerautomate.com/

Publier sur un canal lors de la réception d'une demande de webhook

Flux de travail via Power Automate | Affichez tous les modéles X

) Détails
Publier la carte dans un canal dans

Microsoft Teams lors de la réception de la
demande de webhook

* Microsoft Teams Team

Development ~

* Microsoft Teams Channel

Advanced Security (v7.1) Alerts .

&L Publier sur un canal lors de la réception d'une demande de webhook %
Flux de travail via Power Automate | Affichez tous les modéles

Workflow ajouté ! _
Votre workflow a été créé, Exécutez-le en faisant une demande POST & Cliquer paur copier

Voulez-vous apporter des modifications ? Gérez votre workflow

EH1ZMi ; XREFEETeamsiREFREN , N TEREZLHRSHFEEF,
RE , RELNINGIZARE MR REBNMNEENFREDR , ARUTAHERE
(4mEEHT )



When a Teams webhook request is received

5end each adaptive card

* Sélectionnez un résultat 3 partir des étapes précédentes

E body.attachme... x

L ]
* Post card in a chat or channel

f Ajouter une action

+ Mouvelle

etape Enregistrer

(mERE)



ii When a Teams webhook request is received *

+
N
L] n = . 3
* Publier la carte dans une conversation instantanée ou un canal .
*Post as Flow bot A
*Post in Canal |/\\T‘ S
*Team Development A
*Channel Advanced Security (v7.1) Aleris A
* Adaptive Card Comps x
Card Type ID Should match with corresponding When someone responds to an adaptive car

Masguer les options avancées ™

+ Nouvelle

&tape Enregistrer
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BT X/ RDP Defender , A LA % #EWindowsHI EFAMER |, HEZXAME B FHHERBIP
MatHIABHZE,

TSplus Advanced Security — x
O O Firewall
Search Q Filters: Blocked - Bruteforce Protection, Blocked - Geographic Protection, Blocked - Hacker IP P+
IP Address Country Status Date Description Add IP Address
[2] Dashboard 127.0.0.1 Whitelisted 23300t 2024 12:28:40  localhost
o1 Whitelisted 23 200t 2024 12:28:40  localhost Edit IP Address
§02001:861:2048:3c0...  France Whitelisted 23 200t 2024 12: localhost
® OWa fe80:8576:2d2buc1 .. Whitelisted localhost X
192,168.1.134 Whitelisted localhost Remave
83.166.153.206 Switzerland Whitelisted 23 200t 2024 12:28:40  TSplus Advanced Security Updates
Q essio 5 51.89.7.51 United kingdom Whitelisted 23300t 2024 12:28:40  Remote Support API Export to CSV
=5159.41.38 Germany Whitelisted 23200t 2024 12:28:40  Remote Support Relay (DE)
I#15179.79.179 Canada Whitelisted 23300t 2024 12:28:40  Remote Support Relay (CA)
£ Ransomware B 139.99.130.197 Australia Whitelisted 23200t 2024 12:28:40  Remote Support Relay (AU]
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/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices

TSplus-Security.exe /disabletrusteddevices “user:WIN-A1BCDE23FGH\admin;user:DESKTOP-
A1BCDE23FGH\johndoe;group:DESKTOP-A1BCDE23FGH\Administrators”

BXEZEERE , FHR

REMNZVPHFRPERBER : KERNER
iBA -

TSplus-Security.exe /setup-driver

R

&% BERDEF REDRRERPEHEF. LBEBEERELRTRIT,
5

TSplus-Security.exe /setup-driver

BXEZEERE , FHR

HEHZREFRIPEDER : HEENERF
BE
IR -

e HEEHEF HERansomware ProtectionIR 385, IR 4EE ¥ £ Advanced SecurityH
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/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-trusted-devices
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware

TSplus-Security.exe /uninstalldriver

BXEZEE , FR


/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware
/zh/advanced-security/advanced-ransomware

#

ZE2EHRE—NEENFEEXRER , BRRENERT TSplus Advanced Security R &8 it ENLFT
PATHRE,

EHBEORBAMTSplus Advanced Security =B O$TH |, FERBEEATE TRWERESNEHIN
RREMF, EHEQLERNERLER/LY B3RIE.

REBHIRTE4Y , WRTFEM, REIWNTREN B, BXIDEERMER,

TSplus Advanced Security - Security Event Log - Events since 11 sept. 2024 16:3%:17 — O *

Date Feature Message

25 sept. 2024 09:19:18 Synchronized Hacker IP addresses protects your computer against 564 436 405 IP addresses,

A new session Console (#1) has started for user ADVadministrateur from client TSPLUS-SERVER1 and IP address <MNot a

5 {4} 0%:13:
25 sept, 2024 09:13:18 remote connection>

25 sept, 2024 09:13:06 Alogon request has been granted for user ADVadministrateur because ADVadministrateur is allowed

25 sept. 2024 09:13:06 ;:sceornnectlon has been authorized for user ADVadministrateur from computer because this feature is not enabled for this
. Learning period has started. During this period, all detected programs will be considered as false positive and added to
eSS EpEIZ I 22 the program allow list.

Learning period has started. During this period, all detected programs will be considered as false positive and added to

24 sept. 2024 15:04:54 the program allow list.

24 sept, 2024 15:03:49 Ransomware Protection has been stopped from the administrative interface or following an update,

24 sept, 2024 15:03:42 Protection against Ransomware is up and running

Learning period has started. During this period, all detected programs will be considered as false positive and added to

ZOarE 200 TR the program allow list.

24 sept. 2024 15:03:15

Ransomware Protection has been stopped from the administrative interface or following an update,

24 sept. 2024 15:03:10 Protection against Ransomware is up and running

olololololololoelelalala
P DDBDERPRRPREO S B D

24 sept, 2024 11:05:35 Synchronized Hacker IP addresses protects your computer against 564 436 405 IP addresses,
Copy
Search | O wide Less Significant Eos2024 @~ | onomools]| - [zsiomz04 @ | [easessl] | 16 >

Export to CSV

SHNEHRBERRET AT LARTIRNITZERE. REETHEERLEEE , ARLEER
BIPRZRHE Ro

EHEORNUABY , AT EEERHAM TSplus Advanced Security Zh&E,
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B X 15

IPibutEHEREE , RFE-NIIREATEERE LN B EERIPHYE

Firewall
Search Q Filters: |Blocked - Bruteforce Protection, Blocked - Geographic Protection, Blocked from TSplus, ~
IP Address Courtry Status Date Description Add IP Address
8 1.1016.0-1.10.31.255 China Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
#:1.19.0.0-1.19.255.255 South Korea Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs Edit IP Address
=132128.0-1.32.191... Singapore Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
=2.56.192.0-2.56.195... Netherands Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs Remove IP Add 1
=m257.185.0-2.57.185... Russia Blocked - Hacker P Protection 11 sept. 2024 14:38:52  Known Malicious IPs emovelteSriEsE
mm 7 57.186.0-257 187 Russia Blocked - Hacker IP Protection 11 =ept. 2024 14:38:52  Known Malicious IPs
§H257232.0257.235... France Blocked - Hacker IP Protection 11sept. 2024 14:38:52  Known Malicious IPs Export to CSV
56 2.55.200.02.59.203... United Kingdom Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
5134128051347 Fan Blocked - Hacker IP Protection 11sept. 2024 14:38:552  Known Malicious IPs
HE 5 180.4.0-5.180.7.255 United States Blocked - Hacker IP Protection 11 =ept. 2024 14:38:52  Known Malicious IPs
25 5.183.60.0-5.183.63... United Kingdom Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
== 5.188.10.0-5.188.11... Russia Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
—

RINBERT , IPV4, IPVe FIFTE RS SR EN b ZER B L H,

— N A ENERENSRERRERETRERHENESNERNEE,

Firewall
lSearch Q Filters: | Blocked - Bruteforce Protection. Blocked - Geographic Protection, Blocked from TSplus . vI
IP Address Courtry Status Date Description Add IP Address
B 1.10.16.0-1.10.31.255 China Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
0 1.19.0.0-1.19.255.255 South Korea Blocked - Hacker P Protection 11 sept. 2024 14:38:52  Known Malicious IPs
132128.0-1.32.191... Singapors Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
=256192.0-256.195. Netherdands Blocked - Hacker IP Protection 11 =ept. 2024 14:38:52  Known Malicious IPs " L. .
= 257.185.0-2.57.185... Russia Blocked - Hacker IP Protection 11 sept. 2024 143852 Knonn Malicious IPs Remo e
mm 2 57.186.0-257.187... Russia Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
BH2572320257235. France Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs Export to CSV
25 2.59.200.0-2.59.203...  United Kingdom Blocked - Hacker IP Protection 11 =ept. 2024 14:38:52  Known Malicious IPs
5134128051341 fran Blocked - Hacker P Protection 11 sept. 2024 14:38:52  Known Malicious IPs
HE5180.4.05.180.7.255 United States Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
.18360.0-5.183.63... United Kingdom Blocked - Hacker IP Protection 11 sept. 2024 14:38:52  Known Malicious IPs
mm 5188 10.0-5.188.11... Russia Blocked - Hacker IP Protection 11 =ept. 2024 14:38:52  Known Malicious IPs
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Edit IP Address — >

IP Address 1.11].15.1]—1.11].31.2 i |
Description ||{n|:|wn Malicious 1Ps |

{® Blocked IP Address () Whitelisted IP address

Edit IP Address

REEHIFTEENRE , EEANEAUES QT HMNABI AR L AT+ , E—XREPE
BHBMSNEELEIPHIURI AR,

EAaSITRIIA B3R EEFE L IPHEA/SIPSEE

e AT whitelist IP #h31tsf IP SBE , S HHBEZEMT ¢
TSplus-Security.exe 711 B &P [ip addresses] [optional description]

BRI ZNMNPHUFIIABREE  FRA— ESFSSSBEHF A, ERALUEEIPHUSETE
MAREEMIPHLE, BER © xxxX-y.y.y.y &E , BALIERABLHN K WEER,

XR—NTEBHSHRS] . TSplus-Security.exe addwhitelistedip
1.1.1.1;2.2.2.2;3.3.3.1-3.3.6.12;5.5.5.5 “Johnfy T4EFFR”

e AT X IPibutsl IPSERE T EBRLNIEE !
TSplus-Security.exe PR 1E IP [ip addresses] [ A% #iR]
o AT MBI P ibut IPERE T EBRLNIEE
TSplus-Security.exe f#8i IP #biik [ip addresses]
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Tsplus Advanced Security - X

ADVANCEDSECURITY BRLGLEL Geographic Protection

(O Allow connections from anywhere

Dashboard

() Allow cannections only from private and allowed IP addresses
Firewall

@ Allow connections only from this list of countries:
Sessions

Ransomware ~+ Add Country ¥ Remove Country

Bl France EE United States
Alerts

Reporis

Settings

®
@
&
ol
=]
o
[

License

@ Apply now

(® User Guide ion 7.1.9.11 Permanent License Activated - Ulimate Proke

HmHEOREERYIR, EREFERMNBFRPPER,
BRI LR AE T EMNE | BRI ATIEE SR/ X Fra L a4 PR LErY 1P 5t A9 PE L,

REMNERZALUREEEERF.



Add Country =

Select Country %.E | nited States e

-| ILnblock all IP addresses blocked by Geographic Protection for the selected country,

his action will be executed when applying changes.
Add Country

EERRT : ATREENENR , BRE“NA"EE.

Toplus Advanced Security -

PV \Vacs - calchnyg Firewall = Geographic Protection

(O Allow connections from anywhere
Dashboard

() Allow cannections only from private and allowed IP addresses
Firewall

@ Allow connections only from this list of countries:
Sessions

()
@
) Ransomware
ol
El
=
e

-+ Add Country X Remove Country
Aleat Bl France EE United States
erts
Reports
Settings
License
[E) Appiy now
[GlEazreiis Version 71911 Permanent License Activated - Ullimate Protection &

EXMIFH , AFRAXENEENAFRITZREEE,

HIBINES B RELE EERNAF ., RE R UEIAANAER.




Confirmation

Please make sure that you have allowed at least your current location,
! or you will be instantly blocked when applying these settings.

Are you sure you want to apply these settings?

Yes Mo

BRIk B B EXPRY 175 18]

b IBORA A LAEC & 1 RIS EHLBRRI IR, R T FAAF FREFEPMEHX

$0

Tsplus Advanced Security

PN/ Vace s culcied Firewall > Geographic Protection

(O) Allow connections from anywhere

Dashboard
) I @ Allow connections only from private and allowed IP addresses I
@ Firewall
O Allow connections only from this list of countries:
@ Sessions
I'El Fegasmr et -+ Add Country > Remove Country
Bl France BE United States
@_ Aleris
[E] Reports
ﬁ? Setlings
G% License
@ Apply now
(@ User Guide Version I-LK Permanent License Activated - Ulimate P rotec ti o
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/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall

Tsplus Advanced Security - X

P eV acecc=tcaed [irewall > Geographic Protection

I (® Allow connections from anywhere I
(O Allow connections only from private and allowed IP addresses
() Allow connections only from this list of countries:
-+ Add Count Ty X Ty
HiFra =
[5) vty now
(D User Guide Version Z.1.910)  Permanent License Activated - Utmate Protection ediion: |1

A2 5 PH LE AVIP st

M — NP EFE LR, EAHIME PR LE AV Pt AT AR AR B | H R LR IE
R IPH#HEFIR A,

MREHFEL | BATEWEZEIRMIELE TSplus Advanced Security A /o B9 E 47 E SRt 1TEEE |
BlanEE NS — MERRS S|EESFEA VPN BF. SEAUERAEHE2FH®HTERE  Ehl
L2ELRRIZEATE , F2# TSplus Advanced Security B 1E,

BE

RERRBERTBYTIHEENER, MERE , S0P ENBREFERERBELE , M
MEERMTERE | T EBME — Pt EFER,

Z RS E S HIPH IR INE 2R 5 R P 3B G 4R b IR AR B SR PR LE Ih

b
BEo

IR Rt IR AR IP

IBRFPBEEANTCPMSEERE | RFEIPVARIPVE ( BRIEEE T &S Windows APIERR ) .

TR HEAPBRIAMER T2UIAIXBITSplus Remote AccessBIWebfREESHIERE (IR E
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/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection

MEwO : RIAMBRT , HEBRPUITFATEEEZIRSHFNRIARO, XLEROITIE
RDP (3389 ). Telnet (23 ) f VNC, #ERIFZFLLT VNC 247 : Tight VNC. Ultra
VNC, Tiger VNC #1 Real VNC , iX£5 TSplus T2 FTXk, NMREBFEEAHUEHIREROHE
ftim O B9ERE | HalE .

KMHH -

3B AR I5E A = F0 1[5 B9 4 M AL 5 SR 4 M 5k B AR RN E REY A ShiERE -
e \Windows API

e WindowsE4i& BR

o NEPTKIE

—XFHE , WindowsEHBERR - MERNWAKRREBERTE | TUXNERNESESH. BUERA
WindowsPBs K& ( BINRE ) BYER T EAWindowsE4HEER,

5—X M , Windows AP| ZIEAREMZEE THRIARYF , BA S BRIEEEZENKEN
CPU HEMFFLE N, EEE , Windows API B 8l T X% IPv6,

RERH A E AT AP ERNERANERFREEIWindows M E XK MXHIED. HNEHXERE
AT HENEEZS , BUERCRITHERTHATER.

WEAE : SRZTL2EFEH MaxMind X R IBVERE , KE
MBEEN— N REHEFRESUEMOIPHbIE | 15 B BB RMaxMind AR 2R 1t 8] &,

S PEHEER

MRERD BRI REEE LR B KGR EFERNERIRFWERNERE , XEEREN :

X

REPMH : N THIE—NPibi | BRI FEWindowsPs A tE ERM— NI, Rt , &
%, BEREESATTFENRS. BEEERE—EHNIESHESHHEMEBEFLE | HIMREBHR
H, EXTHBERT , BEEERZEFRHEFB I ‘WindowsPh XIE' RS, BETUBKREBNE=
FREFRESS , HHNRE 5%, FHMNNERERMEIWindowsps X & ESFRN, R
EABE AR RESRNERERA , BAVEZ R IBF KX L EEES

VPN : MRZEZZEFFIRFEAVPN , BRI FREBHVPNEMUEERN P, FWERTA ,

VPNEMEELIKEEANFERA TS , LATHEAFERNKE, —LVPNREEATHFE X P4k
WEXR. Hit , FRAVPNEHREWAF TEELBE RLRNWERITHYL, a0, WRVPNE
HERR TRBHEZLFHIP , NZERSNBEHIBRFP RN I, RVPNEEARAZBLE
WIPH#isE , MRPEBSLTXEE,

By i I R . EHBAXENENREEARELANEHERE, BTEMRRR— NS , Bt
FREERIPHAL , Rt AR WibERE . A, AELSWLESURIP#E 4k LA ARE M 4 it
i, X RA B IERP 2. WIEEMN EE B MR IEX T AL ERRMAYARSS SRR, 2R
FIAEESKRACLME  NRFPEFEXRE,


/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
/zh/advanced-security/advanced-geographic-protection
http://www.maxmind.com
http://www.maxmind.com
http://www.maxmind.com
http://www.maxmind.com
mailto:sales@terminalserviceplus.com
mailto:sales@terminalserviceplus.com
mailto:sales@terminalserviceplus.com
mailto:sales@terminalserviceplus.com
mailto:sales@terminalserviceplus.com
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RELHNBZRZCABHIRY |, SINELRT. ELERSEA. EERHG. EFRNSEMHEME
MEIRFEES) , FHREFIPRY . BNRRUE—IMEBLRLNERE , IEMBRE LEA ,
BLEBh Xtk , SE2BEIEXS H B HEIPRY SR,

XEMEHERSTEARLFN.

HRRNXBERERE R, FAESNHNIPEENBEHRHKEL , EX6MN. Nt , BEIPR
FRARTERLZERAFHXERBESR.

REIPRIFSRAEN.

A BE SRERIFRE IPERE , M WPELER IP Mut T+ F3h EH

TSplus Advanced Security - X
D D Firewall

Search Q Filters: | Blocked - Bruteforce Protection, Blocked - Geographic Protection, Blocked from TSplus ., «

IP Address Courtry Status Date Description Add IP Address
[2] Dashboard 016011041255 " China Biocked - Hacker IP Protection 11 sept. 2024 1438:52 " Known Malicious iPs

:1.19.0.0-118.2585.255 South Korea Blocked - Hacker IP Protection 11 sepl. 2024 1438:52 Known Malicious IPs Edit IP Address

=1321280-132191. Sigapore Blocked - Hacker IP Protection 11 sept. 2024 1438:52  Known Malicious IPs
® a = 256.1920-256.195... Netherands Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs 3 e

=m257.1850-257.185.. Russia Blocked - Hacker IP Protection 11sept. 2024 14:38:52  Known Malicious IPs EnIE ress(es)

=257.1850-257.187... Russia Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs
© essi0 B02572320-257235  France Blocked - Hacker IP Protection 11 sept. 2024 1438:52  Known Malicious IPs Export to CSV

£52,59.200.0-259.203... United Kingdom Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs

5134128051341 fran Blocked - Hacker IP Protection 11sept. 2024 14:38:52  Known Malicious IPs
B FenmmoET 5.180.4.05.180.7.255 United States Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs

5183.60.0-518363 . United Kingdom Blocked - Hacker IP Protection 11 sept. 2024 1438:52  Known Malicious IPs

=5.188.10.0-5.188.11... Russia Blocked - Hacker IP Protection 11 sepl. 2024 1438:52  Known Malicious IPs

0| o
o
[E] Repo
Geographic Protection Bruteforce Protection Hacker IP Protection
£ Setting
@  Enzbled @  Enzbled @  Enzbled
- Access allowed only from your configured list You are protected against hackers, network Your are protected against 564 436 405
C e of countries including: scanners and brute-force robols from trying to malicious IP addresses from our worldwide
guess your logins and passwords community blacklist of known threats
Last synchronization; 25/09/2024
Configure Authorized Countries Configure Bruteforce Protection
@ d ersio ense Activated - Ullimate Protecl

Rt , ZIhBERNFEWindowsFh K & 1 €12 K£9600,000,000-PE LE B K 3EAL
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TSplus Advanced Security - X

PV \Nace =B eand onitor allincoming connections

New session for ADVadministrateur from <Not a remate
connection>

New session for AD\administrateur from <Nt a remate
Dashboard connection>
New session for AD\administrateur from <Nt a remate
connection:

Firewall
New session for AD\administrateur from <Nt a remate
connection:

New session for ADVadministrateur from <Not a remate

Sessions
connection:

New session for ADVadministrateur from <Not a remate
connection>

Q@ a e aa

Ransomware

Alerts
Firewall Sessions Ransomware Protection
Reports
. Geographic Protection . Restrict Working Hours . Ransomware Protection
0 remote access attempt denied 0logon attempt denied Ransomware Protection is enabled
Settings - . Learning period is ongoing
. Bruteforce Protection . Secure Sessions
- 0P address blocked 0 session configured
License
. Hacker IP Protection . Trusted Devices
564 436 405 malicious IP addresses 0 remote access denied
blocked

mware Protection

(@ User Guide Version7.1.9.11 | Permanent License Activated - Ullimate Protection edition.
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/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/firewall
/zh/advanced-security/working-hours-restriction
/zh/advanced-security/working-hours-restriction
/zh/advanced-security/working-hours-restriction
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
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Z3 TSplus BREZEH

ZEREREEHE

11T TSplus Advanced Security Setup 127 R BTSSR |

BRLFNEE R B RETRERF A EZIRFF T

+J Setup

Verified publisher: TSplus 5AS

File origin: Hard drive on this computer

Program location: "CA\Users\admin\Downloads\Setup-T5plus-
Security.exe” [SPAWNWND=5$7029C /NOTIFYWND=5$501C8
Show information about the publisher's certificate

Change when these notifications appear

Hide details

WRRAFENE , BFEBREPFES.


https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
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o FAAENRERE
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Setup - T5plus Advanced Security version 7.1.9.24 —

License Agreement —
Please read the following important information before continuing. o
"]
Please read the following License Agreement. You must accept the terms of this agreement before
continuing with the installation.
TSplus Advanced Security license agreement ~

Software

You should carefully read the following terms and conditions before opening the software package, or
if downloaded, before using such downloaded software. Opening the package or using the software, if
downloaded, means you accept these terms and conditions and understand that they will be legally
binding on you and TSplus Advanced Security, If you do not agree with these terms and conditions, ar
do not want them to be binding on you, you should promptly return the padkage unopened for a full
refund or delete the downloaded software from any storage medium that it is stored on.

Cwnership

You acknowledge and agree that TSplus Advanced Security (Ticensar™) is the owner of all rights, title
and interestin and to the endosed disks and/for cdrom andjor the downloaded TSplus Advanced
Security software, if downloaded, and the computer programs contained therein in machine readable
object code form as well as the accompanying user documentation along with all subsequent copies
thereof, regardless of the media or form in which they may exist (collectively the “software™). The

cnfhuzra ic mratactad hie cemriakt lzwe and intarnstinnel raste mravicicne and Hhie licanca sarcaamant

@ I accept the agreement

(_J I do not accept the agreement

ZRFHREEEHITEN L,

ERBERHEESR , ARGEEHE.



*0 Setup - Tsplus Advanced Security version 7.1.9.24 —

Installing
Please wait while Setup installs TSplus Advanced Security on your computer,

Extracting files...
C:'Program Files (x868)\TSplus-Security \Microsoft. Extensions, DependencyInjection. Abstractions. dll

Cancel

B OFS ARRRRGTRER/LD T TS TN,



*0 Setup - TSplus Advanced Security version 7.1.9.24 —

Completing the TSplus Advanced Security
Setup Wizard

Setup has finished installing TSplus Advanced Security on your computer,
The application may be launched by selecting the installed shortouts,

Click Finish to exit Setup.

Run TSplus Advanced Security

ZRSTRE , BULFFHRFER TSplus Advanced Security!

SBHXARPEETS , HE15K, ST W4Tl MB E5isns REEREL
R LT RERS |

BREZRAR

X TSplus Advanced Security Classic Setup 727 B TZE |, BRAETUMNBSTHIT

o FHERRYE 1214 /VERYSILENT /SUPPRESSMSGBOXES $#k
o FIRELRATETIRM /INORESTART SEKRMFILER, WSHBEBEE LRRNBE—RER,
s EZENMEREEEEANFIINMENTT (BFSRXHE 211 BREZEER

1% TSplus BREE

7T E£HE TSplus Advanced Security , 53T 7T B 3 C:\Program Files (x86)\TSplus-Security,


/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://dl-files.com/classic/Setup-TSplus-Security.exe
https://support.tsplus.net
https://support.tsplus.net
https://support.tsplus.net
https://support.tsplus.net
https://support.tsplus.net

\ = | Program Files (x86) - O X

Home Share View - @
&« v > ThisPC » Local Disk (C:) » Program Files (x86) v O Search Program Files (x86) L

Program Files (x86) A Name Date modified Type Size "

Common Files TSplus 11/7/20198:21 PM  File folder

Foxit Software TSplus-Security 11/7/201910:32 PM  File folder

Google Windows Defender 7/15/2019 1:39PM  File folder

. Windows Mail 7/1/201910:21 PM File folder

? Windows Media Player 10/2/20193:25PM  File folder

Internet Explorer

Windews Multimedia Platform

7/16/2016 3:23 PM File folder

Java Windows NT 7/16/2016 3:23PM  File folder

Microsoft.NET Windows Photo Viewer 7/15/20191:39PM  File folder

Mozilla Firefox Windows Portable Devices 7/16/2016 3:23 PM File folder

O L B < WA A mssimPmcssmeClaall T ' N
21items 1 item selected IEI =

ARE , Mifi“unins000” B AR F AT HEEF

System.ValueTuple.dll
Systermn.Xml.ReaderWriter.dll
System.Aml.ADocument.dll
System.Xml.XmlDocument.dll
System.Xml.XmlSerializer.d
System.Xml.XPath.dl
System.Aml.APath. XDocument.dll

15/05/2018 13:29
08/09/2024 21:4%
08,/09/2024 21:49
08/09/2024 21:4%
08,/09/2024 21:49
08/09/2024 21:4%
08,/09/2024 21:49

D systernaudit.out 27/09/2024 16:43
TraceReloggerLib.dll 26/06/2024 23:34
0 Toplus-Security 11/09/2024 13:42
D T5plus-5ecurty.exe.config 1170872024 13:37
. TSplus-Security-Service 11/09/2024 13:42
D T5plus-5ecunty-5Service.exe.config 1170872024 13:37
. TSplus-Security-Session 11/09/2024 13:42
D T5plus-5ecurty-5ession.exe.config 1170872024 13:37
| | uninsD0O0.dat 11/09/2024 16:36
. unins000 11/09/2024 16:35
D unins000.msg 11/09/2024 16:36
=l uninstall 11/09/2024 13:37

VErsion

WindowsFirewallHelper.dll

11/09/2024 13:37
10/01/72022 16:36
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Optional tasks
Select any optional tasks to be performed by the uninstall program.

Wiould you like to unbladk all previously blodked IP adresses?

Unblock IP addresses

Uninstall Annuler
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B4.3MRAEAK , TSplus Advanced Security$2ft TiIXPRIIEE , AT EBEREBN/IRERF/HEN
BBR

ENRRNERRLE , AFMANTIRURTANGIR X4, XX, EHRIRATEDN HEEE R,

—BTR, XEFSCHERTZE BE N EH/RE —RMN - TAFRERR , AR RH
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EERERAFLE , NTEMHARPEENSMIAFHE |, BT

TSplus Advanced Security - x

O O Sessions

Restrict Working Hours Secure Sessions
] Dashboard

. Configured . Configured

Autherize users and groups to connect only during certain days and Cenfigure the security level for each user or group by selecting cne of three
© ewa timeslots. standardized security levels crafted to the [T industry's best practices

Timeslot permissions can be managed by user or group. If a user belongs standards.

to several groups, the most permissive permissions apply. Customize the security level of each of the three standard modes to fityour

needs.
© 0
a
[] Ranso o
Restrict Working Hours Configure Secure Sessions

[ e

Trusted Devices Permissions Management
B Repo

. Configured . Configured

¢ e g Decide whether a user can connect from any device or only specific device Easily inspect and edit permissions of users, groups, files, felders and

names and prevent compromised credentials from being used to access printers or inspect permissions applied to each folder, subfolder or fils.

vour network. Audit specific files to monitor permissions in the event viewer.
- ance Alist of devices that attempt to connect is automatically created, facilitating

the task of accepting or denying access from specific devices.

Choose Trusted Devices I Inspect Permissions
0] d ersio Permane ated - Ultimate Protec



TSplus Advanced Security - X

P eV acec=lched oSessions > Permissions Management

() peny @ Read /" Modity {3 ownership
Dashboard Users and Groups - AD Domain Select one or multiple files or folders to edit permissions
Default View Name Permissions Oviner
_ =
Firewall ) = N
@ Switch View |51 SRecycle Bin AUTORITE NT\Sy
I3 SWinREAgent BUILTIN'Admin
_ o I3 Backupparam BUILTIN'ADmini
@ Sessions I Documents and Settings AUTCRITE NT\Sy
[ PerfLogs AD\userl
£ Program Files T SERVICE\Tru:
IEI Ransomware |1 Program Files (x86) NT SERVICE\Tru
[ ProgramData AUTCRITE NTiSy)
5 Recovery AUTCRITE NTiSy)
£ System Volume Information BUILTIN\Admini
A Aerts i
L = tmp BUILTIN\Admini
£ Users AD\user2
I3 Windows T SERVICE\Tru
[E] Reporis £ wsession BUILTIN\Admini
| SWINRE_BACKUP_PARTITION.MARKER AUTCRITE NTiSy)
|| DumpStacklogmp
_ lang.ni BUILTIN'Admini
8  Settings jj silent it BUILTIN\Admini
G= License
< b4
led v
>
Tip: keep the CTRL key pressed to select multiple items.
) Local U d Group:
(@ Files and Folders (O Registry () Printers
® ADU d Group
(P User Guide Ve|sinn7_1- PemlanentLicenseA:livated—_

B8 - REELREN  FTEAFREMENHREN R EHIELRR, MREEFET X4, N
Pt FA P 4 1B 48 152 B FIT ik SUA4- B9 AR ( FileSystemRights.Read ) » MIRIER T BF , NFTEA
FP#IE4EEAFI i B XA RENPR ( FileSystemRights.Read #1
FileSystemRights.ListDirectory ) o

B %[ EREUEREE , FREAFMRENMENHRENRHUNR, WREEFET —IX
f , MATIE A P HIR FIREATE X HFRIR |, A EZXHREFNHATNR

( FileSystemRights.ReadAndExecute ) ,» HIRIEFET —MNEF , NFER P HER T IREF 5
HEHITE ZABHER ( FileSystemRights.ReadAndExecute #1
FileSystemRights.ListDirectory # FileSystemRights.Traverse )

B AR EESUREN |, AP RREXNFIEXHRENRONR, MRERET —1HX
%, MIFTE R P 48R T8 S Pk X RY I BR ( FileSystemRights.Modify ) » Z1RIEER T —/NB
*, MFmEAFEBEFERMIE B FZABINR , SRS XA E FHNR

( FileSystemRights.Modify H FileSystemRights.CreateDirectories
FileSystemRights.CreateFiles 1 FileSystemRights.ListDirectory #
FileSystemRights.Traverse )

FRIEN SREMESURERN |, Pt AP REREX AL X4 RGN R T2 12 I

( FileSystemRights.FullControl )

BEMRONRIETHR R AEN , BIEANHNE TIERMEATEE



ADVANCEDSECURITY

Dashboard

Firewall

Sessions

Ransomware

Reporis

Settings

License

BANTEDHL -

TSplus Advanced Security

ADVANCEDSECURITY

Dashboard
Firewall
Sessions

Ransomware

Reporis

Settings

License

3 - ==x
\/EE,

Sessions

Permissions Management

@) veny (© Read Z' Modity {Z3 ownership
Users and Groups - AD Domain Select one or multiple files or folders to edit permissions
Default View Mame Permissions Owner ~
=] HY
A [ SRecycleBin Read AUTORITE NT
[ SwinREAgent Read BUILTINVADm
Users o [ Backupparam Read BUILTINVADm
admin (protected) [ Documents and Settings Deny AUTCRITE NT
Administrateur (protected) [ Perflags Deny AUTCRITE NT
usert [ Program Files Read NT SERVICEV]
user2 [ Program Files (x86) Read NT SERVICEV]
user3 [ ProgramData Read AUTCRITE NT
userd [ Recovery Deny AUTORITE NT
Groups [ System Volume Information Deny BUILTINVADm
|2, Accés compatible pré-Windows 2000 = tmp Read BUILTINVADm
|2 Accés DCOM service de certificats Users Full Control AD\user2
2% Administrateurs (protected) g admin Deny BUILTIN\Adm
2%, Administrateurs clés administrateur Deny BUILTINVADm
2 dlés Enterp LAl Users Dery AUTORITE N1
: Read AUTCRITE N1
2. Administrateurs de entrepl Top1s Advanced Security - Please Wait... =ad
2, Administrateurs du schéma Deny AUTORITE N1
|2, Administrateurs Hyper-v Dery AUTORITE N1
2% Admins du demaine Please Wat... Full Contral BUILTIN\Am
|2, Contréleurs de domaine _ Read BUILTINVADm
2, Contréleurs de domaine dl Eesd W SEOUICET
2% Contréleurs de domaine d'
<
items.
(O Local Users and Groups
(®) Files and Folders O Registry O Printers
(® AD Users and Groups
(@ User Guide Version7.1.9.11 Permanent License Activated - Ulimate Protection edition.
Sessions > Permissions Management

(@) peny

Users and

(G Print

Groups - AD Domain
Default View

Switch View

/" Manage Documents

o
O

o
m|

o o o o o o e

]

admin [protected)
Administrateur (protected)
usert
user2
user3
userd

bo bo bo bo Bo bo

{

|22, Accés compatible pré-Windows 2000
|22, Accés DCOM service de certificats
|22, Administrateurs (protected)

|22, Administrateurs clés

|22, Administrateurs clés Enterprise
|22, Administrateurs de I'entreprise
|22, Administrateurs du schéma

|22, Administrateurs Hyper-v

|22, Admins du domaine

|22, Contréleurs de domaine

|22, Contréleurs de domaine clonables

{&} Manage printer

Select one or multiple printers to edit permissions

Name
=]

Printers
Virtual Printer

Permissions

S Universal Printer
S Microsoft XPS Document Writer
S Microsoft Print to PDF

Print
Print
Print

<

|22, Contréleurs de domaine d'entrepri

enled ¥
>

O Lol Ut

® AD Usel

sers and Groups

rs and Groups

(3) User Guide

Tip: keep the CTRL key pressed to select multiple items.

() Files and Folders

O Registry

Version7.1911
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Permanent License Activated - Ultimate Protection _
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Ensure inherited rights from
groups are taken into
‘ Rights are granted or denied account

An access rule is created
denying Read

AddAccessRules

An access rule is created
denying ListDirectory

PurgeAccessRules
including all rights

User or groups is not User or groups is
granted any rights | Rights are granted | ‘ Rights are denied | granted Read
AddAccessRules  — ’ ?
An access rule is created
denying ChangePermissions User or groups is

An access rule s created ‘

and TakeOwnership granted full control but
should not

User or groups is
granted ListDirectory

AddAccessRules AddAccessRules

An access rule is created User or groups is
denying Write and Delete granted modify but
should not

AddAccessRules — ?
If rights are applies on a directory, then inheritance is 6

set at object (Objectinherit) and container level
(Containerinherit)

XH

o WRES : https://docs.microsoft.com/zh-cn/dotnet/api/
system.security.accesscontrol.objectsecurity?view=netframework-4.5.2

o MHFREZEMPR : htips://docs.microsoft.com/zh-cn/dotnet/api/
system.security.accesscontrol.filesystemrights?view=netframework-4.5.2

BREMNR

ERERIFF , N TEMHARPEENTN AR, FIXHERIM | &AM 0 E
hES MRS RANNR,



https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.objectsecurity?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2
https://docs.microsoft.com/en-us/dotnet/api/system.security.accesscontrol.filesystemrights?view=netframework-4.5.2

TSplus Advanced Security - X

Sessions > Permissions Management

(:) Refresh Q, Enable Audit (@ View Audit
Dashboard Selact one or multiple files or folders to edit permissions Permissions
Name ~ Name Permissions
ERa aEa AUTORITE DE PACKAGE D'APPLICATION\TOUS .. Read
55 SRecydesin AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Read
[ SWinREAgent
=) Backupparam AUTORITE NT\Systéme Modify
[ Documents and Settings BUILTINVAdministrateurs Modify
[ PerfLogs 2
2 BUILTINGUtilisat Read
= Program Files \tilisateurs €2
Ransomware B [ Program Files (35) =) NT SERVICE\Trustedlnstaller Full Control
[ Common Files
51 dotnet
= Google
251 Internet Explorer
= Micrasoft

5 Microsott SQL Server

I3 Microsott Visual Studio 9.0
5 MicrosotNET

5 Mozilla Maintenance Service
5 Sottland

£ TSplus

£ TSplus-Security

5 TSplus-ServerMonitoring
£ Uninstall Information

[E5) Windows Defender

£ Windows Mail

£ Windows Media Player v

Reporis

Settings

License

(@ Files and Folders () Reqistry (O Printers

(@) User Guide Version7.1.9.11 ) Permanent License Activated - Ultimate Protection ediion. |

ISR LA S REVIRES | LAESREE#o

ABGBEIERPBRN XX, FXARSIXH , RERENHHERFITZREKREAFT,

eV \Vasc=Bcied oSessions > Permissions Management

(:) Refresh Q_ pisable Audit (@ View Audit

Dashboard

Select one or multiple files or folders to edit permissions Permissions

Name A Name Permissions
=] CA 2 AD\admin Full Contral

5 SRecycleBin 2 AUTORITE NT\Systéme Full Cantral
IC31 SWinREAgent
{31 Backupparam -3 BUILTIN\Administrateurs Full Control
I Documents and Settings
I PerfLogs
I3 Program Files
|21 Program Files (x86)
2 ProgramData
IC Recovery
I System Volume Informatio This computer is a member of an Active Directory domain.
= tmp | Please ensure that your global security policies allow
Users authorization change audit.
[ admin
[ administrateur
251 All Users
[ Default
[ Default User
[ Public
(25 usert
| desktopini
I3 Windows
|5 wsession
SWINRE_BACKUP_PARTITIOM.MARKER
DumpStacklogimp v

Firewall

Sessions

Ransomware Authorization Change Audit X

Aleris

Reports

Settings

@) Files and Folders () Registry O Printers

(@ User Guide Version7.1.911 Permanent License Activated - Ulimate Protection edition.
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Tsplus Advanced Security - X

PV Ve cc=lcaed oSessions > Permissions Management

) Rete Q pisale vt

Dashboard Select one or multiple files or folders to edit permissions Permissions
Name ~ Name Permissions
" A 2 \admi
Firewall = |.EE| S AD\admin Full Control
ecvesin o) AUTORITE NT\Systéme Full Contral
[ SWinREAgent
2. BUITINVAdministrateurs Full Control

I Backupparam
5 Documents and Settings
£ Perflogs
£ Program Files
£ Program Files (x36)
5 ProgramData
|51 Recovery
I3 System Volume Information
I tmp
Users
[ admin
[ administrateur
[ Al Users
[ Default
[ Default User
[ Public
[ user1
| desktopini
I3 Windowss
[ wsession
SWINRE_BACKUP_PARTITIOM.MARKER
DumpStacklogimp v

Sessions

Ransomware

Aleris

Reports

Settings

(@ Files and Folders () Reqistry (O Printers

(@) User Guide Version7.1.911 ) Permanent License Activated - Ultimate Protection edition. |
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TSplus Advanced Security - x
Sessions > Permissions Management

(:) Refresh Q, Enable Audit (G View Audit
Dashboard

Select one or multiple registry keys to edit permissions Permissions

Mame Permissions
AUTORITE DE PACKAGE D'APPLICATION'TOUS ... Read
AUTORITE NT\RESTRICTED Read

Name ~
El [ HKEY_LOCAL_MACHINE
= [ HARDWARE

Firewall

2 AcPl

[ DESCRIPTION
[ DEVICEMAP a2 BUILTIN\Administrateurs Full Control
&= E’:ESDURCEMAP 2, Tout le monde Read
B [ SOFTWARE

=7zp

(5 Amazon

[ Classes

[ Clients

[ cvsm

[ DefaultUserEnvironment

[ Digital River

[ dotnet

[ FabulaTech

[ Google

[ Intel

[ Javasoft

[ Microsoft

[ Mozilla

[ mozillaorg

[ opeC

[ OpenssH v

AUTORITE NTSystéme Full Control
Sessions

Ransomware

Reporis

Settings

License

() Files and Folders O Printers

(@ User Guide Version7.1.911 Permanent License Activated - Ulimate Protection edition.




Tsplus Advanced Security - X

Sessions > Permissions Management

(:) Refresh Q, Enable Audit (B View Audit
Dashboard Select one or multiple printers to edit permissions Permissions
Name Permissions Name Permissions
[ — =] Pr\nt:rrst o AD\administrateur Print, Manage Documents
E Virtual Printer 2, AUTORITE DE PACKAGE D'APPLICATION\TOUS ... Print
Universal Printer
7 b Microso XPS Document Writer -3 BUILTIN\Administrateurs Frint, Manage Printer
Sessions S Microsoft Print to PDF 2 BUILTIN\Opérateurs d'impression Print, Manage Printer
-3 BUILTIN\Opérateurs de serveur Frint, Manage Printer
o
[ -3 CREATEUR PROPRIETAIRE
-3 Tout le monde Print

Aleris

Reports

Settings

License

(O Files and Folders () Reqistry

(@) User Guide Version7.1.911 ) Permanent License Activated - Ultimate Protection edition. |




TSplusEREE - TRFH

ZRIQIR L B5

BB SRR |, SAA B R RNV R B 1A 4

Configuration TSpIus Architecture Simulator Required TSplus Products

Simultaneous users Remote Access - Enterprise Edition x 2 (50 users)

Users pe

r 50 Y- X Remote Access - Enterprise Edition (3 users)
Advanced Security e

2FA Users

Server Monitoring

Advanced Security - Ultimate x 2 (2 servers)
Advanced Security - Essential (1 gateway)
Web browser access

Reverse Proxy

= HTTP(S)
RDP

Fj Gateway 1

Remote Access - Enterprise - 3 users

Advanced Security Ultimate
2FA Enabled
B App server1 = app server2
Remote Access - Enterprise - 50 users Remote Access - Enterprise - 50 users
Advanced Security Ultimate Advanced Security Ultimate
2FA Enabled 2FA Enabled

BHER
TSplus Advanced Security % 32 {1 64 L2,
BRIERS

BRGLAERUTRERE 2 — :

e Windows 7& AR

Two-Factor Authentication x 3 (1 gateway + 2 servers)


https://tsplus.net/architecture-simulator/
https://tsplus.net/architecture-simulator/
https://tsplus.net/architecture-simulator/
https://tsplus.net/architecture-simulator/
https://tsplus.net/architecture-simulator/
https://tsplus.net/architecture-simulator/
https://tsplus.net/architecture-simulator/

e Windows 8/8.1 ¥k

e Windows 10% MR

e Windows 11 Pro

e Windows Server 2008 SP2//ME i\l ARS5E: SP2 B 2008 R2 SP1
e Windows Server 2012 =5 2012 R2

e Windows Server 2016

e Windows Server 2019

e Windows BR% 2% 2022

e Windows BR% 2% 2025

FIRY S 32 FBA 4 284
RIEER

TSplus Advanced Security B E LA T e iR&H -
BEITHY 472 RESRA

Microsoft Windows 7 SP1 &l Windows 2008 R2 SP1 EEFNKEFH LT #F SHA2 XX ZE S (
Lt BT /21 TSplus Advanced Security & B X B MBI RZRHF R EEET.

AR XEERFAFERGRANBZERFAIRR,


https://dotnet.microsoft.com/download/dotnet-framework
https://dotnet.microsoft.com/download/dotnet-framework
https://support.microsoft.com/help/4474419
https://support.microsoft.com/help/4474419

TSplusEREE - Al JIEME

TR

TSplus Advanced Security®E Z LT 5o R &4

o BIERS . Microsoft Windows 7 ixZs , fRSE 1 ( #42 6.1.7601 ) =X Windows 2008 R2 , Ak
K81 (1R 6.1.7601 ) REBIRA,

BT ZERFEFRBZERFADRER, MRRD .

BIThT 453 HEFRA

Microsoft Windows 7 SP1 #1 Windows 2008 R2 SP1 EEFAMEH LT3 SHA2 IXZEE (
bt E# AT TSplus Advanced Security A& By X 3% M E1 R R EEIZ1T.

WeEY 11 HRERRANES FMER,
S| B

B #THY TSplus Advanced Security Z3 2148 Al LATE BLAL 3R EN -
BT RZEEFARBRZREOSHITERE,

TSplus Advanced Security ZEREFBEEFTFEEEENREUTHE

A REEFGF BRI 15 RWTEEE AR, BEREKR MREIERE TSplus
Advanced Security B8 ZI{EAIBES = 0] 72X,

ZRERG , FEHLLE T —NFHER. XL ERITFH TSplus Advanced Security H I HEL
BZ2 A,


https://dotnet.microsoft.com/download/dotnet-framework
https://dotnet.microsoft.com/download/dotnet-framework
/zh/advanced-security/pre-requisites
/zh/advanced-security/pre-requisites
/zh/advanced-security/pre-requisites
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://dl-files.com/data/Setup-TSplus-Security.exe
https://support.tsplus.net
https://support.tsplus.net
https://support.tsplus.net
https://support.tsplus.net
https://support.tsplus.net
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HIR 2 : BitE TSplus BRLZ L

BERBD
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Tsplus Advanced Security

PN/ A\ scn==mBl=langd [onitor allincoming connections

Dashboard

Firewall

Sessions

Ransomware

Firewall

Reporis

. Geographic Protection

0 remote access attempt denied
Settings
. Bruteforce Protection

0P address blocked

? & BB P B @ ©

License

. Hacker IP Protection
564 436 405 malicious IP addresses
blocked

(P User Guide

HITRE B ThEE

Sessions

. Restrict Working Hours
0logon attempt denied

Secure Sessions
0 session configured

Trusted Devices
0 remote access denied

Configure Firewall Manage Ransomware Protection

Permanent License Activated - Ultimate P:h:ﬁ_

Version7.1.911 |

, MR GRS FRZIBVEFTINRNE

New session for AD\administrateur from <Not a remote
connection>

New session for AD\administrateur from <Not a remote
connection>

New session for AD\administrateur from <Not a remote
connection>

New session for AD\administrateur from <Not a remote
connection>

New session for AD\administrateur from <Not a remote
connection>

New session for AD\administrateur from <Not a remote
connection>

See all events

Ransomware Protection

Qe e e e e

. Ransomware Protection
Ransomware Protection is enabled

Learning period is engoing,

EEMES , TRMAFREL AEESHRRERT . ROBERP M B R 8L
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/zh/advanced-security/installation
/zh/advanced-security/installation
/zh/advanced-security/installation
/zh/advanced-security/home
/zh/advanced-security/home
/zh/advanced-security/home
/zh/advanced-security/home
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection
/zh/advanced-security/ransomware-protection

Ransomware Protection

Ransomware Protection
Disabled

Start the Learning Period to detect, block and
prevent ransomware attacks

Start Leamning Penod

SOWERT BRERRREWET, BN , EREZ EEREKRNRE #FREEH SR
FHNRGEE, MABRT , WWERIEES 10 REZFRAWEHRERTE.

Bruteforce Protection

@ cEnabled

You are protected against hackers, network
scanners and brute-force robots from trying to
guess your logins and passwords.

Configure biuteforce Protection

RE , RENERAMIAFESEENRNERIIRP. SREER BIKEREMERNER
HAMENERARITEE b= R


/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/bruteforce-protection
/zh/advanced-security/geographic-protection
/zh/advanced-security/geographic-protection
/zh/advanced-security/geographic-protection
/zh/advanced-security/geographic-protection
/zh/advanced-security/geographic-protection

Geographic Protection

@ cEnabled

Access allowed only from your configured list
of countries including:

Configure Authorized Countries

BEHERRE | AIST AUREHEANE B EEESANA RESRERERFLTHRER

N

708 '

SR 3 : HEHKME LB

NELCLEET XBNSRLLUIE , B#BRNBIRENERFRS

Monitor all incoming connections

New session for ADadministrateur from <Not a remate
connection >

New session for ADVadministrateur from <Mot a remote
connection>

New session for AD administrateur from <Mot a remote
connection

New session for ADVadministrateur from <Not a remote
connection>

New session for AD%administrateur from <Not a remote
connection>

New session for ADadministrateur from <Not a remate
connection>

QQ Qe e

Seeall events

Firewall Sessions Ransomware Protection
. Geographic Protection . Restrict Working Hours . Ransomware Protection

0 remote access attempt denied 0 logon attempt denied Ransomware Protection is enabled.

i R Learning pericd is ongoing.

. Bruteforce Protection . Secure Sessions

0IP address blocked 0 session configured
. Hacker IP Protection Trusted Devices

564 436 405 malicious IP addresses 0 remote access denied

blocked

Configure Firewall Configure Sessions Manage Ransomware Protection



/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/activating-your-license
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
/zh/advanced-security/updating-advanced-security
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/zh/advanced-security/hacker-ip
/zh/advanced-security/hacker-ip
/zh/advanced-security/hacker-ip
/zh/advanced-security/hacker-ip
/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/events
/zh/advanced-security/permissions
/zh/advanced-security/permissions
/zh/advanced-security/permissions
/zh/advanced-security/working-hours-restriction
/zh/advanced-security/working-hours-restriction
/zh/advanced-security/working-hours-restriction
/zh/advanced-security/secure-desktop
/zh/advanced-security/secure-desktop
/zh/advanced-security/secure-desktop
/zh/advanced-security/secure-desktop
/zh/advanced-security/secure-desktop
/zh/advanced-security/endpoint-protection
/zh/advanced-security/endpoint-protection
/zh/advanced-security/endpoint-protection
/zh/advanced-security/endpoint-protection
/zh/advanced-security/endpoint-protection

R RIF
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BRSO ERHET REERE AR A ,
Thait EREREFOASXHREARNMESGRERMF.
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° X
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TSplus Advanced Security - X
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(;) Learning period is ongoing. Click here to enable Ransomware Protection.
@ Click here ta stop the learning period.

@ Email alerts are configured. Click here to edit email alerts configuration.

MELEILLTIEH  CHERDRRERY ., AT DREARP DEA RENEFRELIE
qu

® Ransomware Protection is disabled. Click here to start the learning period (detected apps will be added to program allow list).

® Email alerts are not configured yet. Click here to configure email alerts.

BMERARIPITED

TRBFAREORUE , HETATWXHRER , HIEHSBEMBEMNSIKR, TSplus Advanced
Security BE1{E L G H FREREFUREE T2 51 NZR 19 T4

REEEALRENIIABRE  FEARERSMAMBEEFNEE , REKEHM

TSplus Advanced Security - ®
P eV acecic=tched Ransomware > Whitelisted

+ Select Folder + Add Application % Remove () Distrust Publisher

Dashboard Enter a program file path to add  program to the Ransormware Protection program allow (ist. This executable will be abie to create, change and delete your personal files without triggering Ransomware
Protection,

e— Application Path Publisher Publisher Confidence
[ c\Program Files (x86)\TSplus-Security’TSplus-Security.exe TSplus 545 Trusted Publisher

Sessions

Alerts
Reporis

Settings

©
®
C
n
=
8
(o)

License

(@ User Guide Version7.1.911 | Permanent License Activated - Ulimate Protection edition.

MERAEFRIPRS



TSplus Advanced Security B £ R HIM BRBBREZR MG |, Bl R EREMESH,
EEAMUGRAXKERFEMNEESTHHENEES , BT BT 8 AT B iX L & i

EE BRVPHRFUBREFNASRENIANNGRE, I THRESKENRY , 9RRHER
PEHRREEEF RGN REXGRPEFTE . Bt , BFNSEMNASHRUR
Httfr Ege I —LRE XM, HERMNEEZETHN, é_LEDFﬂ:EJJ?éEA#(:ﬁlﬂIﬂﬁ%
AFRFRENEERR ). $RVGFRPEAETARMNER , FRBTEERHEZE , NTEEBHE
RETEEN#RRMST

IET] LA B IRHISMTPIRE , LAfETSplus Advanced Security[[ & & A B FHRAEIR , LRHEE
WEELEH , FiER R THRansomware BUE R T A IEH -

® Email alerts are not configured yet, Click here to configure email alerts.

Tsplus Advanced Security - X

P eV acec=tcaed HRansomware > Configure E-Mails

Simply enter your e-mail and receive directly your alerts and reports by e-mail

[] Orrather use your own SMTP settings

SMTP Hostname  [localhost |

SMTP Port [5 |
Use SSL O

SMTP Usemame [

SMTP Passwor d |

|
|
Send Email From | ‘
|

Send Email To |

icense

(@ User Guide Version7.1.911 |
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Tsplus Advanced Security - X

eV \Vace s dalrhed Ransomware > Quarantine

{2} Restore Program 3 Remove Program(s)
[5] Dashboard

Program File Path Date

Firewall

Sessions

] Alerts

Reporis

Settings

E
©
@
C
a
=
8
(o)

License
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TSplus Advanced Security - 7.1.8.30

Dashboard
Firewall
Sessions
Ransomware

Aleris

Reports

Settings

License

Reports

Edi Is settings

Receive reportto the following e-mail address |Ihumas montalcino@tsplus.net

Sections to include to the report Firewall
Ransomware Protection
Sessions

Choose how frequently you want to receive your report:
@ Daily

O Weekly Staringon = Salurday . September 28,2024
O Monthly

Save Preview

() User Guide Version7.1.930
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Toplus Advanced Security

ADVANCEDSECURITY [EEEE IS

Restrict Working Hours | Secure Sessions
Dashboard
. Configured . Configured
. Autherize users and groups to connect only during certain days and Configure the security level for each user or group by selecting one of three
Firewall timeslots. standardized security levels crafted to the IT industry's best practices
Timeslot permissions can be managed by user or group. If a user belongs standards.
to several groups, the most permissive permissions apply. Customize the security level of each of the three standard modes to fit your
Sessions needs
Ransomware

Restrict Working Hours I Configure Secure Sessions I

Aleris
Trusted Devices Permissions Management
Reports
. Configured . Configured
Seilings Decide whether a user can connect from any device or only specific device Easily inspect and edit permissions of users, groups, files, folders and
names and prevent compromised credentials from being used to access printers or inspect permissions applied to each folder, subfolder or file.

your network Audit specific files to monitor permissions in the event viewer
Alist of devices that attempt to connect is autematically created. facilitating
the task of accepting or denying access from specific devices.

©®
®
&
fh
=
&
&

License

Choose Trusted Devices Inspect Permissions

(@ User Guide Version7.1.911 Permanent License Activated - Ulimate Protection ediion.




Tsplus Advanced Security

Sessions > Secure Sessions

Users and Groups - AD Demain

Default View

(O Mot configured for this user/group

@ Configured for this user/group:
Dashboard Switch View

T
ba
>

Firewall admin
Administrateur allowed) Kiosk Mode

Juser1] Prevent a connected user from running prohibited actions.
user2
user3
userd

Sessions

@ bo bo ho ho ho ho

§

o
;

Ransomware

Accés compatible pré-Windows 2000
Accés DCOM senvice de certificats
Administrateurs
Administrateurs clés
Administrateurs clés Enterprise o Secured Desktop Mode :

The connected user will not be allowed to browse server resources behind his own Remote Desktop
Administrateurs de I'entreprise et
Administrateurs du schéma
Administrateurs Hyper-V
Admins du domaine
Contréleurs de domaine
Contréleurs de domaine clonables
Contréleurs de domaine d'entreprise en lectur
Contréleurs de domaine en lecture seule
DnsAdmins Windows Mode
DnsUpdateProxy This is the default Windows user session security madel,
Duplicateurs

. Editeurs de certificats
< >

Aleris

Reports

Settings

License

(O Local Users and Graups Customize Security Level..,

(®) AD Users and Groups Whitelisted users will always use “Windows Mode'.

(2) User Guide i Permanent License Activated
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. TSplus Advanced Security - Security Level Customization

Security Level Customization

Desktop Security  Disks Control  Applications Control

|:| Remove Recycle Bin

|:| Remove CQuick Access
-.[_|Remove This PC

|:| Remove My Documents

|:| Remove My Recent Documents
Remove My Music
-.[_|Remave My Pictures
-.[_|Remove My Videos

|:| Remove Frequently Used Programs
|:| Remove Programs

Remmre Help and Support
[“]remove Control Panel
-.[_JRemove Printers

Remove Network

I:‘ Remove Recent Files

-.[]Mo Metwark Meighbaorhood
-.[_JRemove Context Menu

-] Restrict right click

[~]Disable Task Manager

[ | Disable Windows key
+|Mo Folder options

No Active Desktop
--[]MNo Disconnect

Mo Clase

No Manage My Computer
+| Mo Delete Printer
-[_|Ma Internet Explarer

Disable System Management programs

Currently customizing

ADVuseri

Currently based on

Secured Desktop Mode

TR




 Tsplus Advanced Security - Security Level Customization

Desktop Security Disks Control

Hide Selected Disks

] A
[ H
1 o
[%R%

B
1
e
b w

Select all

Dreny Access to Selected Disks

B A
[ H
[ o
[%ER%

B
1
e
] w

Select all

Applications Control

Q

Q

Security Level Customization

o
& K
R
=R

o
K
R
R

M E
ML
& s
Mz

M E
ML
& s
Mz

Currently customizing

E 5 ADVuser1
M N
Currently based on
T u
Secured Desktop Mode

Unselect all

F G

M N

T u
Unselect all

R RS




TSplus Advanced Security - Security Level Customization = x

Security Level Customization

Desktop Security  Disks Control  Applications Control N
Currently customizing

(1L P E ‘.._-._._ I :
. e @ ) AD\usert

cmd.exe powershell.exe taskmagr.exe mme.exe gpedit.msc
ﬁ, Currently based on
—_r
regedit.exe powershell_ise... Secured Desktop Mode

Applications listed abowve will be prohibited.

Add Remove

F P IERNME 55
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RE - BEFALITFIIR

T BFETF RAUN HEFRFMIATERIIERS , XERFFHT2MTSplus Advanced
Security#Ransomware Protectionf® &, BRIAERT , FTE Microsoft BF&EER B EH,

TSplus Advanced Security - X

eV \Uacesc=lched Ransomware > Whitelisted

+ Select Folder -+ Add Application % Remove () vistrust Publisher
Dashboard Enter @ program file path to add @ program to the Ransomware Protection program ailow list, This executable will be able to create, change and delete your personal files without triggering Ransomware
Protection.
& Firewall Application Path Publisher Publisher Confidence
[ C\Program Files (xB6)\Microsoft Visual Studio\nstallerisetup.exe Microsoft Corporation Trusted Publisher
[ C\Users\thomas\Desktop
© Sessions [ Cowsession\UniversalPrinter\UniversalPrinterServer.exe TSplus SAS Trusted Publisher
E| Ransomware
m_ Alerts

RENNMEARFZHBANNER, S OB EENARFF ST BERNAREFRRENRMN
BREA.
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Tsplus Advanced Security

ADVANCEDSECURITY

®
©
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o

Dashboard

Firewall

Sessions

Ransomware

Aleris

Reports

Settings

License

Sessions

Users and Groups - AD Demain

Default View

Switch View

-2 Users

2 admin

2 Administrateur (allowed)

2

2 user2

2 user3

2 userd

=-3% Groups

2. Accés compatible pré-Windows 2000
2. Accés DCOM service de certificats
2. Administrateurs

2. Administrateurs clés

2. Administrateurs clés Enterprise

2. Administrateurs de I'entreprise

2. Administrateurs du schéma

2. Administrateurs Hyper-V

2. Admins du domaine

2. Contréleurs de domaine

2. Contréleurs de domaine clonables

2. Contréleurs de domaine d'entreprise en lectur
2. Contréleurs de domaine en lecture seule

2. DnsAdmins

2. DnsUpdateProxy

2. Duplicateurs

2. Editeurs de certificats

< >

(O Local Users and Graups

(@ AD Users and Groups

(?) User Guide

Restrict Working Hours

(O Mot configured for this user/group
@ Always authorize
O Always block

(O Authorize only during these time ranges:

Monday: 17:3
Tuesday: 17:3
Wednesday: 17:3
Thursday: 17:3
Friday: 17:3
Saturday: 17:3
Sunday: 17:3

Whitelisted users will always be abie ta connect.

This feature prevents a user from apening a new session outside of his authorized time ranges, and log him off automatically when his
working hours are over.

Version7 1911 Permanent License Activated - Ulimaie Protection ediion.
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D Mot configured for this user/group

®) Always authorize

D Always block

D Authaorize only during these time ranges:

- Maonday: 09:00 = to 17:30 =
~| Tuesday: 09:00 = to 17:30 =
~| Wednesday: 09:00 = to 17:30 =
~| Thursday: 09:00 = to 17:30 =
~| Friday: 09:00 = to 17:30 =

saturday: 09:00 = to 17:30 =

sunday: 09:00 = to 17:30 =

Select timezone for user or group ((UTC=01:00) Bruxelles, Copenhague, Madrid, Paris is applied by default)

Whitelisted wsers will always be able to connect,

This feature prevents g user from opening a new session outside of his authorized time ranges, and log him off autematically when his
working hours are over.
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Toplus Advanced Security

Sessions

Restrict Working Hours Secure Sessions

Dashboard - -
@ configured @ Configured
) Only authorize users or groups to connect during certain days and Configure the security level for each user or group by selecting one of three

Firewall timeslots. standardized security levels crafted to the IT industry's best practices

You can manage timeslot permissions for specific users or groups. fa standards

user belongs to several groups, the most permissive permissions apply. Customize the security level of each of the three standard modes to fit your
Sessions needs

Ransomware

1 Working Hours Configure Secure Sessions

| Trusted Devices Permissions Management

Settings

License

. Configured . Configured

Decide whether a user can connect from any device or only specific device
names and prevent compromised credentials from being used to access

your netwark.

Alist of devices that attempt to connect is automatically created, facilitating
the task of accepting or denying access from specific devices.

Easily inspect and edit permissions of users, groups. files, folders and
printers or inspect permissions applied to each folder, subfolder or file.
Audit specific files to menitor permissions in the event viewer.

Manage Permissions Inspect Permissions

(@) User Guide Version7.1820 Permanent License Activated - Ullimaie Protection edition.




Tsplus Advanced Security - X

ADVANCEDSECURITY BRELaE Lt Trusted Devices

Users - Local t
e R ) This user can connect from any Device
Default View
i @ This user Device name will be checked and must be in this list:
[E] Dashboard Switch View

Device Name

TSPLUS-SERVERT
Firewall

Sessions

Settings

E
©®
@
R ——
&
(oo

License

Add Remove

Whitelisted users will always be able to nect.

Trusted Devices enables to contral the Dev of any incoming session
Alogo Drren y valid Device name wil be blocked,

(@ User Guide Version7.1820 ) Permanent License Activated - Ultimate Protection edition. |
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B ¥ TSplus BRETEH

EFRNVEENRE |, |

E# TSplus R L2 MREE , AF/TER EWMEMEREIT

W TSplus Advanced Security - 5.4.11.22 — X

2 ADVANCED - Ultimate Protection

HOME
Keep threats away from your Windows system.

Prevent, protect and fight cyber attacks.
EVENT VIEWER

o A connection has been authorized for user DESKTOP-QVTIFVE utilisateur from computer because this feature is not
@ 10 Dec 1zt -D- enabled for this user

Alogon request has been granted for user DESKTOP-QVTIFVE\utilisateur because DESKTOP-QVTIFVE\Utilisateur is

10 Dec 121317 allowed

BRUTEFORCE

10 Dec 11:09:08 A connection has been authorized for user DESKTOP-OVTIFVE wtilisateur from computer because this feature is not
R enabled for this user
IP ADDRESSES

Alogon request has been granted for user DESKTOP-QVTIFVE utilisateur because DESKTOP-QVTIFVE\Wtilisateur is

10 Dec 11:09:08 allowed

@
Q
& HomELAND
X
9
=

PERMISSIONS
A connection has been authorized for user DESKTOP-OVTIFVEwtilisateur from computer because this feature is not
enabled for this user

GARCINOIIG)
D o0 o

09 Dec 13:12:15
(© WoRKING HOURS
3 SECURE DESKTOPS

(%)  System audit -1 issue found on 12/10/2021 12:44:38 PM

[ enppPoiNTS
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Toplus Advanced Security
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| Restrict Working Hours

Dashboard
. Configured

. Autherize users and groups to connect only during certain days and
Firewall timeslots.

Timeslot permissions can be managed by user or group. If a user belongs
to several groups, the most permissive permissions apply.

Sessions

Ransomware

Aleris

Trusted Devices
Reports

@ Configured
Setiings
names and prevent compromised credentials from being used to access
your network

Alist of devices that attempt to connect is automatically created. facilitating

License
the task of accepting or denying access from specific devices.

Choose Trusted Devices

(3) User Guide

Decide whether a user can connect from any device o only specific device

Version7 1911

Secure Sessions

. Configured

Configure the security level for each user or group by selecting ene of three
standardized security levels crafted to the IT industry's best practices
standards

Customize the security level of sach of the three standard modes to fit your
needs,

Sonfigu ure Sessions

Permissions Management

. Configured

Easily inspect and edit permissions of users, groups, files, folders and
printers or inspect permissions applied to cach folder, subfolder o file.
Audit specific files to monitor permissions in the event viewer

Inspect Permissions

Manage Permissions

Permanent License Activated - Ulimate P-.:ﬁ_




Toplus Advanced Security - X

Pe W \Vacsc=Bcaed Sessions > Restrict Working Hours

() Mot configured for this user/group

() Always authorize

Dashboard Switch View
(O Always block
I ~ Authorize only during these time ranges:
(© Firewall @ oy’ o
Monday: 0%:00 to 17:30
@ Sessions Tuesday: 0%:00 to 17:30
Wednesday: 09:00 to 17:30
&) Ransomware Thursday: 09:00 to 17:30
Friday: 09%:00 + to 17:30
A Aers [] saturday: 02:00 % 17:30
[] sunday:
[E] Reporis
Selact timezane for user of group ({UTC+01:00) Bruxelles, Copenhague, Madrid, Paris is applied by default):
!‘Q Settings ~
lectur
re seule Whitelisted users will aiways be able to connect,
G License This featur prevenf & user from opening @ new session outside of his authorized time ranges, and log him off automatically when his
working hours are over,
v
>
(3) User Guide ion7.1.9.11 Pl , Activated - Ulimate

ALMRERAFHN DR EVEREZENR X,

4

EEE R TER R4 R B3 M iE#E,
EAPEHE2A , IR HESERE,
i P IR FL 4R S R

S AP ERS SR LTI #iiEe

WRZAFANBCEZEENLT TIEE RS , XL NFHEINIT,

MRZAFRBEENECSEX TERBERS , MTSplusEREZE MR MEZA - FRELANE
AIAE TEatE RS , AREERMBOAN, Flm, MRE-NTEE-NMEEH —HIEEEN
M, EEANARE-NEEH - LFIRI T FSR/RRPUEENAN , E=NMEE-—IMEEH—
LHFBREI T FIRRLCEEMIMN |, N ZAFHEREEEN - LFERIITF5R 2B ITE
#,

BS YR ERRSSRNNE, EFRABFNITESREDHM/EEXRRERNE , AAAFRAE
EEN XN AR B 2T F21E,


/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours
/zh/advanced-security/advanced-working-hours




