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Preface

Welcome to the Administrator Manual for the NVIDIA Base Command Manager 11 (BCM) environment.

For readers who want to get a cluster up and running as quickly as possible with NVIDIA Base Com-
mand Manager, there is a quickstart installation guide in Chapter 1 of the Installation Manual.

The rest of this manual is aimed at helping system administrators configure, understand, and manage a
cluster running BCM so as to get the best out of it.

The Administrator Manual covers administration topics which are specific to the BCM environment.
Readers should already be familiar with basic Linux system administration, which the manual does not
generally cover. Aspects of system administration that require a more advanced understanding of Linux
concepts for clusters are explained appropriately.

This manual is not intended for users interested only in interacting with the cluster to run compute
jobs. The User Manual is intended to get such users up to speed with the user environment and workload
management system.

Regularly updated versions of the NVIDIA Base Command Manager 11 manuals are available on up-
dated clusters by default at /cm/shared/docs/cm. The latest updates are always online at https:
//docs.nvidia.com/base-command-manager.

* The Administrator Manual describes the general administration of the cluster.

e The Installation Manual describes installation procedures.

e The User Manual describes the user environment and how to submit jobs for the end user.
¢ The Cloudbursting Manual describes how to deploy the cloud capabilities of the cluster.

¢ The Developer Manual has useful information for developers who would like to carry out program-
ming tasks with BCM.

* The Edge Manual describes how to install and configure machine learning capabilities with BCM.
* The Containerization Manual describes how to manage containers with BCM.

e The NVIDIA Mission Control Manual describes NVIDIA Mission Control capabilities and integra-
tion with BCM.

If the manuals are downloaded and kept in one local directory, then in most pdf viewers, clicking
on a cross-reference in one manual that refers to a section in another manual opens and displays that
section in the second manual. Navigating back and forth between documents is usually possible with
keystrokes or mouse clicks.

For example: <Alt>-<Backarrow> in Acrobat Reader, or clicking on the bottom leftmost navigation
button of xpdf, both navigate back to the previous document.


https://docs.nvidia.com/base-command-manager
https://docs.nvidia.com/base-command-manager
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The manuals constantly evolve to keep up with the development of the BCM environment and the
addition of new hardware and/or applications. The manuals also regularly incorporate feedback from
administrators and users, who can submit comments, suggestions or corrections via the website

https://enterprise-support.nvidia.com/s/create-case

Section 14.2 of the Administration Manual has more details on submitting an issue.

0.4 Getting Administrator-Level Support

Support for BCM subscriptions from version 10 onwards is available via the NVIDIA Enterprise Support
page at:

https://www.nvidia.com/en-us/support/enterprise/

Section 14.2 has more details on working with support.

0.5 Getting Professional Services
The BCM support team normally differentiates between

¢ regular support (customer has a question or problem that requires an answer or resolution), and

e professional services (customer asks for the team to do something or asks the team to provide
some service).

Professional services can be provided via the NVIDIA Enterprise Services page at:
https://www.nvidia.com/en-us/support/enterprise/services/


https://enterprise-support.nvidia.com/s/create-case
https://www.nvidia.com/en-us/support/enterprise/
https://www.nvidia.com/en-us/support/enterprise/services/

Introduction

NVIDIA Base Command Manager (often shortened to BCM) contains tools and applications to facilitate
the installation, administration, and monitoring of a cluster. In addition, BCM aims to provide users
with an optimal environment for developing and running applications that require extensive computa-
tional resources.

The Administrator Manual covers installation, configuration, management, and monitoring of BCM,
along with relevant background information to help understand the topics covered.

Installation can generally be divided into parts as follows, with some parts covered by the Administrator
Manual, some by the Installation Manual, and some by other manuals:

e Initial installation of BCM: This is covered in the Installation Manual, which gives a short intro-
duction to the concept of a cluster along with details on installing BCM onto the head node. The
Installation Manual is therefore the first manual an administrator should usually turn to when get-
ting to work with BCM for the first time. The Administrator Manual can be referred to as the main
reference resource once the head node has had BCM installed on it.

¢ Provisioning installation: This is covered in the Administrator Manual. After the head node has
had BCM installed on it, the other, regular, nodes can (network) boot off it and provision them-
selves from it with a default image, without requiring a Linux distribution DVD themselves. The
network boot and provisioning process for the regular nodes is described in detail in Chapter 5.

In brief, provisioning installs an operating system and files on a node. This kind of installation
to a regular node differs from a normal Linux installation in several ways. An important differ-
ence is that content that is put on the filesystem of the regular node is normally overwritten by
provisioning when the regular node reboots.

* Post-installation software installation: The installation of software to a cluster that is already
configured and running BCM is described in detail in Chapter 9 of this manual.

* Third-party software installation: The installation of software that is not developed as part of
BCM, but is supported as a part of BCM. This is described in detail in the Installation Manual.

* Cloudbursting, and Edge: these are integrated as part of BCM in various ways. These have their
own deployment procedures and have separate manuals.
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The administrator normally deals with the cluster software configuration via a front end to BCM. This
can be GUI-based (Base View, section 2.4) or shell-based (cmsh, section 2.5). Other tasks can be handled
via special tools provided with BCM, or the usual Linux tools. The use of BCM tools is usually rec-
ommended over standard Linux tools because cluster administration often has special issues, including
that of scale.

The following topics are among those covered in this manual:

Chapter Title Description
2 Cluster Management With Introduction to main concepts and tools of BCM. Lays
NVIDIA Base Command down groundwork for the remaining chapters
Manager
3 Configuring The Cluster Further configuration and set up of the cluster after soft-
ware installation of BCM on the head node.
4 Power Management How power management within the cluster works
5 Node Provisioning Node provisioning in detail
6 User Management Account management for users and groups
7 Workload Management Workload management implementation and use
8 The cm-scale Service A BCM service to dynamically scale the cluster accord-
ing to need
9 Post-Installation Software Managing, updating, modifying BCM software and im-
Management ages
10 Monitoring: Monitoring Clus- Device monitoring and conditional action triggers
ter Devices
11 Monitoring: Job Monitoring Jobs resource consumption monitoring by the jobs
12 Monitoring: Job Accounting Jobs resource consumption monitoring aggregated by
user or similar groupings
13 Monitoring: Job Chargeback Resource request monitoring, so that groups of users can
be charged for their use
14 Day-To-Day Administration Miscellaneous administration
15 High Availability Background details and setup instructions to build a
cluster with redundant head nodes
16 The Jupyter Notebook Envi- Installing and using the Jupyter notebook environment

ronment Integration

The appendices to this manual generally give supplementary details to the main text.

The following topics are also logically a part of BCM administration, but they have their own sepa-
rate manuals. This is because they have, or are eventually expected to have, many features or cover a
special set of topics:

¢ Cloudbursting (Cloudbursting Manual)

Edge deployment (Edge Manual)

Developer topics (Developer Manual)

¢ Containerization topics (Containerization Manual)

NVIDIA Mission Control topics (NVIDIA Mission Control Manual)
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1.3 Outside The Direct Scope Of The Administrator Manual
The following supplementary resources can deal with issues related to this manual, but are outside its

direct scope:

¢ Use by the end user: This is covered very peripherally in this manual. The user normally interacts
with the cluster by logging into a custom Linux user environment to run jobs. Details on running
jobs from the perspective of the user are given in the User Manual.

* The knowledge base at http://kb.brightcomputing.com often supplements the Administrator
Manual with discussion of the following:
— Obscure, or complicated, configuration cases
— Procedures that are not really within the scope of BCM itself, but that may come up as part of

related general Linux configuration.

¢ Further support options. If the issue is not described adequately in the manuals, then section 14.2
describes how to get further support.


http://kb.brightcomputing.com




Cluster Management With
NVIDIA Base Command
Manager

This chapter introduces cluster management with NVIDIA Base Command Manager. A cluster running
BCM exports a cluster management interface to the outside world, which can be used by any application
designed to communicate with the cluster.

Section 2.1 introduces a number of concepts which are key to cluster management using BCM.

Section 2.2 gives a short introduction on how the modules environment can be used by administra-
tors. The modules environment provides facilities to control aspects of a users’ interactive sessions and
also the environment used by compute jobs.

Section 2.3 introduces how authentication to the cluster management infrastructure works and how
it is used. Section 2.4 and section 2.5 introduce the cluster management GUI (Base View) and cluster
management shell (cmsh) respectively. These are the primary applications that interact with the cluster
management daemon.

Section 2.6 describes the basics of the cluster management daemon, CMDaemon, running on all
nodes of the cluster.

In this section some concepts central to cluster management with BCM are introduced.

A device in BCM infrastructure represents components of a cluster. A device can be any of the following
types:

e Head Node

¢ Physical Node

e Virtual Node

¢ Cloud Node

e GPU Unit

¢ Chassis

e Switch (ethernet, InfiniBand, Myrinet)

e Lite Node
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e Power Distribution Unit
e Rack Sensor Kit
® Generic Device

A device can have a number of properties (e.g. rack position, hostname, switch port) which can be
set in order to configure the device. Using BCM, operations (e.g. power on) may be performed on a
device. The property changes and operations that can be performed on a device depend on the type of
device. For example, it is possible to mount a new filesystem to a node, but not to an Ethernet switch.

Every device that is managed by BCM has a device state associated with it. The table below describes
the most important states for devices:

device statuses device is monitored by BCM? state tracking?
[ UP ] uP monitored tracked
[ DOWN ] DOWN monitored tracked
[ CLOSED ] (UP) upP mostly ignored tracked
[ CLOSED ] (DOWN) DOWN mostly ignored tracked

These, and other states are described in more detail in section 5.5.

[ DOWN ] and [ CLOSED ] (DOWN) states have an important difference. In the case of [ DOWN 1,
the device is down, but is typically intended to be available, and thus typically indicates a failure. In
the case of [ CLOSED 1 (DOWN), the device is down, but is intended to be unavailable, and typically
indicates that the administrator deliberately brought the device down, and would like the device to be
ignored.

A software image is a blueprint for the contents of the local filesystems on a regular node. In practice, a
software image is a directory on the head node containing a full Linux filesystem.

The software image in a standard BCM installation is based on the same parent distribution that
the head node uses. A different distribution can also be chosen after installation, from the distributions
listed in section 2.1 of the Installation Manual for the software image. That is, the head node and the
regular nodes can run different parent distributions. However, such a “mixed” cluster can be harder
to manage and it is easier for problems to arise in such mixtures. Such mixtures, while supported, are
therefore not recommended, and should only be administered by system administrators that understand
the differences between Linux distributions.

RHEL 8 and Rocky Linux 8 mixtures are completely compatible with each other on the head and
regular nodes. The same applies to RHEL9 and Rocky Linux 9. That is because Rocky Linux is designed
to be a binary-compatible derivative of its RHEL parents. On the other hand, SLES and Ubuntu need
quite some effort to work in a mixture.

When a regular node boots, the node provisioning system (Chapter 5) sets up the node with a copy
of the software image, which by default is called default-image.

Once the node is fully booted, it is possible to instruct the node to re-synchronize its local filesystems
with the software image. This procedure can be used to distribute changes to the software image without
rebooting nodes (section 5.6.2).

It is also possible to “lock” a software image so that no node is able to pick up the image until the
software image is unlocked. (section 5.4.7).

Software images can be changed using regular Linux tools and commands (such as rpm and chroot).
More details on making changes to software images and doing image package management can be
found in Chapter 9.



2.1 Concepts 27

Reasons For Categories
The collection of settings in BCM that can apply to a node is called the configuration of the node. The
administrator usually configures nodes using the Base View (section 2.4) or cmsh (section 2.5) front end
tools, and the configurations are managed internally with a database.

A node category is a group of regular nodes that share the same configuration. Node categories allow
efficiency, allowing an administrator to:

¢ configure a large group of nodes at once. For example, to set up a group of nodes with a particular
disk layout.

e operate on a large group of nodes at once. For example, to carry out a reboot on an entire category.

A regular node is in exactly one category at all times, which is default by default. The default
category can be changed by accessing the base object of partition mode (page 108), and setting the
value of defaultcategory to another, existing, category.

Nodes are typically divided into node categories based on the hardware specifications of a node or
based on the task that a node is to perform. Whether or not a number of nodes should be placed in a
separate category depends mainly on whether the configuration—for example: monitoring setup, disk
layout, role assignment—for these nodes differs from the rest of the nodes.

Corresponding Category Values And Node Values
¢ For non-Boolean values, a node inherits values from the category it is in. Each value is treated as
the default property value for a node, and can be overruled by specifying the node property value
for a particular node.

e For Boolean values, such as datanode (page 274) and installbootrecord (page 281), a node does
not inherit the value from the category it is in. Instead the category Boolean value has the Boolean
or operation applied to the node Boolean value, and the result is the Boolean value that is used for
the node. Since by default the values for these Booleans are zero, the result is initially similar to
the non-Boolean values behavior.

Category And Software Image Do Not Necessarily Map One-To-One
One configuration property value of a node category is its software image (section 2.1.2). However,
there is no requirement for a one-to-one correspondence between node categories and software images.
Therefore multiple node categories may use the same software image, and conversely, one variable
image—it is variable because it can be changed by the node setting—may be used in the same node
category.

Software images can have their parameters overruled by the category settings. By default, however,
the category settings that can overrule the software image parameters are unset.

By default, all nodes are placed in the default category. Alternative categories can be created and
used at will, such as:

Node Category Description

nodes-ib nodes with InfiniBand capabilities
nodes-highmem nodes with extra memory

login login nodes

storage storage nodes
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A node group consists of nodes that have been grouped together for convenience. The group can consist
of any mix of all kinds of nodes, irrespective of whether they are head nodes or regular nodes, and
irrespective of what category they are in. A node may be in 0 or more node groups at one time. Le.: a
node may belong to many node groups.

Node groups are used mainly for carrying out operations on an entire group of nodes at a time. Since
the nodes inside a node group do not necessarily share the same configuration, configuration changes
cannot be carried out using node groups.

Node Group Members

brokenhardware node087 node783 node917
headnodes mycluster-ml mycluster-m2
rackb node212. .node254

top node084 node126 node168 node210

One important use for node groups is in the nodegroups property of the provisioning role configu-
ration (section 5.2.1), where a list of node groups that provisioning nodes provision is specified.

A role is a task that can be performed by a node. By assigning a certain role to a node, an administrator
activates the functionality that the role represents on this node. For example, a node can be turned into
provisioning node, or can be turned into a storage node, by assigning the corresponding roles to the
node. Roles typically have services (section 3.15) that are associated with them. For example, the dhcpd
service is associated with the boot role, which means that nodes assigned a boot role can then provide
netbooting using dhcpd to other nodes.

Roles can be assigned to individual nodes or to node categories. When a role has been assigned to a
node category, it is implicitly assigned to all nodes inside the category.

A configuration overlay (section 2.1.6) is a group of roles that can be assigned to designated groups
of nodes within a cluster. This allows configuration of a large number of configuration parameters in
various combinations of nodes.

Some roles allow parameters to be set that influence the behavior of the role. For example, the
Slurm Client Role (which turns a node into a Slurm client) uses parameters to control how the node
is configured within Slurm in terms of queues and the number of GPUs.

When a role has been assigned to a node category with a certain set of parameters, it is possible to
override the parameters for a node inside the category. This can be done by assigning the role again to
the individual node with a different set of parameters. Roles that have been assigned to nodes override
roles that have been assigned to a node category.

Roles have a priority setting associated with them. Roles assigned at category level have a fixed
priority of 250, while roles assigned at node level have a fixed priority of 750. The configuration overlay
priority is variable, but is set to 500 by default. Thus, for example, roles assigned at the node level over-
ride roles assigned at the category level. Roles assigned at the node level also override roles assigned by
the default configuration overlay.

A role can be imported from another entity, such as a node, a category, or a configuration overlay.

Roles are assigned only from existing roles. A custom role cannot be created by the cluster adminis-
trator, which means that the add command (page 55) does not work in role mode, by design. Instead,
only the assign command (page 64) can be used for roles.

Examples of role assignment are given in sections 5.2.2 and 5.2.3.
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A configuration overlay assigns roles (section 2.1.5) for groups of nodes. The number of roles can be
quite large, and priorities can be set for these.

Multiple configuration overlays can be set for a node. A priority can be set for each configuration
overlay, so that a configuration overlay with a higher priority is applied to its associated node instead of
a configuration overlay with a lower priority. The configuration overlay with the highest priority then
determines the actual assigned role.

A configuration overlay assigns a group of roles to an instance. This means that roles are assigned
to nodes according to the instance configuration, along with a priority. Whether the configuration over-
lay assignment is used, or whether the original role assignment is used, depends upon the configured
priorities.

Configuration overlays can take on priorities in the range 0-1000, except for 250 and 750, which are
forbidden. Setting a priority of -1 means that the configuration overlay is ignored.

The priorities of 250, 500, and 750 are also special, as indicated by the following table:

priority  assigned to node from

-1 configuration overlay not assigned

250 category

500 configuration overlay with default priority
750 node

A custom configuration overlay can be created by the cluster administrator in configurationoverlay
mode, which means that the add command (page 55) does work for it. This can be used to achieve a
functional equivalent to creating custom roles. The creation of custom roles in role mode is a function
that is missing by design.

The modules environment is the shell environment that is set up by a third-party software (section 7.1 of
the Installation Manual) called Environment Modules. The software allows users to modify their shell
environment using pre-defined modules. A module may, for example, configure the user’s shell to run a
certain version of an application.

Details of the modules environment from a user perspective are discussed in section 2.3 of the User
Manual. However some aspects of it are relevant for administrators and are therefore discussed here.

Modules may be loaded and unloaded, and also be combined for greater flexibility.
Modules currently installed are listed with:

module list
The modules available for loading are listed with:
module avail

Loading and removing specific modules is done with module load and module remove, using this
format:

module load <module name 1> [<module name 2> ...]

For example, loading the shared module (section 2.2.2), the gcc compiler, the openmpi parallel li-
brary, and the openblas library, allows an MPI application myapp.c to be compiled with OpenBLAS
optimizations:


https://modules.readthedocs.io/en/latest/
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module add shared

module add gcc/13.1.0

module add openmpi/gcc/64/4.1.5
module add openblas

module add openblas/dynamic/0.3.18

mpicc -o myapp myapp.c

The exact versions used can be selected using tab-completion. In most cases, specifying version
numbers explicitly is typically only necessary when multiple versions of an application are installed
and available. When there is no ambiguity, module names without a further path specification may be
used.

Applications and their associated modules are divided into local and shared groups. Local applications
are installed on the local filesystem, whereas shared applications reside on a shared (i.e. imported)
filesystem.

It is recommended that the shared module be loaded by default for ordinary users. Loading it gives
access to the modules belonging to shared applications, and allows themodule avail command to show
these extra modules.

Loading the shared module automatically for root is not recommended on a cluster where shared
storage is not on the head node itself. This is because root logins could be obstructed if this storage is
not available, and if the root user relies on files in the shared storage.

On clusters without external shared storage, root can safely load the shared module automatically
at login. This can be done by running the following command as root:

module initadd shared

Other modules can also be set to load automatically by the user at login by using “module initadd”
with the full path specification. With the initadd option, individual users can customize their own
default modules environment.

Modules can be combined in meta-modules. By default, the default-environment meta-module ex-
ists, which allows the loading of several modules at once by a user. Cluster administrators are encour-
aged to customize the default-environment meta-module to set up a recommended environment for
their users. The default-environment meta-module is empty by default.

The administrator and users have the flexibility of deciding the modules that should be loaded in
undecided cases via module dependencies. Dependencies can be defined using the prereq and conflict
commands. The man page for modulefile gives details on configuring the loading of modules with
these commands.

How users can set up particular modules to load automatically for their own use with the module
initadd command is discussed in section 2.2.2.

How the administrator can set up particular modules to load automatically for all users by default
is discussed in this section (section 2.2.3). In this example it is assumed that all users have just the
following modules as a default:

[fred@basecmll ~]$ module list
Currently Loaded Modulefiles:
1) shared
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The slurm and gdb modules can then be set up by the administrator as a default for all users in the
following 2 ways:

1. Creating and defining part of a .profile to be executed for login shells. For example, a file
userdefaultmodules.sh created by the administrator:

[root@basecmll ~]# cat /etc/profile.d/userdefaultmodules.sh
module load shared

module load slurm

module load gdb

Whenever users now carry out a bash login, these modules are loaded.

2. Instead of placing the modules directly in a script under profile.d like in the preceding
item, a slightly more sophisticated way is to set the modules in the meta-module /cm/shared/
modulefiles/default-environment. For example:

[root@basecmll ~]# cat /cm/shared/modulefiles/default-environment
#/iModulel . O# ##### ###H##HHH A HHH AR HHH R AR R R H AR R R R R HR R RS RS
## default modulefile
##
proc ModulesHelp { } {

puts stderr "\tLoads default environment modules for this cluster"
}

module-whatis "adds default environment modules"

# Add any modules here that should be added by when a user loads the 'default-enviro\
nment' module
module add shared slurm gdb

The script userdefaultmodules.sh script under profile.d then only needs to have the
default-environment module loaded in it:

[root@basecmll ~]# cat /etc/profile.d/userdefaultmodules.sh
module load -s default-environment

The -s option is used to load it silently, because otherwise a message is displayed on the terminal
informing the person logging in that the default-environment module has been loaded.

Now, whenever the administrator changes the default-environment module, users get these
changes too during login.

The lexicographical order of the scripts in the /etc/profile directory is important. For example,
naming the file defaultusermodules. sh instead of userdefaultmodules.sh means that themodules.sh
script is run after the file is run, instead of before, which would cause an error.

All module files are located in the /cm/local/modulefiles and /cm/shared/modulefiles directories.
A module file is a Tcl or Lua script in which special commands are used to define functionality. The
modulefile (1) man page has more on this.

Cluster administrators can use the existing modules files as a guide to creating and installing their
own modules for module environments, and can copy and modify a file for their own software if there
is no environment provided for it already by BCM.


/cm/shared/modulefiles/default-environment
/cm/shared/modulefiles/default-environment
/etc/profile
/cm/local/modulefiles
/cm/shared/modulefiles
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By default, BCM uses traditional Tcl scripts for its environment modules files, or Tmod in BCM short-
hand. Lua modules, or Lmod, provide alternative environment modules files, where the files are typically
written in Lua. Lmod can be used as a replacement for Tmod.

Conceptually Lmod works in the same way as Tmod, but provides some extra features and com-
mands.

For Lmod, the module files are typically written in Lua, but Lmod is also capable of reading Tcl mod-
ule files. It is therefore not necessary to convert all existing Tcl modules manually to the Lua language.

On a BCM cluster, both Lmod and Tmod are installed by default. However only one of them is
active, depending on which one is enabled. Switching between Lmod and Tmod for a node can be done
by setting an environment variable, $ENABLE_LMOD in the cm-1mod-init.sh shell script.

Switching For The Head Node
For example, for the head node:

[root@basecmll ~]# cat /etc/sysconfig/modules/lmod/cm-lmod-init.sh
export ENABLE_LMOD=1

In the preceding example, Lmod is enabled, and Tmod is disabled because $ENABLE_LMOD is set to 1.

[root@basecmll ~]# cat /etc/sysconfig/modules/lmod/cm-lmod-init.sh
export ENABLE_LMOD=0

In the preceding example, Lmod is disabled, and Tmod is enabled because $ENABLE_LMOD is set to O.
A change in the file on the node is effective after having logged out, then logged into the shell again.

Switching For The Regular Nodes

A node image is a directory and contents of that directory. It is used as the tem-
plate for a regular node when the node is provisioned (Chapter 5). For a node im-
age with the name <image name>, the cm-lmod-init.sh file is located at /cm/images/<image
name>/etc/sysconfig/modules/lmod/cm-1mod-init.sh. For switching between Lmod and Tmod on
a regular node, the file is changed on the image, and the file on the image is then updated to the node.
The update from the image to the node is typically carried out with the imageupdate command in cmsh
(section 5.6.2) or the Update node command in Base View (section 5.6.3).

How to set up or change regular user passwords is not discussed here, but in Chapter 6 on user man-
agement.
Amongst the administrative passwords associated with the cluster are:

1. The root password of the head node: This allows a root login to the head node.

2. The root passwords of the software images: These allow a root login to a regular node running
with that image, and is stored in the image file.

3. The root password of the node-installer: This allows a root login to the node when the node-
installer, a stripped-down operating system, is running. The node-installer stage prepares the
node for the final operating system when the node is booting up. Section 5.4 discusses the node-
installer in more detail.
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4. The root password of MySQL: This allows a root login to the MySQL server.

To avoid having to remember the disparate ways in which to change these 4 kinds of passwords,
the cm-change-passwd command runs a dialog prompting the administrator on which of them, if any,
should be changed, as in the following example:

[root@basecmll ~]# cm-change-passwd
With this utility you can easily change the following passwords:
* root password of head node
* root password of slave images
* root password of node-installer
* root password of mysql

Note: if this cluster has a high-availability setup with 2 head
nodes, be sure to run this script on both head nodes.

Change password for root on head node? [y/NI: y
Changing password for root on head node.

Changing password for user root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Change password for root in default-image [y/N]1: y
Changing password for root in default-image.

Changing password for user root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Change password for root in node-installer? [y/N]: y
Changing password for root in node-installer.

Changing password for user root.

New password:

Retype new password:

passwd: all authentication tokens updated successfully.

Change password for MYSQL root user? [y/N]: y
Changing password for MYSQL root user.

0ld password:

New password:

Re-enter new password:

For a high-availability—also called a failover—configuration, the passwords are copied over auto-
matically to the other head node when a change is made in the software image root password (case 2 on
page 32).

For the remaining password cases (head root password, MySQL root password, and node-installer
root password), the passwords are best “copied” over to the other head node by simply rerunning the
script on the other head node.

Also, in the case of the password for software images used by the regular nodes: the new password
that is set for a regular node only works on the node after the image on the node itself has been updated,
with, for example, the imageupdate command (section 5.6.2). Alternatively, the new password can be
made to work on the node by simply rebooting the node to pick up the new image.
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The LDAP root password is a random string set during installation. Changing this is not done using
cm-change-password. It can be changed as explained in Appendix .

If the administrator has stored the password to the cluster in the Base View front-end, then the
password should be modified there too (figure 2.2).

The standard system login root password of the head node, the software image, and the node-installer,
can be set using the cm-change-passwd command (section 2.3.1).
In contrast, ssh logins from the head node to the regular nodes are set by default to be passwordless:

¢ For non-root users, an ssh passwordless login works if the /home directory that contains the au-
thorized keys for these users is mounted. The /home directory is mounted by default on the head
node as well as on the regular node, so that by default a passwordless login works from the head
node to the regular nodes, as well as from the regular nodes to the head node.

¢ For the root user, an ssh passwordless login should always work from the head node to the regular
nodes since the authorized keys are stored in /root. Logins from the regular node to the head node
are configured by default to request a password, as a security consideration.

Users can be restricted from ssh logins

¢ on regular nodes using the cmsh usernodelogin option (section 7.2.1) or the Base View User node
login (section 7.2.2) settings

¢ on the head node by modifying the sshd configuration on the head node. For example, to allow
only root logins, the value of AllowUsers can be set in /etc/ssh/sshd_config to root. The man
page for sshd_config has details on this.

PEM Certificates And CMDaemon Front-end Authentication
While nodes in the cluster accept ordinary ssh-based logins, the cluster manager accepts public key
authentication using X509v3 certificates. Public key authentication using X509v3 certificates means in
practice that the person authenticating to the cluster manager must present their public certificate, and
in addition must have access to the private key that corresponds to the certificate.

BCM uses the PEM format for certificates. In this format, the certificate and private key are stored as
plain text in two separate PEM-encoded files, ending in .pem and .key.

Using cmsh and authenticating to BCM: By default, one administrator certificate is created for root for
the cmsh front end to interact with the cluster manager. The certificate and corresponding private key
are thus found on a newly-installed BCM cluster on the head node at:

/root/.cm/admin. pem
/root/.cm/admin.key

The cmsh front end, when accessing the certificate and key pair as user root, uses this pair by default, so
that prompting for authentication is then not a security requirement. The logic that is followed to access
the certificate and key by default is explained in detail in item 2 on page 336.

Using Base View and authenticating to BCM: When an administrator uses the Base View front end,
a login to the cluster is carried out with username password authentication (figure 2.2), unless the au-
thentication has already been stored in the browser, or unless certificate-based authentication is used.

¢ Certificate-based authentication can be carried out using a PKCS#12 certificate file. This can be
generated from the PEM format certificates. For example, for the root user, an openssl command
that can be used to generate the admin. pfx file is:
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openssl pkcsl2 -export -in ~/.cm/admin.pem -inkey ~/.cm/admin.key -out ~/.cm/admin.pfx

— In Chrome, the IMPORT wizard at chrome://settings/certificates can be used to save the
file into the browser.

— For Firefox, the equivalent navigation path is:

about:preferences#privacy > Certificates > View Certificates > Your Certificates
> Import

The browser can then access the Base View front end without a username/password combination.

If the administrator certificate and key are replaced, then any other certificates signed by the original
administrator certificate must be generated again using the replacement, because otherwise they will no
longer function.

Certificate generation in general, including the generation and use of non-administrator certificates,
is described in greater detail in section 6.4.

Replacing A Temporary Or Evaluation License

In the preceding section, if a license is replaced, then regular user certificates need to be generated again.
Similarly, if a temporary or evaluation license is replaced, regular user certificates need to be generated
again. This is because the old user certificates are signed by a key that is no longer valid. The generation
of non-administrator certificates and how they function is described in section 6.4.

Checking Certificates Validity With cm-check-certificates.sh
A BCM script that checks whether certificates are current or expired is /cm/local/apps/cmd/scripts/
cm-check-certificates.sh:

root@basecmll:~# /cm/local/apps/cmd/scripts/cm-check-certificates.sh
/cm/local/apps/cmd/etc/cluster.pem: 0K
/cm/local/apps/cmd/etc/cert.pem: 0K

/cm/local/apps/cmd/etc/cluster.key : matches
A1l /cm/local/apps/cmd/etc/cluster.pem files are up to date (82070dedb489df6c19ffal3acelbf3b4e)

/root/.cm/admin.pem: OK
... output truncated ...
root@basecmll: ™ #

Certificates that authenticate to CMDaemon contain a profile.

A profile determines which cluster management operations the certificate holder may perform. The
administrator certificate is created with the admin profile, which is a built-in profile that allows all cluster
management operations to be performed. In this sense it is similar to the root account on unix systems.
Other certificates may be created with different profiles giving certificate owners access to a pre-defined
subset of the cluster management functionality (section 6.4).

This section introduces the basics of the cluster management GUI (Base View). Base View is the web
application front end to cluster management in BCM.


chrome://settings/certificates
/cm/local/apps/cmd/scripts/cm-check-certificates.sh
/cm/local/apps/cmd/scripts/cm-check-certificates.sh
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Base View is supported to run on the last 2 versions of Firefox, Google Chrome, Edge, and Safari.
“Last 2 versions” means the last two publicly released versions at the time of release of NVIDIA Base
Command Manager. For example, at the time of writing of this section, June 2025, the last 2 versions
were:

Browser Versions
Chrome 136,137
Edge 136, 137
Firefox 138, 139
Safari 18.4,18.5

Base View should run on more up-to-date versions of the browsers in the table without issues.
Base View should run on other recent browsers without issues too, but this is not supported. Browsers
that run on mobile devices are also not supported.

2.4.1 Installing The Cluster Management GUI Service
In a default installation, accessing the head node hostname or IP address with a browser leads to the
landing page (figure 2.1).

Welcome to

Base Command Manager software automates the process of building and managing modern high-performance
Linux clusters, eliminating complexity and enabling flexibility.

B ADMINMANUAL [ USER MANUAL

Base View NVIDIA. NVIDIA.

Base View CM APl Docs User Portal
The web application for cluster management in Base Cluster Manager APl documentation. Wiew the state of the dluster. This interface presents
Command Manager. data about the system.

"""

Figure 2.1: Head node hostname or IP address landing page at https://<host name or IP address>

The landing page is served by the Apache web server from the distribution, and can be served over
the HTTP (unencrypted) or HTTPS (encrypted) protocols.
The certificates used to ensure an encrypted connection are set within:

* /etc/httpd/conf.d/ssl.conf for the RHEL family of distributions. The PEM-encoded certificate
at /etc/pki/tls/certs/localhost.crt is set by default.

e /etc/apache2/sites-available/default-ssl.conf for Ubuntu. The PEM-encoded certificate
at /etc/ssl/certs/ssl-cert-snakeoil.pem is set by default.


https://browserl.ist/?q=last+2+versions
https://browserl.ist/?q=last+2+versions
https://browserl.ist/?q=last+2+versions
https://browserl.ist/?q=last+2+versions
/etc/httpd/conf.d/ssl.conf
/etc/pki/tls/certs/localhost.crt
/etc/apache2/sites-available/default-ssl.conf
/etc/ssl/certs/ssl-cert-snakeoil.pem
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The system administrator may wish to consider the security aspects of using the default distribution
certificates, and may wish to replace them.

Within the landing page are several blocks, one of which is the Base View block. Base View is the
BCM GUI. Within the Base View block is a clickable link, which is a circle with a chain-link symbol
inside it.

Base View connects by default to the encrypted web service on port 8081. This is served from the
head node cluster manager, rather than from Apache, to the browser. The direct URL for this is of the
form:

https://<host name or IP address>:8081/base-view

The BCM package that provides the service is base-view and it is installed by default with BCM. The
service can be disabled by removing the package with, for example, yum remove base-view.

NVIDIA Base Command Manager Base View Login Window
Figure 2.2 shows the login dialog window for Base View.

~ Base View X ar - O x

& 5 (G (O Notsecure hitps://10.3.190.133:8081/base-view @ ¢ (@ verify it's you

Log in to Base View

Figure 2.2: Base View Login via https://<host name or IP address>:8081/base-view

NVIDIA Base Command Manager Base View Default Display On Connection

Clicking on the Login button logs the administrator into the Base View service on the cluster. By de-
fault an overview window is displayed, corresponding to the navigation path Cluster > Overview (fig-
ure 2.3).
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v Base View X + - O x

= > C © Not secure  htps://10.3.190.133:8081/base-view aQ ¥ @ Verify it's you
02 NVIDIA. Base View Cluster i Accounting @B Monitoring ] Chargeback = O A

Cluster Cluster Ov Settings Run Command License Information System Information Hardware Inver >

-

Networking

Provisioning -

Grouping Cluster Utilization : Device Status

Devices
DevicesCl.. DevicesDo... DevicesTo... DevicesUp

Datacenter 8205 0 0] 0 0]

Infrastructure

Managed.. Managed... Managed... Managed...
0 0] 0 0]

NVLInkSwi... NVLInkSwi NVLinkSwi MNVLinkSwi

i, Containers . O 0 0 0

Mission Control

HPC

Cloud

ModesClo... NodesDown NodesTotal NodesUp

¢ Jupyter : . O 0 6 6

Menitoring PowerShel.. PowerShel... PowerShel... PowerShel...

Identity Management : 2 O O O

Figure 2.3: Cluster Overview

Aspects of the cluster can be managed by administrators using Base View (figure 2.3).

Navigating The Cluster With Base View: Getting Around

The resource tree, displayed on the left side of the window, consists of representations of cluster usage
resources that are viewable or configurable, such as Networking, Provisioning, Grouping, and Devices,
Cloud, and Containers.

Selecting a resource opens a window that allows parameters related to the resource to be viewed and
managed.

As an example, the Cluster resource can be selected. On the first session this opens up the Overview
window, which allows the cluster administrator to see the main characteristics of the cluster quickly.
The characteristics can be explored further by clicking through on widgets that open up new windows,
or clicking on tabs. Clicking on the BCM NVIDIA logo in the top left corner of the page conveniently
brings the user back to Cluster > Overview.

Within the main content window, there are a variety of widgets that are used. A helpful nuance of
widget behavior to note is that

o the [4 widget is for opening up an existing object, and
¢ the + widget is for opening up a new object.

Both widgets open up a subwindow in which values can be viewed, and perhaps modified.
Also useful to know is the following: going back to a previous window is possible by scrolling back
up to the top of the subwindow and clicking on the appropriate item in the breadcrumbs trail. For

example: A user has navigated down the path: Cluster > Settings > Time zone > [4 , and has
reached a configuration screen to set the time zone, as in figure 2.4:
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@2 NVIDIA. Base View ] in

Cluster Cluster Overview Run Command Licenselr >

bcm11:base gs | TimeZoneSettings - Settings

*®
& Networking
»

Provisioning

Time zone
Grouping

-
Devices
Europe/Amsterdam
All Devices
Device Identification
Store BIOS time in UTC

Installer Interactions

GPU Performance
Overview

MNode Creation Wizard

Figure 2.4: Base View Time Zone Breadcrumb

If the user wishes to return to the earlier Cluster > Settings screen without changing any values
in the current time zone screen, then it can be done by clicking on the appropriate breadcrumb. In this
case it is the breadcrumb associated with the navigation path to that earlier screen, which in figure 2.4 is
bcmll:base - Settings.

Navigating The Cluster With Base View: A Tree Map Of Locations From The Cluster Resource
The tabs within the Cluster resource window are mapped out in the tree figure displayed next, and the
tree is followed by a brief description of its items:

Cluster
I
| -- Overview
I I
|-- Cluster Utilization
I “-- displays a chart of cluster utilization against time for:
OccupationRate
TotalGPUUtilization
TotalCPUUtilization
TotalMemoryUtilization

I

I

I

I

I

|-- Device Status

| |-- Devices{Closed|Down|Total|Up}

| | -- ManagedSwitches{Closed|Down|Total|Up}
I | -- NVLinkSwitches{Closed|Down|Total|Up}
I | -- Nodes{Closed|Down|Total|Up}

I " -- PowerShelves{Closed|Down|Total|Up}
I

I

I

I

I

I

-- Resource Status
|-- Cores{Down|Total|Up}
| -- DPUNodes{Down|Total|Up}

|
I
I
|
|
|
|
I
I
|
|
|
|
I
|
|
|
I *-- GPUs{Down|Total|Up}
I
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-- Health Checks
[-- Entity
| -- Name
|-- Value
*-- Last Check

-- GPUs
|-- Node
|-- GPU
| -- Utilization
| -- Temperature
-- Power Usage

I

I

I

I

I

I

I

I

I

I

I

I

I

|-- Workload
I | -- Name
I | -- Scheduler
I | -- Running
| " -~ Queued
I

|

I

I

I

I

I

I

I

I

-- Cluster Overview
|-- Uptime
*-- Phase load

-- Disks
| -- Mountpoint
| -- Used
" -- Free

-- License Information
| -- Nodes
| -- Accelerators
|-- Building Management System Integration
| -- Leak Detection
| -- NMX Manager
| -- Inter-node Memory Exchange (IMEX) Management
|-- GB200 Rack Management
|-- GB200 Firmware Management
| -- Power Reservation Steering
|-- Run:ai
| -- Autonomous Hardware Recovery
- Autonomous Job Recovery

-- Settings
|-- Cluster name
I | -- Cluster name
| -- Cluster reference architecture
| -- Administrator email
|-~ Name
" -- Headnode

-- Name servers
| -- Name servers
| .- Name servers from DHCP

-- Time servers
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|-- Search domains
| | -- Search domains
I “-- Relay Host
|
|-- Externally visible IP
| “-- Externally visible IP
|
|-- Time zone
| *-- Time zone
|
|-- BMC settings
I |-- BMC Settings
|-- SNMP Settings
|-- DPU Settings
|-- SELinux Settings
|-- Access Settings
| -- Provisioning Settings
|-- ZTP settings
|-- ZTP new switch settings
|-- NetQ settings
|-- UFM settings
-- NMX Manager settings

-- Default burn configuration
| -- Default burn config
"-- Available Burn configs

-- External Network
| -- External network
| -- Management network
“-- No zero conf

-- Default category
“-- Arch0S

-- Sign installer certificates
“-- Sign installer certificates

-- Failover
“-- Failover

-- Failover groups
“-- Failover groups

-- Notes
“-- Notes

-- Wlm job power usage settings
“-- Wlm job power usage settings

-- Leak action policies
|-- Active leak action policies

I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I |-- Default category
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I “-- Leak action policies
I
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|-- Building Management System
I |-- BMS

I |-- BMS path

I |-- BMS Certificate

I “-- BMS private key

|

-- Prometheus metric forwarders
*-- Prometheus metric forwarders

-- Run Command
|-- Nodes
*-- Command

-- License Information
|-- License Information
I |-- Edition
I | -- Licensee
I | -- Version
I | -- Duration
| | -- Node Count
I | -- Accelerator Count
I | -- Mac Address
I -- Serial
I

-- Mission Control
| -- Manage Mission Control (hyperlink)
|-- Building Management System Integration
|-- Leak Detection
| -- NMX Manager
| -- Inter-node Memory Exchange (IMEX) Management
|-- GB200 Rack Management
|-- GB200 Firmware Management
| -- Power Reservation Steering
|-- Run:ai

| -- Autonomous Hardware Recovery

- Autonomous Job Recovery

-- System Information
|-- Type
|-- Memory Total
|-- Disk count
| -- Hostname
|-- BIOS Date
|-- 0S Version
“-- System Name

-- Hardware Inventory
|-~ Device
| -- Name
| -- Manufacturer
|-- Model
|-- Serial Number
-- Part Number

-- Node Arch 0S Information
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-- Version Information
| -- Hostname
|-- BCM Version
| -- CMDaemon Version
|-- Build Index
|-- Build Hash
“-- Database Version

I

I

I

I

I

I

|

I

I

| -- Port Forwarding
I | -- Device

I |-- Port

| |-- Head Port
I |-- Sessions
| “—- Actions

I
I
I
I
I
I
I
I
I

-- IMEX Configuration
|-- Node
[-- IP
|-- Status
|-- Version
|-- Connection Node
“-- Connection IP

-- Workload Utilization

-- displays a chart of jobs against nodes

Overview
The Overview tab window in the tree map has sections that show:

® Cluster Utilization graphs, which includes Occupation rate (page 981).

¢ The number of devices in various states (UP, DOWN ...) and their total number. Devices states are
covered in sections 5.5.3 and 5.5.4.

¢ The number of resources (Cores, DPUs, and GPUs) in various states (UP, DOWN, ...) and their total
number.

e Health checks (sections 10.2.1 and 10.2.4).

¢ GPU usage information (includes temperature, power).

¢ Workload scheduling. Workload management is described in Chapter 7.
¢ Uptime.

¢ Disks status.

¢ The license information. This shows the number of nodes and accelerators (such as GPUs) that
have been used, out of the number that are licensed to be used. In addition, the license information
section shows whether particular license features are enabled, such as for features available in
NVIDIA Mission Control (section 1.2 of the NVIDIA Mission Control Manual).

Settings
The Settings window has a number of global cluster properties and property groups. These are loosely
grouped as follows:
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¢ Cluster name: This section can also manage the cluster administrator email, partition name, and
head node name.

® Name servers: This section also manages the time servers.
¢ Search domains: A relay host can also be set in this section.
® Externally visible IP

¢ Time zomne

® BMC settings: This section is also used to manage SNMP, DPU, SELinux, Access, Provisioning,
ZTP, NetQ, UFM, and NMX Manager settings.

¢ Default burn configuration: Sets the default burn configuration, and values in the burn con-
figuration settings.

* External network: The management network can be defined from this section.
® Default category: Sets the default category

® Sign installer certificates: This section manages the manual or automatic signing of the
node-installer certificates (section 5.4.1).

® Failover: Opens up a window to manage failover properties.

® Failover groups: Opens up a window to manage failover groups properties.
* Notes

® Wlm job power usage settings: Opens up a new window to add settings

® Leak action policies: Opens up a new window to manage settings.

¢ Building Management System

® Prometheus metric forwarders: Opens up a new window to manage settings.

Run Command
The Run command tab window allows a specified command to be run on a selected node of the cluster.

License Information

The License Information section of the License Information tab window shows some further infor-
mation to do with cluster licensing; it is the Base View version of verify-license info (section 4.2.2 of
the Installation Manual).

A slightly obscure property within this pane is Version, which refers to the version type of the
license, rather than the BCM version. The license for NVIDIA Base Command Manager, with a value
for version of 10.0 and above, is of a type that is incompatible with versions before 10.0. This means
that an upgrade from before 9.2, to 10.0 or beyond, requires a license upgrade. The BCM support team
must be contacted to arrange the license upgrade.

The Mission Control section of the License Information window lets NVIDIA Mission Control
features be managed with the Manage Mission Control URL. Other parts of the section show which
features of the NVIDIA Mission Control license are currently active.

System information
The System information tab window shows the main hardware specifications of the devices in the
cluster (CPU, memory, BIOS), along with the operating system version that each device runs.
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Hardware Inventory
The Hardware Inventory tab window displays a table of hardware identifiers. It is the Base View ver-
sion of the hardwareinventoryinfo command in the device mode of cmsh.

Version Information
The Version Information tab window shows version information for important cluster software com-
ponents, such as the CMDaemon database version, BCM version and builds.

Port Forwarding

The Port Forwarding tab window shows ports that have been forwarded from the head node to the
regular nodes. It is the Base View version of the portforward list command (section 3.2.3) in the
device mode of cmsh.

IMEX Configuration
The IMEX configurations tab window lists the state of IMEX mappings per node.

Workload Utilization
The Workload Utilization tab window displays a chart of nodes running a job or not.

This section introduces the basics of the cluster management shell, cmsh. This is the command-line
interface to cluster management in BCM. Since cmsh and Base View give access to the same cluster man-
agement functionality, an administrator need not become familiar with both interfaces. Administrators
intending to manage a cluster with only Base View may therefore safely skip this section.

The cmsh front end allows commands to be run with it, and can be used in batch mode. Although
cmsh commands often use constructs familiar to programmers, it is designed mainly for managing the
cluster efficiently rather than for trying to be a good or complete programming language. For program-
ming cluster management, the use of Python bindings (Chapter 1 of the Developer Manual) is generally
recommended instead of using cmsh in batch mode.

Usually cmsh is invoked from an interactive session (e.g. through ssh) on the head node, but it can
also be used to manage the cluster from outside.

From the head node, cmsh can be invoked as follows:

[root@mycluster ~]# cmsh
[myclusterl’

By default it connects to the IP address of the local management network interface, using the de-
fault BCM port. If it fails to connect as in the preceding example, but a connection takes place using
cmsh localhost, then the management interface is most probably not up. In that case, bringing the
management interface up allows cmsh to connect to CMDaemon.

Running cmsh without arguments starts an interactive cluster management session. To go back to the
unix shell, a user enters quit or ctrl-d:

[mycluster]’ quit
[root@mycluster ~1#

Batch Mode And Piping In cmsh
The -c flag allows cmsh to be used in batch mode. Commands may be separated using semi-colons:
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[root@mycluster ~]# cmsh -c "main showprofile; device status apc01"
admin

apcOl ... [ up ]

[root@mycluster ~1#

Alternatively, commands can be piped to cmsh:

[root@mycluster ~]# echo device status | cmsh

device status

apcOl ... [ uvp ]
mycluster ........... [ up 1]
node001 ............. [ up 1]
node002 ............. [ up 1]
switchO1l ............ [ up 1

[root@mycluster ~]#

Dotfiles And /etc/cmshrc File For cmsh

In a similar way to unix shells, cmsh sources an rc file from the /etc directory, and also dotfiles, if
they exist. The sourcing is done upon start-up in both batch and interactive mode.

If /etc/cmshrc exists, then its settings are used, but the values can be overridden by user dotfiles.
This is standard Unix behavior, analogous to how bash works with /etc/bashrc and .bashrc files.

In the following list of cmsh dotfiles, a setting in the file that is in the shorter path overrides a setting
in the file with the longer path (i.e.: “shortest path overrides”):

e ~/.cm/cmsh/.cmshrc
e ~/.cm/.cmshrc

e ~/.cmshrc

Defining Command Aliases In cmsh

Sourcing settings is convenient when defining command aliases. Command aliases can be used to ab-
breviate longer commands. For example, putting the following in .cmshrc would allow 1v to be used
as an alias for device list virtualnode:

alias lv device list virtualnode

Besides defining aliases in dotfiles, aliases in cmsh can also be created with the alias command. The
preceding example can be run within cmsh to create the 1v alias. Running the alias command within
cmsh lists the existing aliases.

Aliases can be exported from within cmsh together with other cmsh dot settings with the help of the
export command:

[myclusterl’ export > /root/mydotsettings

The dot settings can be taken into cmsh by running the run command from within cmsh:

[mycluster]’ run /root/mydotsettings


/etc/cmshrc
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Built-in Aliases In cmsh

The following aliases are built-ins, and are not defined in any . cmshrc or cmshrec files:

[basecm11]% alias
alias - goto -

alias .. exit

alias / home

alias 7 help

alias ds device status
alias 1ls list

The meanings are:
® goto -: go to previous directory level of cmsh
* exit: go up a directory level, or leave cmsh if already at top level.

® home: go to the top level directory

help: show help text for current level

e device status: show status of devices that can be accessed in device mode

Automatic Aliases In cmsh

A cmsh script is a file that has a sequence of cmsh commands that run within a cmsh session.
The directory .cm/cmsh/ can have placed in it a cmsh script with a . cmsh suffix and an arbitrary

prefix. The prefix then automatically becomes an alias in cmsh.
In the following example

e the file tablelist.cmsh provides the alias tablelist, to list devices using the | symbol as a de-

limiter, and

¢ the file dfh.cmsh provides the alias dfh to carry out the Linux shell command df -h

[root@mycluster ~]# cat /root/.cm/cmsh/tablelist.cmsh
list -4 "[|"

[root@mycluster ~]1# cat /root/.cm/cmsh/dfh.cmsh

'df -h

[root@mycluster ~]# cmsh

[mycluster]’ device

[mycluster->devicel’ alias | egrep '(tablelist|dfh)'’
alias dfh run /root/.cm/cmsh/dfh.cmsh

alias tablelist run /root/.cm/cmsh/tablelist.cmsh
[mycluster->devicel’ list

.255.254
.0.1
.0.2

.255.254
.0.1
.0.2

Type Hostname (key)  MAC Category
HeadNode mycluster FA:16:3E:B4:39:DB

PhysicalNode node001 FA:16:3E:D5:87:71 default
PhysicalNode node002 FA:16:3E:BE:05:FE default
[mycluster->devicel]’ tablelist

Type |Hostname (key) |MAC | Category
—————————————————————— R el e
HeadNode |mycluster |[FA:16:3E:B4:39:DB |
PhysicalNode Inode001 |[FA:16:3E:D5:87:71 |default
PhysicalNode Inode002 |[FA:16:3E:BE:05:FE |default

[mycluster->devicely dfh
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Filesystem Size Used Avail Use}, Mounted on

devtmpfs 1.8G 0 1.8G 0% /dev

tmpfs 1.9G 0 1.9G 0% /dev/shm

tmpfs 1.9¢6  33M 1.8G 2% /run

tmpfs 1.9G 0 1.9G 0% /sys/fs/cgroup

/dev/vdbl 25G 17G 8.7G 66% /

tmpfs 374M 0 374M 0% /run/user/0

The cmsh session in NVIDIA Base Command Manager does not need restarting for the alias to be-

come activ

Default Arguments In cmsh Scripts

e.

In a cmsh script, the parameters $1, $2 and so on can be used to pass arguments. If the argument being
passed is blank, then the values the parameters take also remain blank. However, if the parameter
format has a suffix of the form -<value>, then <value> is the default value that the parameter takes if the
argument being passed is blank.

[root@mycluster ~]# cat .cm/cmsh/encrypt-node-disk.cmsh

home

device use ${1-node001}
set disksetup /root/my-encrypted-node-disk.xml

set revision ${2-test}

commit

The script can be run without an argument (a blank value for the argument), in which case it takes
on the default value of node001 for the parameter:

[root@mycluster ~]# cmsh

[mycluster]’ encrypt-node-disk
[mycluster->device[node001]17%

The script can be run with an argument (node002 here), in which case it takes on the passed value of
node002 for the parameter:

[root@mycluster ~]# cmsh

[mycluster]l’ encrypt-node-disk node002
[mycluster->device[node002]11%

Options Usage For cmsh
The options usage information for cmsh is obtainable with cmsh -h:

Usage:

Options:

cmsh [options] [hostnamel[:port]]

cmsh [options] -c <command>

cmsh [options] -f <filename>

--help|-h

Display this help

--noconnect|-u

Start unconnected

--controlflag|-z
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ETX in non-interactive mode

--color <yes/no>
Define usage of colors

--spool <directory>
Alternative /var/spool/cmd

--ttyl-t
Pretend a TTY is available

--noredirect|-r
Do not follow redirects

--norc|-n
Do not load cmshrc file on start-up

--noquitconfirmation]|-Q
Do not ask for quit confirmation

--echo|-x
Echo all commands

--quitl|-q
Exit immediately after error

--disablemultiline|-m

Disable multiline support

--hide-events
Hide all events by default

--disable-events
Disable all events by default

--certificate|-i

Specify alternative certificate

--key|-k
Specify alternative private key

Arguments:
hostname
The hostname or IP to connect to
command
A list of cmsh commands to execute
filename
A file which contains a list of cmsh commands to execute
Examples:
cmsh run in interactive mode
cmsh -c 'device status' run the device status command and exit

cmsh --hide-events -c 'device status' run the device status command and exit, without
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showing any events that arrive during this time

cmsh -f some.file -q -x run and echo the commands from some.file, exit

Man Page For cmsh
There is also a man page for cmsh(8), which is a bit more extensive than the help text. It does not
however cover the modes and interactive behavior.

The top-level of cmsh is the level that cmsh is in when entered without any options.

To avoid overloading a user with commands, cluster management functionality has been grouped
and placed in separate cmsh mode levels. Mode levels and associated objects for a level make up a hierar-
chy available below the top-level.

There is an object-oriented terminology associated with managing via this hierarchy. To perform
cluster management functions, the administrator descends via cmsh into the appropriate mode and ob-
ject, and carries out actions relevant to the mode or object.

For example, within user mode, an object representing a user instance, fred, might be added or
removed. Within the object fred, the administrator can manage its properties. The properties can be
data such as a password fred123, or a home directory /home/fred.

Figure 2.5 shows the top-level commands available in cmsh. These commands are displayed when
help is typed in at the top-level of cmsh:
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= I T Set aliases

category ............. .. Enter category mode

cert ... Enter cert mode

cloud ............ .., Enter cloud mode

color .........iiiiiiiii, Manage console text color settings
configurationoverlay .......... Enter configurationoverlay mode
connect ...........iiiiiiia., Connect to cluster

delimiter ..................... Display/set delimiter

device .........iiiiiiiia., Enter device mode

disconnect ................ ..., Disconnect from cluster
edgesite............ .. ..., Enter edgesite mode

etcd ... Enter etcd mode

events ........iiiiiiiiiiiiiea, Manage events

exit ...l Exit from current object or mode
eXport ..., Display list of aliases current list formats
fspart ...... ... il Enter fspart mode

o o o Enter group mode

groupingsyntax ................ Manage the default grouping syntax
help ... Display this help

hierarchy ..................... Enter hierarchy mode

history ........... ... it Display command history
kubernetes..................... Enter kubernetes mode

list .o List state for all modes

main ...........iiiiiiii . Enter main mode

modified .......... ... ... . List modified objects

monitoring .................... Enter monitoring mode

network ............... . ... ..., Enter network mode

NOdegroup . ...evvriiiiiaaaaaann Enter nodegroup mode

partition ..................... Enter partition mode

powercircuit .................. Enter powercircuit mode

PrOCESS . viiiiinnnnnninnenennn Enter process mode

profile .......... .. ...l Enter profile mode

quit ... Quit shell

quitconfirmation .............. Manage the status of quit confirmation
Tack ..., Enter rack mode

refresh ....................... Refresh all modes

oV Execute cmsh commands from specified file
session .........c.iiiiiiiia. .. Enter session mode

softwareimage ................. Enter softwareimage mode

task ... . Enter task mode

time ... .. Measure time of executing command
unalias ..........cciiiiiinnn Unset aliases

USET vt viniinernnnnnnanennnnns Enter user mode

watch ........... ... .. L, Execute a command periodically, showing output
Wlm .. Enter wlm mode

Figure 2.5: Top level commands in cmsh

All levels inside cmsh provide these top-level commands.
Passing a command as an argument to help gets details for it:

[myheadnodel]’ help run
Name: run - Execute all commands in the given file(s)
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Usage: run [OPTIONS] <filename> [<filename2> ...]

Options: -x, --echo
Echo all commands

-q, --quit
Exit immediately after error

[myheadnodel %

In the general case, invoking help at any mode level or within an object, without an argument,
provides two lists:

¢ Firstly, under the title of Top: a list of top-level commands.

* Secondly, under the title of the level it was invoked at: a list of commands that may be used at that
level.

For example, entering session mode and then typing in help displays, firstly, output with a title of Top,
and secondly, output with a title of session (some output ellipsized):

[myheadnode]’, session
[myheadnode->sessionl] help

Top

alias ...ttt i Set aliases
category ............. ... Enter category mode
cert ... Enter cert mode
cloud ........cciiiiiiiiiii Enter cloud mode

session
id cae Display current session id
killsession .............. Kill a session
= Provide overview of active sessions

[myheadnode->session]

Navigation Through Modes And Objects In cmsh
The major modes tree is shown in Appendix M.1.
The following notes can help the cluster administrator in navigating the cmsh shell:

¢ To enter a mode, a user enters the mode name at the cmsh prompt. The prompt changes to indicate
that cmsh is in the requested mode, and commands for that mode can then be run.

* To use an object within a mode, the use command is used with the object name. In other words,
a mode is entered, and an object within that mode is used. When an object is used, the prompt
changes to indicate that that object within the mode is now being used, and that commands are
applied for that particular object.

¢ To leave a mode, and go back up a level, the exit command is used. Similarly, if an object is in
use, the exit command exits the object. At the top level, exit has the same effect as the quit
command, that is, the user leaves cmsh and returns to the unix shell. The string .. is an alias for
exit.

¢ The home command, which is aliased to /, takes the user from any mode depth to the top level.
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¢ The path command at any mode depth displays a string that can be used as a path to the current
mode and object, in a form that is convenient for copying and pasting into cmsh. The string can be
used in various ways. For example, it can be useful to define an alias in . cmshrc (page 46).

In the following example, the path command is used to print out a string. This string makes it
easy to construct a bash shell command to run a 1list from the correct place within cmsh:

[basecmll->configurationoverlay[slurm-client]->roles[slurmclient]]’ list
Name (key)

slurmclient
[basecmll->configurationoverlay[slurm-client]->roles[slurmclient]]’ path
home;configurationoverlay;use "slurm-client";roles;use slurmclient;

Pasting the string into a bash shell, using the cmsh command with the -c option, and appending
the 1ist command to the string, replicates the session output of the 1ist command:

[basecmll ~]# cmsh -c 'configurationoverlay;use "slurm-client";roles;use slurmclient; list'
Name (key)

slurmclient

The following example shows the path command can also be used inside the cmsh session itself
for convenience:

[basecm11]% device
[basecmll->devicel’ list

Type Hostname (key) MAC Category Ip Network Status
EthernetSwitch  switchO1 00:00:00:00:00:00 10.141.0.50 internalnet [ UP ]
HeadNode basecmll 00:0C:29:5D:55:46 10.141.255.254 internalnet [ UP ]
PhysicalNode node001 00:0C:29:7A:41:78 default 10.141.0.1 internalnet [ UP ]
PhysicalNode node002 00:0C:29:CC:4F:79 default 10.141.0.2 internalnet [ UP ]

[basecmli->devicel’ exit

[basecm11]? device

[basecml1->devicel’ use node001

[basecml1->device[node001]1% path

home ;device;use node001;

[basecmll->device [node001]]% home

[basecm11]’ home;device;use node001 #copy-pasted from path output earlier
[basecml1->device[node001]11Y%

A command can also be executed in a mode without staying within that mode. This is done by
specifying the mode before the command that is to be executed within that node. Most commands also
accept arguments after the command. Multiple commands can be executed in one line by separating
commands with semi-colons.

A cmsh input line has the following syntax:
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<mode> <cmd> <arg>...<arg>; ...; <mode> <cmd> <arg>...<arg>

where <mode> and <arg> are optional. !

[basecmll->network]’% device status basecmll; list

basecmil ............ [ v 1

Name (key) Type Netmask bits Base address Domain name Ipv6
externalnet  External 16 192.168.1.0  brightcomputing.com no
globalnet Global 0 0.0.0.0 cm.cluster

internalnet  Internal 16 10.141.0.0 eth.cluster

[basecml1->network]Y

In the preceding example, while in network mode, the status command is executed in device mode
on the host name of the head node, making it display the status of the head node. The 1ist command
on the same line after the semi-colon still runs in network mode, as expected, and not in device mode,
and so displays a list of networks.

Inserting a semi-colon makes a difference, in that the mode is actually entered, so that the list displays
a list of nodes (some output truncated here for convenience):

[basecmll->network]’ device; status basecmll; list

basecmll ................ [ up 1]

Type Hostname (key) MAC Category Ip Network Status
HeadNode basecmll FA:16:3E:C8:06:D1 10.141.255.254 internalnet [ UP ]
PhysicalNode node001 FA:16:3E:A2:9C:87 default 10.141.0.1 internalnet [ UP ]

[basecmll->devicel¥

Modes in cmsh work with associated groupings of data called objects. For instance, device mode works
with device objects, and network mode works with network objects.

The commands used to deal with objects have similar behavior in all modes. Not all of the commands
exist in every mode, and not all of the commands function with an explicit object:

Command Description

use Use the specified object. L.e.: Make the specified object the current object
add Create the object and use it

assign Assign an existing property to an object

unassign  Unassign from an object a previously-assigned property

clear Clear the values of the object

clone Clone the object and use it

remove Remove the object

commit Commit local changes, done to an object, to CMDaemon

...continues

1 A more precise synopsis is:
[<mode>] <emd> [<arg> ... 1 [; ... ; [<mode>] <emd> [<arg> ... 1]
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...continued
Command  Description
refresh Undo local changes done to the object
list List all objects at current level
sort Sort the order of display for the 1ist command
format Set formatting preferences for 1ist output
foreach Execute a set of commands on several objects
show Display all properties of the object
swap Swap (exchange) the names of two objects
get Display specified property of the object
set Set a specified property of the object
clear Set default value for a specified property of the object.
append Append a value to a property of the object, for a multi-valued property
removefrom Remove a value from a specific property of the object, for a multi-valued property
modified List objects with uncommitted local changes
usedby List objects that depend on the object
validate Do a validation check on the properties of the object
exit Exit from the current object or mode level

Working with objects with these commands is demonstrated with several examples in this section.

Working With Objects: use, exit

[mycluster->devicel’ use node001
[mycluster->device[node001]]% status
node001 ............. [ up 1]
[mycluster->device[node001]1% exit
[mycluster->devicel

In the preceding example, use node001 issued from within device mode makes node001 the cur-
rent object. The prompt changes accordingly. The status command, without an argument, then returns
status information just for node001, because making an object the current object makes subsequent com-
mands within that mode level apply only to that object. Finally, the exit command exits the current
object level.

Working With Objects: add, commit, remove

The commands introduced in this section have many implicit concepts associated with them. So an
illustrative session is first presented as an example. What happens in the session is then explained in
order to familiarize the reader with the commands and associated concepts.

[mycluster->devicel’ add physicalnode node100 10.141.0.100
[mycluster->device* [node100%]]7 commit
[mycluster->device[nodel100]]7, category add test-category
[mycluster->category*[test-category*]]% commit
[mycluster->category[test-categoryl]/ remove test-category
[mycluster->category*]) commit

Successfully removed 1 Categories

Successfully committed O Categories
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[mycluster->categoryl’ device remove nodel00
[mycluster->categoryl’ device
[mycluster->device*]), commit

Successfully removed 1 Devices

Successfully committed O Devices

[mycluster->devicel,

add: The add command creates an object within its associated mode, and in cmsh the prompt drops
into the object level just created. Thus, at the start in the preceding example, within device mode, a new
object, named node100, is added. For this particular object properties can also be set, such as the type
(physicalnode), and IP address (10.141.0.100). The node object level ([node100%]) is automatically
dropped into from device mode when the add command is executed. After execution, the state achieved
is that the object has been created with some properties. However, it is still in a temporary, modified
state, and not yet persistent.

Asterisk tags in the prompt are a useful reminder of a modified state, with each asterisk indicating
a tagged object that has an unsaved, modified property. In this case, the unsaved properties are the IP
address setting, the node name, and the node type.

The add command—syntax notes:

In most modes the add command takes only one argument, namely the name of the object that is
to be created. However, in device mode an extra object-type, in this case physicalnode, is also
required as argument, and an optional extra IP argument may also be specified. The response to
“help add” while in device mode gives details:

[myheadnode->devicel’, help add

Name:

add - Create a new device of the given type with specified hostname
Usage:

add <type> <hostname>

add cloudnode <hostname> [provider]

add physicalnode <hostname> [ip] [interface]
Arguments:

type chassis, fabricresourcebox, fabricswitch, genericdevice, litenode,
cloudnode, dpu, physicalnode, headnode, powerdistributionunit,

racksensor, switch, unmanagednode

interface eg. ens3, bondO=ens3+ens4

commit: The commit command is a further step that actually saves any changes made after executing
a command. In this case, in the second line, it saves the node100 object with its properties. The asterisk
tag disappears for the prompt if settings for that mode level and below have been saved.

Conveniently, the top level modes, such as the category mode, can be accessed directly from within
this level if the mode is stated before the command. So, stating the mode category before running the
add command allows the specified category test-category to be added. Again, the test-category
object level within category mode is automatically dropped into when the add command is executed.

The -w|--wait option to commit:

The commit command by default does not wait for a state change to complete. This means that the
prompt becomes available right away. This means that it is not obvious that the change has taken
place, which could be awkward if scripting with cmsh for cloning (discussed shortly) a software
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image (section 2.1.2). The -w|--wait option to the commit command works around this issue
by waiting for any associated background task, such as the cloning of a software image, to be
completed before making the prompt available.

remove: The remove command removes a specified object within its associated mode. On successful
execution, if the prompt is at the object level, then the prompt moves one level up. The removal is not
actually carried out fully yet; it is only a proposed removal. This is indicated by the asterisk tag, which
remains visible, until the commit command is executed, and the test-category removal is saved. The
remove command can also remove a object in a non-local mode, if the non-local mode is associated
with the command. This is illustrated in the example where, from within category mode, the device
mode is declared before running the remove command for node100. The proposed removal is configured
without being made permanent, but in this case no asterisk tag shows up in the category mode, because
the change is in device mode. To drop into device mode, the mode command “device” is executed. An
asterisk tag then does appear, to remind the administrator that there is still an uncommitted change (the
node that is to be removed) for the mode. The commit command would remove the object whichever
mode it is in—the non-existence of the asterisk tag does not change the effectiveness of commit.

The -d|--data option to remove:

The remove command by default removes an object, and not the represented data. An example
is if, in softwareimage mode, a software image is removed with the remove (without options)
command. As far as the cluster manager is concerned, the image is removed after running commit.
However the data in the directory for that software image is not removed. The -d|--data option
to the remove command arranges removal of the data in the directory for the specified image, as
well as removal of its associated object.

The -a|--all option to remove:

The remove command by default does not remove software image revisions. The -a|--all option
to the remove command also removes all software image revisions.

Working With Objects: clone, modified, swap
Continuing on with the node object node100 that was created in the previous example, it can be cloned
tonode101 as follows:

[mycluster->devicel’ clone nodel00 nodel01
Warning: The Ethernet switch settings were not cloned, and have to be set manually
[mycluster->device* [node101*]]1% exit
[mycluster->device*] modified

State Type Name

+ Device nodel01
[mycluster->device*]) commit
[mycluster->devicel’

[mycluster->devicel’ remove nodel00
[mycluster->device*]’, commit
[mycluster->devicel’

The modified command is used to check what objects have uncommitted changes, and the new
object node101 that is seen to be modified, is saved with a commit. The device node100 is then removed
by using the remove command. A commit executes the removal.
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The “+” entry in the State column in the output of the modified command in the preceding example
indicates the object is a newly added one, but not yet committed. Similarly, a “~” entry indicates an ob-
ject that is to be removed on committing, while a blank entry indicates that the object has been modified
without an addition or removal involved.

Cloning an object is a convenient method of duplicating a fully configured object. When duplicating
a device object, cmsh will attempt to automatically assign a new IP address using a number of heuristics.
In the preceding example, node101 is assigned IP address 10.141.0.101.

The attempt is a best-effort, and does not guarantee a sensibly-configured object. The cluster admin-
istrator should therefore inspect the result.

Sometimes an object may have been misnamed, or physically swapped. For example, node001 ex-
changed physically with node002 in the rack, or the hardware device eth0 is misnamed by the kernel
and should be eth1. In that case it can be convenient to simply swap their names via the cluster manager
front end rather than change the physical device or adjust kernel configurations. This is equivalent to
exchanging all the attributes from one name to the other.

For example, if the two interfaces on the head node need to have their names exchanged, it can be
done as follows:

[mycluster->devicel’, use mycluster
[mycluster->device[mycluster]]’ interfaces
[mycluster->device[mycluster]->interfaces]’ list

Type Network device name IP Network
physical eth0 [dhcpl 10.150.4.46 externalnet
physical ethl [prov] 10.141.255.264  internalnet

[basecmll->device[mycluster]->interfaces], swap ethO ethl; commit
[basecmll->device [mycluster]->interfaces]’, list

Type Network device name IP Network
physical eth0 [prov] 10.141.255.264  internalnet
physical ethl [dhcpl 10.150.4.46 externalnet

[mycluster->device [mycluster]->interfaces]’, exit; exit

Working With Objects: get, set, refresh
The get command is used to retrieve a specified property from an object, and set is used to set it:

[mycluster->devicel’ use nodel01
[mycluster->device[node101]11% get category
test-category

[mycluster->device[node101]]7, set category default
[mycluster->device* [nodel01*]]7, get category

default

[mycluster->device* [node101%]]% modified

State Type Name
Device nodel01

[mycluster->device* [node101%]]% refresh
[mycluster->device[node101]]% modified

No modified objects of type device
[mycluster->device[nodel101]]7, get category
test-category
[mycluster->device[node101]11%

Here, the category property of the node101 object is retrieved by using the get command. The



2.5 Cluster Management Shell 59

property is then changed using the set command. Using get confirms that the value of the property
has changed, and the modified command reconfirms that node101 has local uncommitted changes.
The refresh command undoes the changes made. The modified command then confirms that no
local changes exist. Finally the get command reconfirms that no local change took place.
Among the possible values a property can take on are strings and Booleans:

* A string can be set as a revision label for any object:

[mycluster->device[node101]]% set revision "changed on 10th May"
[mycluster->device*[node101x]1% get revision
[mycluster->device* [node101%]]J, changed on 10th May 2011

This can be useful when using shell scripts with an input text to label and track revisions when
sending commands to cmsh. How to send commands from the shell to cmsh is introduced in
section 2.5.1.

”voou

¢ For Booleans, the values “yes”, “1”, “on” and “true” are equivalent to each other, as are their
opposites “no”, “0”, “off” and “false”. These values are case-insensitive.

Working With Objects: clear

[mycluster->devicel) set nodelOl mac 00:11:22:33:44:55
[mycluster->device*]), get nodel01 mac
00:11:22:33:44:55

[mycluster->device#*]) clear nodel0l1 mac
[mycluster->device*]) get nodel0l mac
00:00:00:00:00:00

[mycluster->devicex],

The get and set commands are used to view and set the MAC address of node101 without running
the use command to make node101 the current object. The clear command then unsets the value of the
property. The result of clear depends on the type of the property it acts on. In the case of string prop-
erties, the empty string is assigned, whereas for MAC addresses the special value 00:00:00:00:00:00
is assigned.

Working With Objects: 1ist, format, sort

The 1ist command is used to list objects in a mode. The command has many options. The ones that are
valid for the current mode can be viewed by running help list. The -f|--format option is available
in all modes, and takes a format string as argument. The string specifies what properties are printed for
each object, and how many characters are used to display each property in the output line. In following
example a list of objects is requested for device mode, displaying the hostname, switchports and ip
properties for each device object.

[basecml1->devicel) list -f hostname:14,switchports:15,ip

hostname (key) switchports ip

apcO1 10.142.254.1
basecmll switch01:46 10.142.255.254
node001 switch01:47 10.142.0.1
node002 switch01:45 10.142.0.2
switchO1 10.142.253.1

[basecmlil->devicel¥
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Running the 1ist command with no argument uses the current format string for the mode. Running
the list command with the -f option, and without specifying a size for the column keeps the column 20
characters wide.

Running the format command without arguments displays the current format string, and also dis-
plays all available properties including a description of each property. For example (output truncated):

[basecmll->devicel) format
Current list printing format:

type:22, hostname:[16-32], mac:18, category:[16-32], ip:15, network:[14-32], status:[16-32]

Valid fields:

activation : Date on which node was defined

additionalhostnames : List of additional hostnames that should resolve to the interfaces IP address
allownetworkingrestart : Allow node to update ifcfg files and restart networking

banks : Number of banks

",

The print specification of the format command uses the delimiter “:” to separate the parameter and
the value for the width of the parameter column. For example, a width of 10 can be set with:

[basecmli->devicel]’ format hostname:10
[basecmll->devicel? list

hostname (

apc01

basecmll

node001

node002

switchO1

Setting a width of 0 means that the column takes on the width of the widest entry.

A range of widths can be specified for a column, from a minimum to a maximum, using square
brackets. When a range is set, then the column width matches at least the lower bound, and at most the
upper bound. The text for the column is fitted into this range. If possible, the column width is shrunk
to fit the text that is displayed. If the text is larger than the upper bound, then the text is truncated with
a + to that width. For example:

[basecml1->devicel? format hostname: [10-14]
[basecmll->devicel? list

hostname (key)

apcO1

basecmll

node001

node002

switchO1

largenameforn+
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Here a node called largenamefornode is truncated to 14 characters, with the + replacing the 14th
character.

The parameters to be viewed can be chosen from a list of valid fields by running the format command
without any options, as shown earlier.

The format command can take as an argument a string that is made up of multiple parameters in a
comma-separated list. Each parameter takes a colon-delimited width specification.

[basecmll->devicel’ format hostname: [10-14],switchports:14,ip:20
[basecml1->devicel’ list

hostname (key) switchports ip

apcO1 10.142.254.1
basecmll switch01:46 10.142.255.254
node001 switch01:47 10.142.0.1
node002 switch01:45 10.142.0.2
switchO1 10.142.253.1

The output of the format command without arguments shows the current list printing format string,
with spaces. This can be used with enclosing quotes (").

In general, the string used in the format command can be set with enclosing quotes ("), or alterna-
tively, with the spaces removed:

[basecmll->device]’ format "hostname:[16-32], network:[14-32], status:[16-32]"
or

[basecmil->device]’) format hostname:[16-32] ,network:[14-32],status: [16-32]

The default parameter settings can be restored with the -r | --reset option:

[basecmll->device]’ format -r
[basecmll->device]’), format | head -3

Current list printing format:

type:22, hostname:[16-32], mac:18, category:[16-32], ip:15, network:[14-32], status:[16-32]
[basecml1->devicel¥

The sort command sorts output in alphabetical order for specified parameters when the 1ist com-
mand is run. The sort is done according to the precedence of the parameters passed to the sort com-
mand:

[basecml1->devicel’ sort type mac
[basecmll->devicel’, 1list -f type:15,hostname:15,mac

type hostname (key) mac

HeadNode basecmll 08:0A:27:BA:B9:43
PhysicalNode node002 00:00:00:00:00:00
PhysicalNode log001 52:54:00:DE:E3:6B

[basecmll->devicel’ sort type hostname
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[basecmll->devicel’ list -f type:15,hostname:15,mac

type hostname (key) mac

HeadNode basecmll 08:0A:27:BA:B9:43
PhysicalNode log001 52:54:00:DE:E3:6B
PhysicalNode node002 00:00:00:00:00:00

[basecmll->devicel) sort mac hostname
[basecmli->devicel’, 1list -f type:15,hostname:15,mac

type hostname (key) mac

PhysicalNode node002 00:00:00:00:00:00
HeadNode basecmll 08:0A:27:BA:B9:43
PhysicalNode log001 52:54:00:DE:E3:6B

The preceding sort commands can alternatively be specified with the -s|--sort option to the list
command:

[basecmll->devicel? list -f type:15,hostname:15,mac --sort type,mac
[basecmll->devicel’ list -f type:15,hostname:15,mac --sort type,hostname
[basecmll->devicel’ list -f type:15,hostname:15,mac --sort mac,hostname

Working With Objects: append, removefrom

When dealing with a property of an object that can take more than one value at a time—a list of values—
the append and removefrom commands can be used to respectively append to and remove elements from
the list. If more than one element is appended, they should be space-separated. The set command may
also be used to assign a new list at once, overwriting the existing list. In the following example values are
appended and removed from the powerdistributionunits properties of device node001. The power-
distributionunits properties represent the list of ports on power distribution units that a particular
device is connected to. This information is relevant when power operations are performed on a node.
Chapter 4 has more information on power settings and operations.

[mycluster->devicel’ use node001

[mycluster->device[node001]]7% get powerdistributionunits

apc0O1:1

[...device[node001]1% append powerdistributionunits apcO1:5
[...device*[node001%]1]% get powerdistributionunits

apcO01:1 apc01:5

[...device*[node001%]]7, append powerdistributionunits apc01:6
[...device*[node001*]]% get powerdistributionunits

apc01:1 apc01:5 apc01:6

[...device*[node001%]11% removefrom powerdistributionunits apc01:5
[...device*[node001%]]1% get powerdistributionunits

apcO01:1 apc01:6

[...device*[node001%]]7, set powerdistributionunits apcO1l:1 apc01:02
[...device*[node001*]]% get powerdistributionunits

apcO01:1 apc01:2

Working With Objects: usedby

Removing a specific object is only possible if other objects do not have references to it. To help the ad-
ministrator discover a list of objects that depend on (“use”) the specified object, the usedby command
may be used. In the following example, objects depending on device apc01 are requested. The usedby
property of powerdistributionunits indicates that device objects node001 and node002 contain refer-
ences to (“use”) the object apc01. In addition, the apc01 device is itself displayed as being in the up state,
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indicating a dependency of apc01 on itself. If the device is to be removed, then the 2 references to it first
need to be removed, and the device also first has to be brought to the CLOSED state (page 286) by using
the close command.

[mycluster->devicel’ usedby apcO1l
Device used by the following:

Type Name Parameter

Device apc01 Device is up

Device node001 powerDistributionUnits
Device node002 powerDistributionUnits

[mycluster->devicel,

Working With Objects: validate

Whenever committing changes to an object, the cluster management infrastructure checks the object to
be committed for consistency. If one or more consistency requirements are not met, then cmsh reports
the violations that must be resolved before the changes are committed. The validate command allows
an object to be checked for consistency without committing local changes.

[mycluster->devicel) use node001
[mycluster->device[node00111% clear category
[mycluster->device* [node001%]]7 commit

Code Field Message

1 category The category should be set
[mycluster->device* [node001x]1]% set category default
[mycluster->device#* [node001*]]% validate

A1l good

[mycluster->device* [node001*]1]% commit
[mycluster->device[node001]17%

Working With Objects: show
The show command is used to show the parameters and values of a specific object. For example for the
object node001, the attributes displayed are (some output ellipsized):

[mycluster->device[node001]]% show

Parameter Value

Hostname node001

IpP 10.141.0.1

Network internalnet
Revision

Type PhysicalNode

Mac FA:16:3E:3B:D8:23
Use exclusively for (category:default)
Category default

Activation Thu, 28 Aug 2025 08:41:00 CEST
Rack

Chassis < not set >

From template node
Default gateway 10.141.255.254 (headnode)
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Default gateway metric 0

Switch ports

Interfaces <1 in submode>
Static routes <0 in submode>
GPU Settings <0 in submode>
BMC Settings <submode>

Working With Objects: assign, unassign
The assign and unassign commands are analogous to add and remove. The difference between assign
and add from the system administrator point of view is that assign sets an object with settable properties
from a choice of existing names, whereas add sets an object with settable properties that include the name
that is to be given. This makes assign suited for cases where multiple versions of a specific object choice
cannot be used.

For example,

e Ifanode is to be configured to be run with particular Slurm settings, then the node can be assigned
an slurmclient role (section 2.1.5) with the assign command. The node cannot be assigned an-
other slurmclient role with other Slurm settings at the same time. Only the settings within the
assigned Slurm client role can be changed.

e If a node is to be configured to run with added interfaces eth3 and eth4, then the node can have
both physical interfaces added to it with the add command.

The only place where the assign command is currently used within cmsh is within the roles sub-
mode, available under category mode, configurationoverlay mode, or device mode. Within roles,
assign is used for assigning roles objects to give properties associated with that role to the category,
configuration overlay, or device.

Working With Objects: import For Roles
The import command is an advanced command that works within a role. It is used to clone roles
between entities.

A node inherits all roles from the category and configuration overlay it is a part of.

[root@basecmll ~1# cmsh

[basecm11]% device roles node001
[basecml1->device [node001]->roles]’ list
Name (key)

[category:default] cgroupsupervisor
[category:default] slurmclient

If there is a small change to the default roles to be made, only for node001, in slurmclient, then the
role can be imported from a category or overlay. Importing the role duplicates the object and assigns the
duplicated value to node001.

This differs from simply assigning a slurmclient role to node001, because importing provides the
values from the category or overlay, whereas assigning provides unset values.

After running import, just as for assign, changes to the role made at node001 level stay at that node
level, and changes made to the category-level or overlay-level slurmclient role are not automatically
inherited by the node001 slurmclient role.
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[basecmli->device[node001]->roles]’ import <TAB><TAB>
backup etcd: :host pbsproclient
boot failover pbsproserver

.. .and other available roles including slurmclient. ..
[basecmll->device[node001]->roles]’ import --overlay slurm-client slurmclient
[basecmll->device*[node001*]->roles*]Y list

Name (key)

[category:default] cgroupsupervisor
slurmclient
[basecmll->device*[node001%]->roles*]’, set slurmclient queues nodelq

[basecmll->device*[node001*]->roles*]% commit

The preceding shows that a list of possible roles is prompted for via tab-completion after having
typed import, and that the settings from the configuration overlay level are brought into node001 for
the slurmclient role. The slurmclient values at node level then override any of the overlay level or
category level settings, as suggested by the new list output. The Slurm client settings are then the same
for node001 as the settings at the overlay level. The only change made is that a special queue, nodelq, is
configured just for node001.

The import command in roles mode can duplicate any role between any two entities. Options can
be used to import from a category (-c | --category), or anode (-n| --node), or an overlay (-o| --overlay),
as indicated by its help text (help import).

The management infrastructure of BCM is designed to allow cluster partitioning in the future. A cluster
partition can be viewed as a virtual cluster inside a real cluster. The cluster partition behaves as a
separate cluster while making use of the resources of the real cluster in which it is contained. Although
cluster partitioning is not yet possible in the current version of BCM, its design implications do decide
how some global cluster properties are accessed through cmsh.

In cmsh there is a partition mode which will, in a future version, allow an administrator to create
and configure cluster partitions. Currently, there is only one fixed partition, called base. The base
partition represents the physical cluster as a whole and cannot be removed. A number of properties
global to the cluster exist inside the base partition. These properties are referenced and explained in
remaining parts of this manual.

[root@myheadnode ~]# cmsh
[myheadnode]’, partition use base
[myheadnode->partition[base]l’ show

Parameter Value
Cluster name mycluster
Revision

Cluster reference architecture

Administrator e-mail gandalf@example.com

Name base

Headnode myheadnode

Node basename node

Node digits 3

Name servers

Name servers from dhcp 10.3.100.100

Time servers 0.pool.ntp.org,1l.pool.ntp.org,2.pool.ntp.org

Search domains example.com
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Relay Host

Externally visible IP 0.0.0.0

Time zone Europe/Amsterdam
BMC Settings <submode>

SNMP Settings <submode>

DPU Settings <submode>
SELinux Settings <submode>
Access Settings <submode>
Provisioning Settings <submode>

ZTP settings <submode>

ZTP new switch settings <submode>

NetQ settings <submode>
Default burn configuration default-destructive
External network externalnet
Management network internalnet

No zero conf no

Default category default

Arch0S <0 in submode>
Fabrics <0 in submode>
Sign installer certificates AUTO

Failover not defined
Failover groups <0 in submode>
Burn configs <3 in submode>
Notes <0B>

This section describes some advanced features of cmsh and may be skipped on first reading.

Command Line Editing
Command line editing and history features from the readline library are available. http://tiswww.
case.edu/php/chet/readline/rluserman.html provides a full list of key-bindings.

For users who are reasonably familiar with the bash shell running with readline, probably the most
useful and familiar features provided by readline within cmsh are:

¢ tab-completion of commands and arguments

* being able to select earlier commands from the command history using <ctrl>-r, or using the up-
and down-arrow keys

History And Timestamps
The history command within cmsh explicitly displays the cmsh command history as a list.

The --timestamps|-t option to the history command displays the command history with times-
tamps.

[basecmll->device[node001117% history | tail -3
162 use node001
163 history
164 history | tail -3

[basecmll->device[node001117 history -t | tail -3
163 Thu Dec 3 15:15:18 2015 history
164 Thu Dec 3 15:15:43 2015 history | tail -3
165 Thu Dec 3 15:15:49 2015 history -t | tail -3


http://tiswww.case.edu/php/chet/readline/rluserman.html
http://tiswww.case.edu/php/chet/readline/rluserman.html
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This history is saved in the file .cm/.cmshhistory in the cmsh user’s directory. The timestamps in
the file are in unix epoch time format, and can be converted to human-friendly format with the standard
date utility.

[root@mycluster ~]# tail -2 .cm/.cmshhistory
1615412046

device list

[root@mycluster ~1# date -d @1615412046

Wed Mar 10 22:34:06 CET 2021

Mixing cmsh And Unix Shell Commands

It is often useful for an administrator to be able to execute unix shell commands while carrying out
cluster management tasks. The cluster manager shell, cmsh, therefore allows users to execute commands
in a subshell if the command is prefixed with a “!” character:

[mycluster]’, !'hostname -f
mycluster.cm.cluster
[mycluster]’

Executing the ! command by itself will start an interactive login sub-shell. By exiting the sub-shell,
the user will return to the cmsh prompt.

Besides simply executing commands from within cmsh, the output of operating system shell com-
mands can also be used within cmsh. This is done by using the legacy-style “backtick syntax” available
in most unix shells.

[mycluster]’ device use “hostname-
[mycluster->device[mycluster]]), status
mycluster ................ [ up 1
[mycluster->device[mycluster]]’

Output Redirection
Similar to unix shells, cmsh also supports output redirection to the shell through common operators such
as >, >>,and |.

[mycluster]’, device list > devices

[mycluster]’, device status >> devices

[mycluster]’, device list | grep node001

Type Hostname (key) MAC (key) Category

PhysicalNode node001 00:E0:81:2E:F7:96  default

Input Redirection
Input redirection with cmsh is possible. As is usual, the input can be a string or a file. For example, for a
file runthis with some commands stored in it:

[root@mycluster ~]# cat runthis
device
get node001 ip
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the commands can be run with the redirection operator as:

[root@mycluster ~]# cmsh < runthis
device

get node001 ip

10.141.0.1

Running the file with the -f option avoids echoing the commands

[root@mycluster ~]# cmsh -f runthis
10.141.0.1

The ssh Command

The ssh command is run from within the device mode of cmsh. If an ssh session is launched from within
cmsh, then it clears the screen and is connected to the specified node. Exiting from the ssh session returns
the user back to the cmsh launch point.

[basecm11]% device ssh node001

<screen is cleared>

<some MOTD text and login information is displayed>
[root@node001 ~1# exit

Connection to node001 closed.

[basecm11] device use basecmll
[basecmll->device[basecm11]]’, #now let us connect to the head node from the head node object
[basecmli->device[basecml11]]’ ssh

<screen is cleared>

<some MOTD text and login information is displayed>
[root@basecmll ~1# exit

logout

Connection to basecmll closed.
[basecmll->device[basecml11]]1%

An alternative to running ssh within cmsh is to launch it in a subshell anywhere from within cmsh,
by using !ssh.

The time Command
The time command within cmsh is a simplified version of the standard unix time command.

The time command takes as its argument a second command that is to be executed within cmsh.
On execution of the time command, the second command is executed. After execution of the time
command is complete, the time the second command took to execute is displayed.

[basecmil->device]’ time ds node0O1
node001 .................. [ Uup ]
time: 0.108s
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The watch Command
The watch command within cmsh is a simplified version of the standard unix watch command.

The watch command takes as its argument a second command that is to be executed within cmsh.
On execution of the watch command, the second command is executed every 2 seconds by default, and
the output of that second command is displayed.

The repeat interval of the watch command can be set with the --intervall|-n option. A running
watch command can be interrupted with a <Ctrl>-c.

[basecml1->devicel’, watch newnodes

screen clears

Every 2.0s: newnodes Thu Dec 3 13:01:45 2015
No new nodes currently available.

[basecmll->devicel’ watch -n 3 status -n node001,node002
screen clears

Every 3.0s: status -n node001,node002 Thu Jun 30 17:53:21 2016
node001 ............... [UP ]
node002 ............... [UP ]

Looping Over Objects With foreach

It is frequently convenient to be able to execute a cmsh command on several objects at once. The foreach
command is available in a number of cmsh modes for this purpose. A foreach command takes a list of
space-separated object names (the keys of the object) and a list of commands that must be enclosed by
parentheses, i.e.: “(” and “)”. The foreach command will then iterate through the objects, executing the
list of commands on the iterated object each iteration.

Basic syntax for the foreach command: The basic foreach syntax is:

foreach <ovbjectl> <object2> --- ( <commandl>; <command2> - -- )

[mycluster->devicel’ foreach node001 node002 (get hostname; status)

node001
node001 ............. [ up 1
node002
node002 ............. [ up 1]

[mycluster->devicel’

With the foreach command it is possible to perform set commands on groups of objects simulta-
neously, or to perform an operation on a group of objects. The range command (page 74) provides an
alternative to it in many cases.

Advanced options for the foreach command: The foreach command advanced options can be viewed
from the help page:
[root@basecmlil ~]# cmsh -c "device help foreach"

The options can be classed as: grouping options (list, type), adding options, conditional options, and
looping options.

¢ Grouping options:
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— -n|--nodes, -gl--group, -cl|--category, -rl|--rack, -h|--chassis, -el|--overlay,
-1|--role, -m|--image, -ul--union, -i|--intersection

— -t|--type chassis|fabricresourcebox|fabricswitch|genericdevice|litenode|cloudnode]|

dpu|physicalnode |headnode|powerdistributionunit|racksensor|switch|unmanagednode

There are two forms of grouping options shown in the preceding text. The first form uses a list
of the objects being grouped, while the second form uses the type of the objects being grouped.
These options become available according to the cmsh mode used.

In the device mode of cmsh, for example, the foreach command has many grouping options
available. If objects are specifed with a grouping option, then the specified objects can be looped
over.

For example, with the list form, the --category (-c) option takes a node category argument (or
several categories), while the --node (-n) option takes a node-list argument. Node-lists (specifica-
tion on page 72) can also use the following, more elaborate, syntax:

<node>,...,<node>,<node>. . <node>

[demo->devicel’) foreach -c default (status)
node001 ............. [ DowN 1]

node002 ............. [ DowN 1]
[demo->devicel’ foreach -g rack8 (status)

[demo->device]’) foreach -n node001,node008..node016,n0de032 (status)
[demo->devicelY

With the type form, using the -t|--type option, the literal value to this option must be one of
node, cloudnode, virtualnode, and so on.

If multiple grouping options are used, then the union operation takes place by default.

Both grouping option forms are often used in commands other than foreach for node selection.
Adding options: -o|--clone, -al--add

The --clone (-0) option allows the cloning (section 2.5.3) of objects in a loop. In the following

example, from device mode, node001 is used as the base object from which other nodes from
node022 up to node024 are cloned:

[basecml1->devicel’ foreach --clone node001 -n node022..node024 ()
[basecmll->device*]’ list | grep node

Type Hostname (key) Ip
PhysicalNode node001 10.141.0.1
PhysicalNode node022 10.141.0.22
PhysicalNode node023 10.141.0.23
PhysicalNode node024 10.141.0.24

[basecmll->device*]’, commit

To avoid possible confusion: the cloned objects are merely objects (placeholder schematics and
settings, with some different values for some of the settings, such as IP addresses, decided by
heuristics). So it is explicitly not the software disk image of node001 that is duplicated by object
cloning to the other nodes by this action at this time.
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— Overriding the default heuristics for IP address allocation: The default heuristics for IP
address allocation choose the next free IP address if, among other conditions, the same base
name is used for the clone. Thus, if the base name used differs from the original, then by
default the next free IP address is not chosen. To override the heuristic, so that the next free
IP address is chosen anyway, the --next-ip option can be used.

For example, when creating nodes starting with node02 instead of the default node002:

[basecmll->devicel’ foreach -o node001 -n node[02-04]1 ()
Base name mismatch, IP settings will not be modified!
Base name mismatch, IP settings will not be modified!
Base name mismatch, IP settings will not be modified!
[basecmll->device*]) network ips internalnet

Hostname IP State
basecmll 10.141.255.254 ok
node001 10.141.0.1 duplicate
node02 10.141.0.1 duplicate
node03 10.141.0.1 duplicate
node04 10.141.0.1 ok

[basecml1->devicel’ foreach -o node001 -n node[02-04] --next-ip ()
[basecmll->device*]) network ips internalnet

Hostname IP State
basecmll 10.141.255.254 ok
node001 10.141.0.1 ok
node02 10.141.0.2 ok
node03 10.141.0.3 ok
node04 10.141.0.4 ok

Conversely, IP addresses can be incremented by a specific amount when using the
addinterface command (section 3.7.1), by using its - -increment option.

The --add (-a) option creates the device for a specified device type, if it does not exist. Valid types
are shown in the help output, and include physicalnode, headnode, switch.

¢ Conditional options: -s|--status, -ql|--quitonunknown
The --status (-s) option allows nodes to be filtered by the device status (section 2.1.1).

[basecmll->devicel’, foreach -n node001..node004 --status UP (get IP)
10.141.0.1
10.141.0.3

Since the --status option is also a grouping option, the union operation applies to it by default
too, when more than one grouping option is being run.

The --quitonunknown (-q) option allows the foreach loop to be exited when an unknown com-
mand is detected.

* Looping options: *, -v|--verbose
The wildcard character * with foreach implies all the objects that the 1ist command lists for that
mode. It is used without grouping options:
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[myheadnode->devicel, foreach * (get ip; status)

10.141.253.1

switchO1 ............ [ DowN 1]
10.141.255.254

myheadnode .......... [ up 1
10.141.0.1

node001 ............. [ CLOSED ]
10.141.0.2

node002 ............. [ CLOSED 1]

[myheadnode->devicel,

Another example that lists all the nodes per category, by running the listnodes command within
category mode:

[basecmll->categoryl) foreach * (get name; listnodes)
default
Type Hostname MAC Category Ip Network Status

PhysicalNode node001 FA:16:3E:79:4B:77 default 10.141.0.1 internalnet [ UP ]
PhysicalNode node002 FA:16:3E:41:9E:A8 default 10.141.0.2 internalnet [ UP ]
PhysicalNode node003 FA:16:3E:C0:1F:E1 default 10.141.0.3 internalnet [ UP ]

bf The --verbose (-v) option displays the loop headers during a running loop with time stamps,
which can help in debugging.

Restrictions in execution of power-related commands for the foreach command: Some power-related
commands are prevented from execution in a foreach loop.

root@basecmll:"# cmsh

[basecm11]’ device

[basecmll->devicel’ foreach -n node001 (power status)

This command is not allowed inside foreach/range: power status
Specify the node selection directly on the command instead

This is because the execution time-scale differences between the foreach command and the command
executed by the foreach command can cause issues. The issues can be unacceptable delays in response,
or an unacceptable stacking up of powering-on operations. If powering-on operations stack up and
cause unfeasibly large power demands, then cloud instances and on-premises instances may not be able
to start.

Node List Syntax
Node list specifications, as used in the foreach specification and elsewhere, can be of several types.
These types are best explained with node list specification examples:

¢ adhoc (with a comma, or a space):
example: node001,n0de003,n0de005,n0de006

¢ sequential (with two dots or square brackets):
example: node001. .node004
or, equivalently: node00[1-4]
which is: node001,n0de002,n0de003 ,node004
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¢ sequential extended expansion (only for square brackets):
example: node [001-002]s[001-005]
which is:
node001s001,n0de001s002,n0de001s003,n0de001s004,n0de001s005, \
node002s001,n0de002s002,n0de002s003 ,n0de002s004,n0de002s005

¢ rack-based:
This is intended to hint which rack a node is located in. Thus:

— example: r[1-2]n[01-03]
which is: r1n01,r1n02,r1n03,r2n01,r2n02,r2n03
This might hint at two racks, r1 and r2, with 3 nodes each.

— example: rack[1-2]node0[1-3]
which is: rackinode01,rackinode02,rackinode03,rack2nodel1,
rack2node02,rack2node03
Essentially the same as the previous one, but for nodes that were named more verbosely.

* sequential exclusion (negation):
example: node001. .node005, -node002. .node003
which is: node001,n0de004,node005

¢ sequential stride (every <stride> steps):
example: node00[1..7:2]
which is: node001,n0de003,n0de005,n0de007

* mixed list:
The square brackets and the two dots input specification cannot be used at the same time in one
argument. Other than this, specifications can be mixed:

— example: r1n001..r1n003,r2n003
which is: r1n001,r1n002,r1n003,r2n003
- example: r2n003,r[3-5]n0[01-03]
which is: r2n003,r3n001,r3n002,r3n003,r4n001,r4n002,r4n003,r5n001,r5n002,r5n003

— example: node[001-100] , -node[004-100:4]
which is: every node in the 100 nodes, except for every fourth node.

* path to file that contains a list of nodes:
example: ~/some/filepath/<file with list of nodes>
The caret sign is a special character in cmsh for node list specifications. It indicates the string that
follows is a file path that is to be read.

Node list syntax is a customized subset of device list syntax. As such, when using devices other than

nodes, some of the syntax from node list syntax may not work as expected.

Setting grouping syntax with the groupingsyntax command: “Grouping syntax” here refers to usage
of dots and square brackets. In other words, it is syntax of how a grouping is marked so that it is accepted
as a list. The list that is specified in this manner can be for input or output purposes.

The groupingsyntax command sets the grouping syntax using the following options:

* bracket: the square brackets specification.
¢ dot: the two dots specification.

¢ auto: the default. Setting auto means that:
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— either the dot or the bracket specification are accepted as input,

— the dot specification is used for output.

The chosen groupingsyntax option can be made persistent by adding it to the . cmshrc dotfiles, or
to /etc/cmshrc (section 2.5.1).

[root@basecmll ~]# cat .cm/cmsh/.cmshrc

groupingsyntax auto

The range Command

The range command provides an interactive option to carry out basic foreach commands over a group-
ing of nodes. When the grouping option has been chosen, the cmsh prompt indicates the chosen range
within braces ({}).

[basecml1->devicel), range -n node0[01-24]
[basecml1->device{-n node001..024}]1%

In the preceding example, commands applied at device level will be applied to the range of 24 node
objects.

Continuing the preceding session—if a category can be selected with the -c option. If the default
category just has three nodes, then output displayed could look like:

[basecm1i->device{-n node001..024}]% range -c default
[basecmli->device{-c default}]’ ds

node001 .................. [ UP 1 state flapping
node002 .................. [ up 1]
node003 .................. [ up 1]

Values can be set at device mode level for the selected grouping.

[basecmli->device{-c default}]), get revision

[basecml1l->device{-c default}]’), set revision test
[basecmll->device{-c default}]), get revision

test

test

test

Values can also be set within a submode. However, staying in the submode for a full interaction
is not possible. The settings must be done by entering the submode via a semi-colon (new command
statement continuation on same line) syntax, as follows:

[basecmll->device{-c default}]’, roles; assign pbsproclient; commit
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The range command can be regarded as a modal way to carry out an implicit foreach on the group-
ing object. Many administrators should find it easier than a foreach:

[basecmli->device{-c default}]) get ip
10.141.0.1

10.141.0.2

10.141.0.3

[basecmll->device{-c default}]y ..
[basecml1->devicel) foreach -c default (get ip)
10.141.0.1

10.141.0.2

10.141.0.3

Commands can be run inside a range. However, running a pexec command inside a range is typi-
cally not the intention of the cluster administrator, even though it can be done:

[basecmll->devicel]) range -n node[001-100]
[basecmii->device{-n node[001-100]}1% pexec -n node[001-100] hostname

The preceding starts 100 pexec commands, each running on each of the 100 nodes.
Further options to the range command can be seen with the help text for the command (output
truncated):

[root@basecmlil “]J# cmsh -c "device help range"

Name: range - Set a range of several devices to execute future commands on
Usage: range [OPTIONS] * (command)
range [OPTIONS] <device> [<device> ...] (command)
Options: --show Show the current range
--clear Clear the range
-v, --verbose Show header before each element

The bookmark And goto Commands
Bookmarks: A bookmark in cmsh is a location in the cmsh hierarchy.
A bookmark can be

¢ set with the bookmark command

¢ reached using the goto command

A bookmark is set with arguments to the bookmark command within cmsh as follows:
¢ The user can set the current location as a bookmark:

- by using no argument. This is the same as setting no name for it

- by using an arbitrary argument. This is the same as setting an arbitrary name for it

® Apart from any user-defined bookmark names, cmsh automatically sets the special name: “-”. This
is always the previous location in the cmsh hierarchy that the user has just come from.

All bookmarks that have been set can be listed with the -1|--1ist option.
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Reaching a bookmark: A bookmark can be reached with the goto command. The goto command can
take the following as arguments: a blank (no argument), any arbitrary bookmark name, or “-”. The
bookmark corresponding to the chosen argument is then reached.

The “-” bookmark does not need to be preceded by a goto.

[mycluster]’ device use node001
[mycluster->device[node001]1]% bookmark
[mycluster->device[node001]11% bookmark -1
Name Bookmark

home;device;use node001;
- home;
[mycluster->device[node001]]% home
[mycluster]’, goto
[mycluster->device[node001]]% goto -
[mycluster]’, goto
[mycluster->device[node001]]% bookmark dnil
[mycluster->device[node001]]% goto -
[mycluster]’ goto dnl
[mycluster->device [node001]17%

Saving bookmarks, and making them persistent: Bookmarks can be saved to a file, such as mysaved,
with the -s | --save option, as follows:

[mycluster]’ bookmark -s mysaved

Bookmarks can be made persistent by setting (.)cmshrc files (page 46) to load a previously-saved
bookmarks file whenever a new cmsh session is started. The bookmark command loads a saved book-
mark file using the -x|--1oad option.

[root@basecmll ~]# cat .cm/cmsh/.cmshrc
bookmark -x mysaved

Renaming Nodes With The rename Command
Nodes can be renamed globally from within partition mode, in the Node basename field associated
with the prefix of the node in Base View (section 3.1.1) or in cmsh (section 2.5.4, and also page 111).
However, a more fine-grained batch renaming is also possible with the rename command, and typi-
cally avoids having to resort to scripting mechanisms. Using rename is best illustrated by examples:
The examples begin with using the default basename of node and default node digits (padded suffix
number length) of 3.
A simple rename that is a prefix change, can then be carried out as:

[basecmli->devicel]? rename node001..node003 test
Renamed: node001 to testl
Renamed: node002 to test2
Renamed: node003 to test3
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The rename starts up its own numbering from 1, independent of the original numbering. The change
is committed using the commit command.

Zero-padding occurs if the number of nodes is sufficiently large to need it. For example, if 10 nodes
are renamed (some output elided):

[basecmi1->device]’ rename node[001-010] test
Renamed: node001 to testO1
Renamed: node002 to test02

Renamed: node009 to test09
Renamed: node010 to testl0

then 2 digits are used for each number sulffix, in order to match the size of the last number.
String formatting can be used to specify the number of digits in the padded number field:

[basecml1->devicel’ rename node[001-003] test’04d
Renamed: node001 to test0001
Renamed: node002 to test0002
Renamed: node003 to test0003

The target names can conveniently be specified exactly. It requires an exact name mapping. That is,
it assumes the source list size and target list size match:

[basecmll->devicel’ rename node[001-005] test0[1,2,5-7]
Renamed: node0O01 to testOl
Renamed: node002 to test02
Renamed: node003 to test05
Renamed: node004 to test06
Renamed: node005 to testO7

The hostnames are sorted alphabetically before they are applied, with some exceptions based on the
listing method used.

A --dry-run option can be used to show how the devices will be renamed. Alternatively, the
refresh command can clear a proposed set of changes before a conmit command commits the change,
although the refresh would also remove other pending changes.

Exact name mapping could be used to allocate individual servers to several people:

[root@basecmll ~1# cmsh

[basecm11]? device

[basecml1->device]’ rename node[001-004] alice,bob,charlie,dave
Renamed: node001 to alice

Renamed: node002 to bob

Renamed: node003 to charlie

Renamed: node004 to dave

[basecml1->devicel’ commit

Skipping by a number of nodes is possible using a colon (:). An example might be to skip by two so
that twin servers can be segregated into left/right.
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[root@basecmll ~1# cmsh

[basecm11]? device

[basecml1->devicel’ rename node[001-100:2] left[001-050]
Renamed: node001 to left001

Renamed: node003 to left002

Renamed: node097 to left049
Renamed: node099 to left050
[basecml1->devicel) rename node[002-100:2] right[001-050]
Renamed: node002 to right001
Renamed: node004 to right002

Renamed: node098 to right049
Renamed: nodel00 to right050
[basecml1->devicel’ commit

Using CMDaemon Environment Variables In Scripts
Within device mode, the environment command shows the CMDaemon environment variables (sec-
tion 3.3.2 of the Developer Manual) that can be passed to scripts for particular device.

[mycluster->devicel]’, environment node001

Key Value
CMD_ACTIVE_MASTER_IP 10.141.255.254
CMD_CATEGORY default
CMD_CLUSTERNAME mycluster
CMD_DEVICE_TYPE ComputeNode
CMD_ENVIRONMENT_CACHE_EPOCH_MILLISECONDS 1615465821582
CMD_ENVIRONMENT_CACHE_UPDATES 4

The environment variables can be prepared for use in Bash scripts with the -e|--export option:

[mycluster->devicel’ environment -e node001
export CMD_ENVIRONMENT_CACHE_UPDATES=4
export CMD_CATEGORY=default

export CMD_SOFTWAREIMAGE=default-image

export CMD_DEVICE_TYPE=ComputeNode

export CMD_ROLES=

export CMD_FSMOUNT__SLASH_home_FILESYSTEM=nfs
export CMD_NODEGROUPS=

Creating JSON Format Output From A Table Format Output In cmsh
A list of table entries can be converted to a JSON representation by using the delimiter specification
option: -4 {}

By default, the indentation value used is 2. Other values can be set by putting the value inside the
braces.



2.6 Cluster Management Daemon 79

[basecmll->devicel’ list -f hostname,ip,mac,status

hostname (key) ip mac status
node001 10.141.0.1 FA:16:3E:95:80:9F [ UP ]
basecmll 10.141.255.254 FA:16:3E:D3:56:E0 [ UP ]

[basecmll->devicel’ color off; list -f hostname,ip,mac,status -d {}

L
{
"hostname (key)": "basecmll",
"ip": "10.141.255.254",
"mac": "FA:16:3E:D3:56:E0",
"status": "[  UP "
},
{
"hostname (key)": '"node001",
"ip": "10.141.0.1",
"mac": "FA:16:3E:95:80:9F",
"status": "[  UP "
}
]

[basecmll->devicel¥

The color off setting is needed to remove the default console coloring. If the command is to run
from the bash shell, the same output can be achieved with:

[root@basecmll ~]J# cmsh --color=no -c "device; list -f hostname,ip,mac,status -d {}"

The cluster management daemon or CMDaemon is a server process that runs on all nodes of the cluster
(including the head node). The cluster management daemons work together to make the cluster man-
ageable. When applications such as cmsh and Base View communicate with the cluster, they are actually
interacting with the cluster management daemon running on the head node. Cluster management ap-
plications never communicate directly with cluster management daemons running on non-head nodes.

The CMDaemon application starts running on any node automatically when it boots, and the ap-
plication continues running until the node shuts down. Should CMDaemon be stopped manually for
whatever reason, its cluster management functionality becomes unavailable, making it hard for admin-
istrators to manage the cluster. However, even with the daemon stopped, the cluster remains fully
usable for running computational jobs using a workload manager.

The only route of communication with the cluster management daemon is through TCP port 8081.
The cluster management daemon accepts only SSL connections, thereby ensuring all communications
are encrypted. Authentication is also handled in the SSL layer using client-side X509v3 certificates (sec-
tion 2.3).

On the head node, the cluster management daemon uses a MySQL database server to store all of its
internal data. Raw monitoring data, on the other hand, is stored as binary data outside of the MySQL
database (section 14.8).

Using systemctl To Manage The Cluster Management Daemon
It may be useful to shut down or restart the cluster management daemon. For instance, a restart may be
necessary to activate changes when the cluster management daemon configuration file is modified.
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The cluster management daemon operation can be controlled through the systemct1 unit command
options:

[root@basecmll etcl# systemctl stop cmd.service

[root@basecmll etc]# systemctl is-enabled cmd.service

enabled

[root@basecmll etc]# systemctl status cmd.service

* cmd.service - BCM daemon
Loaded: loaded (/usr/lib/systemd/system/cmd.service; enabled; preset: enabled)
Active: inactive (dead) since Tue 2025-04-08 15:44:00 CEST; 48s ago

[root@basecmll etcl# systemctl start cmd.service

[root@basecmll etcl# systemctl status cmd.service

* cmd.service - BCM daemon
Loaded: loaded (/usr/lib/systemd/system/cmd.service; enabled; preset: enabled)
Active: active (running) since Tue 2025-04-08 09:18:18 CEST; 6h ago

The cluster management daemon can be restarted on all regular nodes that are up:

[root@mycluster ~]# pdsh -a "systemctl restart cmd; systemctl is-active cmd"
node001: active

node002: active

node003: active

[root@mycluster ~]#

This uses pdsh, the parallel shell command (section 14.1).

Using cmdaemonctl To Inspect The Cluster Management Daemon
The cmdaemonctl command is a way to run some CMDaemon-specific service-related commands:

[root@basecmil etcl# cmdaemonctl -h
cmdaemonctl [OPTIONS...] COMMAND ...

Query or send control commands to the cluster manager daemon.

-h --help Show this help

Commands :
debugon Turn on CMDaemon debug
debugoff Turn off CMDaemon debug
full-status Display CMDaemon status
upgrade Upgrade CMDaemon database
logconf Reload log configuration

[root@basecmll etcl# cmdaemonctl full-status

CMDaemon version 3.0 is running (active)
Running locally
Debug logging is disabled
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Current Time: Tue, 08 Apr 2025 16:15:41 CEST
Startup Time: Tue, 08 Apr 2025 15:55:39 CEST
Uptime: 20m 1s

CPU Usage: 5.55887u 1.93049s (0.6%)
Memory Usage: 176MB

Sessions Since Startup: 5
Active Sessions: 5

Number of occupied worker-threads: 1
Number of free worker-threads: 14

Connections handled: 323
Requests processed: 323
Total read: 93KB

Total written: 317KB

Average request rate: 16.1 requests/m
Average bandwidth usage: 264.35B/s

For performance reasons, CMDaemon should not normally be run in debug mode.

Many cluster configuration changes can be done by modifying the cluster management daemon config-
uration file. For the head node, the file is located at:

/cm/local/apps/cmd/etc/cmd. conf

For regular nodes, it is located inside of the software image that the node uses.

Appendix C describes the supported configuration file directives and how they can be used. Nor-
mally there is no need to modify the default settings.

After modifying the configuration file, the cluster management daemon must be restarted to activate
the changes.

Updating CMDaemon
CMDaemon can be updated on the head node with a package manager command such as:

yum update cmdaemon
and on a regular node image with a command such as:
yum update --installroot=/cm/images/<software image> cmdaemon

Updating software on the cluster is covered in greater detail in Chapter9.

CMDaemon Version Extraction

For debugging an issue, knowing the version of CMDaemon that is in use on the cluster can be helpful.
The cmdaemonversions command runs within the device mode of cmsh. It lists the CMDaemon version
running on the nodes of the cluster

[basecml1->device]’), cmdaemonversions
Hostname Version index Version hash
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basecmll 146,965 e6£593b676
node001 146,965 e6f593b676
node002 146,965 e6f593b676

A higher version index value indicates a more recent CMDaemon version.
The --join option is a formatting option that gathers together versions with the same value:

[basecmll->devicel’ cmdaemonversions --join

Version index Version hash Count Hostnames

146,962 dcb306b592 2 node004. .node006

146,963 db3a48968c 1 node003

146,965 e6£593b676 3 basecmll,node001. .node002

A cluster administrator is expected to keep the same version for all nodes, but sometimes updating
nodes to the same version can take some time—for example, when waiting for a long job to finish on a
node, before rebooting that node.

CMDaemon generates log messages in /var/log/cmdaemon from specific internal subsystems, such as
Workload Management, Service Management, Monitoring, Certs, and so on. By default, none of those
subsystems generate detailed (debug-level) messages, as that would make the log file grow rapidly.

CMDaemon Logging Configuration Global Debug Mode
A global debug mode can be enabled in CMDaemon using cmdaemonctl:

[root@basecmll ~]# cmdaemonctl -h
cmdaemonctl [OPTIONS...] COMMAND ...

Query or send control commands to the cluster manager daemon.

-h --help Show this help
Commands :

debugon Turn on CMDaemon debug

debugoff Turn off CMDaemon debug

[root@basecmil ~]# cmdaemonctl debugon
CMDaemon debug level on

Stopping debug level logs from running for too long by executing cmdaemonctl debugoff is a good
idea, especially for production clusters. This is important in order to prevent swamping the cluster with
unfeasibly large logs.

CMDaemon Subsystem Logging Configuration Debug Mode
CMDaemon subsystems can generate debug logs separately per subsystem, including by severity level.
This can be done by modifying the logging configuration file at:

/cm/local/apps/cmd/etc/logging. cmd. conf

Within this file, a section with a title of #Available Subsystems lists the available subsystems that
can be monitored. These subsystems include MON (for monitoring), DB (for database), HA (for high avail-
ability), CERTS (for certificates), and so on.
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CMDaemon Subsystem Logging Configuration Severity Levels
The debug setting is one of several severity levels. Other severity levels are info, warning, error, and
all.

Further details on setting subsystem options are given within the logging. cmd. conf file.

For example, to set CMDaemon log output for Monitoring, at a severity level of warning, the file
contents for the section severity might look like:

Severity {
warning: MON

}

CMDaemon Subsystem Logging Configuration Deployment
The new logging configuration can be reloaded from the file by restarting CMDaemon:

[root@basecmll etc]# systemctl restart cmd

or by triggering it using the event bucket (page 665)

[root@basecmll etcl# echo LOGGING.RELOAD.CONFIG > /var/spool/cmd/eventbucket

As part of its tasks, the cluster management daemon modifies a number of system configuration files.
Some configuration files are completely replaced, while other configuration files only have some sections
modified. Appendix A lists all system configuration files that are modified.

* A file that has been generated entirely by the cluster management daemon contains a header:

# This file was automatically generated by cmd. Do not edit manually!

Such a file will be entirely overwritten, unless the FrozenFile configuration file directive (Ap-
pendix C, page 905) is used to keep it frozen.

¢ A file that has had only a section of it generated by the cluster management daemon contains a
header and ending sections in the following format:

# This section of this file was automatically generated by cmd. Do not edit manually!
# BEGIN AUTOGENERATED SECTION -- DO NOT REMOVE

# END AUTOGENERATED SECTION -- DO NOT REMOVE

Such a file has only the auto-generated sections entirely overwritten, unless the FrozenFile con-
figuration file directive is used to keep these sections frozen.

The FrozenFile configuration file directive in cmd. conf is set as suggested by this example:

FrozenFile = { "/etc/dhcpd.conf", "/etc/postfix/main.cf" }

If the generated full file or generated section of a file has a manually modified part, and FrozenFile
is not in use, then during overwriting an event is generated, and the original manually modified config-
uration file is backed up to:

/var/spool/cmd/saved-config-files

Using FrozenFile can be regarded as a configuration technique (section 3.20.3), and one of various
possible configuration techniques (section 3.20.1).
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2.6.6 Configuration File Conflicts Between The Standard Distribution And BCM For
Generated And Non-Generated Files

While BCM changes as little as possible of the standard distributions that it manages, there can some-

times be unavoidable issues. In particular, sometimes a standard distribution utility or service gener-

ates a configuration file that conflicts with what the configuration file generated by BCM carries out

(Appendix A).

For example, the Red Hat security configuration tool system-config-securitylevel can conflict
with what shorewall (section 7.2 of the Installation Manual) does, while the Red Hat Authentication
Configuration Tool authconfig (used to modify the /etc/pam.d/system-auth file) can conflict with the
configuration settings set by BCM for LDAP and PAM.

In such a case the configuration file generated by BCM must be given precedence, and the generation
of a configuration file from the standard distribution should be avoided. Sometimes using a fully or
partially frozen configuration file (section 2.6.5) allows a workaround. Otherwise, the functionality of
the BCM version usually allows the required configuration function to be implemented.

Details on the configuration files installed and updated by the package management system, for files
that are “non-generated” (that is, not of the kind in section 2.6.5 or in the lists in Appendixes A.1 and
A.2.3), are given in Appendix A.3.

2.6.7 CMDaemon Lite

Introduction

As an alternative to the regular CMDaemon, BCM provides a lightweight CMDaemon, called CMDae-
mon Lite. This is intended as a minimal alternative to the regular CMDaemon for nodes that are not
managed by CMDaemon. CMDaemon Lite is contained in the package cm-1ite-daemon.

It can be installed on a device where the administrator considers the option of installing a regular,
full-featured, CMDaemon to be overkill, but still wants an alternative that allows some basic monitoring,
and (if available) GNSS measurements, to be carried out on the device.

CMDaemon Lite is a Python service, and can be run on a device such as a standalone desktop,
running Windows, Linux, or MacOS. It uses up one node license per node that it is run on. It requires
Python 3.7 or later.

CMDaemon Lite with the standard number of metrics is about 25% lighter on memory resources,
and 50% lighter on CPU resources, than the regular CMDaemon.

Deployment
A zipped package can be picked up on the head node from BCM distribution repositories with:

Example
[root@basecmll ~]# yum install cm-lite-daemon-dist #apt install cm-lite-daemon-dist  for Ubuntu

The package cm-lite-daemon is also available from the APT repositories, instead of
cm-lite-daemon-dist. It should be used for Cumulus OS and for NVOS.

Installation of the package places a zip file and bootstrap certificate files under /cm/shared/apps/
cm-lite-daemon-dist/:

Example

[root@basecmll ~]# ls -al /cm/shared/apps/cm-lite-daemon-dist/

total 212

drwxr-xr-x 2 root root 74 Mar 30 02:38 .

druxr-xr-x 32 root root 4096 Mar 18 09:57 ..

“rW--———--- 1 root root 1704 Mar 30 02:38 bootstrap.key
-rW------- 1 root root 1289 Mar 30 02:38 bootstrap.pem

-rw-r--r-- 1 root root 202448 Feb 24 15:19 cm-lite-daemon.zip


/cm/shared/apps/cm-lite-daemon-dist/
/cm/shared/apps/cm-lite-daemon-dist/
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These files should be moved to and unzipped on the lite node. The lite node is the machine that is to
run cm-lite-daemon. In the following session it is assumed to be running Ubuntu, but details will differ
slightly for other operating systems.

[root@basecmll ~]# scp /cm/shared/apps/cm-lite-daemon-dist/* root@liteO1l://opt/
[root@basecmil ~]# ssh root@liteO1

root@lite01:~# cd /opt
root@liteOl:/opt# unzip cm-lite-daemon.zip

root@liteOl:/opt# cd cm-lite-daemon
root@liteOl:/opt/cm-lite-daemon# 1ls -11 --group-directories-first
total 60
drwxr-xr-x root root 4096 Oct 31 2017 cm_lite_daemon

root root 87 Oct 31 2017 etc

root root 76 Oct 31 2017 examples

root root 6 Oct 31 2017 log

root root 110 Oct 31 2017 service

root root 7752 Oct 31 2017 cm-lite-daemon

root root 916 Oct 31 2017 cm-lite-daemon_ctl

root root 3832 Oct 31 2017 connection_test

root root 382 Oct 31 2017 install-required-pip-packages

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
-IWXT-XT-X
-I'WXT-XT-X
-IWXI-XT-X
-IWXr-Xr-X
-rwxr-xr-x 1 root root 182 Oct 31 2017 install-required-pip-packages.bat
root root 8409 Oct 31 2017 register_node

root root 4683 Oct 31 2017 request_certificate

root root 107 Oct 31 2017 requirements.txt

root root 5409 Oct 31 2017 unregister_node

- IrWwXr-xXxr-Xx

-IrwXr-xr-Xx

-IrWw-I--r--

e a0 I I SR RN

- IYWwXr-Xr-Xx

The bootstrap. files that were also copied over to the lite node should also be moved into the
/opt/cm-lite-daemon/etc/ directory:

root@lite0l:/opt/cm-lite-daemon# mv ../bootstrap.* /opt/cm-lite-daemon/etc/

To have a consistent Python environment, a virtual environment for Python can be configured on the
lite node. For Ubuntu:

apt install python3-venv

should install the venv module.

The virtual environment for CMDaemon Lite, venv (the last argument in the python3 -m line), can
then be configured and activated by running:

root@lite0l:/opt/cm-lite-daemon# python3 -m venv venv
root@lite0l:/opt/cm-lite-daemon# source venv/bin/activate

The installation requirements for the cm-1ite-daemon software are then met with:

(venv) root@liteOl:/opt/cm-lite-daemon# pip install -r requirements.txt

Collecting pyOpenSSL>=21.0.0 (from -r requirements.txt (line 1))
Downloading pyopenssl-26.0.0-py3-none-any.whl.metadata (18 kB)

Collecting websocket-client (from -r requirements.txt (line 2))
Downloading websocket_client-1.9.0-py3-none-any.whl.metadata (8.3 kB)

(venv) [root@lite0l1 cm-lite-daemon]#
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The lite node can now be registered:

(venv) root@liteOl:/opt/cm-lite-daemon# ./register_node --node lite0l --disable-cert-check \
--disable-hostname-check

INFO BN Certificate requested: ecb53aa08-d796-4£95-9e24-088e2f81cb90, waiting for it to be issued...
INFO . Saved private key: /opt/cm-lite-daemon/etc/cert.key
INFO . Saved certificate: /opt/cm-lite-daemon/etc/cert.pem

(venv) root@liteO1:/opt/cm-lite-daemont#

After register_node is run, CMDaemon running on the head node is able to see the certificate request.

If CMDaemon Lite on the lite node is connected to the same network as CMDaemon on the head
node, then the certificate will be automatically issued, just like it is for regular BCM nodes being in-
stalled.

In that case, the CMDaemon Lite status should show up the lite node as:

(venv) root@liteOl:/opt/cm-lite-daemon# systemctl status cm-lite-daemon.service
cm-lite-daemon.service - Bright Computing Cluster Lite Manager daemon
Loaded: loaded (/usr/lib/systemd/system/cm-lite-daemon.service; enabled; preset: enabled)
Active: active (running) since Mon 2026-03-30 11:22:29 PDT; 1min 7s ago
Main PID: 11872 (python3)
Tasks: 22 (limit: 128)
Memory: 28.7M (high: 488.0M max: 512.0M available: 459.2M peak: 54.0M)
CPU: 1.656s
CGroup: /system.slice/cm-lite-daemon.service
11872 python3 /opt/cm-lite-daemon/cm-lite-daemon --daemon --pid-file /var/run/cm-lite-daemon.pid

Mar 30 11:22:29 liteOl1 systemd[1]: Started cm-lite-daemon.service - Bright Computing Cluster Lite Manager daemon.

However if CMDaemon Lite is connected to the head node using a different network, then the cer-
tificate must be issued manually, which can be done as follows:
Using cmsh the certificate request ID can be found:

[basecmli->cert]’ listrequests
Request ID Client type Session ID Name

1 Lite node

After finding the correct value for the Request ID, the certificate can then be issued. For a certificate
with a Request ID value of 1, it can be issued with, for example:

basecmil->cert]), issuecertificate --days 10000 1

The days field can be used to set how long cm-1lite-daemon is allowed to connect. Regular BCM
node certificates have a lifetime of about 10,000 days (about 27 years).

On a Linux machine register_node starts cm-1lite-daemon as a service, so that the following com-
mands work as expected:

[root@liteO1l ~]# systemctl status cm-lite-daemon
[root@liteO1l ~]# systemctl start cm-lite-daemon

[root@lite01 ~]# systemctl stop cm-lite-daemon
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On non-Linux operating systems, cm-1ite-daemon must be started manually.
CMDaemon Lite can be tested by first running it in a foreground shell environment:

[root@lite01 cm-lite-daemon]# ./cm-lite-daemon

The lite node should then show up as being in the UP state in Base View or cmsh.

Afterwards the cm-1ite-daemon Python script can be registered to be autostarted. The administrator
should ensure that the running directory for this is set correctly.

The cm-1ite-daemon service can alternatively simply be run as a foreground process when needed.

CMDaemon Lite On Cumulus Switches
From NVIDIA Base Command Manager version 10 onwards, Cumulus switches (section 3.10) also sup-
port running CMDaemon Lite. In that case, the property hasclientdaemon must be set for the switch.

[headl’ device add switch cumulusO1

[head->device* [cumulus01*]]% # hasclientdaemon: set if CMDaemon Lite should run on switch
[head->device* [cumulus01%]]7 set hasclientdaemon yes

[head->device* [cumulus01*]]), interfaces

[head->device* [cumulus01*]->interfaces]’ add physical ethO

[head->device [cumulusO1*]->interfaces*[ethO*]]), set mac 12:34:56:78:90:AB
[head->device [cumulusO1*]->interfaces*[ethO*]]% set ip 1.2.3.4
[head->device [cumulusO1*]->interfaces*[ethO*]]’ commit
[head->device [cumulus01] ->interfaces[eth0]]1% ..;..

[head->device [cumulus01]]% status

cumulus01 ................ [ vp 1]

The ZTP settings should be configured from ztpsettings mode, and a username and password
must be set within the accesssettings mode for the Cumulus switch. Further details on configuring
Cumulus switches are given in section 3.10.

Even Lighter Than CMDaemon Lite: Configuring A Device As A Generic Node
To put things in perspective: so far the options described have been:
1. CMDaemon running on the device
2. CMDaemon Lite running on the device

A third option that can be considered, is to have
3. no CMDaemon at all running on the device and to register the device as a generic node with the
regular CMDaemon on the head node. A generic node is a generic network device (page 113) that
happens to be a node.

This third option—the generic node option—then monitors the device for a basic state of UP/DOWN,
but nothing else. In contrast to the first two cases, a node license is not used up.

Even lighter than generic nodes: configuring a device as unmonitored: Devices can alternatively be
added to the BIND DNS entries of the zone file via the /var/named/*.include files (Appendix A.1).
This is a feature of the Linux operating system rather than a feature of BCM, and so —perhaps rather
obviously—a BCM node license is also not used up in this case.

After restarting the named service, the nodes are not seen on the head node, and the device is not
monitored in any way. The cluster does however know how to reach it, which in some cases may be all
that a cluster administrator wants.

For example, if a host 10.141.1.20 with hostname myotherhost01, is added to the internalnet network
within the domain name eth.cluster, then the session may be run as follows:
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Example

[root@head ~]# vi /var/named/eth.cluster.zone.include
(appropriate DNS forward entry is added)

[root@head ~]# cat /var/named/eth.cluster.zone.include
myotherhostO1 IN A 10.141.1.20

[root@head ~1# vi /var/named/141.10.in-addr.arpa.zone.include
(appropriate DNS reverse entry is added)

[root@head ~1# cat /var/named/141.10.in-addr.arpa.zone.include
20.1 IN PTR myotherhostOl.eth.cluster.

[root@head ~]# systemctl restart named
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After the NVIDIA Base Command Manager software has been installed on the head node, the cluster
must be configured. For convenience, the regular nodes on the cluster use a default software image
stored on the head node. The image is supplied to the regular nodes during a process called provisioning
(Chapter 5), and both the head node and the regular nodes can have their software modified to suit exact
requirements (Chapter 9). This chapter however goes through a number of basic cluster configuration
aspects that are required to get all the hardware up and running on the head and regular nodes.

Section 3.1 explains how some of the main cluster configuration settings can be changed.

Section 3.2 details how the internal and external network parameters of the cluster can be changed.

Section 3.3 describes the setting up of network bridge interfaces.

Section 3.4 describes VLAN configuration.

Section 3.5 describes the setting up of network bond interfaces.

Section 3.6 covers how InfiniBand is set up.

Section 3.7 describes how Baseboard Management Controllers such as IPMI, iLO, DRAC, CIMC, and
Redfish are set up.

Section 3.8 describes how BlueField DPUs are set up.

Section 3.9 describes how switches are set up.

Section 3.10 describes how Cumulus switches are configured.

Section 3.11 describes how NetQ can be integrated with BCM.

Section 3.12 describes how UFM can be integrated with BCM.

Section 3.13 explains how disk layouts are configured, as well as how diskless nodes are set up.

Section 3.14 describes how NFS volumes are exported from an NFS server and mounted to nodes
using the integrated approach of BCM.

Section 3.15 describes how services can be run from BCM.

Section 3.16 describes how a rack can be configured and managed with BCM.

Section 3.17 describes how GPUs can be configured with BCM.

Section 3.18 describes how sampling from a Prometheus exporter can be configured with BCM.

Section 3.19 describes how custom scripts can replace some of the default scripts in use.

Section 3.20 discusses configuration alternatives that are not based on CMDaemon.

Section 3.21 describes how the configuration files prior to a configuration change can be saved.

More elaborate aspects of cluster configuration such as power management, user management, pack-
age management, and workload management are covered in later chapters.

While both front ends—cmsh and Base View—can be used to carry out cluster management (Chapter 2),
the BCM manuals often describe configuration with an arbitrary front end rather than for both front
ends.
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This is because the front ends are usually analogous enough to each other when carrying out a
configuration procedure, so that describing the procedure for the other front end in detail as well is
mostly wasteful. If the procedures differ significantly, then guidance is typically given on the differences.

Thus, for example, both cmsh and Base View can be used for the global configuration of cluster
settings. For the cmsh front end, the configuration is done using partition mode. The analog to global
configuration in the Base View front end relies on the navigation path: Cluster > Settings.

This section now continues with the Base View description.

The navigation path: Cluster > Settings brings up Base View’s cluster settings window (fig-
ure 3.1):

@2 NVIDIA. Base View [ Cluster i Accounting ¥= Monitoring Bl chargeback P b= I ) —

Cluster Cluster Overview Settings Run Command License Information System Information Hardware Invent >

Networking
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Figure 3.1: Cluster Settings

The navigational overview (page 39) indicates how the main cluster Settings window fits into the
organizational layout of BCM.

The cluster Settings tab window allows changes to be made to many of the global cluster settings,
typically using a grouping configuration that corresponds to the partition-level configuration in cmsh.
The values that can be set for these global settings can in some cases be overridden by more specific
configuration levels, such as (configuration-)overlay-level, category-level, or node-level configuration.
The main cluster settings in figure 3.1 are about name-related settings, cluster networking settings, and
some other miscellaneous global cluster settings.

In the Base View cluster Settings tab window of figure 3.1, the following cluster-wide settings can be
viewed and modified:

e Cluster name: Default value: BCM HEAD Cluster.

® Administrator email: Default value: Specified during installation (figure 3.8 in Chapter 3 of the
Installation Manual).

® Name servers: No default value, or picked up using DHCP.
e Time servers: Default values: 0.pool.ntp.org, 1.pool.ntp.org, 2.pool.ntp.org.
e Search domains: No default value.

e Externally visible IP:Defaultvalue: 0.0.0.0.
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* Time zone: Default value: Specified during installation (figure 3.8 in Chapter 3 of the Installation
Manual).
* BMC settings: This allows BMC and related settings to be managed.
The following objects already exist by default on a new cluster, and can have their settings modi-
fied:
— BMC (section 3.1.3)
— SNMP (section 3.9.2)
- Provisioning (Chapter 5, section 5.2.4)
The following objects do not already exist by default on a new cluster, which means that clicking

on them to configure them begins the process of creating the object, prompting the administrator
to enter values for the object:

DPU (section 3.8, page 143)

SELinux (Chapter 12 of the Installation Manual)

Access (section 3.10.1)

ZTP (section 3.10)

ZTP new switch

NetQ (section 3.11)

UFM (section 3.12)

— NMX Manager (section 2.3 of the NVIDIA Mission Control Manual)

The BMC and related settings are described in their associated sections.

® External network: Default value: as defined during selection of network topology during instal-
lation. The Management network can also be configured in this section.

— Management network: Default value: as defined during selection of network topology during
installation.

Network topology selection during installation is covered in section 3.3.9 of the Installation Man-
ual.

® Default category: Default value: default. This value is inherited as the default object name for
category mode.

® Arch0S: No default value. This specifies an architecture and OS.

e Sign installer certificates: Default value: AUTO. Described in section 5.4.1.
e Failover: No default value.

e Failover groups: No default value.

e Default burn configuration: Default value: default-destructive.

® Wlm job power usage settings: No default value.

e Leak action policies: Default value: Default building policy.

e Building Management System: Default value: NVIDIA-conforming BMS.

e Prometheus metric forwarders: No default value.
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The following network-related settings are also described in the context of external network settings for
the cluster object, in section 3.2.3, as well as in the quickstart in Chapter 1 of the Installation Manual.

Nameserver And Search Domains Used By Cluster
¢ If Base View is used, then the settings window can be used to set the IP address of the nameserver
and the names of the search domains for the cluster.

By default, the nameserver is the internal (regular-nodes-facing) IP address of the head node.
Multiple nameservers can be added. If the value is set to 0.0.0.0, then the address supplied via
DHCP to the head node is used. Alternatively, a static value can be set. Static IP addresses must
be used for external addresses in the case of the cluster being configured with high availability.

e If cmsh is used instead of Base View, then the changes to the nameserver and searchdomain values
can instead be carried out via partition mode (page 108).

Limit to the number of search domains: In older versions of the Linux operating system, the number
of names that can be set as search domains used by the cluster has a maximum limit of 6 by default,
with a total of 256 characters.

More recent versions of glibc—from glibc 2.26 onward—no longer set a limit.

Because using more than 6 search domains is unsupported by older glibcs, some administrators take
the risk of forcefully installing a newer glibc, overriding the official repository dependency restrictions.
This results in a system that is unsupported by the distribution, and is also unsupported by BCM.

Instead of trying to set more than the officially supported number of search domains, the use of
FQDNs is advised as a workaround.

Changing The Order In resolv.conf
For clusters, CMDaemon by default automatically writes the /etc/resolv.conf by using the following
sources, and in the following order:

1. Global network
2. Other networks
3. Category search domains
4. Partition search domains

Because older glibc versions only support 6 entries in /etc/resolv.conf, it is sometimes useful to
exclude or reorder the preceding sources.

For a network object, there are two fields that control the position of the domain name in the file
/etc/resolv.conf:

[basecm11]’, network use ibnet
[basecml1l->network[ibnet]]’ show

Exclude from search domain no

Search domain index 0

If the Exclude from search domain field is set to yes, then the domain name for the network is not
used.

The Search domain index field specifies the position of the domain name. A value of 0 means
CMDaemon automatically determines its location.

The index of the category and partition search domains can also be changed by appending a number,
in the suffix format : <index>, to the domain name:


/etc/resolv.conf
/etc/resolv.conf
/etc/resolv.conf
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[basecm11]’ partition
[basecmll->partition[base]]’ get searchdomains
example.com:1

domain.test:6

If an index is set for one search domain, then setting indices for all search domains is recommended.
Search domains without indices are handled automatically by CMDaemon.

CMDaemon sorts all search domains according to index, and writes /etc/resolv.conf with the 6
that have the lowest index, with the lowest index first.

Setting The Stub Resolver For Ubuntu Hosts
For Ubuntu, CMDaemon generates a /etc/resolv.conf file (Appendix A), and symlinks it to the
resolv.conf managed by systemd at /etc/run/systemd/resolve/resolve.conf.

However, a default Ubuntu without BCM uses a systemd stub resolver service (man systemd-resolved.8)
that listens on the IP address 127.0.0.53. Sometimes a stub resolver is also useful in BCM for containers
such as enroot containers (section 7.3.3) that mount and use /etc/resolv.conf.

To enable resolution for such containers on a node via the stub resolver instead of the uplink resolver,
the resolver can be set using the extra resolve parameter, using the -e| --extra setting:

basecmll->device[node001]1]% # to set it to the stub resolver:
basecmll->device[node001]1]% set -e resolv stub
basecmll->device*[node001%]1% commit # wait a bit
basecmll->device[node001]1]% # to set it back to the BCM value:
basecmll->device[node001]]% set -e resolv uplink
basecmll->device*[node001*]]1% commit # wait a bit

Externally Visible IP Address
The externally visible IP address are public (non-RFC 1918) IP addresses to the cluster. These can be set
to be visible on the external network.

¢ If using Base View, the navigation path is:
Cluster > Settings > Externally visible IP.

¢ For cmsh, the parameter externallyvisibleip can be set via partition mode.

Time server(s)
Time server hostnames can be specified for the NTP client on the head node.

¢ If using Base View, the navigation path is via Cluster > Settings > NAME SERVERS.

* For cmsh, the parameter timeservers can be set via partition mode.

Time Zone
The time zone setting can be set at various grouping levels:
If applied to the entire cluster, and if it is applied in partition mode, then:

* In Base View, the time zone parameters can be jumped to via the navigation path:
Cluster > Settings > Time zone

® In cmsh, the time zone can be selected in partition mode, using the base object. Tab-completion
prompting after entering “set timezone” displays a list of several hundred possible time zones,
from which one can be chosen:


/etc/resolv.conf
/etc/run/systemd/resolve/resolve.conf
/etc/resolv.conf
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[basecml11]’ partition use base
[basecmll->partition[base]]’ set timezone america/los_angeles
[basecmll->partition* [base*]]) commit

A time zone setting can also be applied at the level of a node, category, edge site, and cloud region.
As is usual in the BCM hierarchy, the value set for the larger grouping is the default value used by the
members of that group, while a value set specifically for the individual members of that group overrides
such a default.

BMC (IPMI/iLO, DRAC, CIMC, Redfish) Settings
The BMC (Baseboard Management Controller) access settings can be configured in Base View via the
navigation path:

Cluster > Settings > BMC Settings > Z
This opens up a window so that the BMC settings can be managed:

e User name: (default: bright)
* Password: (default: random string generated during head node installation)
e User ID:(default: 4)

* Power reset delay: During a reset, this is the time, in seconds, that the machine is off, before it
starts powering up again (default: 0)

® Extra arguments: (default: none)

e privilege: (default: administrator)

The defaults in the preceding are set when the BMC interfaces are configured during head node instal-
lation. If the BMC interfaces are not set then, then the defaults are also unset.
BMC configuration is discussed in more detail in section 3.7.

Administrator E-mail Setting

By default, the distribution which BCM runs on sends e-mails for the administrator to the root e-mail
address. The administrator e-mail address can be changed within BCM so that these e-mails are received
elsewhere.

¢ In Base View, an e-mail address (or space-separated addresses) can be set in the Administrator
e-mail field via the navigation path Cluster > Settings > Cluster name

® In cmsh, the e-mail address (or space-separated addresses) can be set in partition mode, using
the base object as follows:

[basecm11]’ partition use base
[basecmll->partition[base]]), set administratore-mail alf@example.com beth@example.com
[basecmll->partition*[base*]]% commit

The following critical states or errors cause e-mails to be sent to the e-mail address:

¢ By default, a month before the cluster license expires, a reminder e-mail is sent to the administrator
account by CMDaemon. A daily reminder is sent if the expiry is due within a week.

¢ A service on the head node that fails on its first ever boot.

¢ When an automatic failover fails on the head or regular node.
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SMTP Relay Host Mailserver Setting
The head node uses Postfix as its SMTP server. The default base distribution configuration is a minimal
Postfix installation, and so has no value set for the SMTP relay host. To set its value:

¢ in Base View: the Relay Host field, with the navigation path:
Cluster > Settings > Search domains > Relay Host

sets the SMTP relay host for the cluster resource.

¢ in cmsh: the relayhost property can be set for the base object within partition mode:

[root@basecmll ~]# cmsh

[basecml11]’, partition use base

[basecml1-> partition[base]]) set relayhost mail.example.com
[basecml1-> partition[base*]]% commit

Postfix on the regular nodes is configured to use the head node as a relay host and is normally left
untouched by the administrator.

If the regular node configuration for Postfix is changed due to a partition mode change, then a node
reboot deploys the change for the node. Setting the AdvancedConfig (page 910) SmtpPartitionRelayHostInImages
to 0 disables the changing of the relay host on the regular node.

Further Postfix changes can be done directly to the configuration files as is done in the standard dis-
tribution. The changes must be done after the marked auto-generated sections, and should not conflict
with the auto-generated sections.

A convenient way to check mail is functioning is to run BCM’s testemail command. The command
is run from within the main mode of cmsh. It sends a test e-mail out using CMDaemon:

[root@basecmll ~]# mailq; ls -al /var/spool/mail/root

Mail queue is empty

-rw------- 1 root mail O Sep 8 11:11 /var/spool/mail/root
[root@basecmll ~]# cmsh -c "main; testemail"

Mail delivered to postfix

You have new mail in /var/spool/mail/root

[root@basecmll ~]# mailq; ls -al /var/spool/mail/root

Mail queue is empty

“TW---—---- 1 root mail 749 Sep 8 11:12 /var/spool/mail/root

The test e-mail destination is the administrator e-mail address discussed in the preceding section.

Failover Settings

To access options to the high availability (HA) feature of the cluster for head nodes, the administrator
can click on the Failover option in Base View. This opens up a subwindow that can be used to configure
HA-related parameters (section 15.4.6).

Failover Groups Settings

To access options to the high availability feature of the cluster for groups of regular nodes, the adminis-
trator can click on the Failover groups option in Base View. This opens up a subwindow that can be
used to configure failover-groups-related parameters (section 15.5).

Burn Configs
Burning nodes is covered in Chapter 11 of the Installation Manual. Burn configuration settings for the
cluster can be accessed in Base View via the following navigation paths:
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® Cluster > Settings > Default burn configuration

This allows the Default burn configuration for a node burn run to be modified.

¢ Cluster > Settings > Burn configs

This lists the possible burn configuration settings in a subwindow, and allows changes to some of

their properties of each item of the list.

FIPS Mode

To be compliant with the Federal Information Processing Standards of the USA, Linux-based systems
are required to follow some security standards. This is known as FIPS compliance.

FIPS compliance on regular nodes can be set per node or per category.

The existing FIPS status can be checked with the sysinfo command at node level:

[head->devicel]’ sysinfo node002
Name Value

Or even just with a get:

[head->devicel’ get node002 fips
no

FIPS can be enabled per node:

[head->devicel]’), set node002 fips yes
[head->device*]’, commit
[head->devicel] reboot node002

[time passes]

[node002 finishes reboot]
[head->devicel ) sysinfo node002 | grep FIPS
FIPS Yes

FIPS can be enabled per category:

[head->devicel) sysinfo node002
[head->devicel) category
[head->categoryl’ set default fips yes
[head->category*]’ commit

Successfully committed 1 Categories
[head->categoryl%

...[noticel head: node00O1 [ UP 1], restart required (fips)
...[notice] head: node002 [  UP ], restart required (fips)
[head->categoryl’ device reboot -n node001..node002

[head->categoryl’ device

[head->devicel’ get node001 fips; get node002 fips

yes
yes
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As is usual in BCM, the node-level setting overwrites the category-level setting.

Setting FIPS compliance on the head node itself via CMDaemon is not allowed. This is because
FIPS GRUB configuration could, in some unusual cases, result in an unbootable head node. The clus-
ter administrator must consider the existing state of the head node with due care before manually re-
configuring it for FIPS.

Configuring The System Limit On Open Files: The /proc/sys/fs/file-max Setting

The maximum number of open files allowed on a running Linux operating system is determined by
/proc/sys/fs/file-max. To configure this setting so that it is persistent, the Linux operating system
uses a /etc/sysctl.conf file and *.conf files under /etc/sysctl.d/. Further information on these
files can be found via the man page, man sysctl.conf.5. BCM adheres to this standard method, and
places a settings file 90-cm-sysctl. conf in the directory /etc/sysctl.d.

By default, the value set for file-max by NVIDIA Base Command Manager is 131072. An on-
premises head node typically is not used to run applications that exceed this value, and the settings
file 90-cm-sysctl.conf is therefore not available for modification by the CMDaemon front ends (cmsh
and Base View). For edge and cloud director installations, the installation scripts take care of modifying
file-max since such installations can have many more open files. Cluster administrators are thus not
expected to have a need to modify the value of file-max in most use cases.

However, if there is a need to modify the value of file-max, then a subsequent, extra, con-
figuration file, such as /etc/sysctl.d/91-site-sysctl-file-max-tweak.conf can be added under
/etc/sysctl.d/, so that the BCM version is not intefered with directly.

Configuring The User Limit On Open Files: The nofile Setting
The maximum number of open files allowed for a user can be seen on running ulimit -n. The value is
defined by the nofile parameter of ulimit.

By default the value set by BCM is 131072.

Ulimit limits are limits to restrict the resources used by users. If the pam_limits.so module is used
to apply ulimit limits, then the resource limits can be set via the /etc/security/limits.conf file and
* . conf files in the /etc/security/limits.d directory. Further information on these files can be found
via the man page, man limits.conf.5.

Resource limits that can be set for user login sessions include the number of simultaneous login
sessions, the number of open files, and memory limits.

The maximum number of open files for a user is unlimited by default for an operating system that
is not managed by BCM. However, it is set to 131072 by default for a system managed by BCM. The
nofile value is defined by BCM in:

® in /etc/security/limits.d/91-cm-1limits.conf on the head node

® in /cm/images/<software image name>/etc/security/limits.d/91-cm-1limits.conf in the soft-
ware image that the regular node picks up.

The values set in 91-cm-1imits. conf are typically sufficient for a user session, unless the user runs
applications that are resource hungry and consume a lot of open files.

Deciding On Appropriate Ulimit, Limit, And System Limit Values

Decreasing the nofile value in /etc/security/limits.d/91-cm-1limits.conf (but leaving the /proc/

sys/fs/file-max untouched), or increasing /proc/sys/fs/file-max (but leaving the nofile value of

131072 per session as is), may help the system stay under the maximum number of open files allowed.
In general, users should not be allowed to use the head node as a compilation server, or as a test bed,

before running their applications. This is because user errors can unintentionally cause the head node

to run out of resources and crash it.


/proc/sys/fs/file-max
pam_limits.so
/etc/security/limits.conf
/etc/security/limits.d
/etc/security/limits.d/91-cm-limits.conf
/cm/images/
/etc/security/limits.d/91-cm-limits.conf
/etc/security/limits.d/91-cm-limits.conf
/proc/sys/fs/file-max
/proc/sys/fs/file-max
/proc/sys/fs/file-max
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Depending what is running on the server, and the load on it, the administrator may wish to increase
the resource limit values.

A very rough rule-of-thumb that may be useful as a first approximation to set file-max optimally is
suggested in the kernel source code. The suggestion is to simply multiply the system memory (in MB)
by 10 per MB, and make the resulting number the file-max value. For example, if the node has 128 GB
of memory, then 1280000 can be set as the file-max value.

Fine-tuning to try and ensure that the operating system no longer runs out of file handles, and to try
and ensure the memory limits for handling the load are not exceeded, is best achieved via an empirical
trial-and-error approach.

A simplified quickstart guide to setting up the external head node network configuration on a vendor-
prepared cluster is given in Chapter 6 of the Installation Manual. This section (3.2) covers network con-
figuration more thoroughly.

After the cluster is set up with the correct license as explained in Chapter 4 of the Installation Manual,
the next configuration step is to define the networks that are present (sections 3.2.1 and 3.2.2).

During BCM installation at least three default network objects were created:

internalnet: the primary internal cluster network, and the default management network. This is
used for booting non-head nodes and for all cluster management communication. In the absence
of other internal networks, internalnet is also used for storage and communication between
compute jobs. Changing the configuration of this network is described on page 110 under the
subheading “Changing Internal Network Parameters For The Cluster”.

externalnet: the network connecting the cluster to the outside world (typically a corporate or campus
network). Changing the configuration of this network is described on page 106 under the sub-
heading “Changing External Network Parameters For The Cluster”. This is the only network for
which BCM also supports IPv6.

globalnet: the special network used to set the domain name for nodes so that they can be resolved
whether they are cloud nodes or not. This network is described further on page 113 under the
subheading “Changing The Global Network Parameters For The Cluster”.

For a Type 1 cluster (section 3.3.9 of the Installation Manual) the internal and external networks are
illustrated conceptually by figure 3.2.



3.2 Network Settings 99

External Network

y S /
Head
U
-
) L
Internal -I Network
[ [ I | [ |
o o o o o o
o o o o o o
[} 9] 0 [} [} [}
° ° ° ° ° °
o o o o o o
C C C C ]

= Network Interface

Figure 3.2: Network Settings Concepts

The configuration of network settings is completed when, after having configured the general net-

work settings, specific IP addresses are then also assigned to the interfaces of devices connected to the
networks.

¢ Changing the configuration of the head node external interface is described on page 107 under the
subheading “The IP address of the cluster”.

¢ Changing the configuration of the internal network interfaces is described on page 111 under the
subheading “The IP addresses and other interface values of the internal network”.

— How to set a persistent identity for an interface—for example, to ensure that a particular

interface that has been assigned the name eth3 by the kernel keeps this name across reboots—
is covered in section 5.8.1, page 305.

* Changing the configuration of globalnet is described on page 113 under the subheading “Chang-

ing The Global Network Parameters For The Cluster”. IP addresses are not configured at the
globalnet network level itself.

3.2.1 Configuring Networks
The network mode in cmsh gives access to all network-related operations using the standard object
commands. Section 2.5.3 introduces cmsh modes and working with objects.

In Base View, a network can be configured via the navigation path Networking > Networks, which
opens up the Network list subwindow (figure 3.3):
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Networks

Network Entities

Mame Type Metmask Bits Base Address Domain Name Actions

externalnet External 20 192.168.240.0 openstacklocal &

globalnet Global 0.0.00 cm.cluster
internalnet Internal 10.141.0.0 eth.cluster
kube-default-pod Internal 172.29.0.0 pod.cluster.local

kube-default- Internal 1« 0.0.0 service.cluster.local

Figure 3.3: Networks

In the context of the OSI Reference Model, each network object represents a layer 3 (i.e. Network
Layer) IP network, and several layer 3 networks can be layered on a single layer 2 network (e.g. routes
on an Ethernet segment).

Opening up the subwindow for a network such as internalnet or externalnet brings up the
Devices Overview tab window, which lists the devices on the network and associated properties. For
example, the internal network typically has some nodes and other devices attached to it, each with
their IP addresses and statuses (figure 3.4).
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=

4 ——

1-6 of 6

Figure 3.4: Network Overview

Selecting the Settings tab window opens a scrollable pane that allows a number of network prop-
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erties to be changed (figure 3.5).
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© Internal © 1500
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Node booting

ng (o] d
t compute nodes can boot using this network on’ hcp request of new nodes via this .
network

Figure 3.5: Network Settings

The properties of figure 3.5 are introduced in table 3.1:

Property Description

Name Name of this network.

Domain Name DNS domain associated with the network.

Type Menu options to set the network type. Options are Internal, External,
Tunnel, Global, Cloud, or NetMap network.

MTU Maximum Transmission Unit. The maximum size of an IP packet transmit-
ted without fragmenting.

Allow autosign Set if node-installer certificate sign requests are signed automatically.

Write DNS zone Set which DNS zones should be written (forward or reverse).

Node booting Enabling means nodes are set to boot from this network (useful in the

case of nodes on multiple networks). For an internal subnet called <sub-
net>, when node booting is set, CMDaemon adds a subnet configura-
tion /etc/dhcpd.<subnet>. conf on the head node, which is accessed from
/etc/dhcpd. conf.

e It can be set in Base View using the navigation path Networking >
Networks > internalnet > [ > Settings > Node booting.

¢ It can be set in cmsh using the network mode, selecting the network
for the node, and then setting nodebooting.

...continues
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Property
Lock down dhcpd

Management allowed

Search domain index

Exclude from search
domain

Disable automatic
exports

Base address
Dynamic range
start/end

Netmask bits

Gateway

Gateway metric

IPv6 enabled

IPv6 gateway

IPv6 base address
IPv6 netmask bits
Cloud Subnet ID
EC2AvailabilityZone
Layer3

Notes

...continued
Description

Enabling means new nodes are not offered a PXE DHCP IP address from
this network, i.e. DHCPD is “locked down”. A DHCP “deny unknown-
clients” option is set by this action, so no new DHCP leases are granted to
unknown clients for the network. Unknown clients are nodes for which
BCM has no MAC addresses associated with the node.

¢ It can be set in Base View via the Networking resource, selecting a
network, and then setting Lock down dhcpd from within the network
settings.

¢ It can be set in cmsh via the network mode, selecting a network, and
then setting lockdowndhcpd.

Enabling means that the network has nodes managed by the head node.

The position of the network domain in the resolv.conf file. A value of 0
means the position is determined automatically.

Enabling means the domain name for the network is not used.

Enabling means that exports of built-in filesystems are not done automati-
cally for the network.

Base address of the network (also known as the network address).

Start/end IP addresses of the DHCP range temporarily used by nodes dur-
ing PXE boot on the internal network. These are addresses that do not con-
flict with the addresses assigned and used by nodes during normal use.

Prefix-length, or number of bits in netmask. The part after the “/” in CIDR
notation.

Default route IP address

Gateway metric

Enables IPv6

Sets IPv6 gateway

Sets IPv6 base address

Sets IPv6 netmask bits

Cloud ID of subnet

AWS availability zone in which the subnet exists

If set to yes it creates layer 3 connections with /31 netmasks. The following
parameters can then be set:

® Layer3 route: Sets a layer 3 route
¢ Layer3 ecmp: Creates a layer 3 network with equal-cost multi-path
® Layer3 split static route: Create a layer 3 network with split

static route

Notes can be added for the network

Table 3.1: Network Configuration Settings
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Basic Networking Concepts And The sipcalc Utility
In basic networking concepts, a network is a range of IP addresses. The first address in the range is
the base address. The length of the range, i.e. the subnet, is determined by the netmask, which uses CIDR
notation. CIDR notation is the so-called / (“slash”) representation, in which, for example, a CIDR nota-
tion of 192.168.0.1/28 implies an IP address of 192.168.0.1 with a traditional netmask of 255.255.255.240
applied to the 192.168.0.0 network. The netmask 255.255.255.240 implies that bits 28-32 of the 32-bit
dotted-quad number 255.255.255.255 are unmasked, thereby implying a 4-bit-sized host range of 16 (i.e.
24) addresses.

The sipcalc utility can be installed on the head node, and is a useful tool for calculating or checking
such IP subnet values (man sipcalc.1 or sipcalc -h for help on this utility):

user@basecmll:~$ sipcalc 192.168.0.1/28
-[ipv4 : 192.168.0.1/28] - 0

[CIDR]

Host address - 192.168.0.1

Host address (decimal) - 3232235521

Host address (hex) - C0A80001

Network address - 192.168.0.0

Network mask - 255.255.255.240

Network mask (bits) - 28

Network mask (hex) - FFFFFFFO

Broadcast address - 192.168.0.15

Cisco wildcard - 0.0.0.15

Addresses in network - 16

Network range - 192.168.0.0 - 192.168.0.15
Usable range - 192.168.0.1 - 192.168.0.14

DNS Domains And Zones

Every network has an associated DNS domain which can be used to access a device through a partic-
ular network. For internalnet, the default DNS domain is set to eth.cluster, which means that the
hostname node001.eth.cluster can be used to access device node001 through the primary internal
network. If a dedicated storage network has been added with DNS domain storage.cluster, then
node001.storage.cluster can be used to reach node001 through the storage network. Internal DNS
zones are generated automatically based on the network definitions and the defined nodes on these
networks. For networks marked as external, no DNS zones are generated.

Layer 3 Properties
Setting the layer 3 properties of table 3.1 with set layer3 yes configures the nodes in the (main) net-
work range to be routed by a switch with layer 3 features. The default netmask when layer3 is set to
yes is /31 (255.255.255.254) for each device and switch port pair in the subnets that are created by this
setting, while routing stays defined by the netmask of the (main) network, and the routing is handled
by the layer 3 features of the switch.

The netmask for layer 3 networking can be set to /30 with set -e layer3bits 30. This is needed
for some DataDirect Networks switches.

Once a network has been added, it can be used in the configuration of network interfaces for devices.

In Base View the Add button in the Networks subwindow (figure 3.3) can be used to add a new
network. After the new network has been added, the Settings pane (figure 3.5) can be used to further
configure the newly-added network.
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In cmsh, a new network can be added from within network mode using the add or clone commands.

The default assignment of networks (internalnet to Management network and externalnet to
External network) can be changed using Base View, via the Settings window of the cluster object,
which uses the navigation path:

Cluster > Settings > External network > {External network|Management network}

In cmsh the assignment to Management network and External network can be set or modified from
the base object in partition mode:

[root@basecmll ~]# cmsh

[basecm11]’, partition use base

[basecmll->partition[base]]l’ set managementnetwork internalnet; commit
[basecmll->partition[base]]’, set externalnetwork externalnet; commit

After both internal and external networks are defined, it may be necessary to change network-related
parameters from their original or default installation settings.

Changing The Head Or Regular Node Hosthame
To reach the head node from inside the cluster, the alias master may be used at all times. Setting the
hostname of the head node itself to master is not recommended.

The name of a cluster is sometimes used as the hostname of the head node. The cluster name, the
head node hostname, and the regular node hostnames, all have their own separate names as a property
of their corresponding objects. The name can be changed in a similar manner for each.

For example, to change the hostname of the head node, the device object corresponding to the head
node must be modified.

¢ In Base View, the navigation path for modifying the host name is Devices > All Devices > Head

Node > (4 > Settings > Hostname > Commit HeadNode. That is, under the Devices resource,
the A11 Devices option is selected. The head node is selected from the devices displayed, and its
subwindow-opening box in the Actions column is then clicked. This opens the device overview
pane. The Settings option can then be selected. The Hostname record can then be modified
(figure 3.6), and saved by clicking on the Commit HeadNode icon. When setting a hostname, a
domain is not included.

After the change, as suggested by Base View, the head node must be rebooted.
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Figure 3.6: Head Node Settings

* In cmsh, the hostname of the head node can also be changed, via device mode:

[root@basecmil ~1# cmsh

[basecm11]? device use basecmll

[basecml1->device[basecm11]]% set hostname foobar

[foobar->device* [foobar*]]), commit

[foobar->device[foobar]ly

Tue Jan 22 17:35:29 2013 [warning] foobar: Reboot required: Hostname changed
[foobar->device[foobar]] quit

[root@basecmll ~]# sleep 30; hostname -f foobar.cm.cluster

[root@basecmll ~1#

The prompt string shows the new hostname after a short time, when a new shell is started.

After the hostname has been set, as suggested by cmsh, the head node must be rebooted.

Adding Hostnames To The Internal Network

Additional hostnames, whether they belong to the cluster nodes or not, can be added as name/value
pairs to the /etc/hosts file(s) within the cluster. This should be done only outside the specially-marked
CMDaemon-managed section. It can be done to the file on the head node, or to the file on the software
image for the regular nodes, or to both, depending on where the resolution is required.

However, for hosts that are on the internal network of the cluster, such as regular nodes, it is easier
and wiser to avoid adding additional hostnames via /etc/hosts.

Instead, it is recommended to let BCM manage host name resolution for devices on the internalnet
through its DNS server on the internalnet interface. The host names can be added to the
additionalhostnames object, from within interfaces submode for the head node. The interfaces
submode is accessible from the device mode. Thus, for the head node, with eth1 as the interface for
internalnet:
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[basecm11] device use basecmll

[basecmll->device[basecm11]]’ interfaces

[basecmll->device[basecmll] ->interfaces]’ use ethl
[basecml1->device[basecmll]->interfaces[eth1]]), set additionalhostnames test
[basecml1->device*[basecmll*]->interfaces*[eth1*]]), commit
[basecml1->device[basecmll] ->interfaces[eth1]]’

Fri Oct 12 16:48:47 2012 [notice] basecmll: Service named was restarted
[basecmll->device[basecmll]->interfaces[eth1]]% !ping test

PING test.cm.cluster (10.141.255.254) 56(84) bytes of data.

Multiple hostnames can be added as space-separated entries.

The named service automatically restarts within about 20 seconds after committal, implementing
the configuration changes. This kind of restart is a feature (section 3.15.1) of changes made to service
configurations by Base View or cmsh.

Changing External Network Parameters For The Cluster

The external network parameters of the cluster: When a cluster interacts with an external network,
such as a company or a university network, its connection behavior is determined by the settings of
two objects: firstly, the external network settings of the Networks resource, and secondly, by the cluster
network settings.

1. The external network object contains the network settings for all objects configured to connect
to the external network, for example, a head node. Network settings are configured in Base View
under the Networking resource, then under the Networks subwindow, then within the Settings
option for a selected network. Figure 3.5 shows a settings window for when the internalnet item
has been selected, but in the current case the externalnet item must be selected instead. The
following parameters can then be configured:

¢ the IP network parameters of the cluster (but not the IP address of the cluster):

— Base address: the network address of the external network (the “IP address of the ex-
ternal network”). This is not to be confused with the IP address of the cluster, which is
described shortly after this.

— Broadcast address: the broadcast address of the external network. This should not be
confused with the broadcast IP address of the internal network.

— Dynamic range start and Dynamic range end: Not used by the external network con-
figuration.

— Netmask bits: the netmask size, or prefix-length, of the external network, in bits.

— Gateway: the default route for the external network.

¢ the network name (what the external network itself is called), by default this is defined as
externalnet in the base partition on a newly installed Type 1 cluster,

¢ the Domain Name: the network domain (LAN domain, i.e. what domain machines on the
external network use as their domain),

¢ the External network checkbox: this is checked for a Type 1 cluster,

¢ and MTU size (the maximum value for a TCP/IP packet before it fragments on the external
network—the default value is 1500).

2. The cluster object contains other network settings used to connect to the outside. These are con-
figured in Base View using the navigation path:
Cluster > Settings

and are described in section 3.1.1:
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¢ e-mail address(es) for the cluster administrator,

* any additional external name servers used by the cluster to resolve external host names. As an
aside: by default, only the head node name server is configured, and by default it only serves
hosts on the internal network via the internal interface. Enabling the PublicDNS directive
(Appendix C) allows the head node name server to resolve queries about internal hosts from
external hosts via any interface, including the external interface.

¢ the DNS search domain (what the cluster uses as its domain),

e and NTP time servers (used to synchronize the time on the cluster with standard time) and
time zone settings.

These settings can also be adjusted in cmsh in the base object under partition mode.

Changing the networking parameters of a cluster (apart from the IP address of the cluster) therefore
requires making changes in the settings of the two preceding objects.

The IP address of the cluster: The cluster object itself does not contain an IP address value. This is
because it is the cluster network topology type that determines whether a direct interface exists from
the cluster to the outside world. Thus, the IP address of the cluster in the Type 1, Type 2, and Type 3
configurations (section 3.3.9 of the Installation Manual) is defined by the cluster interface that faces the
outside world. For Type 1, this is the interface of the head node to the external network (figure 3.2). For
Type 2 and Type 3 interfaces the cluster IP address is effectively that of an upstream router, and thus
not a part of BCM configuration. Thus, logically, the IP address of the cluster is not a part of the cluster
object or external network object configuration.

For a Type 1 cluster, the head node IP address can be set in BCM, separately from the cluster object
settings. This is then the IP address of the cluster according to the outside world.

Setting the network parameters of the cluster and the head node IP address: These values can be set
using Base View or cmsh:

With Base View: The cluster network object and associated settings are accessed as follows:

The external network object:

The external network object is accessed via the navigation path:
Networking > Networks > externalnet > @ > Settings
which reaches the window shown in figure 3.7:
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Figure 3.7: Network Settings For External Network

The cluster object:
The cluster object and associated settings are accessed using the navigation path:

Cluster > Settings

The head node IP address:
For a head node basecm11, where the IP address is used by the interface eth0, the static IP address
can be set via the navigation path:

Devices > All Devices > Head Node > Z > Settings > Interfaces > Z > eth0 > Z >
IP

as seen in figure 3.8.

With cmsh: The preceding Base View configuration can also be done in cmsh, using the network,
partition and device modes, as in the following example:

[basecm11]’ network use externalnet
[basecmll->network[externalnet]]) set baseaddress 192.168.1.0
[basecmll->network* [externalnet*]]), set netmaskbits 24
[basecmll->network* [externalnet*]]) set gateway 192.168.1.1
[basecmll->network# [externalnet*]]), set gatewaymetric 1
[basecmll->network* [externalnet*]]’ commit
[basecmll->network[externalnet]]’ partition use base
[basecmll->partition[base]]’), set nameservers 192.168.1.1
[basecmll->partition*[base*]]) set searchdomains x.com y.com
[basecmll->partition*[base*]]) append timeservers ntp.x.com
[basecmll->partition*[base*]]) commit
[basecmll->partition[base]]’ device use basecmll
[basecmll->device[basecm11]]?, interfaces
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Figure 3.8: Setting The IP Address On A Head Node In Base View

[basecmli->device[basecmll] ->interfaces]’ use ethl
[basecmll->device[basecmll]->interfaces[eth1]]% set ip 192.168.1.176
[basecmll->device[basecmll]->interfaces*[eth1*]]) commit
[basecml1->device[basecmll] ->interfaces[eth1]1%

After changing the external network configurations, a reboot of the head node is necessary to
activate the changes.

Using DHCP to supply network values for the external interface: Connecting the cluster via DHCP
on the external network is not generally recommended for production clusters. This is because DHCP-
related issues can complicate networking troubleshooting compared with using static assignments.

For a Type 1 network, the cluster and head node can be made to use some of the DHCP-supplied
external network values as follows:

¢ In Base View, the DHCP setting of figure 3.8 can be set to Enabled

e Alternatively, in cmsh, within interfaces mode for the head node interface, the value of the param-
eter DHCP can be set:

[basecmll->device[basecml1]->interfaces[eth0]]% set dhcp yes

The gateway address, the name server(s), and the external IP address of the head node are then obtained
via a DHCP lease. Time server configuration for externalnet is not picked up from the DHCP server,
having been set during installation (figure 3.8 in Chapter 3 of the Installation Manual). The time servers
can be changed using Base View using the navigation path:

Cluster > Settings > Time servers

(figure 3.1), or using cmsh in partition mode as in the preceding example. The time zone can be
changed similarly.

It is usually sensible to reboot after implementing these changes in order to test the changes are
working as expected.
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Changing Internal Network Parameters For The Cluster
When a cluster interacts with the internal network that the regular nodes and other devices are on, its
connection behavior with the devices on that network is determined by settings in:

1. the internal network of the Networks resource (page 110)
2. the cluster network for the internal network (page 111)
3. the individual device network interface (page 111)

4. the node categories network-related items for the device (page 112), in the case of the device being
a regular node.

In more detail:

1. The internal network object: has the network settings for all devices connecting to the internal
network, for example, a login node, a head node via its internalnet interface, or a managed switch on
the internal network. In Base View, the settings can be configured under the Networking resource, then
under the Networks subwindow, then within the Settings option for the internalnet item (figure 3.5).
In cmsh the settings can be configured by changing the values in the internalnet object within cmsh’s
network mode. Parameters that can be changed include:

e the IP network parameters of the internal network (but not the internal IP address):

- “Base address”: the internal network address of the cluster (the “IP address of the internal
network”). This is not to be confused with the IP address of the internal network interface of
the head node. The default value is 10.141.0.0.

— “Netmask bits”: the netmask size, or prefix-length, of the internal network, in bits. The
default value is 16.

- Gateway: the default gateway route for the internal network. If unset, or 0.0.0.0 (the default),
then its value is decided by the DHCP server on the head node, and nodes are assigned a
default gateway route of 10.141.255.254, which corresponds to using the head node as a
default gateway route for the interface of the regular node. The effect of this parameter is
overridden by any default gateway route value set by the value of Default gateway in the
node category.

— “Dynamic range start” and “Dynamic range end”: These are the DHCP ranges for nodes.
DHCEP is unset by default. When set, unidentified nodes can use the dynamic IP address
values assigned to the node by the node-installer. These values range by default from
10.141.128.0to 10.141.143.255. Using this feature is not generally recommended, in order
to avoid the possibility of conflict with the static IP addresses of identified nodes.

— Node booting: This allows nodes to boot from the provisioning system controlled by CM-
Daemon. The parameter is normally set for the management network (that is the network
over which CMDaemon communicates to manage nodes) but booting can instead be carried
out over a separate physical non-management network. Booting over InfiniBand is possible
(section 5.1.3).

— Lock down dhcpd, if set to yes, stops new nodes from booting via the network. New nodes are
those nodes which are detected but the cluster cannot identify based on CMDaemon records.
Details are given in Chapter 5 about booting, provisioning, and how a node is detected as
new.

¢ the “domain name” of the network. This is the LAN domain, which is the domain machines on
this network use as their domain. By default, set to a name based on the network interface type
used on the internal network, for example eth.cluster. In any case, the FQDN must be unique
for every node in the cluster.
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¢ the network name, or what the internal network is called. By default, set to internalnet.

¢ The MTU size, or the maximum value for a TCP/IP packet before it fragments on this network. By
default, set to 1500.

2. The cluster object: has other network settings that the internal network in the cluster uses. These
particulars are configured in the Settings option of the cluster object resource in Base View (figure 3.1).
The cmsh equivalents can be configured from the base object in partition mode. Values that can be set
include:

¢ the “Management network”. This is the network over which CMDaemon manages the nodes. Man-
agement means that CMDaemon on the head node communicates with CMDaemons on the other
nodes. The communication includes CMDaemon calls and monitoring data. By default, the man-
agement network is set to internalnet for Type 1 and Type 2 networks, and managementnet in
Type 3 networks. It is a partition-level cluster-wide setting by default. Partition-level settings can
be overridden by the category level setting, and node-level settings can override category level or
partition level settings.

e the “Node name” can be set to decide the prefix part of the node name. By default, set to node.

* the “Node digits” can be set to decide the possible size of numbers used for suffix part of the
node name. By default, set to 3.

e the “Default category”. This sets the category the nodes are in by default. By default, it is set to
default.

® the “Default software image”. This sets the image the nodes use by default, for new nodes that
are not in a category yet. By default, it is set to default-image.

® the “Name server”. This sets the name server used by the cluster. By default, it is set to the head
node. The default configuration uses the internal network interface and serves only internal hosts.
Internal hosts can override using this value at category level (page 113). By default external hosts
cannot use this service. To allow external hosts to use the service for resolving internal hosts, the
PublicDNS directive (Appendix C) must be set to True.

3. The internal IP addresses and other internal interface values: In Base View, the network for a
node, such as a physical node node001, can be configured via a navigation path

Devices > All Devices > Physical Node > & > Settings > Interfaces > BOOTIF > ]

The subwindow that opens up then allows network configuration to be done for such nodes in a
similar way to figure 3.8.

In cmsh the configuration can be done by changing properties from the interfaces submode that is
within the device mode for the node.

The items that can be set include:

e the Network device name: By default, this is set to BOOTIF for a node that boots from the same
interface as the one from which it is provisioned.

e the Network: By default, this is set to a value of internalnet.

 the IP address: By default, this is automatically assigned a static value, in the range 10.141.0.1
to 10.141.255.255, with the first node being given the first address. Using a static IP address
is recommended for reliability, since it allows nodes that lose connectivity to the head node to
continue operating. The static address can be changed manually, in case there is an IP address or
node ID conflict due to an earlier inappropriate manual intervention.

Administrators who want DHCP addressing on the internal network, despite the consequences,
can set it via a checkbox.
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¢ onnetworkpriority: This sets the priority of DNS resolution queries for the interface on the net-
work. The range of values that it can take is from 0 to 4294967295. Resolution takes place via the
interface with the higher value.

The default priority value for a network interface is set according to its type. These defaults are:

Type Value

Bridge 80
Bond 70
Physical 60
VLAN 50
Alias 40
Tunnel 30
Netmap 20
BMC 10

* Additional Hostname: In the case of nodes this is in addition to the default node name
set during provisioning. The node name set during provisioning takes a default form of
node<3 digit number>, as explained earlier on page 111 in the section describing the cluster ob-
ject settings.

For, example, a regular node that has an extra interface, eth1, can have its values set as follows:

[basecmll] device interfaces node001
[basecml1->device[node001]->interfaces]), add physical ethil

[basecm11->...->interfaces*[eth1*]]), set network externalnet
[basecm11->...->interfaces*[eth1*]]}, set additionalhostnames extraO1
[basecml1->...->interfaces*[ethl1*]} set ip 10.141.1.1
[basecml1->...->interfaces*[eth1*]]% commit
[basecmll->...->interfaces[eth1]]? ..

[basecm11->...->interfaces]’ ..

[basecml1->device[node001]]% reboot

4. Node category network values: are settings for the internal network that can be configured for node
categories. For example, for the default category called default this can be carried out:

¢ via Base View, using the Settings option for the category. This is in the navigation path Grouping

> Categories > Z > Settings
* or via the category mode in cmsh, for the default node category.

If there are individual node settings that have been configured in Base View or cmsh, then the node
settings override the corresponding category settings for those particular nodes.
The category properties involved in internal networking that can be set include:

® Default gateway: The default gateway route for nodes in the node category. If unset, or 0.0.0.0
(the default), then the node default gateway route is decided by the internal network object Gateway
value. If the default gateway is set as a node category value, then nodes use the node category
value as their default gateway route instead.
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® Management network: The management network is the network used by CMDaemon to manage
devices. The default setting is a property of the node object. It can be set as a category property.

® Name server,Time server, Search domain: The default setting for these on all nodes is set by the
node-installer to refer to the head node, and is not configurable at the node level using Base View
or cmsh. The setting can however be set as a category property, either as a space-separated list of
entries or as a single entry, to override the default value.

Application To Generic Network Devices: The preceding details for the internal network parameters
of the cluster, starting from page 110, are applicable to regular nodes, but they are often also applicable
to generic network devices (section 2.1.1). Benefits of adding a generic device to be managed by BCM
include that:

¢ the name given to the device during addition is automatically placed in the internal DNS zone, so
that the device is accessible by name

e the device status is automatically monitored via an ICMP ping (Appendix G.2.1).

e the device can be made to work with the health check and metric framework. The scripts used in
the framework will however almost certainly have to be customized to work with the device

After changing network configurations, a reboot of the device is necessary to activate the changes.

Changing The Global Network Parameters For The Cluster

The global network globalnet is a unique network used to set up a common name space for all nodes
in a cluster in BCM. It is required in BCM because of the added cloud extension functionality, described
in the Cloudbursting Manual. Regular nodes and regular cloud nodes are thus both named under the
globalnet domain name, which is cm.cluster by default. So, for example, if default host names for
regular nodes (node001, node002, ...) and regular cloud nodes (cnode001, cnode002, ...) are used, node
addresses with the domain are:

¢ node001.cm.cluster for node001

¢ cnode001.cm.cluster for cnode001

The only parameter that can be sensibly changed on globalnet is the domain name, which is cm. cluster
by default.

Removing globalnet should not be done because it will cause various networking failures, even for
clusters deploying no cloud nodes.

Details on how resolution is carried out with the help of globalnet are given in section 6.6.1 of the
Cloudbursting Manual.

Setting Static Routes In The staticroutes Submode Of cmsh
To route via a specific gateway, the staticroutes submode can be used. This can be set for regular
nodes and head nodes via the device mode, and for node categories via the category mode.

On a newly-installed cluster with a type 1 network (section 3.3.9 of the Installation Manual), a node
by default routes packets using the head node as the default gateway.

If the administrator would like to configure a regular node to use another gateway to reach a printer
on another subnet, as illustrated by figure 3.9:
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External Network

Another internal network
head node 192.168.0.0/24
-»:4- (default route) (not managed by the cluster manager)

=.110.141.255.254

Internal Network
10.141.0.0/16

10.141.1.%168.0.1
&/> *\*192.168.0.3 Printer

Gateway

192.168.0.9

10.141.0.1
—
10.141.0.2

ode00

ode00

Figure 3.9: Example Of A Static Route To A Printer On Another Subnet

then an example session for setting the static route is as follows:
Example

[root@basecmll ~]# cmsh

[basecmll ] device use node001

[basecmll->device [node001]1%

[basecml1->device[node001]]% staticroutes
[basecmll->device[node001]->staticroutes]y, list

Name (key) Gateway Destination
[basecmll->device[node001]->staticroutes]’ add printerroute
[basecm11->...*[printerroutex]]’ set gateway 10.141.1.1
[basecm11->...*[printerroutex]]’ set destination 192.168.0.3
[basecm11->...*[printerroutex]]’ set networkdevicename bootif
[basecmll->...*[printerroute*]]% commit
[basecmll->...[printerroutel]l’ show

Parameter Value
Destination 192.168.0.3/32
Gateway 10.141.1.1
Name printerroute
Network Device Name bootif
Revision

[basecml1->device[node001]->staticroutes[printerroute]]’ exit
[basecml1->device [node001]->staticroutes]’ list

Name (key) Gateway Destination
printerroute 10.141.1.1 192.168.0.3/32
[basecmll->device[node001]->staticroutes] exit; exit
[basecml1->devicel?’ reboot node001
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In the preceding example, the regular node node001, with IP address 10.141.0.1 can connect to a
host 192.168.0.3 outside the regular node subnet using a gateway with the IP addresses 10.141.1.1 and
192.168.0.1. The route is given the arbitrary name printerroute for administrator and CMDaemon
convenience, because the host to be reached in this case is a print server. The networkdevicename is
given the interface name bootif. If another device interface name is defined in CMDaemon, then that
can be used instead. If there is only one interface, then networkdevicename need not be set.

After a reboot of the node, the route that packets from the node follow can be seen with a traceroute
or similar. The ping utility with the -R option can often track up to 9 hops, and can be used to track the
route:

[root@basecmll ~]# ssh node001 ping -cl -R 192.168.0.3
PING 192.168.0.3 (192.168.0.3) 56(124) bytes of data.
64 bytes from 192.168.0.3: icmp_seq=1 tt1=62 time=1.41 ms
RR: 10.141.0.1

10.141.1.1

192.168.0.1

192.168.0.3

192.168.0.3

192.168.0.1

10.141.1.1

10.141.0.1

--- 192.168.0.3 ping statistics ---

1 packets transmitted, 1 received, 0% packet loss, time 1ms
rtt min/avg/max/mdev = 1.416/1.416/1.416/0.000 ms
[root@basecmll->device[node001]->staticroutes]y

The routing is achieved by CMDaemon making sure that whenever the network interface is brought
up, the OS of the regular node runs a routing command to configure the routing tables. The command
executed for the given example is either:

route add -host 192.168.0.3 gw 10.141.1.1
or its modern iproute2 equivalent:
ip route add 192.168.0.3 via 10.141.1.1

If the device bootif is ethO—which is often the case—then the command is run from the network
interface configuration file: /etc/sysconfig/network-scripts/ifcfg-eth0 (or /etc/sysconfig/
network/ifcfg-eth0 in SUSE).

If the device is a head node: then rebooting it to have the new route become active is a clean way to
implement the change. However doing this is may not be acceptable to cluster users due to the down-
time, and the associated interruption of jobs. A quicker update to the interface that should work is
using operating system networking scripts. For example, if the interface with the route is ethO, then
the interface can be brought down and up again with ifdown eth0 && ifup ethO. If the various network-
ing configurations have been applied in a way that persists over reboots, then they should be applied
automatically to the interface as it starts up.

Port Forwarding With portforward

Why port forwarding is useful: In a typical type 1 network setup (section 3.3.9 of the Installation
Manual), only the head nodes are accessible from the external network. So, the compute nodes cannot
be accessed directly from the external network.


/etc/sysconfig/network-scripts/ifcfg-eth0
/etc/sysconfig/network/ifcfg-eth0
/etc/sysconfig/network/ifcfg-eth0
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Accessing a compute node port may however be needed for some workflows. For example, a user
on a laptop on the external network may wish to access a compute node port directly.

To allow this direct access to a compute node port, port forwarding rules can be set up from within
the device mode of cmsh. Configuring port forwarding with BCM is designed to be easier than doing
port forwarding directly in the operating system.

The port forwarding help text: The help text for the portforward command summarizes how to use
it:

[basecmll->devicel’ help portforward
Name:

portforward - Forward a port on the active head node to IP
Usage:

portforward create <IP> <port> <active-head-node-port>

portforward destroy [IP] [port] [active-head-node-port]

portforward bmc [device] [https-interface-port] [console-port]

portforward list

Examples:

portforward create 10.148.0.1 443 8443 Create a mapping from head:8443 to 10.148.0.1:443

portforward create node001 8081 8181 Create a mapping from head:8181 to the management IP of node001:8081
portforward create node001:rf0 443 8443 Create a mapping from head:8443 to the redfish IP of node001:443
portforward destroy 10.148.0.1 Destroy all port forwarding to 10.148.0.1

portforward destroy Destroy all port forwarding

portforward bmc Create a mapping to the BMC of the current device

portforward bmc node001 Create a mapping to the BMC of node001

portforward list List all active mappings

An illustration of port forwarding working: The following example indicates how BCM port for-
warding works. A laptop user on the external network may wish to connect to port 1234 on compute
node node001 by connecting to the head node port 4321. There is no port 4321 open on the head node
to start with, until a portforward command is run:

[basecm11->devicel’ connections master | grep 4321

[basecmli->devicel) portforward create node001 1234 4321

[basecml1->devicel’ connections master | grep 4321

basecmll TCP6 0.0.0.0 4321 0.0.0.0 0 Listening

The connections command is described on page 118.
In the background on the active head there is a new socat process that is created for each port
forward:

[basecmli->devicel’ !'ps x | grep [s]ocat
159559 7 S 0:00 /usr/bin/socat tcp-listen:4321,reuseaddr,fork tcp:10.141.0.1:1234

The socat process forwards any packets from external network interface of the head node to the
internal network interface of the compute node, as illustrated by the following ASCII diagram:

external internal
company laptop  <------ > head R > node001
<--4321:10.141.0.1:1234 -->
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The forwarding can be tested by setting up a netcat listening process on port 1234 of node001:

[basecml1->device]’ ssh node001 "nc -1 1234"

and then typing something to port 4321 on the head node:

root@basecmll:“# nc basecmll 4321
Hello, World!
~C

The Ctrl-C interrupts the session on the head node.
The Hello, World! text entered on the head node shows up on the netcat listener on node001. The
session on the compute node ends with the Ctr1-C interrupt on the head node:

[basecmll->device]’ ssh node001 "nc -1 1234"
Hello, World!
[basecmll->devicel¥

A successful session as just illustrated means that port forwarding is working as expected.

If the session is unsuccessful, then it may be because the port is blocked by a firewall. By default, the
head node runs a firewall, Shorewall, (page 73 of the Installation Manual), which may need to have its
rules adjusted.

Listing active port forwarding rules: All are listed with the list command:

[basecmll->devicel’ portforward list

Device IP Port Head port Sessions
node001 10.141.0.1 8081 8181 1
node002 10.141.0.2 8081 8281 1
node003 10.141.0.3 8081 8381 1
node004 10.141.0.4 8081 8481 1

Sessions denotes the number of cmsh instances that started the exact same rule. This is normally 1.
Each request is tracked via a cmsh session unique identifier to prevent killing a port forward rule placed
by someone else.

Destroying (removing) every rule: A specific rule can be removed by specifying its compute node IP
address and compute node port. All rules are removed with the destroy option used on its own:

[basecmll->devicel’ portforward destroy
Destroyed: 4 port forward

BMC port forwarding: For BMC port forwarding 2 rules are created.
¢ A rule for the BMC management interface on 443

¢ A rule for the BMC console port (5900 or 17900 depending on the type of interface)
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Viewing Node Routes With routes In cmsh
The cmsh routes command is a wrapper around the Linux route command, and is designed to run in
parallel over nodes. It is intended to get a fast route overview for one or more nodes, and display it for
easy comparison.

To get a full overview of the routes for all nodes, the command is run without any options:

[root@basecmll ~]# cmsh
[basecml11]’ device
[basecmll->devicel]’ routes

Hostname Destination Gateway Netmask Flags Metric Ref Use Interface
basecmil 0.0.0.0 192.168.2556.254 0.0.0.0 UG (0003) O 0 0 ethl
basecmll 10.141.0.0 0.0.0.0 2565.255.0.0 U (0001) 0 0 0 ethO
basecmll 169.254.169.254 192.168.241.1 255.255.255.255 UGH (0007) O 0 0 ethl
basecmll 192.168.240.0 0.0.0.0 265.255.240.0 U (0001) 0 0 0 ethl
node001 0.0.0.0 10.141.2565.254 0.0.0.0 UG (0003) © 0 0 ens3
node001 10.141.0.0 0.0.0.0 2565.255.0.0 U (0001) 0 0 0 ens3

To select or filter the output, the grouping options of routes, or the text processing utility awk
can be used. Grouping options are options to select nodes, groups, categories, and so on, and are
described in the cluster management chapter, on page 69, while a handy link for awk one-liners is
http://tuxgraphics.org/~guido/scripts/awk-one-liner.html.

Selection or filtering makes it very easy to detect badly-configured nodes. For example, when the
expected gateway is <expected-gateway>, the following command may be used to display only the unex-
pected gateways:

[root@basecmll ~]# cmsh
[basecm11]’, device
[basecmli->devicel’, routes --category default | awk '{if ($3 != "<expected-gateway>") print $0}'

Viewing Connections In cmsh
The connections command can be run from within the device mode of cmsh. It is a parallel wrapper
to view active TCP and UDP connections. That is, it runs as a simple command over multiple devices at
the same time.

Running connections without options displays a full overview of the currently active TCP and UDP
ports on all devices (output truncated):

[basecmll->device]’ connections

Node Type Source Port Destination Port State

basecmlil TCP 0.0.0.0 22 0.0.0.0 0 Listening
basecmlil TCP 0.0.0.0 25 0.0.0.0 0 Listening
basecmll TCP 0.0.0.0 111 0.0.0.0 0 Listening
basecmil TCP 0.0.0.0 636 0.0.0.0 0 Listening

Filtering with grep can then show which nodes are listening on which ports. For example, nodes
listening for DNS queries (port 53) can be found with:


http://tuxgraphics.org/~guido/scripts/awk-one-liner.html
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[basecmll->devicel’ connections | head -2; connections | grep Listen | grep " 53"

Node Type Source Port Destination Port State

basecmlil TCP 10.141.255.254 53 0.0.0.0 0 Listening
basecmil TCP 127.0.0.1 53 0.0.0.0 0 Listening
basecmlil TCP 192.168.200.162 53 0.0.0.0 0 Listening

and shows that only the head node is listening on that port, providing DNS.

Some third party tools require a free port on all nodes for a service to listen on. Filtering and sorting
the output of the connections command allows the administrator to find all the existing used ports
across all nodes:

[basecmli->devicel’, connections | awk 'print $4' | sort -un
Port

22

25

53

67

68

69

Options to the connections command can be seen by running help connections. Options include
node grouping options (such as -n|--nodes, -c|--category, and -t|--type), and filtering out TCP6
and UDP6 connections (--no-tcp6, --no-udp6).

Viewing Connections In Base View
The preceding connections command in device mode of cmsh has a Base View version. This is the
Network Connections pane display, which is accessible using:

A1l devices > Bulk actions > Connectivity > Network Connections

Viewing Connectivity in cmsh

The connectivity command can be run from within the device mode of cmsh. It runs ICMP pings

along each node route on a network of the cluster. By default the network is the management network.
By default the output displays if the connection is OK, the ping sequence ID (counting starts from

zero), and the latency between the source and destination:

[basecmll->devicel’ connectivity

Source Destination Result ID Latency
basecmll mnode001 Ok 0 0.4ms
basecmll node002 Ok 0 0.3ms
basecmll node003 Ok 0 0.4ms
basecmll basecmll Ok 0 0.1lms

Pings where the source and destination have identical names are carried out via identical interfaces.

Further options to the connectivity command can be seen by running help connectivity. Op-
tions include the ability to set ping timeouts and the cluster network on which to ping, as well as node
grouping options.

For larger clusters, the following type of connectivity check may be a helpful diagnostic:
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[basecml1->devicel) connectivity --statistics --count 100 --delay 0.01

Name Value
0K 400
Total 400
Count 2
Average 0.35ms
Minimum 0.35ms
Maximum 0.35ms

Uniformity 100.0%

The preceding shows how uniform nodes are in ping timings. A significant spread in uniformity can
indicate network problems.

Viewing Connectivity in Base View
The preceding connectivity command in device mode of cmsh has a Base View version. This is the
Ping A1l pane display, which is accessible using;:

A1l devices > Bulk actions > Connectivity > Ping All

Viewing Network Performance With cm-iperf .py
A handy tool for checking the network performance of the nodes on a cluster is cm-iperf . py.
The nodes to be checked must be specified with the -n|--node option:

basecmll:"# /cm/local/apps/cmd/scripts/cm-iperf.py -n node001..node004

Thread Port Server Client Target Bitrate

0 5000 node001 node002 node001 7.89 Gbits/sec
0 5001 node001 node003 node001 7.84 Gbits/sec
0 5002 node001 node004 node001 8.22 Gbits/sec
0 5003 node002 node003 node002 7.53 Gbits/sec
0 5004 node002 node004 node002 8.60 Gbits/sec
0 5005 node003 node004 node003 7.59 Gbits/sec

For a Type 1 cluster (section 3.3.9 of the Installation Manual) with n nodes, the total number of con-
nection pairs that can be evaluated is:
n (n)(n—1)
2 - 2

For a 4-node cluster this means 6 network connection pairs are displayed, as is seen in the preceding
example.

Each pair is checked for about 10s. This means that for a 1000-node cluster, the time for a default run
would take about 2 months. The following options are therefore useful:

® --count: specify the number of pairs that are checked
® -r|--random: have the connection pairs chosen in a random sequence

® —pl--parallel: specify the number of parallel threads to runs the process

basecmll:"# /cm/local/apps/cmd/scripts/cm-iperf.py -n node0O1..node004 --count 5 -r -p 2

Further options can be viewed with the -h|--help option.
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3.3 Configuring Bridge Interfaces

Bridge interfaces can be used to divide one physical network into two separate network segments at
layer 2 without creating separate IP subnets. A bridge thus connects the two networks together at layer
3 in a protocol-independent way.

The network device name given to the bridge interface is of the form br <number>. The following
example demonstrates how to set up a bridge interface in cmsh, where the name br0 is stored by the
parameter networkdevicename.

Example

[basecmll->device[node001]->interfaces]’ add bridge br0

[basecml1->...->interfaces*[brO*]]J, set network internalnet
[basecm11->...->interfaces*[br0*]1% set ip 10.141.1.1
[basecm11->...->interfaces*[brO*]]J show

Parameter Value

Additional Hostnames

DHCP no

Forward Delay 0

Ip 10.141.1.1
Interfaces

MAC 00:00:00:00:00:00
Network internalnet
Network device name br0

Revision

SpanningTreeProtocol no

Type bridge

A bridge interface is composed of one or more physical interfaces. The IP and network fields of the
member interfaces must be empty:

Example

[basecm11->...->interfaces*[br0*]]), set interfaces ethl eth2; exit
[basecmll->...->interfaces*]}, clear ethl ip; clear ethl network
[basecmll->...->interfaces*]}, clear eth2 ip; clear eth2 network
[basecmll->...->interfaces*]} use br0; commit

The BOOTIF interface is also a valid interface option.
Currently, the following bridge properties can be set:

¢ SpanningTreeProtocol: sets the spanning tree protocol to be on or off. The default is off.
® Forward Delay: sets the delay for forwarding Ethernet frames, in seconds. The default is 0.

Additional properties, if required, can be set manually using the brctl command in the OS shell.
When listing interfaces in cmsh, if an interface is a member of a bond (or bridge) interface, then the
corresponding bond or bridge interface name is shown in parentheses after the member interface name:

Example

[headnode->device[node001] ->interfaces]’ list
Type Network device name IP Network

bond bond0 [prov] 10.141.128.1 internalnet
bridge br0 10.141.128.2 internalnet
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physical eth0 10.141.0.1 internalnet
physical ethl (bond0) 0.0.0.0
physical eth2 (bond0) 0.0.0.0
physical eth3 (br0) 0.0.0.0
physical eth4 (br0) 0.0.0.0

It is possible to create a bridge interface with no IP address configured, that is, with an IP address
of 0.0.0.0. This can be done for security reasons, or when the number of available IP addresses on
the network is scarce. As long as such a bridge interface has a network assigned to it, it is properly
configured on the nodes and functions as a bridge on the network.

3.4 Configuring VLAN interfaces

A VLAN (Virtual Local Area Network) is an independent logical LAN within a physical LAN network.
VLAN tagging is used to segregate VLANSs from each other. VLAN tagging is the practice of inserting a
VLAN ID tag into a packet frame header, so that each packet can be associated with a VLAN.

The physical network then typically has sections that are VLAN-aware or VLAN-unaware. The
nodes and switches of the VLAN-aware section are configured by the administrator to decide which
traffic belongs to which VLAN.

A VLAN interface can be configured for an interface within BCM using cmsh or Base View.

3.4.1 Configuring A VLAN Interface Using cmsh

In the following cmsh session, a regular node interface that faces a VLAN-aware switch is made VLAN-
aware, and assigned a new interface—an alias interface. It is also assigned a network, and an IP address
within that network:

Example

[root@basecmlil ~]# cmsh
[basecm11]’, device interfaces node001
[basecmll->device[node001] ->interfaces]’ list

Type Network device name IP Network
physical BOOTIF [prov] 10.141.0.1 internalnet
[basecmll->device[node001]->interfaces]y list -h | tail -4
Arguments:

type

alias, bmc, bond, bridge, netmap, physical, tunnel, vlan

[basecmll->device[node001]->interfaces]’% add vlan BOOTIF.1
[basecmll->device*[node001*]->interfaces*[BOOTIF.1*]]% commit
[basecmll->device[node001]->interfaces [BOOTIF.1]]1% show

Parameter Value

Additional Hostname

DHCP no

P 0.0.0.0

MAC 00:00:00:00:00:00
Network

Network device name BOOTIF.1

Reorder HDR no

Revision

Type vlan

[basecm11->...[BOOTIF.1]]/ set network internalnet
[basecm11->...[BOOTIF.1*]]% set ip 10.141.2.1; commit
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The Reorder HDR setting in a VLAN, if enabled, moves the ethernet header around to make it look
exactly like a real ethernet device. This setting controls the REORDER_HDR setting in the file at /etc/
sysconfig/network-scripts/ifcfg-<interface> on the node.

Within Base View a VLAN interface can be added for a node such as node001 using the navigation path:

Devices > All Devices > node001 [F > Settings > Interfaces (4 > + add > vlan
(figure 3.10).

Device node881 Overview Settings System Information Hardware Inventory Node Ar >

8081 - Settings /| NetworkInterface Entities

alias

Type Network Device Name IP bmc :work Start if Actions

[[] Physical BOOTIF 10. bond srnalnet ALWAYS (4]

bridge
netmap
physical
tunnel

vlan

Figure 3.10: Configuring a VLAN via Base View

A Network VLAN Interface window opens up, allowing an IP address, network, and other options
to be configured for the VLAN interface.

The Linux bonding driver allows multiple physical network interfaces that have been configured pre-
viously (for example, as on page 112) to be bonded as a single logical bond interface. The behavior of
such interfaces is determined by their bonding mode. The modes provide facilities such as hot standby
or load balancing.

The driver is included by default on head nodes. To configure a non-head node to use a bonded
interface, a Linux kernel module called the bonding module must be included in the kernel modules
list of the software image of the node. A bonding interface can then be created, and its properties set as
follows:

[basecml1l->device[node001]->interfaces]’ add bond bond0

[...->device*[node001*]->interfaces*[bond0*]1]% set network internalnet
[...->device*[node001*]->interfaces*[bond0*]]1% set ip 10.141.128.1
[...->device*[node001*]->interfaces*[bond0*]1]% set mode 3
[...->device*[node001#]->interfaces*[bond0*]1]%, set interfaces ethl eth2

Each bonded interface has a unique set of object properties, called bonding options, that specify how
the bonding device operates. The bonding options are a string containing one or more options formatted
as option=value pairs, with pairs separated from each other by a space character.


/etc/sysconfig/network-scripts/
/etc/sysconfig/network-scripts/
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A bonded interface also always has a mode associated with it. By default it is set to 0, corresponding
to a balanced round-robin packet transmission.
The 7 bonding modes are:

0 — balance-rr

1 - active-backup

2 —balance-xor

3 — broadcast

4 - 802.3ad

5 —balance-tlb

6 — balance-alb

Technically, outside of Base View or cmsh, the bonding mode is just another bonding option specified
as part of the options string. However in BCM the bonding mode value is set up using the dedicated
mode property of the bonded interface, for the sake of clarity. To avoid conflict with the value of the mode
property, trying to commit a bonding mode value as an option=value pair will fail validation.

A single bonded interface on a node can be configured and coexist in several ways on nodes with mul-
tiple network interfaces. Possibilities and restrictions are illustrated by the following;:

* The bonded interface may be made up of two member interfaces, and a third interface outside of
the bond could be the boot interface. (The boot interface is the node interface used to PXE boot the
node before the kernel loads (section 5.1)).

¢ The boot interface could itself be a member of the bonded interface. If the boot interface is a
member of a bonded interface, then this is the first bonded interface when interfaces are listed as
in the example on page 121.

¢ The bonded interface could be set up as the provisioning interface. However, the provisioning
interface cannot itself be a member of a bonded interface. (The provisioning interface is the node’s
interface that picks up the image for the node after the initial ramdisk is running. Chapter 5 covers
this in more detail).

* A bonded interface can be set up as the provisioning interface, while having a member interface
which is used for PXE booting.

A node can also have multiple bonded interfaces configured. Possibilities and restrictions are illustrated
by the following:

¢ Any one of the configured bonded interfaces can be configured as the provisioning interface. How-
ever, as already mentioned in the case of single bond interfaces (section 3.5.2), a particular member
of a bonded interface cannot be made the provisioning interface.

* When a bonded interface is set as the provisioning interface, then during the node-installer phase
of boot, the node-installer brings up the necessary bonded interface along with all its member
interfaces so that node provisioning is done over the bonded interface.
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3.5.4 Bonded Interfaces On Head Nodes And HA Head Nodes
It is also possible to configure bonded interfaces on head nodes.

For a single head node setup, this is analogous to setting up bonding on regular nodes.

For a high availability (HA) setup (chapter 15), bonding is possible for internalnet as well as for
externalnet, but it needs the following extra changes:

¢ For the bonded interface on internalnet, the shared internal IP alias interface name (the value of
networkdevicename, for example, eth0: 0 in figure 15.1) for that IP address should be renamed to
the bonded alias interface name on internalnet (for example, bond0:0).

¢ For the bonded interface on externalnet, the shared external IP alias interface name (the value of
networkdevicename, for example, eth1:0 in figure 15.1) for that IP address should be renamed to
the bonded alias interface name on externalnet (for example, bond1:0).

¢ Additionally, when using a bonded interface name for the internal network, the value of the provi-
sioning network interface name (the value of provisioninginterface, for example, eth0) for the
head nodes, must be changed to the name of the bonded interface (for example, bond0 [prov])on
the internal network. The provisioninginterface value setting is described further on page 278.

Example

[headnodel->device [headnodel] ->interfaces]’, list

Type Network device name IP Network
alias bond0:0 10.141.255.252 internalnet
alias bond1:0 10.150.57.1 externalnet
bond bond0 [prov] 10.141.255.254  internalnet
bond bond1 10.150.57.3 externalnet
physical eth0 (bond0) 0.0.0.0

physical ethl (bond0) 0.0.0.0

physical eth2 (bond1) 0.0.0.0

physical eth3 (bondl) 0.0.0.0

3.5.5 Tagged VLAN On Top Of a Bonded Interface

It is possible to set up a tagged VLAN interface on top of a bonded interface. There is no requirement for
the bonded interface to have an IP address configured in this case. The IP address can be set t0 0.0.0.0,
however a network must be set.

Example

[headnodel->device[node001]->interfaces] list

Type Network device name IP Network
bond bond0 0.0.0.0 internalnet
physical eth0 [prov] 10.141.0.1 internalnet
physical ethl (bond0) 0.0.0.0

physical eth2 (bond0) 0.0.0.0

vlan bond0.3 10.150.1.1 othernet

3.5.6 Association Of MAC Address With A Bonded Interface
BCM has MAC settings for interfaces as well as for nodes.

When a node is provisioned via PXE booting (Chapter 5), the MAC on the NIC that is being booted
from is matched with the MAC property of the node. This is how the node is identified.

If a bonded interface is used, then any interface may be used for PXE booting. Each interface has its
own MAC address, which means that the interface MAC address may not match the assigned node
MAC address. In BCM 11 and later versions, the node-installer recognizes any MAC address in a
bonded interface.
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If using bonding to provide failover services, then the kernel module option setting for media indepen-
dent interface monitoring, miimon, which is set to be off by default (set to 0), should be given a non-zero
value.

The miimon setting is the time period in milliseconds between checks of the interface carrier state. A
common value is miimon=100.

Its value is set in the bonding device configuration file.

e For RHEL and derivatives, and for SLES distributions, the file is in a network script along a file
path such as /etc/sysconfig/network-scripts/ifcfg-bond0.
The line within the stanza for the ifcfg-bondo0 file might look like:

BONDING_MODULE_OPTS="mode=active-backup miimon=100"

and can be set manually.

— For RHEL and derivatives, it can alternatively be configured with front-end tools such as the
nmcli tool, nmtui, or others.

# nmcli connection add type bond con-name bond0 ifname bond0O bond.options \

"mode=active-backup,miimon=100"
— For SLES, YaST can be used as a front-end tool (YaST > System > Network Settings).

¢ For Ubuntu, the interface definitions are in a file, either /etc/network/interfaces, or a file under
/etc/network/interfaces.d/.

The line to set the value of miimon follows a form such as:
bond-miimon 100

instead of
miimon=100

and can be set manually.

Alternatively, Canonical’s netplan (https://netplan.io) utility can be used to set the net-
work configuration files. The netplan YAML configuration key to set bond-miimon is
mii-monitor-interval.

When listing interfaces in cmsh, if an interface is a member of a bond or bridge interface, then the
corresponding bonded or bridge interface name is shown in parentheses after the member interface
name. Section 3.3, on configuring bridge interfaces, shows an example of such a listing from within
cmsh on page 121.

More on bonded interfaces (including a detailed description of bonding options and modes) can be
found at http://www.kernel.org/doc/Documentation/networking/bonding.txt.

On clusters with an InfiniBand interconnect, the InfiniBand Host Channel Adapter (HCA) in each node
must be configured before it can be used.

This section describes how to set up the InfiniBand service on the nodes for regular use. Setting up
InfiniBand for booting and provisioning purposes is described in Chapter 5, while setting up InfiniBand
for NFS is described in section 3.14.4.


/etc/sysconfig/network-scripts/ifcfg-bond0
/etc/network/interfaces
/etc/network/interfaces.d/
https://netplan.io
https://netplan.io/reference#properties-for-device-type-bonds
http://www.kernel.org/doc/Documentation/networking/bonding.txt
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On a standard NVIDIA Base Command Manager cluster, the OFED (OpenFabrics Enterprise Distribu-
tion) packages that are part of the Linux base distribution are used. These packages provide RDMA
implementations allowing high bandwidth/low latency interconnects on OFED hardware. The imple-
mentations can be used by InfiniBand hardware.

By default, all relevant OFED packages are installed on the head node and software images. It is
possible to replace the distribution OFED with a non-distribution OFED. The replacement can be for the
entire cluster, or only for certain software images. Administrators may choose to switch to a different
OFED version if the HCAs used are not supported by the distribution OFED version, or to increase
performance by using an OFED version that has been optimized for a particular HCA. Installing a
DOCA Mellanox OFED stack onto BCM is covered in Chapter 10 of the Installation Manual.

If the InfiniBand network is enabled during cluster installation, then the infiniband.conf and
rdma.conf modules in the subdirectory etc/rdma/modules/ are automatically configured for the de-
tected hardware.

The relevant InfiniBand HCA kernel modules are then automatically loaded during the init stage by
systemd. Verifying that InfiniBand is active can be done after the cluster is up and running by running
ibstat:

auser@head:~$ ibstat
CA 'mlx5_0'
CA type: MT4123
Number of ports: 1
Firmware version: 20.31.2006
Hardware version: O
Node GUID: 0xb8599f0300e4222a
System image GUID: Oxb
Port 1:
State: Active
Physical state: LinkUp

Every InfiniBand subnet requires at least one subnet manager to be running. The subnet manager takes
care of routing, addressing and initialization on the InfiniBand fabric. Some InfiniBand switches include
subnet managers. However, on large InfiniBand networks or in the absence of a switch-hosted subnet
manager, a subnet manager needs to be started on at least one node inside of the cluster. When multiple
subnet managers are started on the same InfiniBand subnet, one instance will become the active subnet
manager whereas the other instances will remain in passive mode. It is recommended to run 2 subnet
managers on all InfiniBand subnets to provide redundancy in case of failure.

On a Linux machine that is not running BCM, an administrator sets a subnet manager servicel to
start at boot-time with a command such as:

systemctl enable opensm.service

However, for clusters managed by BCM, a subnet manager is best set up using CMDaemon. There
are two ways of setting CMDaemon to start up the subnet manager on a node at boot time:

1. by assigning a role.

In cmsh this can be done with:
[root@basecmll ~]J# cmsh -c "device roles <node>; assign subnetmanager; commit"

where <node> is the name of a node on which it will run, for example: basecmll, node001,
node002...

lusually opensm, but opensmd in SLES


etc/rdma/modules/
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In Base View, the subnet manager role is assigned by selecting a head node or regular node from
the Devices resource, and assigning it the “Subnet manager role”. The navigation path for this,
for a node node002 for example, is:

Devices > All Devices > nodeOOQEﬂ > Settings > RolesEﬂ > + Add >
[SubnetManagerRole]

2. by setting the service up. Services are covered more generally in section 3.15.

In cmsh this is done with:
Example

[root@basecmll ~]# cmsh

[basecml11]’ device services node001

[basecmll->device[node001] ->services]’, add opensm
[basecmll->device[node001] ->services*[opensm*]]}, set autostart yes
[basecmll->device[node001] ->services* [opensm*]]7, set monitored yes
[basecmll->device[node001] ->services*[opensm*]]’, commit
[basecmll->device[node001]->services[opensm] 1%

In Base View the subnet manager service is configured by selecting a head node or regular node
from the resources tree, and adding the service to it. The navigation path for this, for a node
node002 for example, is:

Devices > All Devices > node002[F > Settings > Services[4 > + Add

When the head node in a cluster is equipped with an InfiniBand HCA, it is a good candidate to run
as a subnet manager for smaller clusters.
On large clusters a dedicated node is recommended to run the subnet manager.

3.6.3 InfiniBand Network Settings

Although not strictly necessary, it is recommended that InfiniBand interfaces are assigned an IP address
(i.e. IP over IB). First, a network object in the cluster management infrastructure should be created. The
procedure for adding a network is described in section 3.2.2. The following settings are recommended
as defaults:

Property Value

Name ibnet
Domain name ib.cluster
Type internal

Base address 10.149.0.0

Netmask bits 16

MTU up to 4k in datagram mode
up to 64k in connected mode

By default, an InfiniBand interface is set to datagram mode, because it scales better than connected
mode. It can be configured to run in connected mode by setting the connectedmode property:

Example

[basecmll->device[node001]->interfaces[ib0]]% set connectedmode yes
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For nodes that are PXE booting or are getting provisioned over InfiniBand, the mode setting in the
node-installer script has to be changed accordingly.

[root@basecmll ~]# echo datagram > /cm/node-installer/scripts/ipoib_mode

Once the network has been created all nodes must be assigned an InfiniBand interface on this net-
work. The easiest method of doing this is to create the interface for one node device and then to clone
that device several times.

For large clusters, a labor-saving way to do this is using the addinterface command (section 3.7.1)
as follows:

[root@basecmil ~]# echo "device
addinterface -n node001..nodel50 physical ibO ibnet 10.149.0.1
commit" | cmsh -x

When the head node is also equipped with an InfiniBand HCA, it is important that a corresponding
interface is added and configured in the cluster management infrastructure.

Assigning an IP address on the InfiniBand network to the head node:

[basecml1->device[basecmll] ->interfaces]’ add physical ib0
[basecml1->device[basecmll] ->interfaces*[ib0*]]% set network ibnet
[basecmll->device[basecmll]->interfaces*[ib0*]] set ip 10.149.255.254
[basecmll->device[basecmll]->interfaces*[ib0*]]% commit

As with any change to the network setup, the head node needs to be restarted to make the above
change active.

After all nodes have been restarted, the easiest way to verify connectivity is to use the ping utility

Pinging node015 while logged in to node014 through the InfiniBand interconnect:

[root@node014 ~1# ping node015.ib.cluster

PING node015.ib.cluster (10.149.0.15) 56(84) bytes of data.

64 bytes from node015.ib.cluster (10.149.0.15): icmp_seq=1 ttl=64
time=0.086 ms

If the ping utility reports that ping replies are being received, the InfiniBand is operational. The ping
utility is not intended to benchmark high speed interconnects. For this reason it is usually a good idea
to perform more elaborate testing to verify that bandwidth and latency are within the expected range.

The quickest way to stress-test the InfiniBand interconnect is to use the Intel MPI Benchmark (IMB),
which is installed by default in /cm/shared/apps/imb/current. The setup.sh script in this directory
can be used to create a template in a user’s home directory to start a run.

Running the Intel MPI Benchmark using openmpi to evaluate performance of the InfiniBand inter-
connect between node001 and node002:


/cm/shared/apps/imb/current

130 Configuring The Cluster

[root@basecmll ~]# su - cmsupport

[cmsupport@basecmll ~]$ cd /cm/shared/apps/imb/current/

[cmsupport@basecmll current]$ ./setup.sh

[cmsupport@basecmll current]$ cd ~/BenchMarks/imb/2017

[cmsupport@basecmll 2017]1$ module load openmpi/gcc

[cmsupport@basecmll 2017]$ module initadd openmpi/gcc

[cmsupport@basecmll 2017]$ make -f make_mpi2

[cmsupport@basecmll 2017]$ mpirun -np 2 -machinefile ../nodes IMB-MPI1 PingPong

# Benchmarking PingPong
# #processes = 2

o o e e e
#bytes #repetitions t[usec] Mbytes/sec
0 1000 0.78 0.00

1 1000 1.08 0.88

2 1000 1.07 1.78

4 1000 1.08 3.53

8 1000 1.08 7.06

16 1000 1.16 13.16

32 1000 1.17 26.15

64 1000 1.17 52.12

128 1000 1.20 101.39

256 1000 1.37 177.62

512 1000 1.69 288.67
1024 1000 2.30 425.34
2048 1000 3.46 564.73
4096 1000 7.37 530.30
8192 1000 11.21 697.20
16384 1000 21.63 722.24
32768 1000 42.19 740.72
65536 640 70.09 891.69
131072 320 125.46 996.35
262144 160 238.04 1050.25
524288 80 500.76 998.48
1048576 40 1065.28 938.72
2097152 20 2033.13 983.71
4194304 10 3887.00 1029.07

# All processes entering MPI_Finalize

To run on nodes other than node001 and node002, the ../nodes file must be modified to contain
different hostnames. To perform other benchmarks, the PingPong argument should be omitted.

3.7 Configuring BMC (IPMI/iLO/DRAC/CIMC/Redfish) Interfaces

BCM can initialize and configure the baseboard management controller (BMC) that may be present on
devices. This ability can be set during the installation on the head node (figure 3.15 of the Installation
Manual), or it can be set after installation as described in this section. The IPMI, iLO, DRAC, CIMC,
or Redfish interface that is exposed by a BMC is treated in the cluster management infrastructure as a
special type of network interface belonging to a device. In the most common setup a dedicated network
(i.e. IP subnet) is created for BMC communication. The 10.148.0.0/16 network is used by default for
BMC interfaces by BCM.



3.7 Configuring BMC (IPMI/iLO/DRAC/CIMC/Redfish) Interfaces 131

The first step in setting up a BMC is to add the BMC network as a network object in the cluster man-
agement infrastructure. The procedure for adding a network is described in section 3.2.2. The following
settings are recommended as defaults:

Property Value
Name bmcnet, ilonet, ipminet, dracnet, cimcnet, or rfnet
Domain name bmc.cluster, ilo.cluster, ipmi.cluster, drac.cluster,

cimc.cluster, or rf.cluster

Type Internal
Base address 10.148.0.0
Netmask bits 16

Broadcast address 10.148.255.255

Once the network has been created, all nodes must be assigned a BMC interface, of type bmc, on this
network. The easiest method of doing this is to create the interface for one node device and then to clone
that device several times.

For larger clusters this can be laborious, and a simple bash loop can be used to do the job instead:

[basecmll ~]# for ((i=1; i<=150; i++)) do
echo "

device interfaces node$(printf 'J03d' $i)
add bmc ipmiO

set network bmcnet

set ip 10.148.0.8$i

commit"; done | cmsh -x # -x usefully echoes what is piped into cmsh

The preceding loop can conveniently be replaced with the addinterface command, run from within
the device mode of cmsh:

[basecm1l ~]# echo "

device
addinterface -n node00l1..nodel50 bmc ipmiO bmcnet 10.148.0.1
commit" | cmsh -x

The help text in cmsh gives more details on how to use addinterface.

Most administrators are likely to simply run it as an interactive session in cmsh, running the help
addinterface command for reference, and then supplying the options for the nodes and interface set-
tings in device mode. For example, as in the following session:

[root@basecmll ~]# cmsh
[basecm11]y device
[basecml1->devicel’ help addinterface

Name :

addinterface - Add a network interface to one or more nodes
Usage:

addinterface [OPTIONS] <type> <devicename> <network> <firstip>
Options:
.. .help text omitted. . .
Examples:

addinterface -n node001l..node010 physical ibO ibnet 10.149.0.1
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[basecmll->devicel’ addinterface -n node00l1..nodel50 bmc ipmiO bmcnet 10.148.0.1
[basecmll->devicex*]) commit

In order to be able to communicate with the BMC interfaces, the head node also needs an interface
on the BMC network. Depending on how the BMC interfaces are physically connected to the head node,
the head node has to be assigned an IP address on the BMC network one way or another. There are two
possibilities for how the BMC interface is physically connected:

* When the BMC interface is connected to the primary internal network, the head node should be
assigned an alias interface configured with an IP address on the BMC network.

e When the BMC interface is connected to a dedicated physical network, the head node must also
be physically connected to this network. A physical interface must be added and configured with
an IP address on the BMC network.

Assigning an IP address on the BMC network to the head node using an alias interface:

[basecml1->device[basecmil] ->interfaces]’ add alias eth0:0
[basecml1->device[basecmll] ->interfaces*[eth0:0%]]}, set network bmcnet
[basecmll->device[basecmll] ->interfaces*[eth0:0%]]% set ip 10.148.255.254
[basecml1->device[basecmll] ->interfaces*[eth0:0*]1]% commit
[basecmll->device[basecmll] ->interfaces[eth0:0]11%

Mon Dec 6 05:45:05 basecmll: Reboot required: Interfaces have been modified
[basecml1->device[basecmll]->interfaces[eth0:01]% ..;..
[basecml1->device[basecm11]]’ reboot

As with any change to the network setup, the head node needs to be restarted to make the above
change active.

BMC connectivity from the head node to the IP addresses of the configured interfaces on the regular
nodes can be tested with Bash one-liner such as:

[root@basecmll ~]# for i in $(cmsh -c "device; foreach -t physicalnode (interfaces; \
use ilo0; get ip)"); do ping -cl $i; done | grep -Bl packet

--- 10.148.0.1 ping statistics ---

1 packets transmitted, O received, 1007 packet loss, time Oms

--- 10.148.0.2 ping statistics ---

1 packets transmitted, O received, 100 packet loss, time Oms

--- 10.148.0.3 ping statistics ---

1 packets transmitted, O received, 1007 packet loss, time Oms

In the preceding example the packet loss demonstrates there is a connection problem between the head
node and the BMC subnet.

The node-installer described in Chapter 5 is responsible for the initialization and configuration of the
BMC interface of a device. In addition to a number of network-related settings, the node-installer also
configures BMC authentication credentials. By default BMC interfaces are configured with username
bright and a random password that is generated during the installation of the head node. The password
is stored by CMDaemon. It can be managed from cmsh from within the base object of partition mode,
in the bmcsettings submode. This means that by default, each BMC in the cluster has that username
and password set during node boot.

For example, the current values of the BMC username and password for the entire cluster can be
obtained and changed as follows:
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[basecm11]’ partition use base
[basecmli->partition[base]]’ bmcsettings
[basecmll->partition[base]->bmcsettings]’/ get username
bright

[basecmll->partition[base]->bmcsettings]l’% get password
Za4ohnilohMa2zew
[basecmli->partition[base]->bmcsettings]’ set username bmcadmin
[basecmll->partition*[base*]->bmcsettings*]), set password
enter new password: kkkskkx

retype new password: kkkkx*
[basecmll->partition*[base*]->bmcsettings*]) commit

In Base View, selecting the cluster item in the resources pane, and then using the Settings option,
allows the BMC settings to be edited.

The BMC authentication credentials, and also some other BMC properties can be set cluster-wide,
category, or per node. As usual, category settings override cluster-wide settings, and node settings over-
ride category settings. The relevant properties are:

Property Description

BMC User ID User type. Normally set to 4 for administrator access.

BMC User Name User name used when sending a BMC command

BMC Password Password for specified user name when sending a BMC command

BMC Power reset delay Delay, in seconds, before powering up (default value: 0)
BMC extra arguments Extra arguments passed to BMC commands

BMC privilege Possible options are
® administrator
® callback
* OEMproprietary
® operator

® user

BMC configuration on a head node is done directly.
For regular nodes BCM stores the BMC configuration, and uses it:

e to configure the BMC interface from the node-installer

¢ to authenticate to the BMC interface after it has come up

BMC management operations, such as power cycling nodes and collecting hardware metrics, can then
be performed after the node has been provisioned again.

If BMC authentication fails, then an explanation for why can often be found in the node-installer log
at /var/log/node-installer.

Interface Name

It is recommended that the network device name of a BMC interface start with ipmi, ilo, drac, cimc, or
rf, according to whether the BMC is running with IPMI, iLO, DRAC, CIMC, or Redfish. Numbers are
appended to the base name, resulting in, for example: ipmi0.


/var/log/node-installer
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Obtaining The IP address

BMC interfaces can have their IP addresses configured statically, or obtained from a DHCP server.
Only a node with a static BMC IP address has BMC power management done by BCM. If the node

has a DHCP-assigned BMC IP address, then it requires custom BMC power management (section 4.1.4)

due to its dynamic nature.

Dell OpenManage And racadm Installation
The Dell OpenManage utilities are provided with BCM only for RHEL8-based distributions at the time
of writing of this section (September 2023).

If Dell was chosen as the hardware vendor when the BCM ISO was created for installation, and
chosen as the hardware manufacturer when the head node was configured in the BCM installer (sec-
tion 3.3.10 of the Installation Manual), then the Dell OpenManage utilities are located under /opt/dell
on the head node.

If Dell was chosen as the hardware manufacturer when nodes are configured in the BCM installer
(section 3.3.11 of the Installation Manual), then the default software image that is used by the node has
the Dell OpenManage utilities, located on the head node at /cm/images/default-image/opt/dell.

The Dell OpenManage utilities contain the racadm binary to carry out remote access control admin-
istration. The racadm tool can be used to issue power commands (Chapter 4). BCM runs commands
similar to the following to issue the power commands:

/opt/dell/srvadmin/sbin/racadm -r <DRAC interface IP address> -u <bmcusername> -p <bmcpassword>\
serveraction powerstatus

/opt/dell/srvadmin/sbin/racadm -r <DRAC interface IP address> -u <bmcusername> -p <bmcpassword>\
serveraction hardreset

The BMC username/password values can be obtained from cmsh as follows:

[root@basecmll ~1# cmsh

[basecm11]’, partition use base
[basecmll->partition[base]]’ bmcsettings
[basecmll->partition[base]->bmcsettings]’% get password
12345

[basecmll->partition[base]->bmcsettings]’) get username
tom

[basecmll->partition[base]->bmcsettingsl’

Sometimes the bright user does not have the right privilege to get the correct values. The racadm
commands then fail.
The bright user privilege can be raised using the following command:

/opt/dell/srvadmin/sbin/racadm -r <DRAC interface IP address> -u root -p <root password> set \
iDRAC.Users.4.Privilege 511

Here it is assumed that the BMC user has the username bright, a userID 4, and the privilege can be
set to 511.

Sometimes it is useful to identify a node using BMC commands. This can be done by, for example,
blinking a light via a BMC command on the node:

ipmitool -U <bmcusername> -P <bmcpassword> -H <host IP> chassis identify 1


/opt/dell
/cm/images/default-image/opt/dell
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The exact implementation may be vendor-dependent, and need not be an ipmitool command. Such
commands can be scripted and run from CMDaemon.

The ipmitool command is provided by loading the ipmitool modules environment. The modules
environment (section 2.2) is provided by the cm-ipmitool and the cm-freeipmi packages.

For testing without a BMC, the example script at /cm/local/examples/cmd/bmc_identify can be
used if the environment variable $CMD_HOSTNAME is set. The logical structure of the script can be used as
a basis for carrying out an identification task when a physical BMC is in place, by customizing the script
and then placing the script in a directory for use.

To have such a custom BMC script run from CMDaemon, the BNCIdentifyScript advanced config-
uration directive (page 903) can be used.

The ipmitool command can also be used for troubleshooting during provisoning (page 313).

3.7.6 Identification At A Higher Level, With The identify Command Of Device Mode

In addition to using ipmitool directly, BCM provides the identify command in device mode as a
convenient wrapper. It supports turning the identification LED on or off, as well as querying its current
status:

Example

[basecmli->devicel’ identify -n node001 on
[basecml1->devicel’, identify -n node001 off
[basecmll->devicel’ identify -n node001 status

The standard node selection options (-n, -c, -g, -r) can be used to target specific nodes.

3.7.7 BMC Event Log

The bmceventlog command in device mode retrieves the BMC event log for one or more nodes using
Redfish. This is useful for diagnosing hardware issues such as fan failures, power events, and sensor
threshold violations.

Example

[basecml1->devicel, bmceventlog -n node001

Device id message severity timestamp
node001 6  Host Powered ON. 0K 2025-11-17T21:28:32+00:00
node001 401 Sensor 'Chassis_O_FAN_2_REAR' reading Critical 2026-01-14T03:07:36+00:00

of 0.000000 (RPMS) is below the
2204.000000 lower critical threshold.

Options to bmceventlog include:

e —-tail <count>: Show only the last <count> events. The default is 100.
¢ --clear: Clear the BMC event log.

e -y, --verbose: Show additional details.

® —-debug: Enable debug output.
3.7.8 BMC Reset
The bmcreset command in device mode performs a hardware reset of the BMC controller on one or

more nodes. This can be useful when the BMC becomes unresponsive or needs to be restarted after a
configuration change.

Example


/cm/local/examples/cmd/bmc_identify
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[basecmll->devicel]’ bmcreset -n node001

Resetting the BMC temporarily disrupts out-of-band management access to the node. The BMC
typically takes a few minutes to become available again after a reset. Power state and the running OS
on the node are not affected.

BMC Port Accessibility

The netcat utility can be used to detect if the default UDP port 623 for standard IPMI services on a
network is open. For a service on IP address 10.184.154.15 the following session query can be carried
out:

nc -vz -u 10.184.154.15 623
Connection to 10.184.154.15 623 port [udp/asf-rmcp]l succeeded!

The asf-rmcp part indicates the Alert Standard Format Remote Management And Control Protocol
over UDP.

BMC Version
The IPMI version can often be discovered using the nmap port scanner with the ipmi-version LUA
script:

nmap -sU --script ipmi-version -p 623 10.184.154.15

For liquid-cooled systems some leak detection commands may be available:

¢ the leakdetection command in device mode enables or disables leak detection on nodes. Leak
detection monitors coolant leak sensors using the BMC.

¢ the leakinfo command in device mode displays detected leaks.

¢ The leakdetectionoverview command (section 3.3.2 of the NVIDIA Mission Control Manual) is a
rack-centric approach to leak detection, available in the NVIDIA Mission Control edition of BCM.
Basic rack mode is described in section 3.16 of the Administration Manual.

Enabling leakdetection on a node001, and disabling leakdetection for a rack rack01 could be carried
out with:

[basecmll->device]’ leakdetection enable -n node001
[basecmll->device]’ leakdetection disable -r rackOl

Options to leakdetection include:
® enable: Enable leak detection on the specified devices.
¢ disable: Disable leak detection on the specified devices.

* -m, --message <message>: Add an information message that is displayed in the device status.
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The standard node selection options (-n, -c, -g, -r) can be used to target devices. Rack-level selection
with -r is convenient for enabling or disabling leak detection across all nodes in a rack.
Typically, and ideally, running the leakinfo command shows nothing of interest:

[basecmli->devicel’, leakinfo
Hostname Timestamp Severity Info

[basecmll->devicel¥

If there are issues on the devices, then the output may look similar to::

[basecmll->devicel]’ leakinfo

Hostname Timestamp Severity Info

a05-dgx-01-c09 15:09:23 large The state of resource “Chassis_O_LeakDete...
a07-dgx-03-c16 15:38:48 1large The state of resource “Chassis_O_LeakDete...
b05-dgx-05-c08 09:11:06 large The state of resource “Chassis_O_LeakDete...
b05-dgx-05-c10 09:11:05 large The state of resource “Chassis_0_LeakDete...
b06-dgx-06-c17 11:49:30 large The state of resource “Chassis_0_LeakDete...

[basecmll->devicel¥

NVIDIA BlueField Data Processing Units (DPUs) are an aarch64-based compute platform for cluster
infrastructure.

A DPU is a programmable network card with in-network compute, acceleration, isolation, storage,
and security capabilities.

Organizations can use DPUs to build software-defined, hardware-accelerated IT infrastructure.

The configuration of DPUs with BCM is done using the cm-dpu-setup utility. This creates DPU en-
tities in BCM, installs the DOCA (https://docs.nvidia.com/doca/sdk/overview/index.html) soft-
ware stack on host nodes, creates a specialized software image for the DPUs, and provisions them to
boot over the network.

DPU provisioning with BCM assumes that DPUs and their host nodes have a strict 1-to-1 relation. This
means that for all host nodes with DPUs, a single host only ever has a single DPU.

At the time of writing of this section, (April 2023) the cm-dpu-setup utility supports provisioning
using the 1.5.1 LTS version of the DPU software stack. Version 2.0 is due soon, but has not yet been
tested with cm-dpu-setup.

* Secure boot must be disabled in the DPU BIOS settings. This is required to allow the DPU to boot
over PXE.

e The DPU provisioning process requires the following two additional files:

1. a DOCA host software repository archive. For example:
doca-host-repo-ubuntu2004_1.5.1-0.1.8.1.5.1007.1.5.8.1.1.2.1_amd64.deb

2. a BlueField Bootstream (BFB) file. For example:
DOCA_1.5.1_BSP_3.9.3_Ubuntu_20.04-4.2211-LTS.signed.bfb

Both can be acquired from the NVIDIA developer website at https://developer.nvidia.com/
networking/doca#downloads. The files should be placed on the head node.


https://docs.nvidia.com/doca/sdk/overview/index.html
https://developer.nvidia.com/networking/doca#downloads
https://developer.nvidia.com/networking/doca#downloads
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¢ The DPUs all need to be physically installed in their hosts before running cm-dpu-setup.

1. Provisioning requires at least one performance port to be connected.

2. There must also be an Ethernet connection with the OOB/BMC port, which is the interface
over which BCM manages and PXE boots the DPU.

3.8.3 Installation
New DPU deployments can only be provisioned using the cm-dpu-setup CLI tool, and not using Base
View. Configuration of the deployment should usually be done interactively, which results in a YAML
configuration file. This configuration file is then used by cm-dpu-setup to perform all provisioning
steps.

When a cluster already has a provisioned DPU deployment, cm-dpu-setup gives an option to extend
it with new DPUs.

Provisioning DPUs With cm-dpu-setup
Starting cm-dpu-setup without any arguments launches the interactive TUI for configuring a new DPU
deployment (figure 3.11):

DPU setup

Provision DPU setup wizard

< Ok

Figure 3.11: Initial screen for cm-dpu-setup

When Provision is selected, the wizard guides the user on selecting the host nodes of the DPUs. It
is the DPUs that are to be provisioned within these hosts. Host nodes can be selected by choosing whole
categories or individual nodes. The selected nodes are rebooted during the provisioning process.

The cm-dpu-setup wizard then prompts for a name for the category of all DPU nodes. The DPU
image and DPU settings are assigned to this category, and the settings are thus automatically applied to
all DPU nodes.

Next is a screen to configure the performance network (figure 3.12):

Configure DPU performance network

Dpunet name g |
Dpunet base ip
Dpunet network bits
Dpunet interface port

< 0k < Back >

Figure 3.12: Configuration screen for the DPU network

This configuration creates a network and connects it to the provided interface port. The options for
the port interfaces on most DPUs are PO and P1. The exact value depends on the PCI bus numbering
allocated to the DPU.

The next screen asks for the IP address offset for the management interface, relative to the host node’s
assigned IP address on the internal network.

The cm-dpu-setup utility then prompts for names to be given for the software images that are to be
created on the DPU and the host nodes. The BFB file for building the DPU image, and a DOCA archive
for building an image for the host nodes, are also selected.
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Finally, cm-dpu-setup prompts for configuration of the DPU settings object that is defined in BCM
(figure 3.13):

Configure DPU settings

Interface mode (port 1) (eth, ib) ELN
Interface mode (port 2) (eth, ib)
Operation mode (embedded cpu, separated_host)
Boot mode (emmc, eemc_boot_swap, rshim)

C o B

Figure 3.13: Configuration screen for the DPU settings

Every physical interface port of a DPU can be configured to be either Ethernet or InfiniBand, de-
pending on its SKU. The operation mode (section 3.8.4) of a DPU can be set to:

® separated_host: treats the DPU as a separate host to the node hosting it
® embedded_cpu: treats the DPU as part of the node hosting it

The boot mode determines from which device the DPU boots. This does not include PXE boot, which is
configured separately by cm-dpu-setup itself. This boot mode is relevant in cases where PXE boot fails.

The summary screen appears after the configuration steps are completed. It allows the configuration
to be viewed, saved, or saved and deployed.

Summary

Save config & deploy

TEE  SEsKE

Figure 3.14: Summary of the configuration

Deployment takes some time, especially during software image creation from the BFB file. The
DPU device is automatically given a name composed of the node which hosts it together with the suf-
fix -dpu. Steps are displayed during the deployment process. The log file gets written at /var/log/
cm-dpu-setup.log

Extending DPU Deployment With cm-dpu-setup
When the cluster already contains DPU nodes, the cm-dpu-setup wizard provides additional menu
options to extend or remove the deployment (figure 3.15):

DPU setup

Provision DPU setup wizard

< Ok

Figure 3.15: Initial screen for cm-dpu-setup with already existing DPU nodes

Extending the cluster with more DPU nodes can be done with

* anew network, for example InfiniBand instead of Ethernet, or just a separate subnet


/var/log/cm-dpu-setup.log
/var/log/cm-dpu-setup.log
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¢ with a new BFB base image, which creates a new DPU software image

¢ simply adding additional DPUs to an existing DPU category, which implies that they boot with
the same image and have the same network configuration

For the first two options, cm-dpu-setup prompts for the configuration of a new category, so that the
different subsets of DPUs in the cluster can be distinguished. All kinds of variations in configuration
can thus be carried out.

CLI Options For cm-dpu-setup
The cm-dpu-setup utility has the following usage instructions:

root@basecmll:"# cm-dpu-setup -h

usage: DPU cm-dpu-setup [-c <config_file>] [--remove] [--yes-i-really-mean-it] [--erase-images]
[--skip-network] [--skip-host-image] [--skip-archos] [--extend]
[--hold-bfb-packages HOLD_BFB_PACKAGES] [-v] [--store-name-aliases]
[--no-distro-checks] [--json] [--output-remote-execution-runner]
[--on-error-action debug,remotedebug,undo,abort] [--skip-packages]
[--min-reboot-timeout <reboot_timeout_seconds>] [——allow—running—from—secondary]

[--dev] [-h]
optional arguments:
-h, --help Print this screen
common :
Common arguments
-c <config_file> Load runtime configuration for plugins from a YAML config file

Managing DPUs:
Flags that can be used to manage DPUs in a cluster

--remove Remove and reset DPUs
--yes-i-really-mean-it
Required for additional safety

--erase-images Erase all images from disk during removal

--skip-network Skip check and creation of DPU performance network
--skip-host-image Skip creation of the Host Image

--skip-archos Skip creation of ArchOS and continue with DPU deployment
--extend Extend current deployment with new DPU nodes

--hold-bfb-packages HOLD_BFB_PACKAGES
Mark a custom set (comma-separated) of packages to be held for install
during DPU image build

The help output continues beyond this, but only contains advanced, generic cm-setup options, and
not DPU-specific options.
The options can be grouped as follows:

¢ Common arguments:

— -c <YAML configuration file>: Loads a runtime configuration for plugins, from a YAML con-
figuration file.

¢ Removal arguments:

- --remove: Starts the removal process. Does not do anything unless --yes-i-really-mean-it
is also provided.
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--yes-i-really-mean-it: Required as a safety precaution when removing the DPU deploy-
ment from the CLL

--erase-images: Also removes the software images from disk instead of only removing the
entities from BCM.

* Provisioning management arguments: This group of arguments is useful when the provisioning
process has been interrupted and an administrator wants to continue it without starting again
from scratch.

--skip-network: Skips check for overlap with existing networks and creation of the network.
--skip-host-image: Skips the creation of the host image.

--skip-archos: Skips the creation of the DPU image, node-installer image, shared image,
and the ArchOS object.

¢ DPU image arguments:

--hold-bfb-packages <packages>: Comma-separated list of packages to hold off on with
post-install configuration and set up a service to finish it on DPU boot. This is necessary for
certain packages that fail to install inside of a chroot/systemd-spawn environment because
their configuration depends on certain hardware being present or being booted with systemd
as PID 1.

Troubleshooting
Some problems that may occur during installation are described in this section, along with possible

solutions.

Host or DPU image creation stage fails:

* A package fails to install or the software configuration fails: If this happens, then the cluster
administrator should try to establish how it failed. Did it fail because of:

dependencies on systemd? A workaround could be to pass a dependency as an argument to
--hold-bfb-packages.

unsupported external hardware? The cluster administrator can check that that the base BFB
file used supports the hardware used (1.5.1 LTS or newer).

* A repository is inaccessible: If this happens, then the cluster administrator should check that the
BCM repositories are reachable from the head node, and that the authentication is correct. If there
are missing or invalid GPG keys, then the keys that the BFB file is shipped with should be checked.
The 1.5.1 LTS version of the BFB file ships with a Kubernetes GPG key that expired in December
2022. The cm-dpu-setup utility automatically fetches the correct key.

Pre-install checks are failing:

® DPU-related entities already exist in the cluster: if a previous deployment or setup process was
not cleaned up properly, then there might be leftover entities in BCM that inhibit a fresh setup.
The generic entities related to a DPU deployment are as follows:

DPU network

RShim network

DPU category

DPU settings (applied to the category)

Host image
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- DPU image

— Ubuntu 20.04 aarch64 (in the base partition, under archos mode)
— Ubuntu 20.04 aarch64 node-installer image

— Ubuntu 20.04 aarch64 shared image

— DPU nodes

Rebooting nodes fails Possible failures when trying to reboot nodes are:

Mellanox configuration fails: the DPU provisioning stage configures the DPU via the command:
mlxconfig -d /dev/mst/mt41686_pciconf0
on the host. If this stage fails, then possible reasons are:

¢ the DPU is not available

e itis a model that does not support Ethernet (the default config resets both ports to Ethernet during
provisioning)

e the DPU appears under a different device identifier in the filesystem

In the last case, BCM support can be contacted to check on the state of updates for support on the device.

Timeout while waiting for DPUs to become reachable: It may be that cm-dpu-setup could not
establish an SSH connection from the RSHim (outside the DPU) to the tmfifo interface (inside the DPU).
Underlying reasons for this could be:

¢ The PXE boot may have failed
e the interfaces on the DPU are not configured correctly.

Provisioning a base BFB file to the DPU directly with cmsh using

[basecmll->device[node001-dpull’% dpu push-bfb

can be tried out to confirm that the interface is healthy. If the problem persists, then BCM support can
be contacted.

A DPU is generally managed as a node, with a custom kernel, by CMDaemon. So most of the regular
node operations work with the DPU just as they do with a regular node.

This section covers DPU operations that are not managed by regular node operations in CMDaemon.
A backend script, cm-dpu-manage, is used to carry out these operations, but it is recommended to use
the cmsh front end for all the operations instead.

DPU Discovery
At device level, DPUs can be discovered:

[basecmll->devicel’ dpu discover

Node bfb boot_order mac success version

node00l-dpu no  NET-00B-IPV4 94:6d:ae:6c:89:1le yes bright ubuntu 22.04 Cluster Manager...
node002-dpu no  NET-00B-IPV4 94:6d:ae:6c:88:be yes bright ubuntu 22.04 Cluster Manager...
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Listing And Pushing BFB Files For DPUs
All available BFB files can be listed with:

[basecmll->devicel’ dpu list-bfb
DOCA_2.0.2_BSP_4.0.3_Ubuntu_22.04-10.23-04.prod.bfb

A specific BFP file can be provisioned to a DPU node001-dpu with

[basecmll->devicel’ dpu push-bfb -n node00l-dpu -f DOCA2.0.2_BSP_4.0.3_Ubuntu_test.bfb

DPU Settings That Have Been Applied
The DPU settings that are active (that have been applied) for a particular DPU can be viewed with:

[basecmll->devicel’ dpu show -n node001-dpu
Node boot_mode  boot_timeout display_level drop_mode operation_mode Result Error

node001-dpu EMMC 100 BASIC NORMAL EMBEDDED_CPU(1) good

DPU Settings Submode
DPU settings can be managed with cmsh from within the dpusettings submode. This submode is
accessible from within the partition and category modes. The submode can also be accessed from
within device mode, if the device is a DPU.

For example, for a DPU category given the name dpu during a cm-dpu-setup run, the submode
settings might look like:

basecmll->category[dpus] ->dpusettings]’ show

Parameter Value
Revision

Operation mode embedded
Display level basic
Boot mode emmc

Drop mode normal
Boot timeout im 40s
Boot order NET-00B-IPV4
Interface mode port 1 eth
Interface mode port 2 ib
0ffload OVS to hardware yes

Key value settings <submode>

If a setting is changed within the dpusettings submode, then the value becomes active on the DPU
only after committing it, and then running the dpu apply command.

The dpu apply command: makes committed DPU settings active on the DPU.
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root@basecmll:"# cmsh

[basecm11]’, device use node001-dpu

[basecm11->device[node001-dpull’ dpusettings

[basecml1->device[node001-dpul ->dpusettings]?, get displaylevel

advanced

[basecmli->device [node001-dpull’% !ssh node001 grep DISPLAY /dev/rshimO/misc
DISPLAY_LEVEL 1 (0:basic, 1l:advanced, 2:log)

[basecmll->device [node001-dpul ->dpusettings]’ set displaylevel <tab><tab>
advanced basic log

[basecml1->device [node001-dpu] ->dpusettings]’ set displaylevel basic
[basecml1->device*[node001-dpu*]->dpusettings*]7, commit

[basecmll->device [node001-dpu] ->dpusettings]’% exit
[basecmll->device[node001-dpull’% dpu apply

[basecm1i->device[node001-dpull’ !ssh node001 grep DISPLAY /dev/rshimO/misc
DISPLAY_LEVEL O (O:basic, l:advanced, 2:log)

Within the dpusettings submode:

* The displaylevel setting can take a value of
— basic
— advanced, or
- log.

The value configures the verbosity of the /dev/rshim0/misc file of the rshim0 device. An rshim
device is a network interface between the host and a DPU.

® AnOffload 0OVS to hardware value of yes allows Open vSwitch to offload tasks to the hardware
running on the interface, reducing CPU load.

¢ The value of operationmode can be:

- embedded: ECPF (Embedded CPU Physical Function) mode lets the embedded ARM system
of the DPU control the NIC resources and data path of the host as well as of the DPU.

- separated: separated host mode lets the host and the DPU control their own resources, but
has them sharing the same NIC.

Further details on the operation mode can be found in the DOCA SDK documen-
tation at https://docs.nvidia.com/doca/sdk/installation-guide-for-linux/index.html#
configuring-operation-mode.

e The boot order configures the UEFI order from which device the DPU boots. Options are:

— DISK: boots from an EMMC device
— UEFI_SHELL: boots into a UEFI shell
— NET-00B-IPV4: boots via PXE over an OOB interface running IPv4
Options can also be combined using comma-separation, and the boot order then follows that

comma-separated order. The boot order gets written with a dpu apply to a BlueField configu-
ration file /etc/bf . cfg on the DPU. The value DISK,NET-00B-IPV4 thus results in a bf . cfg file:

BOOTO=DISK
BOOT1=NET-00B-IPV4

which results in disk booting being tried first, then PXE booting.


https://docs.nvidia.com/doca/sdk/installation-guide-for-linux/index.html#configuring-operation-mode
https://docs.nvidia.com/doca/sdk/installation-guide-for-linux/index.html#configuring-operation-mode
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¢ The keyvaluesettings are existing key/value settings that can be committed from
the mlxconfig script (https://docs.nvidia.com/networking/display/MFT4170/Examples+of+
mlxconfig+Usage).

The settings can alternatively be user-defined for the DPU in cmsh and committed from there.

For example, the mlnxconfig script can be run directly on the DPU host, node001 as follows:

node001# mlxconfig -d <device-id> set PCI_DOWNSTREAM_PORT_OWNER [4]=0xF

The cmsh equivalent for the DPU is:

[basecmll->device[node001-dpul ->dpusettings]’ keyvaluesettings
[basecmll->device*[node001-dpu*]->dpusettings*->keyvaluesettings*]), set PCI_DOWNSTREAM_PORT_OWNER[4] OxF
[basecmll->device*[node001-dpu*]->dpusettings*->keyvaluesettings*] commit
[basecml1->device [node001-dpu] ->dpusettings->keyvaluesettings]), show

Parameter Value

PCI_DOWNSTREAM_PORT_OWNER [4] OxF

DPU Interfaces And IP Addresss Persistence When Operation Mode Changes

The IP address, network, and network device settings of the DPU and host can be seen as usual within
the interfaces mode. For a node node001, that hosts a DPU node001-dpu, the interfaces list would
show an output similar to:

[basecmll->device[node001] ->interfaces]’ list

Type Network device name IP Network Start if
physical BOOTIF [prov] 10.141.0.1 internalnet always
physical DPU1 10.147.0.1 netdpul always
physical tmfifo_netO 192.168.100.1 tmfifonet always

[basecmll->device[node001]->interfaces]’, device use node001-dpu
[basecmli->device [node001-dpul ->interfaces]’ list

Type Network device name IP Network Start if
physical BOOTIF [prov] 10.141.0.101 internalnet always
physical pl 10.147.0.1 netdpul always
physical tmfifo_netO 192.168.100.2 tmfifonet always

In the example, looking at the performance embedded network netdpul, the device DPU1 on the
host node node001 and the device p1 on the DPU node001-dpu, have the same IP address. This is to
avoid interfaces reconfiguration when the DPU is switched between embedded and separated mode.

Network switches and PDUs that are to be used as part of the cluster should be configured with the
PDU /switch configuration interface described in the PDU/switch documentation supplied by the man-
ufacturer. Typically the interface is accessed by connecting using a web browser or telnet to an IP address
preset by the manufacturer.

The IP address settings of the PDU/switch must match the settings of the device as stored by the
cluster manager.


https://docs.nvidia.com/networking/display/MFT4170/Examples+of+mlxconfig+Usage
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In Base View, this is done using the navigation path Devices > All Devices > <switchname> to
select the switch. If the switch does not already exist, then it can be added using the + Add button.
The values in the associated Settings window that comes up (figure 3.16) can then be filled in,
and the IP address can be set and saved.

In cmsh this can be done in device mode, with a set command:

[root@basecmll ~1# cmsh

[basecm11]y device

[basecmll->devicel, set switchOl ip 10.141.253.2
[basecml1->device*]’, commit

Port Assignments For Switches

Using the uplinks option to configure uplink ports is described in section 3.10.3.

The showport tool for seeing what MAC address matches what port number on a switch is de-
scribed in section 3.10.4.

The switchoverview tool gives an overview of the MAC addresses detected on the ports based on
SNMP queries, and is described in section 3.10.6.

The switchports command lists the switches and switch ports that have been assigned a node.

The switchports option assigns ports on a switch to a node:

[basecmll->devicel?, #the option:

[basecmll->devicel’ set node003 switchports switchO1:1
[basecmll->device*]’ commit

[basecmll->devicel #the command:

[basecmll->device*]’ switchports

Switch #Port Node

switchO1 1 node003

The switchports option used at node level is a legacy option, which can still be used in BCM
version 10. However it may not work as expected when a node has multiple interfaces that may
be connected to a switch.

Since BCM version 10 it is therefore recommended to assign ports from within the interfaces
submode for a node. This assigns ports clearly per interface, and supports bonding of the inter-
faces (section 3.5). Management of ports at interface level also makes it possible for CMDaemon
Lite (section 2.6.7) to manage the network configuration of Cumulus switches (section 3.10).

[basecmll->devicel’% use node003; interfaces
[basecml1->device [node003] ->interfaces]), set ethl switchports switchO1:2
[basecmll->device*[node003*]->interfaces*]’ set eth2 switchports switch01:3
[basecmll->device*[node003*]->interfaces*]’, commit;
[basecmll->device[node003]]7, switchports

Switch #Port Node
switchO1 1 node003
switchO1 2 node003

switchO1 3 node003
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Managing PDUs in Base View or cmsh is done in a similar way to the preceding method for switches.
However, assigning PDUs and PDU ports to devices such as nodes is not part of this method, and is
instead described in section 4.1.1.

APC PDUs
For the APC brand of PDUs, the powercontrol value for the PDU device should be set to apc.
For example, for a PDU with the name mypdu, its value can be set in cmsh with:

[basecmll->device [mypdu]l’ set powercontrol apc; commit

and in Base View with the navigation path:
Devices > All Devices > Power Distribution Units Z > Power Control

If it is not set to apc, then the list of PDU ports is ignored by default.

BCM can be used to manage switches, including many InfiniBand switches, using SNMP. This requires
that SNMP be enabled. If disablesnmp is set to no, the default, then SNMP is enabled for the switch:

[basecm11]’, device add switch myibswitch
[basecmll->device [myibswitch]]), get disablesnmp
no

Configuring SNMP Community Strings
In order to allow the cluster management software to communicate with the switch or PDU, SNMP must
be enabled on it, and the SNMP community strings should be configured correctly.

By default, the SNMP community strings for switches and PDUs are set to public and private for
respectively read and write access. If different SNMP community strings have been configured in the
switch or PDU, the readstring and writestring properties of the corresponding switch device should
be changed.

[basecm11]), device use switchO1

[basecmll->device[switch01]]), snmpsettings
[basecmll->device[switchO1]->snmpsettings]’ get readstring

public

[basecmll->device[switchO1]->snmpsettings]’ get writestring

private

[basecmll->device[switch01]->snmpsettings]’ set readstring public2
[basecmll->device*[switchOl*]->snmpsettings*]}, set writestring private2
[basecmll->device*[switchO1*]->snmpsettings*]% commit

Alternatively, these properties can also be set in Base View via the navigation path:

Devices > All Devices > Switch > [§ > SNMP Settings > [4



148 Configuring The Cluster

Configuring SNMP Settings
SNMP settings can be configured in cmsh via the snmpsettings submode, which is available under
partition mode as well as under device mode. The partition mode values are inherited by default
by devices using SNMP settings at node level.

The submode allows the version to be set to v1, v2c, or v3.

Setting the version to the value file is also an option, but is not meant as an option for end users. It
is used in SNMP walk emulation for debugging non-standard switches.

The SNMPv3 settings that can be managed in BCM are:

[basecm11]’, device use switchO1
[basecmll->device[switch01]]), snmpsettings
[basecmli->device[switch01]->snmpsettings]’ show

Parameter Value
Authentication key < not set >
Authentication protocol MD5

Context

Privacy key < not set >
Privacy protocol DES

Retries -1

Revision

Security level Authentication encrypted
Security name

Timeout Os

VLAN Timeout Os

version V3

The set command can be used, sometimes with tab-completion, to set the SNMP switch parameters.
For example, for the SNMPv3 parameters that are set to use cryptographic keys:

[basecmll->device*[switchO1*]->snmpsettings*]) set authenticationprotocol <TAB><TAB>
md5 sha

[basecml1->device[switchO1] ->snmpsettings]’ set authenticationprotocol aes
[basecmll->device*[switchO1*]->snmpsettings*]) set privacyprotocol <TAB><TAB>

aes des

[basecmll->device*[switchO1*]->snmpsettings*]), set privacyprotocol aes
[basecmll->device*[switchO1*]->snmpsettings*]), commit
[basecm1i->device[switch01]->snmpsettings]i

SNMP Traps
BCM can assign an SNMP trap manager role to a node. The snmptrapd daemon is then configured and
managed on the assigned node by CMDaemon.

Configuration options include enabling or disabling mailing of the messages, and setting the sender
and recipients for the mail. By default an undefined value for Server means that the SNMP server is
localhost.

[root@basecmll ~1# cmsh

[basecm11]% device use node001

[basecml1->device [node001]1]1% roles
[basecml1->device[node001]->roles]’ assign snmptrap
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[basecmll->device[node001]->roles* [snmptrap*]]’% show

Parameter Value
Name snmptrap
Revision

Type SnmpTrapRole
Add services yes
Event yes

Mail yes
Recipients

All administrators no
Access public
Server

Sender

Arguments

Alternative script

A Cumulus switch is a switch that runs Cumulus Linux, which is a Debian-based distribution with a
networking focus.

The following capabilities and features are available, or can be run, on a switch that can run Cumulus
Linux:

* ONIE (Open Network Install Environment, https://opencomputeproject.github.io/onie/): a
bootloader, similar in concept to PXE booting. It allows the switch to boot up and install the
Cumulus OS from an image on the network. Installing Cumulus with ONIE wipes out any existing
image already installed on the switch.

¢ ZTP (Zero Touch Provisioning): a protocol that is used with the ztp client. The protocol uses
specially defined DHCP options. ZTP allows the switch to automatically carry out provisioning
for other hardware devices on a network on top of an OS on the switch. The capability to carry
this out becomes available automatically when the switch is powered on, and the interface on
which provisioning is to be carried out automatically becomes active with an IP address (“day-0
provisioning”).

e NVUE (NVIDIA User Experience): a CLI that uses the nv command set to manage the
network configuration of the switch. The NVUE CLI is documented at https://docs.
nvidia.com/networking-ethernet-software/cumulus-1linux-55/System-Configuration/
NVIDIA-User-Experience-NVUE/NVUE-CLI/.

e The NVUE REST APIL if it is explicitly enabled, can run the same commands via
HTTP as the NVUE CLI. The NVUE REST APl is documented at https://docs.
nvidia.com/networking-ethernet-software/cumulus-linux-55/System-Configuration/
NVIDIA-User-Experience-NVUE/NVUE-API/

¢ Public key SSH: if configured, the administrator can access the switch from the head node safely
and securely with public key SSH, including passwordless SSH.

A Cumulus switch is added to the cluster manager as a regular switch object:

[basecm11]’ device add switch myswitch
[basecmll->device*[myswitch*]1]% # hasclientdaemon: set if CMDaemon Lite should run on switch

[basecmll->device*[myswitch*]]}, set hasclientdaemon yes


https://opencomputeproject.github.io/onie/
https://community.cisco.com/t5/nso-developer-hub-blogs/day-1-day-0-day-1-day-2-n-configurations/ba-p/3658255
https://community.cisco.com/t5/nso-developer-hub-blogs/day-1-day-0-day-1-day-2-n-configurations/ba-p/3658255
https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-54/System-Configuration/NVIDIA-User-Experience-NVUE/NVUE-CLI/
https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-55/System-Configuration/NVIDIA-User-Experience-NVUE/NVUE-CLI/
https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-55/System-Configuration/NVIDIA-User-Experience-NVUE/NVUE-CLI/
https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-55/System-Configuration/NVIDIA-User-Experience-NVUE/NVUE-CLI/
https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-55/System-Configuration/NVIDIA-User-Experience-NVUE/NVUE-API/
https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-55/System-Configuration/NVIDIA-User-Experience-NVUE/NVUE-API/
https://docs.nvidia.com/networking-ethernet-software/cumulus-linux-55/System-Configuration/NVIDIA-User-Experience-NVUE/NVUE-API/

150 Configuring The Cluster

[basecmll->device*[myswitch*]]J, interfaces
[basecmll->device*[myswitch*]->interfaces]’ add physical ethO
[basecml1->device [myswitch*]->interfaces*[ethO*]]/ set mac 12:34:56:78:90:AB
[basecmli->device [myswitch*]->interfaces*[eth0*]1]1% set ip 1.2.3.4
[basecmll->device [myswitch*]->interfaces*[ethO*]]/ commit
[basecmll->device[myswitch]->interfaces[eth0]]% ..;..
[basecmll->device[myswitch]]% status

myswitch ................ [ Down ]

Cumulus access settings (described later on, starting from page 150) and ZTP settings (described
later on, starting from page 155) must also be configured for the switch to work correctly.

Committing the Cumulus switch object configuration automatically configures the DHCP and the
DNS services. The DHCP server is configured by CMDaemon to use the ZTP custom provisioning
script. The ZTP provisioning script is created on-demand, along with a directory, from a default tem-
plate (page 156) when the switch boots. The creation can alternatively be forced right away by running
the initialize command.

Cumulus Switches Access Configuration
By default, Cumulus switches use certificate-based authentication for CMDaemon access, just like reg-
ular nodes. DGX SuperPODS are configured in that manner.

However, CMDaemon Lite (section 2.6.7) is recommended instead of CMDaemon for Cumulus
switches on most other clusters. If CMDaemon Lite is to run on the switch, then the hasclientdaemon
parameter must be enabled for it:

[basecm11]’, device use mycumulus
[basecmll->device* [mycumulus*]]% set hasclientdaemon yes
[basecml1->device* [mycumulus*]]% commit

The cluster administrator must configure a username/password pair for SSH public key authentica-
tion with CMDaemon Lite.

¢ Since BCM version 11, Cumulus switch access via a username/password pair is configured in the
accesssettings submode. Updates can be done using ZTP or NV.

¢ In earlier versions of BCM SNMP settings were used to set the username/password pair.

[basecml1->devicel’ add switch mycumulus
[basecmll->device*[mycumulus*]]% accesssettings
[basecmll->device* [mycumulus*]->accesssettings#*]) set username cumulus; set password 1234

[basecmll->device* [mycumulus*]->accesssettings*]% show

Parameter Value
Revision

Username cumulus
Password ok ok ok ok ok ok ok ok

Rest port 8765

Update in ztp no

Update in NV no

[basecmll->device* [mycumulus*]->accesssettings*]% commit
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If all switches are Cumulus switches, then setting the username/password can be carried out at
partition level with:

[basecmll->partition[base]]’ accesssettings
[basecmll->partition[base]]->accesssettings]’ set username cumulus; set password 1234
[basecmli->partition*[basex]]->accesssettings*]), commit

Compared with a regular node (section 6.2), a Cumulus switch has these differences when setting a
username and password:

* The password change only takes effect on the switch after the switch reboots.

e If the startup.yaml file used by NV does not set the password, and cm-lite-daemon is not in-
stalled, then during reboot either

— Update in ztp must be set to yes to allow the password change using ZTP
or

— Update in NV must be set to yes, to allow the password change using NV

The REST API port, with a default value of 8765, can also be modified from the accesssettings
submode, to match the deployment specifications.

Other parameters for CMDaemon Lite integration are described in the section starting on page 152,
Custom Services Option 1: Cumulus With CMDaemon Lite. Also covered in that section, on page 155,
are the ZTP settings. ZTP settings are managed via the ZTP mode of cmsh, and are needed for the switch
to pick up its ZTP provisioning script.

The Cumulus Custom Discovery Script (Deprecated)
This is a legacy script that comes with BCM, and is at /cm/local/apps/cmd/scripts/
cm-cumulus-switch.py.

Setting the script and running the initialize command for the Cumulus switch in device mode
initializes access settings and carries out network discovery for the Cumulus switch, in versions of BCM
prior to version 10.

Since BCM version 10, the script is only needed for the Cumulus Linux version 4 series. Since Cu-
mulus Linux version 5, and since BCM version 10, the script is no longer required, due to the integration
of Cumulus with BCM.

A Cumulus switch running version 4 of Cumulus Linux can be set up and initialized on BCM version
10 with:

[basecml1->device*[mycumulus*]]% set controlscript /cm/local/apps/cmd/scripts/cm-cumulus-switch.py
[basecmll->device* [mycumulus*]]% commit
[basecmll->device[mycumulus]]) initialize

There are two custom service setups that are supported for cluster management on top of Cumulus
Linux:

1. asetup that uses CMDaemon Lite (page 152, Custom Services Option 1: Cumulus With CMDae-
mon Lite)

2. asetup that uses YAML to configure the services (page 156, Custom Services Option 2: Cumulus
With A YAML Preconfiguration).


/cm/local/apps/cmd/scripts/cm-cumulus-switch.py
/cm/local/apps/cmd/scripts/cm-cumulus-switch.py
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These can actually be run together, if the services do not conflict with each other. For example, the
nvued service can be installed via YAML, to provide the NVUE, independently of CMDaemon Lite. It is
however useful to describe these custom service setups individually.

Custom Services Option 1: Cumulus With CMDaemon Lite

If the Cumulus switch is defined and configured with CMDaemon Lite, then this allows some Cumulus
features to be managed via BCM, as well as some of the standard features of BCM to work on the switch.
The following features can be managed:

¢ monitoring (Chapter 10). For example, the latest data values (section 10.6.3) of the switch, includ-
ing the bytes going through the many ports, can be seen with:

[basecmll->device [myswitch]]) latestmonitoringdata

Measurable Parameter Type Value Age State Info
AlertLevel count Internal 0 im 5s
AlertLevel maximum Internal 0 Iim 5s
AlertLevel sum Internal 0 im bs
BufferMemory Memory 113 MiB 2m 5s
BytesRecv ethO Network 22.3917 B/s  2m bs
BytesRecv mgmt Network 6.79167 B/s 2m 5s
BytesRecv mirror Network 0 B/s 2m 5s
BytesRecv swidO_eth Network 0 B/s 2m 5s
BytesRecv swpl Network 0 B/s 2m 5s
BytesRecv swp2 Network 0 B/s 2m 5s
BytesRecv swp3 Network 0 B/s 2m 5s
BytesRecv swp4 Network 0 B/s 2m 5s

¢ system information can be viewed with the sysinfo command:

[basecmll->device [myswitch]]) sysinfo

Name Value

BIOS Version 1.3

BIOS Vendor American Megatrends Inc.
BIOS Date

Motherboard Manufacturer
Motherboard Name

System Manufacturer NVIDIA

System Name SN2201

Vendor Tag

Total Memory 8048771072 bytes (7.496GB)

Swap Memory 0 bytes (OB)

0S Name Linux

0S Version 5.10.0-cl-1-amd64

0S Flavor #1 SMP Debian 5.10.162-1+c15.4.0ul (2023-01-20)
Number of Physical CPUs 1

Number of Cores 2

Core 0-1 Intel(R) Atom(TM) CPU C3338R @ 1.80GHz

Number of Disks 1
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Total Disk Space 115,923,419,136 bytes (115GB)
Disk /dev/nvmeOnlp4 (19,320,569,856 bytes, 19.3GB) ()
SELinux no

FIPS no

Fabric no

Age 21h 58m

ZTP/date Tue Apr 11 09:50:21 2023 UTC
ZTP/method ZTP DHCP

ZTP/result success

ZTP/state enabled

ZTP/url http://10.141.255.254:8080/switch/myswitch/cumulus-ztp.sh
ZTP/version 1.0

[basecmll->device [myswitch]]%

* systemd services can be added for the device via roles, and listed in the services submode (sec-
tion 3.15). Management of services is a standard part of CMDaemon Lite since NVIDIA Base
Command Manager version 10.23.06.

¢ configuration via cmsh: can be set up via either a YAML file, or manually, or automatically with
some optional manual parts. The appropriate mode is set with nvconfigurationmode for the
Cumulus device:

[basecmll->device [cumulus02]]% set nvconfigurationmode <tab><tab>
auto file manual

— auto: BCM settings such as for hostname or timezone for a Cumulus switch network configu-
ration are converted automatically to run as nv commands. All the nv commands carried out
on the switch via BCM, whether from an automatic conversion or not, can be viewed within
nvconfiguration mode. The nv commands that have been automatically converted from
BCM settings are assigned a type value of auto, and can be viewed within nvconfiguration
mode:

[basecmll->device [myswitch] ->nvconfiguration]’ show

Type #Index  Command

auto 1 nv set system hostname myswitch

auto 2 nv set system timezone Europe/Amsterdam

auto 3 nv set service snmp-server enable on

auto 4 nv set service snmp-server listening-address all

auto 5 nv set service snmp-server listening-address all-v6

auto 6 nv set service snmp-server readonly-community public access any
auto 7 nv set service ntp mgmt pool 10.141.255.254

auto 8 nv set service dns mgmt server 10.141.255.254

auto 9 nv set service syslog mgmt server 10.141.255.254 port 514
auto 10 nv set service syslog mgmt server 10.141.255.254 protocol udp
auto 11 nv set bridge domain br_default type vlan-aware

[basecml1->device [myswitch] ->nvconfigurationly,

The settings are applied to the switch when the apply command is run within nvconfiguration
mode.

— manual: If nvconfigurationmode is set to manual then the commands of type auto (as shown
within the preceding example) are ignored. Direct nv commands can be entered by the ad-
ministrator manually from within the manual NV Configuration mode.
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Direct nv commands can actually also be added within auto mode for nvconfiguration, and
are in that case also of type manual:

[basecmll->device[myswitch] ->nvconfiguration]’ nv set interface swp27 ip address 10.141.255.123

[basecmll->device* [myswitch*]->nvconfiguration*]) show

Type #Index  Command

auto 1 nv set system hostname myswitch

auto 11 nv set bridge domain br_default type vlan-aware
manual 1 nv set interface swp27 ip address 10.141.255.123

The changes are applied when the apply command is run within nvconfiguration mode.
Only commands of type manual can be removed from nvconfiguration mode. The removal
can be carried out from within nvconf iguration mode with the help of the manual command
and the nv del command:

[basecmll->device* [myswitch]->nvconfiguration]’) ..; get nvconfigurationmode; nvconfiguration
AUTO
[basecmll->device* [myswitch]->nvconfiguration]’ show

auto 11 nv set bridge domain br_default type vlan-aware
manual 1 nv set interface swp27 ip address 10.141.255.123
manual 2 nv set system timezone Europe/Berlin

manual 3 nv set service snmp-server listening-address all-v6

[basecmll->device* [myswitch]->nvconfiguration]’ manual #nvconfiguration mode changes to manual
#copies all types to be manual

[basecmll->device* [myswitch]->nvconfiguration]’ ..; get nvconfigurationmode; nvconfiguration
MANUAL

[basecmll->device* [myswitch]->nvconfiguration]?’ show

manual 1 nv set interface swp27 ip address 10.141.255.123

manual 2 nv set system timezone Europe/Berlin

manual 3 nv set service snmp-server listening-address all-v6

[basecmll->device* [myswitch]->nvconfiguration]’ nv del 1-2
[basecmll->device* [myswitch]->nvconfiguration]’ commit
[basecmll->device* [myswitch]->nvconfiguration]’ apply #only now is switch updated

The manual command switches nvconfigurationmode tomanual, and copies the stack of auto
type commands over to the stack in manual mode. The commit command saves the config-
uration in the CMDaemon database. As usual, the configuration defined by the manual NV
configuration mode is only applied to the switch after using the apply command.

The stack in the manual mode stack is then what is used on the switch instead of the auto
mode stack, as per the CMDaemon state.

- file: If nvconfigurationmode is set to file, then a YAML file is used by BCM to carry out
the commands. A sample YAML file that uses the currently running configuration of the
switch can be displayed by running
nv config show
on the switch.
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[basecmll->device[myswitch]]/ set nvconfigurationmode file
[basecmll->device* [myswitch*]]) set nvconfigurationfile startup.yaml
[basecmll->device* [myswitch*]]% commit

The apply command is not used for file mode, since the commands are carried out over
ZTP.

¢ the ZTP configuration can be managed from ztpsettings mode:

[basecmll->device [cumulus02]]% ztpsettings
[basecmll->device [cumulus02]->ztpsettings]l’ show

Parameter Value

Revision

Script template cumulus-ztp.sh

JSON template

Image cumulus-linux-5.13.1-mlx-amd64.bin
Check image on boot yes

Run ZTP on each boot yes

Install lite daemon yes

Authorized key file root /root/.ssh/authorized_keys

Authorized key file cumulus

Authorized key file admin

Enable API no

Enable external access API no

Merge key value settings partition no

Key value settings <submode>
Firmwares

Preinstall scripts

Post-install scripts

PTM topology file

Notes about some of the ztpsettings:

— By default, authorizedkeyfileroot is not set, which means that user root cannot access the
switch with public key authentication.

— By default, authorizedkeyfilecumulus is not set. The user cumulus is the API user with
administrator privileges for the Cumulus switch.

- By default, authorizedkeyfileadmin is not set. The user admin is the API user with admin-
istrator privileges for the NVLink switch.

— Cumulus images for the switch, set by image, are provisioned from the head node. Cumulus
images can be picked up from https://enterprise-support.nvidia.com/s/downloads and
can then be placed on the head node at /cm/local/apps/cmd/etc/htdocs/switch/images/.

— The checkimageonboot setting checks that the existing image on the switch matches the im-
age that can be offered via ZTP. If it does not, then the switch updates its image, picking it up
via ZTP.

— The file specified by scripttemplate is used to generate a ZTP provisioning file on-demand
when the switch boots. Running initialize from the switch object level (at cumulus02 level
in the preceding example) generates the file without a reboot.

— The file specified by PTM topology file describes the cabling topology.


https://enterprise-support.nvidia.com/s/downloads
/cm/local/apps/cmd/etc/htdocs/switch/images/
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¢ The switchoverview command returns output such as:

[basecml1->device [cumulus01]1]% switchoverview
Device: cumulusO1l

State : [ UP 1]

Model : Cumulus Linux 5.2.1

Port Name Status Assigned Uplink Speed Detected

1 swpl DOWN no 0 b/s bridge domains: cm-default
2 swp2 DOWN no 0 b/s bridge domains: cm-default
3 swp3 DOWN no 0 b/s bridge domains: cm-default
4 swp4 DOWN no 0 b/s bridge domains: cm-default
5 swpb Up node001-dpu no 100 Gb/s bridge domains: cm-default
6 swp6 DOWN no 0 b/s bridge domains: cm-default
7 swp7 UpP node002-dpu no 100 Gb/s bridge domains: cm-default

* The switchports command (page 146) is used to configure the port assignment between the nodes
and the switch ports. Configuring the port assignment at interfaces level is needed to allow
CMDaemon Lite to manage Cumulus network configuration.

[basecml1->device[node002]]% interfaces node004
[basecmll->device [node004] ->interfaces]’, set DPUl switchports cumulus01:4

Custom Services Option 2: Cumulus With A YAML Preconfiguration
A YAML configuration can be used outside of cmsh. DGX SuperPODS use this option during the stan-
dard BCM installation. It means that CMDaemon Lite running on the switch (section 3.10.2) does not
need to be used. Instead, two custom-generated YAML files are used.

The YAML files that are generated are:

® startup.yaml: this contains a sequence of Cumulus nv commands
® cm-startup.yaml: this contains the BCM DGX/switch definitions to be added by pythoncm

The cm-startup.yaml file is parsed, and the devices that are defined within it are configured with
the PythonCM (Chapter 1 of the Developer Manual) script, cm-import-startup.

The devices are then powered on in the correct order.

The YAML file startup.yaml can be handled manually (using scp and the nv apply command), or
by using ZTP, or by using Ansible.

Settings Applied Via ZTP
The configuration script cumulus-ztp.sh template, found under /cm/local/apps/cmd/etc/htdocs/
switch/template, can be customized to suit the requirements.

The YAML file startup.yaml is placed under:

/cm/local/apps/cmd/etc/htdocs/switch/<switch or host name>/

This allows it to be picked up automatically via ZTP, and the nv commands are applied it to the
switch on boot.
CMDaemon Lite is not required, but can be installed separately.

Settings Applied Via Ansible
Alternatively, Ansible can be used to push the YAML configuration to each switch.

With an Ansible installation, ZTP is not required, but it can be used. CMDaemon Lite is not required
for applying the settings via Ansible either, but can be installed separately.


/cm/local/apps/cmd/etc/htdocs/switch/template
/cm/local/apps/cmd/etc/htdocs/switch/template
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Uplink ports are switch ports that are connected to other switches. CMDaemon must be told about any
switch ports that are uplink ports, or the traffic passing through an uplink port will lead to mistakes
in what CMDaemon knows about port and MAC correspondence. Uplink ports are thus ports that
CMDaemon is told to ignore.

To inform CMDaemon about what ports are uplink ports, Base View or cmsh are used:

¢ In Base View, the switch is selected, and uplink port numbers can be added via the navigation
path:

Devices > All Devices > Switch (4 > Uplinks > + Add
(figure 3.16):

Device SwitchyMcSwitchface

SINVIT L LU nga

Configure the cluster wide SNMP settings

List of ports connected to other switches

2
fals

Disable port detection for this switch Disable port index mapping

Figure 3.16: Notifying CMDaemon about uplinks with Base View

The state is saved with the Commit Switch button of figure 3.16.

¢ In cmsh, the switch is accessed from the device mode. The uplink port numbers can be appended
one-by-one with the append command, or set in one go by using space-separated numbers.

[root@basecmll ~]# cmsh

[basecm11]¥ device

[basecmll->devicel, set switchOl uplinks 15 16
[basecmll->device*]’ set switch02 uplinks 01
[basecmll->device*]’ commit

successfully committed 3 Devices

The showport command can be used in troubleshooting network topology issues, as well as checking
and setting up new nodes (section 5.4.2).

Basic Use Of showport
In the device mode of cmsh is the showport command, which works out which ports on which switch
are associated with a specified MAC address.



158 Configuring The Cluster

[root@basecmll ~1# cmsh

[basecm11]? device

[basecm11->devicel? showport 00:30:48:30:73:92
switch01:12

When running showport, CMDaemon on the head node queries all switches until a match is found.
If a switch is also specified using the “-s” option, then the query is carried out for that switch first.
Thus the preceding example can also be specified as:

[basecmll->devicel’ showport -s switchOl 00:30:49.00:73:92
switch01:12

If there is no port number returned for the specified switch, then the scan continues on other switches.

Mapping All Port Connections In The Cluster With showport
A list indicating the port connections and switches for all connected devices that are up can be generated
using this script:

#!/bin/bash
for nodename in $(cmsh -c "device; foreach * (get hostname)")
do
macad=$(cmsh -c "device use $nodename; get mac")
echo -n "$macad $nodename "
cmsh -c "device showport $macad"
done

The script may take a while to finish its run. It gives an output like:

00:00:00:00:00:00 switchOl: No ethernet switch found connected to this mac address
00:30:49.00:73:92 basecmll: switchO01:12

00:26:6C:F2:AD:54 node001: switch01:1

00:00:00:00:00:00 node002: No ethernet switch found connected to this mac address

An administrator may wish to disable node identification based on port detection. For example, in the
case of switches with buggy firmware, the administrator may feel more comfortable relying on MAC-
based identification. Disabling port detection can be carried out by clearing the switchports setting of
anode, a category, or a group. For example, in cmsh, for a node:

[root@basecmll ~1# cmsh

[basecm11]% device use node001
[basecmll->device[node001]17, clear switchports
[basecml1->device*[node001*]1]1% commit
[basecmli->device [node001]11%

Or, for example for the default category, with the help of the foreach command:

[root@basecmlil ~]# cmsh
[basecm11]’ device

[basecmll->devicell) foreach -c default (clear switchports); commit
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3.10.6 The switchoverview Command

Also within device mode, the switchoverview command gives an overview of MAC addresses detected
on the ports, and some related properties. The command works using SNMP queries. Output is similar
to the following (some lines ellipsized):

[basecml1->devicel? switchoverview dell-switchl
Device: dell-switchl

State : [ UP 1]

Model : 24G Ethernet Switch

Port Assignment:

Port Status Assigned Uplink Speed Detected
____________________________________________________________________ \
1 UP false 1 Gb/s -

2 UP false 1 Gb/s -

3 UP false 1 Gb/s 74:86:7A:AD:3F:2F, node3
4 UP false 1 Gb/s 74:86:7A:AD:43:E9, node4d
11 UP false 1 Gb/s 74:86:7A:AD:44:D8, nodell
12 UP false 1 Gb/s 74:86:7A:AD:6F:55, nodel2
23 UP false 1 Gb/s 74:86:7A:E9:3E:85, node23
24 UP false 1 Gb/s 74:86:7A:AD:56:DF, node24
49 UP false 10 Gb/s 74:86:7A:AD:68:FD, nodel
50 UP false 10 Gb/s 74:86:7A:AD:41:A0, node2
53 UP node34 false 1 Gb/s 5C:F9:DD:F5:79.0D, node34
54 UP node35 false 1 Gb/s 5C:F9:DD:F5:45:AC, node35
179 UP false 1 Gb/s 24:B6:FD:F6:20:6F,\

24:B6:FD:FA:64:2F, 74:86:7A:DF:7E:4C, 90:B1:1C:3F:3D:A9,\
90:B1:1C:3F:51:D1, D0:67:E5:B7:64:0F, D0:67:E5:B7:61:20

180 UP false 100 Mb/s QDR-switch
205 UP true 10 Gb/s -
206 DOWN false 10 Gb/s -

[basecmll ->devicel

3.11 Configuring The NetQ Network Management System

NetQ telemetry data values are produced by NetQ. A running NetQ server can be integrated with BCM
by configuring its credentials and connectivity settings in the netqsettings submode from within the
partition mode of BCM:

Example

[basecmli->partition[base]]’ netgsettings
[basecmll->partition*[base*]->netgsettings*]% show
Parameter Value

Revision

Server

User name

Password < not set >

Port 443
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Verify SSL no

CA certificate

Certificate

Private key

Prometheus metric forwarders <0 in submode>
[basecmll->partition*[base*]->netgsettings*]) set username <Net{ username>
[basecmll->partition*[base*]->netgsettings*]) set password <Net{ password>
[basecmll->partition*[base*]->netgsettings*]% set server <FNet{ hostname or IP address>
[basecmli->partition#*[base*]->netgsettings*]% commit

The corresponding Base View navigation path for this is using:

Cluster > Settings > BMC Settings > NetQ > +

With Kubernetes, NetQ can also be configured with the NetQ operator (section 6.6 of the Container-
ization Manual).

Connecting to the NetQ server allows NetQ telemetry data values to be picked up by BCM. These
values are then treated as measurables (section 10.2.1). NetQ measurables (sections G.1.13 and G.2.4)
can be managed and displayed with BCM just like other measurables.

3.12 Configuring UFM

UEM, the NVIDIA Unified Fabric Manager, is a fabric manager, that handles routing on the fabric. An
optional component, UFM Host Agent, allows performance to be monitored. A running UFM server can
be integrated with BCM by configuring its credentials and connectivity settings in the ufmsettings sub-
mode from within the partition mode of BCM. This is very similar to how NetQ settings (section 3.11)
are managed:

Example

[basecmll->partition[base]]l’ ufmsettings
[basecmll->partition*[basex]->ufmsettings*]% show
Parameter Value

Revision

Server

User name

Password < not set >
Port 443
Verify SSL no

CA certificate

Certificate

Private key

Prometheus metric forwarders <0 in submode>
[basecmll->partition*[base*]->ufmsettings*]), set username <UFN username>
[basecmll->partition*[base*]->ufmsettings*]), set password <UFN password>
[basecmll->partition*[base*]->ufmsettings*]/ set server <UFM hostname or IP address>
[basecml1->partition#*[basex]->ufmsettings*]) commit

The corresponding Base View navigation path for this is using:
Cluster > Settings > BMC Settings > UFM settings> +

3.13 Disk Layouts: Disked, Semi-Diskless, And Diskless Node Configuration

Configuring the disk layout for head and regular nodes is done as part of the initial setup (section 3.3.16
of the Installation Manual). For regular nodes, the disk layout can also be re-configured by BCM once the
cluster is running. For a head node, however, the disk layout cannot be re-configured after installation
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by BCM, and head node disk layout reconfiguration must then therefore be treated as a regular Linux
system administration task, typically involving backups and resizing partitions.
The remaining parts of this section on disk layouts therefore concern regular nodes, not head nodes.

3.13.1 Disk Layouts

A disk layout is specified using an XML schema (Appendix D.1). The disk layout typically specifies
the devices to be used, its partitioning scheme, and mount points. Possible disk layouts include the
following:

¢ Default layout (Appendix D.3)
¢ Hardware RAID setup (Appendix D.4)

¢ Software RAID setup (Appendix D.5)

LVM setup (Appendix D.7)

Diskless setup (Appendix D.9)

Semi-diskless setup (Appendix D.10)

3.13.2 Disk Layout Assertions
Disk layouts can be set to assert

¢ that particular hardware be used, using XML element tags such as vendor or requiredSize (Ap-
pendix D.11)

¢ custom assertions using an XML assert element tag to run scripts placed in CDATA sections
(Appendix D.12)

3.13.3 Changing Disk Layouts

A disk layout applied to a category of nodes is inherited by default by the nodes in that category. A disk
layout that is then applied to an individual node within that category overrides the category setting.
This is an example of the standard behavior for categories, as mentioned in section 2.1.3.

By default, the cluster is configured with a standard layout specified in section D.3. The layouts
can be accessed from Base View or cmsh, and a template layout can be used. A diskless node template
can also be used, to change a node from a disked to a diskless node, as illustrated by the example on
page 163.

3.13.4 Changing A Disk Layout Using Base View

To change a disk layout with Base View, the current disk layout is accessed by selecting a node category
or a specific node from the resource tree in the navigation panel. For a node node001, the navigation
path is:

Devices > All Devices > node001 [ > Disk Setup (a tabbed window)> Devices > [

and it brings up the window shown in figure 3.17:
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Device node881 < temInformation  Hardw Vi Information n Information

/ noded®1 - Disk Setup

erited from

~ Devices (1)

Device /dev/vdb

fdevjvdb

Partitions Partition Properties

m Columns = Filters 4, Export az
Type Partition Type Filesystem Encryptis Actions

linux xfs | Ex}

linux

XML Output

Figure 3.17: Changing a disked node to a diskless node with Base View

However, in a default installation, the values for the devices in the disk layout are inherited from the
category level, which can only be modified at category level. That means the default disk layout values
are initially read-only values, with the values that were set up during installation (section 3.3.16 of the
Installation Manual).

At node level, values can be written so that they override the inherited values. Writing values at
node level can be done using the Select Disk Setup button in various ways:

1. The Select Disk Setup button brings up an option to copy from the category.

If copying over from the category is carried out, then the XML entries in the Devices > [ screen
(figure 3.18) can be edited at node level (are no longer read-only):

Device Settings

Not set

Blockdevs

Mode
Jdevfvdb Not set -
Mode

Jdev/sda Mot set -

Figure 3.18: Editing disk layouts with Base View

2. TheSelect Disk Setup button also presentsa Select from template menu option, which shows
several possible ready-made configurations that can be loaded up from the CMDaemon database.
A selected copy can also be edited to suit the situation.
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The XML schema for a node configured for diskless operation is shown in Appendix D.9. This can
often be deployed as is, or it can be modified during deployment using Base View or cmsh.

Changing A Disk Layout From Disked To Diskless

One of the templates that can be used is from Select from template can be used to switch from
the existing disk layout to a diskless one, is slave-diskless.xml. This XML configuration tem-
plate can be loaded using the Select from template button, and saved to the node or node cate-

gory.

3. The Select Disk Setup button also presents a Select File menu option, which can be used to
upload a custom configuration via the browser.

To edit an existing disk layout from within cmsh, the existing XML configuration is accessed by editing
the disksetup property in device mode for a particular node, or by editing the disksetup property in
category mode for a particular category. Editing is done using the set command, which opens up a
text editor:

[root@basecmll ~]# cmsh
[basecm11]’ device use node001
[basecmll->device[node001]17, set disksetup

After editing and saving the XML configuration, the change is then committed to CMDaemon with
the commit command. It should be understood that a disk layout XML configuration is not stored in a
file on the filesystem, but in the CMDaemon database. The XML configurations that exist on a default
cluster at
/cm/images/default-image/cm/local/apps/cmd/etc/htdocs/disk-setup/
and
/cm/local/apps/cmd/etc/htdocs/disk-setup/
are merely default configurations.

If the disksetup setting for a device is deleted, using the clear command, then the category level
disksetup property is used by the device. This is in accordance with the usual behavior for node values
that override category values (section 2.1.5).

Instead of editing an existing disk layout, another XML configuration can also be assigned. A disk-
less configuration may be chosen and set as follows:

[basecmll->device[node001]1]% set disksetup /cm/local/apps/cmd/\
etc/htdocs/disk-setup/slave-diskless.xml

In these preceding Base View and cmsh examples, after committing the change and rebooting the
node, the node then functions entirely from its RAM, without using its own disk.

However, RAM is usually a scarce resource, so administrators often wish to optimize diskless nodes
by freeing up the RAM on them from the OS that is using the RAM. Freeing up RAM can be accom-
plished by providing parts of the filesystem on the diskless node via NFS from the head node. That is,
mounting the regular node with filesystems exported via NFS from the head node. The details of how to
do this are a part of section 3.14, which covers the configuration of NFS exports and mounts in general.


/cm/images/default-image/cm/local/apps/cmd/etc/htdocs/disk-setup/
/cm/local/apps/cmd/etc/htdocs/disk-setup/
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NFS allows NFS clients shared access to a filesystem on an NFS server. The accessed filesystem is
called an NFS volume by remote machines. The NFS server exports the filesystem to selected hosts or
networks, and the clients can then mount the exported volume locally.
An unformatted filesystem cannot be used. The drive must be partitioned beforehand with fdisk or
similar partitioning tools, and its filesystem formatted with mkfs or similar before it can be exported.
In BCM, the head node is typically used to export an NFS volume to the regular nodes, and the
regular nodes then mount the volume locally.

* NFS can be made to work at higher speeds with remote direct memory access (RDMA), by bypass-
ing the CPU. If there is RDMA hardware present, and if the rdma-core package is installed, then
the RDMA service works automatically in RHEL 8 and 9.

The settings that determine client module loading are set in the file /et c/rdma/modules/rdma. conf
so that the service auto-loads by default.

* An alternative to NFS over RDMA for very fast file systems is the massively parallel and free
(GPLv2) Lustre filesystem, running over InfiniBand.

Automounting With NFS

If auto-mounting is used, then the configuration files for exporting should be set up on the NFS server,
and the mount configurations set up on the software images. The service “autofs” or the equivalent
can be set up using Base View via the “Services” option (section 3.15) on the head and regular nodes
or node categories. With cmsh the procedure to configure auto-mounting on the head and regular nodes
could be:

[root@basecmll ~1# cmsh

[basecm11]? device use basecmll
[basecml1->device[basecm11]]’ services
[basecmll->device[basecmll]->services]’ add autofs
[basecmll->device*[basecmll*]->services*[autofs*]]), show

Parameter Value
Autostart no
Belongs to role no
Monitored no
Revision

Run if ALWAYS
Service autofs
Sickness check interval 60

Sickness check script

Sickness check script timeout 10

Timeout -1
[basecml1->device*[basecmll*]->services*[autofs*]]) set autostart yes
[basecmll->device*[basecmll*]->services*[autofs*]]% commit
[basecmli->device[basecmll] ->services[autofs]]) category use default
[basecmll->category[default]]’ services
[basecmll->category[default]->services]) add autofs
[basecmll->category* [default*]->services*[autofs*]]), set autostart yes
[basecmli->category* [default*]->services*[autofs*]]}, commit
[basecmll->category[default]->services[autofs]l)

Filesystems imported to a regular node via an auto-mount operation must explicitly be excluded in
excludelistupdate by the administrator, as explained in section 5.6.1, page 292.


https://whamcloud.com
https://whamcloud.com
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Dropping All Use Of NFS Version 3
At the time of writing, (August 2025), the default NFS protocol versions used in BCM are a mixture of
version 3 and 4. This is because some aspects of NFS version 4 clients in BCM have not yet been exten-
sively tested. Migrating the remaining version 3 parts over to version 4 is therefore still experimental.
If, despite this, the cluster administrator would still like to migrate over to the use of only NFS version
4 clients, then it can be carried out as follows:

The following configuration files should be modified:

* /etc/nfs.conf: On all nodes, changing the default value of vers3=y by adding the line

vers3=n

® /etc/nfsmount.conf: On the head node(s), changing the line Nfsvers=3 (the BCM default) to

Nfsvers=4

® /cm/node-installer*/scripts/node-installer.conf: On the head node(s), adding the line

disableNodeInstallerNFSCertificateStore = true

® /cm/node-installer*/scripts/initrd_linuxrc: On the head node(s), modifying the nolock
entries:

root@basecmll:~# grep nolock /cm/node-installer/scripts/initrd_linuxrc
# mount with nolock so we do not have to run portmapper+statd

mount -o nolock,ro $PXE_MASTER_IP:$nodeinstallerpath /installer_root
mount -vo nolock,ro $PXE_MASTER_IP:$nodeinstallerpath /installer_root

so that the vers=4 option is explicitly specified:

root@basecmll:"# grep nolock /cm/node-installer/scripts/initrd_linuxrc

# mount with nolock so we do not have to run portmapper+statd

mount -o nolock,ro,vers=4 $PXE_MASTER_IP:$nodeinstallerpath /installer_root
mount -vo nolock,ro,vers=4 $PXE_MASTER_IP:$nodeinstallerpath /installer_root

The changes can be deployed by rebuilding the ramdisk:

root@basecmll:"# cmsh
[basecm11]’ softwareimage foreach * (createramdisk)

and then rebooting the head and regular nodes.

The rest of this section describes the configuration of NFS for static mounts, using Base View or cmsh.

Sections 3.14.1 and 3.14.2 explain how exporting and mounting of filesystems is done in general by an
administrator using Base View and cmsh, and considers some mounting behavior that the administrator
should be aware of.

Section 3.14.3 discusses how filesystems in general on a diskless node can be replaced via mounts of
NFS exports.

Section 3.14.4 discusses how OFED InfiniBand or iWarp drivers can be used to provide NFS over
RDMA.


/etc/nfs.conf
/etc/nfsmount.conf
/cm/node-installer*/scripts/node-installer.conf
/cm/node-installer*/scripts/initrd_linuxrc
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Exporting A Filesystem Using Base View
As an example, if an NFS volume exists at “basecml1:/modeldata” it can be exported using Base View
using the head node navigation path:

Devices > All Devices > Head Node > [4 > Settings > Filesystem exports > &
This shows the list of exports (figure 3.19):

System Information Hardware Inventory Node Arch >
7= [ FSExport Entities

Name Path Netwaork Actions

fcm/nede-installer@internalnet [cm/node-installer internalnet A

fem/node-installer/certific internalnet [cm/node-installer/certifis ] internalnet

Ifburn@internalnet [var/spool/burn internalnet

fhome@internalnet [home internalnet

fem/shared@internalnet lcm/shared internalnet

1-50f5

Figure 3.19: NFS exports from a head node viewed using Base View

Using the + Add button, a new entry (figure 3.20) can be configured with values as shown:
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Device bem11 Overview System Information

Hardware Inventory Node Arch

FSExport Entities / FSExport - Settings

@ Fluid Model Data @ /modeldata

O internalnet

atic

yort was created automatically

v writing

violate the NFS protocol and

changes made by that

ave been committed to stable storage

= Fromn nidlnid N tn the annmemone ¥ = ann nifde tn the ananumnns neer

Figure 3.20: Setting up an NFS export using Base View

For this example, the value for “Name” is set arbitrarily to “Fluid Model Data”, the value for Path
is set to /modeldata, and the value for Network is set from the selection menu to allowing access to

internalnet (by default 10.141.0.0/16 in CIDR notation).

By having the Write option disabled, read-only access is kept.

Saving this preceding configuration means the NFS server now provides NFS access to this filesys-

tem for internalnet.

The network can be set to other network values using CIDR notation. It can also be set to particular
hosts such as just node001 and node002, by specifying a value of “node001 node002” instead. Other

settings and options are also possible and are given in detail in the man pages for exports(5).

Exporting A Filesystem Using cmsh

The equivalent to the preceding Base View NFS export procedure can be done in cmsh by using the

fsexports submode on the head node (some output elided):

[root@basecmll ~]# cmsh

[basecm11]’ device use basecmll
[basecmll->device[basecm11]]), fsexports

[...->fsexports]’ add "Fluid Model Data"
[...->fsexports*[Fluid Model Data*]]’ set path /modeldata
[...[Fluid Model Data*]]% set hosts 10.141.0.0/16
[...[Fluid Model Data*]]}, commit

[...->fsexports[Fluid Model Datall’ list | grep Fluid

Name (key) Path Hosts Write

Fluid Model Data /modeldata 10.141.0.0/16 no
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General Considerations On Exporting A Filesystem
Built-in exports: In versions of NVIDIA Base Command Manager prior to version 9.0, all filesystem
exports could be removed from the fsexports submode, simply by using the remove command with
the name of the export.

From version 9.0 onward however, the following filesystem exports:

® /var/spool/burn
® /home

® /cm/shared

are treated as special built-ins.

Head node role and disableautomaticexports: Built-ins are exported automatically as part of the
headnode role, also introduced in NVIDIA Base Command Manager 9.0, and cannot simply be removed.

To disable export of the built-in file systems, the disableautomaticexports command must be run
in the headnode role for that node:

[root@basecmll ~1# cmsh

[basecm11] device use basecmll
[basecmll->device[basecmi1]]’ roles
[basecmll->device[basecmll]->roles]’ use headnode
[basecmll->device[basecmll]->roles[headnode]]’ show

Parameter Value

Name headnode
Revision

Type HeadNodeRole
Add services yes

Disable automatic exports no

role use headnode
[basecmll->device[basecmll]->roles[headnode]]’, set disableautomaticexports yes ; commit

Disabling exports that are not built-ins: Exports that are not built-ins can still simply be removed.
However, also from NVIDIA Base Command Manager 9.0 onward they can also simply be disabled in
the fsexports submode. For example there is an export created by the cluster administrator for /opt, it
can be disabled as follows:

[basecmll->device[basecmll]->fsexports]y list
Name (key) Path Network Disabled

opt /opt internalnet no
[basecml1->device[basecmll] ->fsexports]), set opt disabled yes; commit

The reason for automating the export for nodes via a headnode role is that NVIDIA Base Com-
mand Manager 9.0 onward has multidistro and multiarch capabilities (section 9.7), which would
make manual management of exports harder for such nodes. The reason for the extra hurdle of
disableautomaticexports for built-ins is that that disabling these exports can result in an unbootable
system.
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Continuing on with the Fluid Model Data export example from the preceding section, the administra-
tor decides to mount the remote filesystem over the default category of nodes. Nodes can also mount
the remote filesystem individually, but that is usually not a common requirement in a cluster. The ad-
ministrator also decides not to re-use the exported name from the head node. That is, the remote mount
name modeldata is not used locally, even though NFS allows this and many administrators prefer to do
this. Instead, a local mount name of /modeldatagpu is used, perhaps because it avoids confusion about
which filesystem is local to a person who is logged in, and perhaps to emphasize the volume is being
mounted by nodes with GPUs.

Mounting A Filesystem Using Base View
In Base View the navigation path to manage the mount points of nodes in the category of default is:

Grouping > Categories[default] > Settings > Extended settings > Filesystem mounts > 24

A mount point can be added with the + Add button. Values for the remote mount point
(basecmll:/modeldata), the filesystem type (nfs), and the local mount point (/modeldatagpu) can then
be set for the category, while the remaining options stay at their default values (figure 3.21):

Category default Overview  Devices Overview

s [ FSMount Entities / FSMount - Settings

@ Slocalnfsserver/modeldata

@ /modeldatagpu

Dump RDMA

Dump field in fstab, see man fstab. Enable NFS over RDMA.

© NONE @ defaults

Figure 3.21: Setting up NFS mounts on a node category using Base View

Saving the configuration saves the values and creates the local mount point, so that the volume can
then be accessed by nodes within that category.

Mounting A Filesystem Using cmsh

The equivalent to the preceding Base View NFS mount procedure can be done in cmsh by using the
fsmounts submode, for example on the default category. The add method under the fsmounts submode
sets the mountpoint path, in this case /modeldatagpu (some output elided):
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[root@basecmll ~]# cmsh

[basecm11]’ category use default

[basecmll->category[default]]’ fsmounts
[basecmll->category[default]->fsmounts]’ add /modeldatagpu
[basecm11->...*[/modeldatagpu*]]’, set device basecmll:/modeldata
[basecm11->...*[/modeldatagpu*]]’ set filesystem nfs
[basecmll->category* [default*]->fsmounts*[/modeldatagpu*]]’ commit
[basecmll->category[default]->fsmounts[/modeldatagpull

Device Mountpoint (key) Filesystem
basecmll:/modeldata /modeldatagpu nfs
[basecmll->category[default]->fsmounts[/modeldatagpull’% show
Parameter Value

Device basecmll:/modeldata

Dump no

Filesystem nfs

Filesystem Check NONE

Mount options defaults

Mountpoint /modeldatagpu

Values can be set for Mount options other than default. For example, the noac flag can be added as
follows:

[basecmli->...[/modeldatagpul]’, set mountoptions defaults,noac; commit
Mounting a CIFS might use:

[basecml1->...[/modeldatagpull’, set mountoptions gid,users,file_mode=0666,dir_mode=0777,\
iocharset=is08859-15,credentials=/path/to/credential
[basecmll->...[/modeldatagpu*]]’% commit

A _netdev mount option to make systemd wait until the network is up before it is mounted can be
added as follows:

[basecm11->...[/modeldatagpul ]/ append mountoptions ,_netdev; commit

General Considerations On Mounting A Filesystem
There may be a requirement to segregate the access of nodes. For example, in the case of the preceding,
because some nodes have no associated GPUs.

Besides the “Allowed hosts” options of NFS exports mentioned earlier in section 3.14.1, BCM offers
two more methods to fine tune node access to mount points:

* Nodes can be placed in another category that does not have the mount point.

* Nodes can have the mount point set, not by category, but per device within the Nodes resource.
For this, the administrator must ensure that nodes that should have access have the mount point
explicitly set.

Other considerations on mounting are that:

¢ When adding a mount point object:

— The settings take effect right away by default on the nodes or node categories.
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- If noauto is set as a mount option, then the option only takes effect on explicitly mounting
the filesystem.

— If “AutomaticMountAl1=0" is set as a CMDaemon directive (Appendix C), then CMDaemon
changes for /etc/fstab are written to the file, but the mount -a command is not run by
CMDaemon. However, the administrator should be aware that since mount -a is run by the
distribution during booting, a node reboot implements the mount change.

e While a mount point object may have been removed, umount does not take place until reboot,
to prevent mount changes outside of the cluster manager. If a umount needs to be to done with-
out a reboot, then it should be done manually, for example, using the pdsh or pexec command
(section 14.1), to allow the administrator to take appropriate action if umounting goes wrong.

e When manipulating mount points, the administrator should be aware which mount points are
inherited by category, and which are set for the individual node.

- In Base View, for a node, inheritance by category is indicated in the navigation path Devices
> Nodes [node name] > Edit > Settings > Filesystem mounts, under the INHERITED column,
with the entry (Category).

— In cmsh, the category a mount belongs to is displayed in brackets. This is displayed from
within the fsmounts submode of the device mode for a specified node:

[root@basecmll ~]# cmsh -c "device; fsmounts node001; list"

Device Mountpoint (key) Filesystem
[default] none /dev/pts devpts
[default] none /proc proc
[default] none /sys sysfs
[default] none /dev/shm tmpfs
[default] $localnfsserv+ /cm/shared nfs
[default] basecmll:/home /home nfs
basecmil:/cm/shared/exa+ /home/examples nfs

[root@basecmll ~]1#

To remove a mount point defined at category level for a node, it must be removed from within the
category, and not from the specific node.

Mount Order Considerations
Care is sometimes needed in deciding the order in which mounts are carried out.

e For example, if both /usr/share/doc and a replacement directory subtree /usr/share/doc/
compat-gcc-34-3.4.6java are to be used, then the stacking order should be that /usr/share/doc
is mounted first. This order ensures that the replacement directory subtree overlays the first
mount. If, instead, the replacement directory were the first mount, then it would be overlaid,
inaccessible, and inactive.

* There may also be dependencies between the subtrees to consider, some of which may prevent
the start up of applications and services until they are resolved. In some cases, resolution may be
quite involved.

The order in which such mounts are mounted can be modified with the up and down commands
within the fsmounts submode of cmsh.


/usr/share/doc
/usr/share/doc/compat-gcc-34-3.4.6java
/usr/share/doc/compat-gcc-34-3.4.6java
/usr/share/doc
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NFS Vs tmpfs For Diskless Nodes

For diskless nodes (Appendix D.9), the software image (section 2.1.2) is typically installed from a pro-
visioning node by the node-installer during the provisioning stage, and held as a filesystem in RAM on
the diskless node with the tmpfs filesystem type.

It can be worthwhile to replace subtrees under the diskless node filesystem held in RAM with sub-
trees provided over NFS. This can be particularly worthwhile for less frequently accessed parts of the
diskless node filesystem. This is because, although providing the files over NFS is much slower than ac-
cessing it from RAM, it has the benefit of freeing up RAM for tasks and jobs that run on diskless nodes,
thereby increasing the cluster capacity.

An alternative “semi-diskless” way to free up RAM is to use a local disk on the node itself for sup-
plying the subtrees. This is outlined in Appendix D.10.

Moving A Filesystem Subtree Out Of tmpfs To NFS

To carry out subtree provisioning over NFS, the subtrees are exported and mounted using the methods
outlined in the previous examples in sections 3.14.1 and 3.14.2. For the diskless case, the exported
filesystem subtree is thus a particular path under /cm/images/ <image>* on the provisioning node, and
the subtree is mounted accordingly under / on the diskless node.

While there are no restrictions placed on the paths that may be mounted in NVIDIA Base Command
Manager 11, the administrator should be aware that mounting certain paths such as /bin is not possible.

When Base View or cmsh are used to manage the NFS export and mount of the subtree filesystem,
then tmpfs on the diskless node is reduced in size due to the administrator explicitly excluding the
subtree from tmpfs during provisioning.

An example might be to export /cm/images/default-image from the head node, and mount the
directory available under it, usr/share/doc, at a mount point /usr/share/doc on the diskless node. In
cmsh, such an export can be done by creating an FS export object corresponding to the software image
object defaultimage with the following indicated properties (some prompt output elided):

[root@basecmll ~]# cmsh

[basecm11]’ device use basecmll; fsexports
[basecmll->device[basecml1]->fsexports]) add defaultimage
[basecmll...defaultimage*]]% set path /cm/images/default-image
[basecmll...defaultimage*]]% set hosts 10.141.0.0/16
[basecmll...defaultimage*]]% commit

[basecmll...defaultimagel]) list | grep defaultimage

Name (key) Path Hosts Write

defaultimage /cm/images/default-image 10.141.0.0/16 mno

As the output to 1ist shows, the NFS export should be kept read-only, which is the default. Ap-
propriate parts of the export can then be mounted by a node or node category. The mount is defined
by setting the mount point, the nfs filesystem property, and the export device. For example, for a node
category (some output elided):

[br...defaultimage]]’ category use default

[basecmll->category[default]]’ fsmounts

[basecmll->category[default]->fsmounts]¥ add /usr/share/doc

[basecm11->...*[/usr/share/doc*]]) set device basecmll:/cm/images/default-image/user/share/doc
[basecm11->...*[/usr/share/doc*]]} set filesystem nfs
[basecmll->category*[default*]->fsmounts*[/usr/share/doc*]]% commit
[basecmll->category[default]->fsmounts[/usr/share/doc]]’ list

by default <image> is default-image on a newly-installed cluster
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Device Mountpoint (key) Filesystem
basecmil:/cm/images/usr/share/doc /usr/share/doc nfs
[basecmll->category[default]->fsmounts[/usr/share/doc]]’ show
Parameter Value

Device basecmll:/cm/images/default-image/usr/share/doc
Dump no

Filesystem nfs

Filesystem Check O

Mount options defaults

Mountpoint /usr/share/doc

Other mount points can be also be added according to the judgment of the system administrator.
Some consideration of mount order may be needed, as discussed on page 171 under the subheading
“Mount Order Considerations”.

An Example Of Several NFS Subtree Mounts
The following mounts save about 440MB from tmpfs on a diskless node with Rocky Linux 8, as can be
worked out from the following subtree sizes:

[root@basecmll ~J# cd /cm/images/default-image/

[root@basecmll default-imagel# du -sh usr/share/locale usr/lib/jvm usr/share/doc usr/src
160M usr/share/locale

118M usr/1lib/jvm

88M usr/share/doc

7™ usr/src

The filesystem mounts can then be created using the techniques in this section. After doing that, the
result is then something like (some lines omitted):

[root@basecmll default-imagel# cmsh
[basecm11]’ category use default; fsmounts
[basecmli->category[default]->fsmounts]) list -f device:53,mountpoint:17

device mountpoint (key)
master:/cm/shared /cm/shared
master:/home /home

basecmil:/cm/images/default-image/usr/share/locale /usr/share/locale

basecmll:/cm/images/default-image/usr/1lib/jvm /usr/1lib/jvm
basecmll:/cm/images/default-image/usr/share/doc /usr/share/doc
basecmll:/cm/images/default-image/usr/src /usr/src

[basecmll->category[default]->fsmounts]’

Diskless nodes that have NFS subtree configuration carried out on them can be rebooted to start
them up with the new configuration.

If running NFS over RDMA, then at least NFS version 4.0 is recommended. NFS version 3 will also
work with RDMA, but uses IPolB encapsulation instead of native verbs. NFS version 4.1 uses the RDMA
Connection Manager (1ibrdmacm), instead of the InfiniBand Connection Manager (ib_cm) and is thereby
also able to provide pNFS.

The administrator can set the version of NFS used by the cluster by setting the value of Nfsvers in
the file /etc/nfsmount . conf on the head node(s).
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Drivers To Use For NFS Over RDMA
The DOCA Mellanox OFED drivers (chapter 10 of the Installation Manual) can support using the RDMA
protocol (section 3.6) to provide NFS.

The distribution OFED drivers also support NFS over RDMA.

When using NFS over RDMA, ibnet, the IP network used for InfiniBand, should be set. Section 3.6.3
explains how that can be done.

Exporting With Base View And cmsh Using NFS Over RDMA
With the drivers installed, a volume export can be carried out using NFS over RDMA.

The procedure using Base View is much the same as done in section 3.14.1 (“Exporting A Filesys-
tem Using Base View”), except for that the ibnet network should be selected instead of the default
internalnet, and the “RDMA” option should be enabled.

The procedure using cmsh is much the same as done in section 3.14.1 (“Exporting A Filesystem Using
cmsh”), except that the ibnet network (normally with a recommended value of 10.149.0.0/16) should be
set, and the rdma option should be set.

(based on the example in section 3.14.1)

..->fsexports*[Fluid Model Data*]]% set path /modeldata
.. [Fluid Model Data*]]% set hosts ibnet

.. [Fluid Model Data*]]}, set rdma yes

.. [Fluid Model Data*]]% commit

L I s T s T e

Mounting With Base View And cmsh Using NFS Over RDMA
The mounting of the exported filesystems using NFS over RDMA can then be done.

The procedure using Base View is largely like that in section 3.14.2, (“Mounting A Filesystem Using
Base View”), except that the Device entry must point to master.ib.cluster so that it resolves to the
correct NFS server address for RDMA, and the checkbox for NFS over RDMA must be ticked.

The procedure using cmsh is similar to that in section 3.14.2, (“Mounting A Filesystem Using cmsh”),
except that device must be mounted to the ibnet, and the rdma option must be set, as shown:

(based on the example in section 3.14.2)

[basecmll->category[default]->fsmounts]’ add /modeldatagpu
[basecm11->...*[/modeldatagpu*]]’, set device basecmll.ib.cluster:/modeldata
[basecmll->...*[/modeldatagpu*]]’ set filesystem nfs
[basecmll->...*[/modeldatagpu*]]’ set rdma yes

[basecmll->category* [default*]->fsmounts*[/modeldatagpu*]]’ commit

Linux administrators should be familiar with managing services from the command line using systemct1:

systemctl start <service~name>.service
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where <service name> indicates a service such as mysqld, mariabd, nfs, postfix and so on.

Services can also be managed with BCM. That is, they can also be started and stopped with Base
View and cmsh tools.

An additional convenience that comes with the cluster manager tools is that some CMDaemon pa-
rameters useful for managing services in a cluster are very easily configured, whether on the head node,
a regular node, or for a node category. These parameters are:

* monitored: checks periodically if a service is running. Information is displayed and logged the
first time it starts or the first time it dies

® autostart: restarts a failed service that is being monitored.

— If autostart is set to on, and a service is stopped using BCM, then no attempts are made
to restart the service. Attempted autostarts become possible again only after BCM starts the
service again.

— If autostart is set to on, and if a service is removed using BCM, then the service is stopped
before removal.

— If autostart is off, then a service that has not been stopped by CMDaemon still undergoes
an attempt to restart it, if

* CMDaemon is restarted

+ its configuration files are updated by CMDaemon, for example in other modes, as in the
example on page 106.

e runif: (only honored for nodes used as part of a high availability configuration (chapter 15))
whether the service should run with a state of:

- active: run on the active node only

passive: run on the passive only

- always: run both on the active and passive

preferpassive: preferentially run on the passive if it is available. Valid only for head nodes.
Invalid for failover groups (section 15.5.3).

BCM can be used to keep a service working across a failover event with an appropriate runif
setting and appropriate failover scripts such as the Prefailover script and the Postfailover
script (section 15.4.6). The details of how to do this will depend on the service.

The details of a service configuration remain part of the configuration methods of the service soft-
ware itself.

® Thus BCM can run actions on typical services only at the generic service level to which all the unix
services conform. This means that CMDaemon can run actions such as starting and stopping the
service. If the restarting action is available in the script, then CMDaemon can also run that.

* The operating system configuration of the service itself, including its persistence on reboot, re-
mains under control of the operating system, and is not handled by CMDaemon. So, stopping a
service within CMDaemon means that by default the service may start up on reboot. Running

systemctl disable <service name>.service
from the command line can be used to configure the service to no longer start up on reboot.

For convenience, BCM provides a systemctl command in cmsh to provide an overview of the status
of units such as services (section 3.15.2, page 179).
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If, for example, the CUPS software is installed in an image with the help of cm-chroot-sw-image, and
the nodes rebooted, then the CUPS service can be managed in several ways:

Managing The Service From The Regular Shell, Outside Of CMDaemon
Standard unix commands from the bash prompt work, as shown by this session:

[root@basecmll ~]J# systemctl enable cups.service
symlinks created. ..
[root@basecmll ~]# systemctl start cups

Managing The Service From cmsh

Listing existing services managed by cmsh: Services that are managed by cmsh can be listed by the
list command in services mode at device level. They mostly run on the head node. For example, on
a standard BCM head node without workload managers or Kubernetes:

[basecmll->device[basecmll]->services]) list

Service (key) Monitored Autostart
[default] cuda-dcgm yes yes
[default] mst yes yes
[default] nslcd yes yes
[default] rshim yes yes
[role: boot, role: headnode] ntpd yes yes
[role: boot] dhcpd yes yes
[role: headnode] conman yes yes
[role: headnode] named yes yes
[role: headnode] postfix yes yes
[role: headnode] shorewall yes yes
[role: headnode] shorewall6 yes yes
[role: headnode] slapd yes yes
[role: storage] nfs yes yes

These services are typically provided by BCM roles (section 2.1.5). For example, assigning the boot
role to a node means that it runs the dhcpd service, which allows the netbooting of nodes from that node.

The services not managed by BCM are not listed in services mode, until they are configured to be
managed by BCM. For example, cron is not listed in services mode unless it is added to services
mode.

The overview command displays the 1ist command output in a different way, along with the runif

property.

[basecmll->device[basecmll]->services]’ overview

Name From Monitored Autostart Run if
conman role: headnode yes yes active
cuda-dcgm default yes yes always

dhcpd role: boot yes yes always
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Adding and starting the service in cmsh: The following session illustrates adding the CUPS service
from within device mode and the services submode. The device in this case is a regular node, node001,
but a head node can also be chosen. Monitoring and auto-starting are also set in the session:

[basecm11]’ device services node001
[basecmli->device[node001]->services]’ add cups
[basecmll->device*[node001*]->services*[cups*]11J, show

Parameter Value
Revision

Service cups
Run if always
Monitored no
Autostart no
Managed no
Sickness check script

Sickness check script timeout 10
Sickness check interval 60
Timeout -1

[basecmll->device*[node001%]->services*[cups#*]]/, set monitored on
[basecmll->device*[node001%]->services*[cups*]]/, set autostart on
[basecmll->device*[node001*]->services*[cups*]]), commit
[basecmli->device[node001]->services[cups]l’

Tue Sep 30 14:28:26 2025 [notice] node001: Service cups was started
[basecmll->device[node001]->services[cups]]li

Other service options in cmsh: Within the services submode of cmsh, the commands:
® start
® stop
® restart
® update
® reload

can be used to manage the service.

These commands correspond to the modern systemctl options, as in the syntax:

systemctl start|stoplrestart|... <service name>

For example, continuing with the preceding session, stopping the CUPS service can be done by
running the stop option as follows:

[basecml1->device[node001]->services[cups]]’ stop
Wed Oct 1 12:30:36 2025 [notice] node00l: Service cups was stopped
Successfully stopped service cups on: node001

The service is then in a STOPPED state according to the status command.

[basecml1->device[node001]->services[cups]]) status
cups [STOPPED]

Details on how a state is used when monitoring a service are given in the section Monitoring A Service
With cmsh And Base View on page 181.

Continuing from the preceding session, the CUPS service can also be added for a node category from
category mode:
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[basecmll->device[node001]->services[cups]]l’ category
[basecmll->categoryl’ services default
[basecmli->category[default]->services]), add cups

As before, after adding the service, the monitoring and autostart parameters can be set for the service.
Also as before, the options to the service <service name> start|stopl|restart|... command can
be used to manage the service at the services submode level. The settings apply to the entire node
category (some lines elided):

[basecmll->category* [default*]->services*[cups*]], show

Parameter Value
Revision

Service cups
Run if always
Monitored no
Autostart no
Managed no
Sickness check script

Sickness check script timeout 10
Sickness check interval 60
Timeout -1

[basecmll->category*[default*]->services*[cups*]]) set autostart yes
[basecmll->category*[default*]->services*[cups*]]/, set monitored yes
[basecmll->category*[default*]->services*[cups*]]/ commit
[basecmli->category[default]->services[cups]]

Fri Apr 14 14:06:27 2017 [notice] node002: Service cups was started
Fri Apr 14 14:06:27 2017 [notice] node005: Service cups was started
Fri Apr 14 14:06:27 2017 [notice] node004: Service cups was started
Fri Apr 14 14:06:27 2017 [notice] node003: Service cups was started
[basecmll->category[default]->services[cups]]) list

Service (key) Monitored Autostart

cups yes yes
[basecmll->category[default]->services[cups]]) status
node001l.......covvvvunnn. cups [STOPPED 1]
node002............ounnn. cups [ up 1
node003...........coun.n. cups [ up 1
node004............cou... cups [ up 1]
node005..........covntn. cups [ up 1]

Unlike at device level (page 176), the 1ist command for the services submode at category level
lists only the services that have been manually-configured by cmsh or Base View in that mode. So,
services defined by roles are not included in the category-level list.

The status command lists all the services managed by BCM in a category, which includes the ones
defined by roles:

[basecmll ->categoryl[default]->services]l’ list
Service (key) Monitored Autostart
cups yes yes
[basecmll->category[default]->services]’ status
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Node Service Status

node001 cuda-dcgm [NOT USED]
node001 cups [ up 1
node001 mst [NOT USED]
node001 nslcd [ up 1]
node001 rshim [NOT USED]
node002 cuda-dcgm [NOT USED]
node002 cups [FAILING 1
node002 mst [NOT USED]

Removing A Service From CMDaemon Control Without Shutting It Down
Removing a service from BCM control while autostart is set to on stops the service on the nodes:

[basecmli->category[default]->services]), add cups
[basecmll->category* [default*]->services*[cups*]]J set monitored on
[basecmll->category*[default*]->services*[cups*]]), set autostart on
[basecmll->category* [default*]->services*[cups*]], commit; exit
[basecmll->category[default]->services]), remove cups; commit

Wed May 23 12:53:58 2012 [notice] node00l: Service cups was stopped

In the preceding cmsh session, cups starts up when the autostart parameter is committed, if cups is
not already up.

The behavior of having the service stop on removal is implemented because it is usually what is
wanted.

However, sometimes the administrator would like to remove the service from CMDaemon control
without it shutting down. To do this, autostart must be set to of f first.

[basecmli->category[default]->services]), add cups
[basecmll->category* [default*]->services*[cups*]]J, set monitored on
[basecmll->category*[default*]->services*[cups*]]) set autostart off
[basecmll->category* [default*]->services*[cups*]], commit; exit

Wed May 23 12:54:40 2012 [notice] node00l: Service cups was started
[basecmll->category[default]->services]), remove cups; commit
[basecmll->category[default]->services]) !'# no change: cups stays up

Querying Service Information With systemctl
Services are the most common type of systemd unit. The systemctl command displays the status of
systemd units on a device.

A service status overview can be carried out on devices using the BCM systemctl command in
cmsh device mode. Running it presents information about services, mounts, slices, timers, and targets
including their load state, active state, and sub-state:

[basecmll->device[node001]]7 systemctl

Node Unit Load Active  Sub Description

node001 -.mount loaded active mounted Root Mount

node001 -.slice loaded active active Root Slice

node001 ModemManager.service loaded active running Modem Manager

node001 apache2.service loaded active running The Apache HTTP Server

node001 apt-daily-upgrade.timer loaded active waiting Daily apt upgrade and clean activities
node001 apt-daily.timer loaded active waiting Daily apt download activities

node001 basic.target loaded active active Basic System
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node001 binfmt-support.service loaded active exited Enable support for additional executabl+
node001 blk-availability.service loaded active exited Availability of block devices

node001 bmc_configure.service loaded active exited Configure BMC

node001 boot-efi.mount loaded active mounted /boot/efi

node001 boot.mount loaded active mounted /boot

node001 cm-nfs-checker.service loaded active running BCM NFS monitor and checker

node001 cmd.service loaded active running BCM daemon

The systemctl command has options to run it per node, category, rack, and so on. Details on the
options can be seen by running the help command (help systemctl).

Managing The Service From Base View
Using Base View, a service can be managed from an 0SServiceConfig list window, accessible via the
Services section of the Settings tab window. The 0SServiceConfig list window is accessible for

¢ Head nodes, for example using a navigation path of
Devices > All Devices > Head Node [ > Settings > Services @

¢ regular nodes, for example for node001 using a navigation path of
Devices > All Devices > node001 [ > Settings > Services Z (figure 3.22):

Device node8@1 Overview System Information Hardware Inventory Node Arch OS Information

odeBB1 - Settings /| 0SServiceConfig Entities

Service Name  From Status Monitored = Autostart RunIf Actions

nginx role: Kubernetes:ApiServerProxy UNKNOWN  Yes Yes ALWAYS

&

containerd role: gene -ontainerd UNKNOWN  Yes Yes ALWAYS

&

kubelet role: kubelet UNKNOWN

&

slurmd role: slurmclient UNKNOWN

&

munge role: slurmclient, role: slurmsubmit ~ UNKNOWN ALWAYS

&

cuda-dcgm default UNKNOWN ALWAYS

=

rshim default UNKNOWN ALWAYS

&

mst default UNKNOWN

&

nsled default UNKNOWN

&

1-90of 9

Figure 3.22: Operating system service configuration list window for nodes in Base View

* Node categories, for example using a navigation path of
Grouping > Categories Z > Settings > Services 4

A service can be added with the +Add button, and fields of the service can then be edited.
Figure 3.23 shows CUPS in the services window of Base View (figure 3.23).



3.15 Managing And Configuring Services 181

Category default Overview  Devices Overview ' System Information ~ Hardware

Category Entities / default - / 0SServiceConfig Entities / 0SServiceConfig - Settings

Service

©® cups

Run if

Run if

always -
o Y CMDaemon will periodically check if the service is
running

rt Me

Daemnn will restart a failed service Manane confia files from emd (i anwv)

1fig

Figure 3.23: Setting up a service using Base View

The service command options start, stop, restart, and so on, are displayed as options when click-

ing on the : in the Actions column (figure 3.24):
Category default Overview  Devices Overview ing System Information ~ Hardware >
Category Entities / default - s / 0SServiceConfig Entities

Clone

Device Service Name From
Clone Many

cups category Delet
elete

node0O1 cups category: default  UP

node001 cuda-dcgm default NOT USED Reload

node0O1 rshim default NOT USED Reset

node001 mst default NOT USED Restart

.| Start

1-50f 16 gpop

Update

Figure 3.24: Operating system service options, seen after clicking on : in Actions column in Base View

Monitoring A Service With cmsh And Base View
The service is
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* in a DOWN state if it is not running, and
e in a FAILING state if it is unable to run after 10 auto-starts in a row

Event messages are sent during these first 10 auto-starts. After the first 10 auto-starts, no more event
messages are sent, but autostart attempts continue.

In case an autostart attempt has not yet restarted the service, the reset option may be used to attempt
an immediate restart. The reset option is not a service option in the regular shell, but is used by
CMDaemon (within cmsh and Base View) to clear a FAILING state of a service, reset the attempted auto-
starts count to zero, and attempt a restart of the service.

The monitoring system sets the ManagedServices0Ok health check (Appendix G.2.1) to a state of FAIL
if any of the services it monitors is in the FAILING state. In cmsh, the statuses of the services are listed by
running the latesthealthdata command (section 10.6.3) from device mode.

Standard init.d script behavior is that the script return a non-zero exit code if the service is down,
and a zero exit code if the service is up. A non-zero exit code makes BCM decide that the service is
down, and should be restarted.

However, some scripts return a non-zero exit code even if the service is up. These services therefore
have BCM attempt to start them repetitively, even though they are actually running.

This behavior is normally best fixed by setting a zero exit code for when the service is up, and a
non-zero exit code for when the service is down.

A cluster may have local nodes grouped physically into racks. A rack is 42 units in height by default,
and nodes normally take up one unit.

Rack List
Rack list in Base View: The Rack list pane can be opened up in Base View via the navigation path
Datacenter Infrastructure >Racks (figure 3.25):

@A NVIDIA. Base View
Cluster Racks

Rack Entities

*
& Networking
»

Provisioning
Q Add i Bulkactions [l Columns
Grouping
v Export
Devices
D Name Room X-Coordinate = Y-Coordinate Height Devices Actions

Datacenter 0 0 0 42 e
Infrastructure

Racks
Rack View

Edge Site

Figure 3.25: Rack list using Base View

Racks can then be added, removed, or edited from the pane.
Within the Rack list pane:
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¢ anew rack item can be added with the + Add button. This opens up a rack configuration window
where details of the new configuration can be entered and saved (figure 3.26).

* an existing rack item can be edited with the navigation path [ > Settings. This opens up the
Settings tab from within which rack configuration details can be managed.

Racks overviews in cmsh:

¢ The 1list command in rack mode in cmsh allows racks defined in the cluster manager to be listed:

[basecmll->rack]’ list

Name (key) Room x-Coordinate  y-Coordinate Height
rack?2 skonk works 2 0 42
racknroll 1 0 42

® The rackoverview command displays information about the types of entities in a specified rack.
It also lists some more detailed information about some of the entity types:

[basecml1->rack]’, rackoverview <TAB><TAB>
a0l a02 a03 a04 a05 a06 al07 a08 a09 al0 all al2 b0l b02 bO3 bO4...

[basecmll->rack]’, rackoverview a05

Type Up Down Closed Total
Nodes 18 0 0 18
DPU nodes 0 0 0 0
Managed switches O 0 0 0
NVLink switches 0 9 0 9
Power shelves 8 0 0 8
Devices 0 0 0 0
Cores 2,592 - - 2,592
GPUs 72 - - 72
Name Value

User CPU 0.03%

System CPU 0.07%

Idle CPU 99.9%

Other CPU 0.0%

Memory used 1.28 TiB (4.53%)

Memory unused 27.4 TiB (96.6%)

Memory total 28.3 TiB

Total GPU utilization ow

Total GPU power usage 10.9 KW

Total GPU NV1ink bandwidth O W

Average GPU temperature 30.5588 C

Node GPU Utilization Temperature Power usage Memory used Memory free Fabric status
a05-p1-dgx-01-c01 gpuO 0.0% 30 C 166.551 W 0B 185 GiB success

a05-p1-dgx-01-c01 gpul 0.0% 30 C 1568.166 W 1.00 MiB 185 GiB success
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Switch Utilization Temperature Power usage Fan speed Links active Links inactive
a05-pl-nvsw-01 35.7/ 0C ow 0 RPM 0 0
a05-pl-nvsw-02 26.9} 0C ow 0 RPM 0 0

Power Input Output Fan Active Total

shelf power power Temperature speed PSU PSU

a05-pl-pwr-01 O W ow 0C 0 RPM 0 6

a05-pl-pwr-02 O W oW 0C 0 RPM 0 6

[basecmll->rack]%

¢ The display command in rack mode is useful for visualizing where devices are located in the
rack, if the cluster administrator has recorded the device positions

[basecmll->rack]’ display |less -R

AO5 B0O5
48 48
47 47
46 46
45 45
44 44
43 43
42  a05-pl-pwr-08 42  BO5-P1-PWR-08
41  a05-pl-pwr-07 41  BO5-P1-PWR-07
40 a05-pl-pwr-06 40  BO5-P1-PWR-06
39 a05-pl-pwr-05 39 BO5-P1-PWR-05
38 38

37 a05-pl-dgx-01-c18 37 b05-pl-dgx-05-c18
36 a05-pl-dgx-01-c17 36  b05-pl-dgx-05-c17
35 a05-pl-dgx-01-ci16 35 b05-pl-dgx-05-c16
34  a05-pl-dgx-01-ci5 34 b05-pl-dgx-05-ci1b
33 a05-pl-dgx-01-ci4 33 b05-pl-dgx-05-cl4d
32 a05-pl-dgx-01-c13 32 b05-pl-dgx-05-c13
31 a05-pl-dgx-01-c12 31 b05-pl-dgx-05-ci12
30 a05-pl-dgx-01-cil 30 b05-pl-dgx-05-cil
29  a05-pl1-dgx-01-c10 29 b05-pl-dgx-05-c10
28 a05-pl1-dgx-01-c09 28 b05-pl-dgx-05-c09

27  a05-pl-nvsw-09 27  BO5-P1-NVSW-09
26  a05-pl-nvsw-08 26  BO5-P1-NVSW-08
25  a05-pl-nvsw-07 25  BO5-P1-NVSW-07
24  a05-pl-nvsw-06 24  BO5-P1-NVSW-06
23 a05-pl-nvsw-05 23  BO5-P1-NVSW-05
22  a05-pl-nvsw-04 22  BO5-P1-NVSW-04
21  a05-pl-nvsw-03 21  BO5-P1-NVSW-03
20 a05-pl-nvsw-02 20  BO5-P1-NVSW-02
19  a05-pl-nvsw-01 19  BO5-P1-NVSW-01

18 a05-p1-dgx-01-c08 18 Db05-pl-dgx-05-c08
17  a05-p1-dgx-01-c07 17 Db05-pl-dgx-05-c07
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16
15
14
13
12
11
10
09
08
07
06
05
04
03
02
01

a05-p1-dgx-01-c06
a05-p1-dgx-01-c05
a05-p1-dgx-01-c04
a05-p1-dgx-01-c03
a05-p1-dgx-01-c02
a05-p1-dgx-01-c01

a05-pl-pwr-04
a05-p1-pwr-03
a05-pl-pwr-02
a05-pl-pwr-01

16
15
14
13
12
11
10
09
08
07
06
05
04
03
02
01

b05-p1-dgx-05-c06
b05-p1-dgx-05-c05
b05-p1-dgx-05-c04
b05-p1-dgx-05-c03
b05-p1-dgx-05-c02
b05-p1-dgx-05-c01

BO5-P1-PWR-04
BO5-P1-PWR-03
BO5-P1-PWR-02
B0O5-P1-PWR-01

Other rack overview commands allow the electrical supply, liquid cooling, leak detection, and leak
detection-related actions to be viewed at rack level (section 3.3 of the NVIDIA Mission Control Manual).

Rack Configuration Settings
Rack configuration settings in Base View: A Settings tab for editing a rack item selected from the
Rack list pane is shown in figure 3.26.

SANVIDIA Baseview — @ = & P - P o

Cluster
Networking
Provisioning
Grouping
Devices

Datacenter
Infrastructure

Racks

Rack View

Edge Site

Power Circuits

Figure 3.26: Rack configuration settings using Base View

-

Rack Entities / Add Rack

Name

Name

myrack

Building

Among the rack configuration attributes are:

® Name: A unique name for the rack item. Names such as rack001, rack002 are a sensible choice.

® Room: A unique name for the room the rack is in.

® Position: The x- and y-coordinates of the rack in a room. These coordinates are meant to be a
hint for the administrator about the positioning of the racks in the room, and as such are optional,
and can be arbitrary numbers. The Notes field can be used as a supplement or as an alternative
for hints.
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* Height: by default this is the standard rack size of 42U.

* Inverted: Normally, a rack uses the number 1 to mark the top and 42 to mark the bottom position
for the places that a device can be positioned in a rack. However, some manufacturers invert this
and use 1 to mark the bottom instead. Enabling the Inverted setting records the numbering layout
accordingly for all racks, if the inverted rack is the first rack seen in Rackview.

Rack configuration settings in cmsh: Tab-completion suggestions for the set command in rack mode
display the racks available for configuration. Tab-completion suggestions can also display the configu-
ration settings available for a specified rack, for example, rack2:

[basecmll->rack]’, set rack
rackl rack2 rack3
[basecmll->rack]’) set rack2

angle height model partnumber row type y-coordinate
building inverted name revision serialnumber width
depth location notes room twin x-coordinate

The configuration settings for a particular rack match with the parameters of figure 3.26 and are
discussed in the text that follows figure 3.26.
Setting the values can be done as in this example:

[basecml1->rack]’ use rack?2
[basecmli->rack[rack2]]’% set room "skonk works"
[basecmll->rack*[rack2*]]% set x-coordinate 2
[basecmll->rack*[rack2*]]’, set y-coordinate 0
[basecml1->rack*[rack2*]]% set inverted no
[basecml1->rack*[rack2*]]% commit
[basecml1->rack[rack2]1%

Devices such as nodes, switches, and chassis, can be assigned to racks.
By default, no such devices are assigned to a rack.
Devices can be assigned to a particular rack and to a particular position within the rack as follows:

Assigning Devices To A Rack Using Base View
Using Base View, a device such as a node node001 can be assigned to a rack using the navigation path
(figure 3.27):

Devices > All Devices > node001 [F > Settings > Rack +
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SANVIDIA Baseview 0 = = B Pux= P n

Device node@01 Overview
© default  ~

Networking

Provisioning

@ 25Sep2

Grouping
Devices

All Devices Rack Chassis

Name of the Chassis position ae
rack in which the in which the
device resides device resides

Device Identification

Installer Interactions

Access
Settinns

GPU Performance Overview

Node Creation Wizard

Figure 3.27: Rack assignment using Base View

Assigning Devices To A Rack Using cmsh
* In device mode, nodes can be assigned to a position in a rack. For example:
— node001 to position 1
— node002 to position 2
- node003 to position 3

A looping instruction to do this in an existing rack rack2 is something similar to:

root@basecmll:"# for i in {001..003} ; do cmsh -c "device use node$i; get hostname; set rack rack2; \

get rack; rackposition; set deviceposition $i; get deviceposition; commit"; done

® The addrackposition command fills devices into a rack object more implicitly. By default the
command fills devices into the first free slots on the rack.

root@basecmll:"# cmsh-c "device; addrackposition -n node0O1.node010 --position 1 rack2

The first free deviceposition value that it uses can be set with the --position option. Forcing a
device into the the same position as another device is also possible, with the --force option.

More options can be found using the help text for the command.

[basecmll->devicel’ help addrackposition
Name:
addrackposition - Add a rack position information to one or more mnodes

Examples:
addrackposition -n node0O1..node010 rackl
addrackposition -n node001..node010 --height 2 --position 4 rack rack2

¢ The rackposition submode allows individual nodes to be managed directly:
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[basecmll->device[node002] ->rackpositionl]y show

Parameter Value
Rack rack?2
Revision

Device position

Device height 1
Tray ID

Tray name

The Convention Of The Top Of The Device Being Its Position

Since rack manufacturers usually number their racks from top to bottom, the position of a device in a
rack (using the parameter Position in Base View, and the parameter deviceposition in cmsh) is always
taken to be where the top of the device is located. This is the convention followed even for the less usual
case where the rack numbering is from bottom to top.

A position on a rack is 1U of space. Most devices have a height that fits in that 1U, so that the top of
the device is located at the same position as the bottom of the device, and no confusion is possible. The
administrator should however be aware that for any device that is greater than 1U in height such as, for
example, a blade enclosure chassis (section 3.16.3), the convention means that it is the position of the
top of the device that is where the device is considered to be. The position of the bottom of the device is
ignored.

A Chassis As A Physical Part Of A Cluster
In a cluster, several local nodes may be grouped together physically into a chassis. This is common for
clusters using blade systems. Clusters made up of blade systems use less space, less hardware, and less
electrical power than non-blade clusters with the same computing power. In blade systems, the blades
are the nodes, and the chassis is the blade enclosure.

A blade enclosure chassis is typically 6 to 10U in size, and the node density for server blades is
typically 2 blades per unit with 2014 technology.

Chassis Configuration And Node Assignment
Chassis in Base View: The Chassis pane can be added in Base View using the navigation path

Devices > All Devices > + Add > Chassis

This opens a Chassis pane where a new chassis object can be configured. Properties such as name,
MAC address, rack location, can be set and saved (figure 3.28).
An existing chassis object, for example chassis01, can be edited by selecting it from the navigation

path Devices > All Devices > chassisO1 Z
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SANVIDIA Baseview — @ = B P

Cluster Device chassis001 Settings >

Netwarking
Device Entities / chassis@01 - Settings
Provisioning
Settings
Grouping
Hostname
Categories chassis001

Configuration Overlays

Node Groups © 00:00:00:00:0

Devices

All Devices

Figure 3.28: Base View chassis configuration

The options that can be set within the Chassis pane include the following:

* Hostname: a name that can be assigned to the chassis operating system
® Mac: the MAC address of the chassis

® Model: the hardware model name

® Rack: the rack in which the chassis is placed

® Layout: how the nodes in a chassis are laid out visually.

* Network: which network the chassis is attached to.

® Access Settings: Opens up a pane to allow a user name and password to be set to access the
chassis operating system, as well as the REST API port.

® Power control,Custom power script,Custom power script argument: power-related items for
the chassis.

® BMC Settings: Baseboard Management Controller settings for the chassis.
® Userdefinedl, Userdefined2: administrator-defined variables that can be used by CMDaemon.
Basic chassis configuration and node assignment with cmsh: The chassis type in cmsh allows con-

figuration related to a particular chassis. Tab-completion suggestions for a selected chassis with the set
command show possible parameters that may be set:

[basecmll->devicel]’ add chassis chassisl
[basecmil->device*[chassis1*]]} set

accesssettings defaultgatewaymetric partition serialnumber
bmcsettings hostname partnumber supportsgnss
chassis interfaces powercontrol switchports

custompingscript layout powerdistributionunits userdefinedl

custompingscriptargument mac prometheusmetricforwarders userdefined2
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custompowerscript managementnetwork provisioninginterface userdefinedresources
custompowerscriptargument model rack
defaultgateway notes revision

Whether the suggested parameters are actually supported depends on the chassis hardware. For
example, if the chassis has no power control or network interface of its own, then the powercontrol
value and mac address settings may be set, but they cannot function.

The positioning parameters of the chassis within an already-defined rack, rack2, can be set as follows
with cmsh:

[basecmll->device[node001]]% rackposition
[basecm11->device*[node001*]->rackposition*], set rack rack2
[basecml1->device*[node001*]->rackposition*], set deviceposition 1; set deviceheight 6
[basecml1->device*[node001*]->rackposition*]’, commit

The members of the chassis can be set as follows with cmsh:

[basecml1->device[chassis1]]), append members basecmll node001..node005
[basecml1->device*[chassis1*]]}, commit

Section 4.2 of this manual, describes the power operations and power status responses for devices in
general, while section 4.8.4 of the NVIDIA Mission Control Manual goes into some more detail for partic-
ular rack operations.

GPUs (Graphics Processing Units) are processors that are heavily optimized for executing certain types
of parallel processing tasks. GPUs were originally used for rendering graphics, and one GPU typically
has hundreds of cores. When used for general processing, they are sometimes called General Processing
GPUs, or GPGPUs. For convenience, the “GP” prefix for General Processing is not used in this manual.

A GPU is typically placed on a PCle card. GPUs can be physically inside the node that uses them, or
they can be physically external to the node that uses them. As far as the operating system on the node
making use of the physically external GPUs is concerned, the GPUs are internal to the node.

If the GPUs are physically external to the node, then they are typically in a GPU unit. A GPU unit is
a chassis that hosts only GPUs. It is typically able to provide GPU access to several nodes, usually via
PCle extender connections. This ability means that external GPUs typically require more configuration
than internal GPUs. GPU units are not covered in this manual because they are not very popular due to
their greater cost and slowness.

Configuring GPU settings for GPUs—that is, for devices internal to a node—is covered next.

The gpusettings Submode In cmsh
In cmsh, GPUs can be configured for a specified node via device mode.

Going into the gpusettings submode for that node then allows a type of GPU to be set, from the amd
or nvidia types, and a range to be specified for the GPU slots for that particular node:
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[root@basecmll ~]# cmsh

[basecm11]’ device use node001

[basecmli->device[node0011]% gpusettings
[basecml1->device[node001]->gpusettings]’ add nvidia 1-3 ; commit

The range can be specified as
¢ asingle number, for a particular slot, for example: 3
* arange, for a range of slots, for example: 0-2

e all, for all GPU slots on that node, using:
all

or

*

GPUs can also be configured for a specified category via category mode. For example, using the
category default, then entering into the gpusettings submode allows a type (nvidia or amd) and a
range to be set for the range of GPUs:

[root@basecmll ~1# cmsh

[basecm11]’ category use default

[basecmll->category[default]]’ gpusettings
[basecmll->category[default]->gpusettings]’ list

GPU range (key) Power limit ECC mode Compute mode Clock speeds

[basecmll->category[default]->gpusettings]’ add nvidia 1-3 ; commit
[basecmll->category[default] ->gpusettings[nvidia:1-3]1% show
Parameter Value

Clock speeds

Clock sync boost mode
Compute mode

ECC mode

As usual, GPU settings for a node override those for a category (section 2.1.3).

GPU Settings With NVIDIA GPUs
The installation of the NVIDIA GPU software driver packages is covered in section 9.1 of the Installation
Manual. It should be noted that the cuda-dcgm package must be installed to access NVIDIA GPU metrics.
The present section is about configuring NVIDIA GPUs in BCM. The driver itself does not necessarily
have to be in place for the configuration to be done, although the configuration only becomes active
when the driver is installed.
After a GPU type has been set, the following NVIDIA GPU settings may be specified, if supported,
from within the gpusettings submode:

® clockspeeds: The pair of clock speeds (frequency in MHz) to be set for this parameter can be
selected from the list of available speeds. The available speeds can be seen by running the status
command. The values are specified in the form: <number for GPU processor>,<number for memory>

* clocksyncboostmode: GPU boosting. Exceed the maximum core and memory clock speeds if it is
safe. Choices are:
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— enabled
— disabled

¢ computemode: Contexts can be computed with the following values for this mode:

Default: Multiple contexts are allowed
— Exclusive thread: Only one context is allowed per device, usable from one thread at a time

- Exclusive process: Only one context is allowed per device, usable from multiple threads at
a time. This mode option is valid for CUDA 4.0 and later. Earlier CUDA versions ran only in
this mode.

— Prohibited: No contexts are allowed per device
e eccmode: Sets the ECC bit error check, with:

— enabled
— disabled

When ECC is enabled:

— Single bit errors are detected, using the EccSBitGPU metric (page 979), and corrected auto-
matically.

— Double bit errors are also detected, using the EccDBitGPU metric (page 979), but cannot be
corrected.

® GPU range: range values can be set as follows:

— all: The GPU settings apply to all GPUs on the node.
— <number>: The GPU settings apply to an individual GPU, for example: 1
— <number range>: The GPU settings apply to a range of GPUs, for example: 1,3-5
¢ powerlimit: The administrator-defined upper power limit for the GPU. Only valid if powermode
is Supported.
- min: The minimum upper power limit that the hardware supports.

— max: The maximum upper power limit that the hardware supports.

<number>: An arbitrary upper power limit, specified as a number between min and max

default: Upper power limit based on the default hardware value.
If no value is specified for a GPU setting, then the hardware default is used.

The updatedevicepowerconfig Command For Controlling Power Consumption
Above the gpusettings submode, within device mode, nodes can have their power consumption lim-
ited per specified GPU or CPU:

Without arguments, the updatedevicepowerconfig command shows the current status for GPUs:

[basecmli->device[node0011]% updatedevicepowerconfig
Node Kind Device Power limit
node001 GPU GPUO 350 W
node001 GPU GPU1 300 W
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In the preceding example, the only node with a GPU is node001. The same result is therefore shown
if the command is run as updatedevicepowerconfig -n node001.

The kind of processing unit that can have its power configuration examined and set can be either a
GPU or CPU. A CPU status command can be specified by using the --kind option:

[basecmll->device[node001]]% updatedevicepowerconfig -n node001 --kind CPU

Node Kind Device Power limit
node001 CPU CPUO 200 W
node001 CPU CPU1 200 W

The first and second GPUs on node001 can have their power limits set to the same value with a range
syntax and the --power-1limit option:

[basecmll->devicel) updatedevicepowerconfig node001:0-1 --power-limit 330

Node Kind Device Power limit
node001 GPU GPUO 330 W
node001 GPU GPU1 330 W

For the first GPU on node001, and for all CPUs on node002 the power limit, in watts, is set to specified
values:

[basecmll->devicel’ updatedevicepowerconfig node001:0:300 node002:CPU*:150

Node Kind Device Power limit
node001 GPU GPUO 300 W
node001 GPU GPU1 300 W
node002 CPU CPUO 150 W
node002 CPU CPU1 150 W

A dry-run option --dry-run shows the effect on both the GPUs without execution.

[basecmll->devicel’, updatedevicepowerconfig node001:0:300 node002:CPU*:150

Node Kind Device Power limit
node001 GPU GPUO 300 W
node001 GPU GPU1 300 W
node002 CPU CPUO 150 W
node002 CPU CPU1 150 W

Setting the power limit in both gpusettings values and updatedevicepowerconfigs may cause conflict.

GPU Settings With AMD GPUs
GPU settings for AMD Radeon GPUs are accessed via cmsh in the same way as NVIDIA GPU settings.
The AMD GPU setting parameters do differ from the NVIDIA ones.

The AMD GPUs supported are Radeon cards. A list of cards and operating systems com-
patible with the Linux driver used is at https://support.amd.com/en-us/kb-articles/Pages/
Radeon-Software-for-Linux-Release-Notes.aspx

AMD GPU driver installation is described in section 7.4 of the Installation Manual.

The Radeon Instinct MI25 shows the following settings in Ubuntu 16_06 running a Linux 4.4.0-72-
generic kernel:


https://support.amd.com/en-us/kb-articles/Pages/Radeon-Software-for-Linux-Release-Notes.aspx
https://support.amd.com/en-us/kb-articles/Pages/Radeon-Software-for-Linux-Release-Notes.aspx

194

Configuring The Cluster

[basecmll->device [node001]->gpusettings]’ list

Type GPU range Info

AMD O PowerPlay: manual

[basecml1->device[node001]->gpusettings]’ use amd:0
[basecmli->device[node001]->gpusettings[amd:0]]1% show

Parameter Value
Activity threshold 1

Fan speed 255
GPU clock level 5

GPU range 0
Hysteresis down 0
Hysteresis up 0

Info PowerPlay: manual
Memory clock level 3
Minimum GPU clock 0
Minimum memory clock 0
Overdrive percentage 1
PowerPlay mode manual
Revision

Type AMD

The possible values here are:

activitythreshold: Percent GPU usage at a clock level that is required before clock levels change.
From 0 to 100.

fanspeed: Maximum fan speed. From 0 to 255

gpuclocklevel: GPU clock level setting. From 0 to 7.

gpurange: The slots used.

hysteresisdown: Delay in milliseconds before a clock level decrease is carried out.
hysteresisup: Delay in milliseconds before a clock level increase is carried out.

info: A compact informative line about the GPU status.

memoryclocklevel: Memory clock speed setting. From 0-3. Other cards can show other values.

minimumgpuclock: Minimum clock frequency for GPU, in MHz. The kernel only allows certain
values. Supported values can be seen using the status command.

minimummemoryclock: Minimum clock frequency for the memory, in MHz. The kernel only allows
certain values. Supported values can be seen using the status command.

overdrivepercentage: Percent overclocking. From 0 to 20%

powerplaymode: Decides how the performance level power setting should be implemented.

high: keep performance high, regardless of GPU workload

low: keep performance low, regardless of GPU workload

auto: Switch clock rates according to GPU workload

manual: Use the memory clock level and GPU clock values.

The status command displays supported clock frequencies (some values ellipsized):
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[basecmll->device[node001]->gpusettings[amd:0]1% status

Index Name Property Value Supported
0 Radeon Instinct MI25 Clock 1399Mhz 852Mhz, 991Mhz, ..., 1440Mhz, 1515Mhz
0 Radeon Instinct MI25 Memory 945Mhz 167Mhz, 500Mhz, 800Mhz, 945Mhz

GPU Settings In Base View
In Base View, GPU settings can be accessed within the settings options for a category or a device. This
brings up a GPU settings list.

GPU settings list in Base View: A GPU Settings list pane can be opened up in Base View for a
regular node, for example node001, with the navigation path:

Devices > All Devices > Nodes [ > Settings > GPU Settings 4

Similarly, a GPU Settings list pane can be opened up in Base View for nodes in a category, for
example gpunodes, with the navigation path:

Grouping > Categories[gpunodes] Z > Settings > GPU Settings @

Within the GPU Settings list pane:

¢ a new GPU settings item can be added with the +Add button, and then clicking on either the AMD
or the NVIDIA item in the popup. This opens an AMDGPUSettings pane or an NvidiaGPUSettings
pane, where GPU configuration can be carried out and saved (figure 3.29).

Device node801 Overview i System Information Hardware Inventor >

Device Entities / nodeB@1 - Settings / GPUSettings Entities / NvidiaGPUSettings - Settings

GPU range

Filmr +hnd il bn meelind $o tha S0

Figure 3.29: GPU settings window for a node

* an existing GPU settings item can be edited with the [ option, which opens up the GPU Settings
pane where GPU configuration can be managed.
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GPU Configuration For HPC Workload Managers
Slurm GPU configuration via direct slurm.conf changes: To configure NVIDIA GPUs for Slurm,
changes are made in slurm. conf when cm-wlm-setup configures GPUs for Slurm (section 7.3).
Changes made are kept in the AUTOGENERATED section and can be worked out by checking the dif-
ference between the slurm.conf .template file and the actual slurm.conf file. Changes made include
defining the GresTypes gpu and mps, and setting GPU plugins that allow Slurm generic resources to
work.
The configured gres options can be seen by running sbatch --gres=help:

[fred@basecmil ~]$ sbatch --gres=help
Valid gres options are:
gpul[:typel : count]

mps [[:type] : count]

This means that a GPU can be requested in a job script with the Slurm gres option:

#SBATCH --gres=gpu:1

Similarly, MPS resources (https://slurm.schedmd.com/gres.html#MPS_Management) can be requested
with:

#SBATCH --gres=mps:100

If adding new parameters manually, care must be taken to avoid duplication of parameters already
in the file, because slurmd is unlikely to work properly with duplicated parameters.

The Slurm client role can be configured at configuration overlay, category, or node level. If configur-
ing the Slurm client role for GPU gres resources manually, then each GPU can be configured within the
role:

[basecml1->configurationoverlayly list

Name (key) Priority All head nodes Nodes Categories Roles
slurm-accounting 500 yes slurmaccounting
slurm-client 500 no default slurmclient
slurm-server 500 yes slurmserver
slurm-submit 500 no default slurmsubmit
wlm-headnode-submit 600 yes slurmsubmit

[basecmll->configurationoverlay]’, use slurm-client
[basecmll->configurationoverlay[slurm-client]]% roles
[basecmli->configurationoverlay[slurm-client]->roles]’ use slurmclient
[basecml1->configurationoverlay[slurm-client]->roles[slurmclient]]’, genericresources
[basecmli->configurationoverlay[slurm-client]->roles[slurmclient] ->genericresources]

[basecmll->...->roles[slurmclient]->genericresources]’ add gpuO
[basecmll->...->roles*[slurmclient*]->genericresources*[gpu0*]]% set name gpu
[basecm11->...->roles* [slurmclient*]->genericresources*[gpu0O*]1]J set file /dev/nvidia0
[basecm11->...->roles*[slurmclient*]->genericresources#*[gpu0*]]% commit
[basecml1->...->roles[slurmclient]->genericresources[gpu0lly
(Repeat similar settings for the other GPUs, gpul...gpu7)

[basecmll->...->roles[slurmclient]->genericresources]’ list

Alias (key) Name Type Count File

gpu0 gpu /dev/nvidia0

gpul gpu /dev/nvidial


https://slurm.schedmd.com/gres.html#MPS_Management

3.17 Configuring GPU Settings 197

gpu2 gpu /dev/nvidia2
gpu3 gpu /dev/nvidia3
gpu4 gpu /dev/nvidia4
gpub gpu /dev/nvidiab
gpub gpu /dev/nvidia6
gpu? gpu /dev/nvidia7

[basecmll->configurationoverlay[slurm-client]->roles[slurmclient] ->genericresources]

By default, Slurm just allows a single job to be executed per node. To change this behavior, it is
necessary to allow oversubscription. For example, to allow 8 jobs per node:

Example

[basecm11->wlm[slurm]]) jobqueue
[basecm11->wlm[slurm]->jobqueuel]’, use defq
[basecm11->wlm[slurm] ->jobqueue [defq]]’ set oversubscribe yes:8
[basecm11->wlm[slurm] ->jobqueue* [defq*]]’, commit
[basecm11->wlm[slurm] ->jobqueue [defq]1%

Slurm GPU configuration via auto-detection: Instead of carrying out Slurm configuration by modify-
ing slurm. conf by hand, it may be configured via auto-detection. More details on this are to be found
starting at page 413.

PBS: NVIDIA Base Command Manager version 9.0 onward supports GPU configuration in PBS via
the cm-wlm-setup tool after installation (section 7.3.2).

LSF: Within LSF cluster configuration, GPU devices can be autodetected by setting the gpuautoconfig
parameter to yes. In cmsh this can be carried out with:

Example

[basecm11->wlm[1sf]]% set gpuautoconfig yes
[basecmli->wlm#* [1s£*]]7

The parameter can also be set during LSF configuration via cm-wlm-setup (figure 3.30):

Configure GPU settings

] Enable GPU auto detection

NVIDIA Data Center GPU Manager (DCGM) Port: @

Figure 3.30: GPU settings screen for LSF in cm-wlm-setup

GPU resource enforcement can be configured for LSF as follows:
Example

[basecm11->wlm[1sf]->cgroups]’ append resourceenforce gpu
[basecm11->wlm* [1sf*]->cgroups*]}, commit
[basecm1l->wlm[1sf]->cgroupsli
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MIG configuration can be carried out for the cluster using the BCM MIG management as described in
this section.

An alternative for MIG configuration is to not use the BCM MIG management tool (cmsh), and to
instead use other MIG management tools, such as the DGX native nvidia-migmanager.service, or the
GPU operator-provided nvidia-mig-manager. If non-BCM MIG management tools are used, then BCM
leaves the MIG configuration alone. Using multiple MIG management tools simultaneously to configure
MIG should not be done.

What Is MIG?
An Ampere NVIDIA GPU is a GPU based on the GA100 microarchitecture. It has compute capability 8.0,
which means it can be configured into multiple logical GPU instances if it uses CUDA 11 and NVIDIA
driver 450.80.02 or later.

This configuration of multiple logical GPU instances is called Multi-Instance GPU (MIG). The logical
GPU instances are MIG devices, that are enabled by setting up the physical GPU to switch to MIG mode.

As a sanity check to see if MIG is supported: If the hardware and drivers are in place, then running
the nvidia-smi command on the node with the physical GPU should display its MIG capability:

root@basecmll:~# ssh node001 "nvidia-smi" | grep MIG

I I | MIG M. |
| MIG devices: I
| GPU GI CI MIG | Memory-Usage | Voll Shared I

GPU utilization information changes on enabling MIG: Once enabled, the full physical GPU is no
longer available as a device, and GPU utilization metrics become unavailable by default.

GPU profiling metrics (section G.1.7) for the physical GPU can however still be enabled. For example,
it can be carried out with cmsh as follows, for a GPU on node001:

basecmll->device[node001]11% gpuprofiling show

Hostname GPU Major ID Minor ID Field ID Metric Watched
node001 0 0 1 1002 gpu_profiling_sm_active no
node001 0 0 1 1003 gpu_profiling_sm_occupancy no

basecmll->device[node001]]% gpuprofiling watch 1003
Hostname GPU Major ID Minor ID Field ID Metric Watched

node001 0 0 1 1003 gpu_profiling_sm_occupancy yes

[basecmll->device[node001]]% metrics | grep gpu_profiling
Metric gpu_profiling_sm_occupancy gpul GPU GPUSampler

Enabling physical GPU profiling after MIG enablement should be done with caution, because:
¢ it may affect the performance

* newer drivers may support MIG profiling, which may be confusing
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Overview Of MIG Concepts And Terminology
The logical GPU instances are composed of slices of GPU resources. Slices are the smallest fraction
possible of the resource that can be allocated in a logical GPU instance. Thus:

e memory slice: this is the smallest fraction of the memory of the physical GPU that can be allocated
to the GPU instance. For the Ampere architecture this is 1/8™ of the total physical GPU memory.

® SM slice: this is the smallest fraction of the streaming multiprocessors (SMs) on the GPU that can
be allocated as a logical SM. An SM is composed of multiple cores (streaming processors). For the
Ampere architecture an SM slice is 1/7™ of the total physical GPU SMs.

® GPU slice: this is the smallest fraction of the physical GPU that has a single GPU memory slice
and a single GPU SM slice. A maximum of 7 GPU slices can be specified from the original physical
GPU.

The preceding fractional slices can be combined in various mixes to compose a logical GPU instance:

e GPU instance: a combination of GPU slices and GPU engines. GPU engines are hardware compo-
nents that execute other work on the GPU, and can be encoders/decoders (NVENCs/NVDECs),
shortcut connectors (CE (copy engine) for DMA), etc.

e compute instance: a part of a GPU instance. It consists of a subset of the parent GPU instance’s
SM slices and other GPU engines (DMAs, NVENC:s ...). The compute instances can share memory
and GPU engines with other compute instances within their GPU instance.

Further details on the terminology and how slices can be allocated to GPU instances are given
in the NVIDIA documentation at https://docs.nvidia.com/datacenter/tesla/mig-user-guide/
#concepts.

A use case for creating several GPU instances from a full physical GPU is when allocation of the full
physical GPU is wasteful.

For example, if a full physical GPU is allocated to a job, but the job only uses a fraction of the full
set of GPU cores, then the allocation is wasteful, because no other job can then be processed on the
remaining idle cores. Instead, if the physical GPU is split into several instances and the job allocated to
an instance with a closer match in resources, then it means that other GPU instances are still available
for processing other jobs.

When configuring GPU instances for the cluster, the administrator typically allocates all available
slices to all the GPU instances that are being configured. Leaving a slice unallocated means that that
slice cannot be available to jobs, and it means that the physical resources of that slice are lying idle. For
example, if some of the 7 SM slices from the physical GPU are not used, then they are wasted as their
processors are never available to jobs, and so that slice stays idle.

Cluster management of GPU instances is described in the following sections.

MIG Status Of Physical GPUs
The MIG status on a GPU can be viewed with the mig status command. For example, the following
shows 8 physical GPUs on node001 that have not yet become MIG enabled:

[basecmll->device[node001]17, mig status

Node GPU Active Pending
node001 0 no no
node001 1 no no
node001 2 no no
node001 3 no no
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node001 4 no no
node001 5 no no
node001 6 no no
node001 7 no no

MIG enable And disable Options To Set Up Pending States For The Physical GPUs
If the enable or disable options are run, then by default all the physical GPUs are set to a pending state

for enabled (yes) and disabled (no) respectively:

[basecml1->device[node001]17, mig enable

Node

GPU

Active

Pending

node001
node001
node001
node001
node001
node001
node001
node001

~N O O W NN~ O

no

no

no

no

no

no

no

no

yes
yes
yes
yes
yes
yes
yes
yes

Individual physical GPUs can also be set to a pending state of enabled or disabled, following the
node list syntax (section 2.5.5):

[basecmll->device[node001]]% mig disable 3,5-7

Node

GPU

Active

Pending

node001
node001
node001
node001
node001
node001
node001
node001

~N O O W N = O

no

no

no

no

no

no

no

no

yes
yes
yes
no
yes
no
no
no

Rebooting The MIG Instances To Activate/Deactivate Instances According To Pending State Settings
The pending states only become active after the node is rebooted for A100 GPUs:

[basecml1->device[node001]]% reboot

Reboot in progress for: node001

node001 [
[basecmll->device[node001]]% mig status

]

Pending

node001
node001
node001
node001
node001
node001
node001
node001

~N O O W N = O

yes
yes
yes
no
yes
no
no
no
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The effect of enable and disable persists after reboots, until the pending value changes once more.
For H100 GPUs and other more modern GPUs, the changes do not require a reboot.

The MIG Profiles

Listing MIG Profiles: The full list of the existing available MIG profiles for each physical GPU is
displayed with themig profiles command for the node. If there are 7 physical GPUs at the node, then
the listing might look something like:

[basecmll->device[node001]11 mig profiles

Node GPU ID Name Instances Memory
node001 0 1 1g.5gb 7 4.7GiB
node001 0 1 1g.5gb+me 1 4.7GiB
node001 0 2 2g.10gb 3 9.7GiB
node001 0 3 3g.20gb 1 19.6GiB
node001 0 4 4g.20gb 1 19.6GiB
node001 0 7 7g.40gb 1 39GiB
node001 7 2 2g.10gb 3 9.7GiB
node001 7 3 3g.20gb 1 19.6GiB
node001 7 4 4g.20gb 1 19.6GiB
node001 7 7 7g.40gb 1 39GiB

A list for physical GPU 1 can be displayed with:

[basecmll->device[node001]]% mig profiles 1

Node GPU ID Name Instances Memory
node001 1 1 1g.5gb 7 4.7GiB
node001 1 1 1g.5gb+tme 1 4.7GiB
node001 1 2 2g.10gb 3 9.7GiB
node001 1 3 3g.20gb 1 19.6GiB
node001 1 4 4g.20gb 1 19.6GiB
node001 1 7 7g.40gb 1 39GiB

MIG Profiles Naming Convention: The naming format for the profile takes the form
<number of GPU slices in the physical GPU>g . <memory for slice in GB>gb

The +me suffix implies media extensions being active. The number of GPU instances, the number of
GPU slices used, and the memory used by the instance can thus be worked out from the name.
For example:

* 1g.5gb implies that the size of the GPU slice used for the instances is 1. 4.7GiB of memory is used
by each of the 7 GPU instances,

® 2g.10gb implies that the size of the GPU slice used for the instances is 2. 9.7GiB of memory is used
by each of the 3 GPU instances.
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Creating GPU instances, by setting the MIG profile for a GPU: The MIG profile is an attribute that
can be set within the GPU settings for its physical GPU. This can be done after having set up a CMDae-
mon entity for a physical GPU 0 (section 3.17.2):

[basecmll->device[node001]]% gpusettings

[basecmli->device*[node001]->gpusettings]y, list

Type

GPU range Info

Nvidia 0 default
[basecmll->device [node001]->gpusettings]’ use nvidia:0

[basecmll->device[node001]->gpusettings[nvidia:0]1% show

Parameter Value

MIG profiles

* A simple existing set of profiles with 7 GPU instances with 1 GPU slice each, and 5 GB of memory

for each slice can be specified with:

[basecmll->device[node001] ->gpusettings[nvidia:0]]% set migprofiles 1g.5gb; commit
[basecmll->device[node001] ->gpusettings[nvidia:0]1% show

Parameter Value

MIG profiles 1g.5gb

Setting the profiles, and carrying out the commit configures the GPU instances, but does not yet
apply them:

[basecmll->device[node001]->gpusettings[nvidia:011% ..;..
[basecmll->device[node001]]% mig show
Node GPU MIG Instance Name Profile Start Size

Applying the profile deploys the configuration, and shows the configuration:

[basecmll->device[node00111% mig apply

Node GPU MIG Instance Name Profile Start Size
node001 0 13 - 1g.5gb 19 6 1
node001 0 13 0 1g.5gb 0 0 1

In the preceding, 1 GPU instance has been deployed, with 1 compute instance slice using 5GB. The
instance with the - represents the hosting GPU instance, while the subsequent row represents the
compute instance.
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* Setting a profile with mig apply --profile is an alternative to setting it within gpusettings.
However, only a profile set within gpusettings is persistent. The profile set with the --profile
option is lost if its node reboots. Multiple profiles can be set using comma-separation (instead of
using space-separation). Using multiple --profile options is also possible.

[basecml1->device[node001]]% mig apply --profile 1g.5gb,2g.10gb

Node GPU MIG Instance Name Profile Start Size
node001 0 5 - 2g.10gb 14 4 2
node001 0 5 0 2g.10gb 1 0 2
node001 0 13 - 1g.5gb 19 6 1
node001 0 13 0 1g.5gb 0 0 1
[basecmll->device[node001]1% mig apply --profile 1g.5gb --profile 2g.10gb
Node GPU MIG Instance Name Profile Start Size
node001 0 5 - 2g.10gb 14 4 2
node001 0 5 0 2g.10gb 1 0 2
node001 0 13 - 1g.5gb 19 6 1
node001 0 13 0 1g.65gb 0 0 1

* Multiple GPU instances can be specified, if the GPU allows it, using a <number>* prefix syntax.
So, to deploy 7 GPU instances, each hosting 1 compute instance with 5gb slices, the specification
can be:

[basecmll->device[node001]]% gpusettings; use nvidia:0
[basecmll->device[node001]->gpusettings[nvidia:0]11% set migprofiles 7*1g.5gb; commit
[basecmll->device[node001] ->gpusettings[nvidia:011% ..;..
[basecmll->device[node00111% mig apply

Node GPU MIG Instance Name Profile Start Size
node001 0 7 - 1g.5gb 19 0 1
node001 0 7 0 1g.5gb 0 0 1
node001 0 8 - 1g.5gb 19 1 1
node001 0 8 0 1g.bgb O 0 1
node001 0 9 - 1g.5gb 19 2 1
node001 0 9 0 1g.bgb O 0 1
node001 0 10 0 1g.5gb 19 3 1
node001 0 10 0 1g.5gb 0 0 1
node001 0 11 - 1g.5gb 19 4 1
node001 0 11 0 1g.bgb O 0 1
node001 0 12 - 1g.5gb 19 5 1
node001 0 12 0 1g.5gb 0 0 1
node001 0 13 - 1g.5gb 19 6 1
node001 0 13 0 1g.5gb 0 0 1

* GPU slices can be implied by default by the profile, and subsets of these slices can be specified
explicitly.
To deploy 1 GPU instance, with 7 GPU slices of compute instance resources, the specification can
be:
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[basecmll->device[node001]]% gpusettings; use nvidia:0
[basecmll->device [node001] ->gpusettings[nvidia:0]]% set migprofiles 7g.40gb; commit
[basecmll->device[node001] ->gpusettings[nvidia:011% ..;..
[basecmll->device[node00111% mig apply

Node GPU MIG Instance Name Profile Start Size
node001 0 0 - 7g.40gb O 0 8
node001 0 0 0 7g.40gb 4 0 7

If a profile with a more than 1 GPU slice is chosen, then GPU slice subsets can be set up via the
following syntax:

[basecmll->device[node001]]% gpusettings; use nvidia:0
[basecmll->device [node001] ->gpusettings[nvidia:0]]% set migprofiles 2g.10gb; commit
[basecmll->device[node001]->gpusettings[nvidia:011% ..;..
[basecmll->device[node001]]% mig apply

Node GPU MIG Instance Name Profile Start Size
node001 0 5 - 2g.10gb 14 4 2
node001 0 5 0 2g.10gb 1 0 2

GPU slices use a colon syntax to explicitly specify subsets of GPU slices.

The configuration specification 2g. 10gb can also be specified as 2g. 10gb: 1, where that : 1 indicates
the number of GPU slices for the compute instance, counting from zero. That means the compute
instance has 2 GPU slices. The resulting configuration is exactly the same as 2g. 10g.

If the specification 2g. 10gb: 0 is used instead, then the compute instance ends up looking like:

[basecmll->device[node001]]% gpusettings; use nvidia:0
[basecmll->device[node001]->gpusettings[nvidia:0]]), set migprofiles 2g.10gb:0; commit
[basecmll->device[node001]->gpusettings[nvidia:011% ..;..
[basecmll->device[node001]]% mig apply

Node GPU MIG Instance Name Profile Start Size
node001 0 5 - 2g.10gb 14 4
node001 0 5 0 1c.2g.10gb O 0 1

Here the 1c indicates 1 GPU slice (here it is counting from 1).

Adding another slice to a separate compute instance within the same GPU instance can be speci-
fied with:

[basecmll->device[node001]]% gpusettings; use nvidia:0

[basecmll->device[node001] ->gpusettings[nvidia:0]]% set migprofiles 2g.10gb:0:0; commit
[basecmll->device[node001] ->gpusettings[nvidia:011% ..;..

[basecmll->device[node001]1% mig apply

Node GPU MIG Instance Name Profile Start Size
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node001 0 5 - 2g.10gb 14 4
node001 0 5 0 1c.2g.10gb O 0 1
node001 0 5 1 1c.2g.10gb O 1 1

In the preceding set migprofiles command, the specification
2g.10gb:0:0

can alternatively be expanded out and written in the form:
2g.10gb:1c.2g.10gb:1c.2g.10gb

for more clarity, at the expense of more typing.

For a general profile that allows N GPU slices for an instance (with N < 7), the mapping for the
colon syntax takes the form:

compact colon form expanded form

:0 1c.<profile>

i1 2c. <profile>

:N-1 Nc.<profile> or
<profile>

In practice, there are hardware-based restrictions for what is permitted to be allocated. So for
example on the NVIDIA A100-PCIE-40GB:

7g.40gb: 3 is allowed but
7g.40gb:4 is not.

Details on supported profiles for hardware can be found in the NVIDIA MIG user
guide documentation at https://docs.nvidia.com/datacenter/tesla/mig-user-guide/
supported-mig-profiles.html, which covers, for example, the A30, A100, H100, and B200
profiles.

Increasing the number of GPU instances can also still be done using the earlier <number>* prefix
syntax together with the colon syntax, if the GPU allows it:

[basecmll->device[node001]]% gpusettings; use nvidia:0

[basecmll->device [node001] ->gpusettings[nvidia:0]]% set migprofiles 3+%2g.10gb:0:0; commit
[basecmll->device[node001] ->gpusettings[nvidia:011% ..;..

[basecml1->device[node00111% mig apply

Node GPU MIG Instance Name Profile Start Size
node001 0 3 - 2g.10gb 14 0 2
node001 0 3 0 1c.2g.10gb O 0 1
node001 0 3 1 1c.2g.10gb O 1 1
node001 0 4 2g.10gb 14 2 2
node001 0 4 1c.2g.10gb O 0 1
node001 0 4 1 1c.2g.10gb O 1 1


https://docs.nvidia.com/datacenter/tesla/mig-user-guide/supported-mig-profiles.html
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node001 0 5 - 2g.10gb 14 4
node001 0 5 0 1c.2g.10gb O 0 1
node001 0 5 1 1c.2g.10gb O 1 1

A heterogeneous set of existing profiles for GPU instances can also be defined for the GPU with
MIG profiles.

For example, 2 instances with the MIG profile 1g.5gb, and 1 instance with the MIG profile 2g. 10gb
can be specified with:

[basecmll->device[node001]]% gpusettings; use nvidia:0

[basecmll->device[node001] ->gpusettings[nvidia:0]]% set migprofiles 2#1g.5gb 2g.10gb; commit
[basecmll->device[node001]->gpusettings[nvidia:0]]% show

Parameter Value

MIG profiles 2x1g.5gb,2g.10gb
[basecmll->device [node001]->gpusettings[nvidia:011% ..;..
[basecmll->device*[node001%]]% mig apply

Node GPU MIG Instance Name Profile Start Size
node001 0 3 - 2g.10gb 14 0 2
node001 0 3 0 2g.10gb 1 0 2
node001 0 11 - 1g.5gb 19 4 1
node001 0 11 0 1g.5gb 0 0 1
node001 0 13 - 1g.5gb 19 6 1
node001 0 13 0 1g.5gb 0 0 1

heterogeneous sets are useful when trying to use up all the slices available, to make the maxi-
mum resources available. So, while an administrator can carry out the preceding specification:

2x1g.5gb 2g.10gb

this is not a good allocation of resources since it only makes 4/7 of the GPU slices available, and
4/8 of the memory slices available. An administrator would more sensibly specify something like,
for example:

5x1g.b5gb,2g.10gb

which uses up the full 7 GPU slices and 35GB (6/8 slices) of memory available from the physical
GPU. This makes full use of the SM resources derived from the physical GPU, so that these SM
resources are fully available to workloads.

Overallocating slices for MIG configuration is not possible. If there is an attempt to overallocate,
then the slices that are allocated too late are simply not allocated. This can lead to unexpected
results for the unwary cluster administrator. For example:

5x1g.5gb,2g.10gb allocates the 5 slices of the 1g instance and the 2 slices of the 2g instance.
But

6%1g.5gb,2g. 10gb allocates the 6 slices of the 1g instance and none of the 2g instance.

7*1g.5gb,2g. 10gb allocates the 7 slices of the 1g instance and none of the 2g instance.

70%1g.5gb,2g.10gb allocates 7 slices of the 1g instance and none of the 2g instance.
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3.18 Configuring Sampling From A Prometheus Exporter

CMDaemon can be configured to sample a Prometheus exporter, for example from the NVIDIA Unified
Fabric Manager (UFM) platform. A CMDaemon front end such as cmsh can have a data producer, for
example UFM, configured within the monitoring setup mode (section 10.5.4) to allow sampling of the
Prometheus exporter:

Example

[root@basecmil1]# cmsh

[basecm11]’ monitoring setup

[basecmll->monitoring->setupl’% add prometheus UFM #create a data producer of type Prometheus
[basecmll->monitoring->setup* [UFM*]]7 set urls http://10.180.217.170:9001/metrics #end point
[basecmll->monitoring->setup* [UFM*]]% set -e NoPostAllowed yes #HTTP GET only, use for older exporters
[basecmli->monitoring->setup* [UFM*]]% nodeexecutionfilters

[basecmll->monitoring->setup* [UFM*]->nodeexecutionfilters]), active  #run on active head node only
Added active resource filter

[basecmll->monitoring->setup* [UFM*]->nodeexecutionfilters]) commit

In the example, the URL needs to be set to the Prometheus export server endpoint. The value of
NoPostAllowed only needs to be set to yes for some older Prometheus versions that do not work with
HTTP POST. The data producer is set to run on only the active head node with the nodeexecutionfilter
setting (page 618).

The preceding example configures CMDaemon to sample from a Prometheus exporter. The other
way around, that is to have CMDaemon be the exporter of Prometheus data, can be achieved via the
EnablePrometheusExporterService directive (page 898).

3.19 Configuring Custom Scripts

Some scripts are used for custom purposes. These are used as replacements for certain default scripts,
for example, in the case of non-standard hardware where the default script does not do what is expected.
The custom scripts that can be set, along with their associated arguments are:

® custompowerscript and custompowerscriptargument (section 4.1.4)
® custompingscript and custompingscriptargument (section 3.19.2)

® customremoteconsolescript and customremoteconsolescriptargument (section 3.19.3)

In addition to the preceding custom* scripts, system information scripts can be set that provide extra
information to the sysinfo command in BCM (section 3.19.4).

The environment variables of CMDaemon (section 3.3.1 of the Developer Manual) can be used in the
scripts. Successful scripts, as is the norm, return 0 on exit.

3.19.1 custompowerscript
The use of custom power scripts is described in section 4.1.4.

3.19.2 custompingscript
The following example script:

Example

#!/bin/bash
/bin/ping -c1 $CMD_IP
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can be defined and set for the cases where the default built-in ping script, cannot be used.

By default, the node device states are detected by the built-in ping script (section 5.5) using ICMP
ping. This results in the statuses that can be seen on running the list command of cmsh in device mode.
An example output, formatted for convenience, is:

[root@basecml1]# cmsh -c '"device; format hostname:15, status:15; list"
hostname (key) status

basecmll [ up 1
node001 [ up 1
node002 [ up 1

If some device is added to the cluster that blocks such pings, then the built-in ping can be replaced
by the custom ping of the example, which relies on standard ICMP ping.

However, the replacement custom ping script need not actually use a variety of ping at all. It could
be a script running web commands to query a chassis controller, asking if all its devices are up. The
script simply has to provide an exit status compatible with expected ping behavior. Thus an exit status
of 0 means all the devices are indeed up.

A custom remote console script can be used to run in the built-in remote console utility. This might be
used, for example, to allow the administrator remote console access through a proprietary KVM switch
client.

For example, a user may want to run a KVM console access script that is on the head node and with
an absolute path on the head node of /root/kvmaccesshack. The script is to run on the console, and
intended to be used for node node001, and takes the argument 1. This can then be set in cmsh as follows:

[root@basecml1]# cmsh
[basecm11]?, device use node001
[basecmll->device[node001]]% get customremoteconsolescript; get customremoteconsolescriptargument

[basecmll->device[node001]]7 set customremoteconsolescript /root/kvmaccesshack
[basecmll->device[node001]1]% set customremoteconsolescriptargument 1
[basecm11->device[node001]]% rconsole

KVM console access session using the 1 arqument option is displayed

In Base View, the corresponding navigation paths to access these script settings are:
Devices > Nodes > Edit > Settings > Custom remote console script
and
Devices > Nodes > Edit > Settings > Custom remote console script argument
while the remote console can be launched via the navigation path:
Devices > Nodes > Edit > Connect > Remote console

Standard sysinfo

The sysinfo command in BCM is run from device mode in cmsh for a node. By default, sysinfo returns
some basic hardware information for the node, from the OS, from a cache. Direct hardware queries can
be carried out with other commands (section 14.11).
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Overview Of Running Custom Scripts In sysinfo

A cluster administrator may however wish to extract some additional hardware-related information
from the cluster. To do this, custom scripts associated with the sysinfo command can be created by the
cluster administrator. These sysinfo custom scripts run when the sysinfo command is executed via
cmsh, and they pick up the additional information.

Custom script types: The scripts can be of three types, with corresponding directory locations. as in-
dicated by the following table:

Type of script ~ Script directory path on node

local /cm/local/apps/cmd/scripts/sysinfo/local/
director /cm/local/apps/cmd/scripts/sysinfo/director/
head /cm/local/apps/cmd/scripts/sysinfo/head/

Custom script process: When sysinfo runs for a particular node, the scripts that are called have the
following characteristics, and are run as follows:

® Any scripts of the local type are run on the node that sysinfo is executed on. The scripts must
be placed by the cluster administrator on the node itself. The node could be a head node, director
node, a regular node, or a cloud node. The output from the local scripts is picked up.

® Any scripts of the director type are run on the director node. The scripts must be placed by the
cluster administrator on the director node itself. The output from the scripts is picked up.

* Any scripts of the head type are run on the head node. The scripts themselves must be placed by
the cluster administrator on the head node. The output from the scripts is picked up.

Custom script output format: The script outputs are JSON format key value pairs (JSON object liter-
als).
The simplest standard JSON output form supported for sysinfo is:

{
"key":"value"

}

The format if getting output for N key-value pairs is:

{

"keyl":"valuel",
"key2":"value2",

"keyN":"valueN"
}

Nested sysinfo output: The key-value pairs can also be grouped, with the output presented in the
following format for a group:

{
"group":{
"keyl":"valuel",
"key2":"value2",
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"keyN":"valueN"
}

The key-value pairs can also be structured with multiple groups. In the following example there are
two groups:

{

"groupl":{
"keyl.1":"valuel. 1",
"keyl.2":"valuel.2"
}

"group2":{
"key2.1":"valueld.1",
"key2.2":"value2.2",
"key2.3":"value2.3"
}

}

The nested multilayer output format can be useful for grouped values. For example, dmidecode can
output key-value pairs that specify starting and ending ranges, which can be grouped according to the
various DMI types that are also available in the output.

Simple sysinfo custom script construction: For example, the following bash script can be run on the
head node:

[root@basecmil ~]# cat /cm/local/apps/cmd/scripts/sysinfo/head/outputscript.sh
#!/bin/bash

myhostname=$ (hostname)

#next line extracts just the UUID value from the dmidecode output for the system for this particular hardware
myuuid=$(dmidecode | grep -A6 "~System Information" | grep UUID | sed -e 's/~\W*UUID: //')
echo '{'

echo '"script path is":"'$0'",’

echo '"CMDaemon running on":"'$CMD_HOSTNAME'", "

echo '"script running on":"'$myhostname'"',

echo '"'$myhostname' UUID":"'$myuuid'"’

echo '}'

If run directly, outside of CMDaemon, then this would display a JSON key-value output similar to
the following:

[root@basecmil ~J# /cm/local/apps/cmd/scripts/sysinfo/head/outputscript.sh
{

"script path is":"/cm/local/apps/cmd/scripts/sysinfo/head/outputscript.sh",
"CMDaemon running on":"",

"script running on":"basecmll",

"basecmll UUID":"6733d33a-2933-41ea-aa3c-b218e784c8b9"

}
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Custom script placement—overview for placing on a regular node: Placing this head script on a
regular node can be done by copying the script into a local directory on the node image, and rebooting
the regular node so that it picks up the image with the new local type script. After CMDaemon is
updated with the new sysinfo information, then, whenever sysinfo is run, the script is automatically
run by CMDaemon.

Examples Of Running Custom Scripts In sysinfo

The following example session makes the preceding concepts more explicit: the script is copied over
from the head node to the default image of a regular node. It goes into the directory location for custom
sysinfo scripts of the local type. Rebooting a node then installs the new script on the node:

[root@basecmll ~]# cp -r /cm/local/apps/cmd/scripts/sysinfo/head/outputscript.sh \
/cm/images/default-image/cm/local/apps/cmd/scripts/sysinfo/local/
[root@basecmlil ~]# cmsh
[basecm11]’ device
[basecmll->device]’ reboot node001
[the reboot of the node has to completel

To update cmdaemon with the values from the new scripts for the node, the --update option to the
sysinfo command can be run for the node. Running sysinfo for the node then displays the output of
the scripts for the node. The sysinfo output value for Age shows how long it has been since CMDaemon
was updated by the scripts for the node:

[basecmll->devicel’ sysinfo node001 --update
[basecmll->devicel’ sysinfo node001

Age 11s

CMDaemon running on node001

script running on node001

node001 UUID 3b1c7973-07ef -419£-9324-4ed£999690d5 local script
script path is /cm/local/apps/cmd/scripts/sysinfo/local/outputscript.sh

CMDaemon running on node001

script running on basecmll

basecmll UUID 6733d33a-2933-41ea-aa3c-b218e784c8b9 head script
script path is /cm/local/apps/cmd/scripts/sysinfo/head/outputscript.sh

In the preceding example, the grouping braces are not part of the actual output. They are just part of
this explanation, and show that the first four lines after the Age line are from the local type script running
on node001. The four lines after that are from the head type script running on head, even though its
corresponding CMDaemon is running on node001.

Considerations Before Running Custom Scripts With sysinfo

Although BCM gives the administrator the freedom to construct all kinds of custom sysinfo scripts,
some caution is urged before implementing the scripts. The following issues should at least be consid-
ered:

¢ The scripts should be speedy. The scripts run asynchronously, but a script is expected to take less
than 15 seconds to run.
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¢ The data output should be small. JSON objects allow, for example, that megabyte-sized text could
be output by the sysinfo scripts. However, this is often unwise, given the nature of clusters. A
cluster with a 1000 nodes and 1MB blobs would mean that 1GB of memory is being moved around.

The configurations carried out in this chapter so far are based almost entirely on configuring nodes, via
a CMDaemon front end (cmsh or Base View), using CMDaemon to execute the change. Indeed, much of
this manual is about this too because it is the preferred technique. It is preferred:

* because it is intended by design to be the easiest way to do common cluster tasks,

¢ and also generally keeps administration overhead minimal in the long run since it is CMDaemon
rather than the system administrator that then takes care of tracking the cluster state.

There are however other cluster configuration techniques besides execution by CMDaemon. To get some
perspective on these, it should be noted that cluster configuration techniques are always fundamentally
about modifying a cluster so that it functions in a different way. The techniques can then for convenience
be separated out into modification techniques that rely on CMDaemon execution and techniques that
do not, as follows:

1. Configuring nodes with execution by CMDaemon: As explained, this is the preferred technique.
The remaining techniques listed here should therefore usually only be considered if the task cannot
be done with Base View or cmsh.

2. Replacing the node image: The image on a node can be replaced by an entirely different one, so
that the node can function in another way. This is covered in section 3.20.2. It can be claimed that
since it is CMDaemon that selects the image, this technique should perhaps be classed as under
item 1. However, since the execution of the change is really carried out by the changed image
without CMDaemon running on the image, and because changing the entire image to implement
a change of functionality is rather extreme, this technique can be given a special mention outside
of CMDaemon execution.

3. Using a FrozenFile directive: Applied to a configuration file, this directive prevents CMDae-
mon from executing changes on that file for nodes. During updates, the frozen configuration may
therefore need to be changed manually. The prevention of CMDaemon acting on that file pre-
vents the standard cluster functionality that would run based on a fully CMDaemon-controlled
cluster configuration. The FrozenFile directive is introduced in section 2.6.5, and covered in the
configuration context in section 3.20.3.

4. Using an initialize or finalize script: This type of script is run during the initrd stage, much
before CMDaemon on the regular node starts up. It is run if the functionality provided by the
script is needed before CMDaemon starts up, or if the functionality that is needed cannot be made
available later on when CMDaemon is started on the regular nodes. CMDaemon does not execute
the functionality of the script itself, but the script is accessed and set on the initrd via a CMDaemon
front end (Appendix E.2), and executed during the initrd stage. It is often convenient to carry out
minor changes to configuration files inside a specific image in this way, as shown by the example
in Appendix E.5. The initialize and finalize scripts are introduced in section 3.20.4.

5. A shared directory: Nodes can be configured to access and execute a particular software stored
on a shared directory of the cluster. CMDaemon does not execute the functionality of the software
itself, but is able to mount and share directories, as covered in section 3.14.

Finally, outside the stricter scope of cluster configuration adjustment, but nonetheless a broader way to
modify how a cluster functions, and therefore mentioned here for more completeness, is:
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6. Software management: the installation, maintenance, and removal of software packages. Stan-
dard post-installation software management based on repositories is covered in sections 9.2-9.6.
Third-party software management from outside the repositories, for software that is part of BCM
is covered in Chapter 7 of the Installation Manual.

Third-party software that is not part of BCM can be managed on the head node as on any other
Linux system, and is often placed under /opt or other recommended locations. If required by the
other nodes, then the software should typically be set up by the administrator so that it can be
accessed via a shared filesystem.

Making All Nodes Function Differently By Image
To change the name of the image used for an entire cluster, for example after cloning the image and
modifying it (section 3.20.2), the following methods can be used:

* in Base View, via Cluster > Settings > Cluster name
e or in cmsh from within the base object of partition mode

A system administrator more commonly sets the software image on a per-category or per-node basis
(section 3.20.2).

Making Some Nodes Function Differently By Image
For minor changes, adjustments can often be made to node settings via initialize and finalize scripts so
that nodes or node categories function differently (section 3.20.4).

For major changes on a category of nodes, it is usually more appropriate to have nodes function
differently from each other by simply carrying out image changes per node category with CMDaemon.
Carrying out image changes per node is also possible. As usual, node settings override category settings.

Modifying images via cloning primitives for a node or category: Setting a changed image for a cate-
gory can be done as follows with cmsh:

1. The image on which the new one will be based is cloned. The cloning operation not only copies
all the settings of the original (apart from the name), but also the data of the image:

[root@basecmll ~]# cmsh
[basecm11]’ softwareimage
[basecmll->softwareimagel’ clone default-image imagetwo
[basecmll->softwareimage* [imagetwo*]]% commit
[notice] basecmll: Started to copy: /cm/images/default-image -> /cm/images/imagetwo
[basecmll->softwareimage* [imagetwo*]]1%
[notice] basecmll: Copied: /cm/images/default-image -> /cm/images/imagetwo

[basecmll->softwareimage [imagetwo]l’

2. After cloning, the settings can be modified in the new object. For example, if the kernel needs to be
changed to suit nodes with different hardware, kernel modules settings are changed (section 5.3.2)
and committed. This creates a new image with a new ramdisk.

Other ways of modifying and committing the image for the nodes are also possible, as discussed
in sections 9.2-9.6.

3. The modified image that is to be used by the differently functioning nodes is placed in a new
category in order to have the nodes be able to choose the image. To create a new category easily, it
can simply be cloned. The image that the category uses is then set:
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4.
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[basecmll->softwareimage [imagetwo]]), category
[basecmll->categoryl’ clone default categorytwo
[basecmll->category*[categorytwox]]), set softwareimage imagetwo
[basecmll->category*[categorytwo*]]) commit
[basecmll->category[categorytwoll¥

¢ For just one node, or a few nodes, the node can be set from device mode to the new category
(which has the new image):

[basecmll->category[categorytwoll’ device
[basecml1->device]), use node099
[basecmil->device[node099]11% set category categorytwo
[basecml1->device* [node099*]]% commit; exit

¢ If there are many nodes, for example node100 sequentially up to node200, they can be set to
that category using a foreach loop like this:

[basecmll->device]’, foreach -n nodel00..node200 (set category categorytwo)

[basecmll->device*]) commit

Rebooting restarts the nodes that are assigned to the new category with the new image.

Modifying images by adding files in the cm/conf directory, for a category, node, or MAC address:
The preceding 5-step method is understandable. For just a few file changes it is perhaps overkill and
not very elegant. BCM has a more structured and efficient way to make some nodes function differently
by image if only a few file additions are to be carried out. The specification adds the files in the image
via a target path that is specified in special configuration locations in the image. It can be configured per
node, but also per category and MAC address.

e For a category, the specification takes the form:

/cm/images/<image>/cm/conf/category/<category>/<target>

Thus, if some file on the node is to be placed so that on a running node itis at /path/to/some.file,
and this needs to be configured for an image default-image, and a category default, then it
would be placed at this location on the head node:

/cm/images/default-image/cm/conf/category/default/path/to/some.file

The file on the target node would be placed in the absolute directory /path/to/some.file

Multiple categories can be configured per image. Thus, for example, beside the default category,
an additional gpu category can exist:

/cm/images/default-image/cm/conf/category/gpu/path/to/some.file

Also, multiple files can be specified per category per image. Thus, beside the file some.file, an
additional file some . other.file could be placed:
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/cm/images/default-image/cm/conf/category/gpu/path/to/some.file
/cm/images/default-image/cm/conf/category/gpu/path/to/some.other.file

¢ For a node, the configuration form is:
/cm/images/<image>/cm/conf /node/<node name>/<target>

An example for a node called node001 could then be:
Example
/cm/images/default-image/cm/conf/node/node001/path/to/some.file

® For a MAC address, the configuration form is:
/cm/images/<image>/cm/conf/node/<MAC address>/<target>
An example for a node with MAC address 00:aa:bb:cc:dd:ee could then be:

Example
/cm/images/default-image/cm/conf/node/00-aa-bb-cc-dd-ee/path/to/some.file

The copying of the specified files to the image is done just before the finalize stage of the node-
installer (section 5.4.11) during node provisioning.

A common theme in BCM is that node-level configuration overrides category-level configuration. In
keeping with this behavior, a file configuration at category level could be applied to the many nodes in
a category. And, a file configuration copy at node level (for a node that is in the category) overrides the
category level value for just that particular node.

3.20.3 Making All Nodes Function Differently From Normal Cluster Behavior With
FrozenFile

Configuration changes carried out by Base View or cmsh often generate, restore, or modify configuration

files (Appendix A).

However, sometimes an administrator may need to make a direct change (without using Base View
or cmsh) to a configuration file to set up a special configuration that cannot otherwise be done.

The FrozenFile directive to CMDaemon (Appendix C, page 905) applied to such a configuration file
stops CMDaemon from altering the file. The frozen configuration file is generally applicable to all nodes
and is therefore a possible way of making all nodes function differently from their standard behavior.

Freezing files is however best avoided, if possible, in favor of a CMDaemon-based method of con-
figuring nodes, for the sake of administrative maintainability.

3.20.4 Adding Functionality To Nodes Via An initialize Or finalize Script

CMDaemon can normally be used to allocate different images per node or node category as explained

in section 3.20.2. However, some configuration files do not survive a reboot (Appendix A), sometimes

hardware issues can prevent a consistent end configuration, and sometimes drivers need to be initial-

ized before provisioning of an image can happen. In such cases, an initialize or finalize script

(sections 5.4.5,5.4.11, and Appendix E.5) can be used to initialize or configure nodes or node categories.
These scripts are also useful because they can be used to implement minor changes across nodes:

Example

Supposing that some nodes with a particular network interface have a problem auto-negotiating
their network speed, and default to 100Mbps instead of the maximum speed of 1000Mbps.
Such nodes can be set to ignore auto-negotiation and be forced to use the 1000Mbps speed
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by using the ETHTOOL_OPTS configuration parameter in their network interface configuration file:
/etc/sysconfig/network-scripts/ifcfg-ethO (or /etc/sysconfig/network/ifcfg-eth0 in SUSE).

The ETHTOOL _OPTS parameter takes the options to the “ethtool -s <device>” command as options.
The value of <device> (for example eth0) is specified by the filename that is used by the configuration file
itself (for example /etc/sysconfig/network-scripts/ifcfg-eth0). The ethtool package is installed
by default with BCM. Running the command:

ethtool -s autoneg off speed 1000 duplex full

turns out after some testing to be enough to reliably get the network card up and running at 1000Mbps
on the problem hardware.

However, since the network configuration file is overwritten by node-installer settings during reboot,
a way to bring persistence to the file setting is needed. One way to ensure persistence is to append
the configuration setting to the file with a finalize script, so that it gets tagged onto the end of the
configuration setting that the node-installer places for the file, just before the network interfaces are
taken down again in preparation for init.

The script may thus look something like this for a Red Hat system:

#!/bin/bash

## node010..node014 get forced to 1000 duplex

if [[ $CMD_HOSTNAME = node01[0-4] 1]

then

echo 'ETHTOOL_OPTS="speed 1000 duplex full"'>>/localdisk/etc/sysconfig/network-scripts/ifcfg-ethO
fi

The method of enforcing an interface space just outlined is actually just for educational illustration,
and is not a recommended method.

In practice, the recommended way to enforce an interface speed is to simply set it in the CMDaemon
database. For example, for the boot interface of node001 it could be via the Base View navigation path:

Devices > Nodes [node001] > Edit > Settings > Interfaces[BOOTIF] > Edit > Speed

A node or node category can often have its software configured in CMDaemon via Base View or cmsh:

Configuring a software for nodes using Base View or cmsh: If the software under consideration is
CUPS, then a node or node category can manage it from Base View or cmsh as outlined in section 3.15.2.

A counterexample to this is:

Configuring a software for nodes without using Base View or cmsh, using an image: Software images
can be created with and without CUPS configured. Setting up nodes to load one of these two images via
a node category is an alternative way of letting nodes run CUPS.

Whether node configuration for a particular functionality is done with CMDaemon, or directly with
the software, depends on what an administrator prefers. In the preceding two examples, the first ex-
ample, that is the one with Base View or cmsh setting the CUPS service, is likely to be preferred over

3except to link nodes to their appropriate image via the associated category
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the second example, where an entire separate image must be maintained. A new category must also be
created in the second case.

Generally, sometimes configuring the node via BCM, and not having to manage images is better,
sometimes configuring the software and making various images to be managed out of it is better, and
sometimes only one of these techniques is possible anyway:.

Configuring Nodes Using Base View Or cmsh: Category Settings
When configuring nodes using Base View or cmsh, configuring particular nodes from a node category to
overrule the state of the rest of its category (as explained in section 2.1.3) is sensible for a small number
of nodes. For larger numbers it may not be organizationally practical to do this, and another category
can instead be created to handle nodes with the changes conveniently.

The CUPS service in the next two examples is carried out by implementing the changes via Base
View or cmsh acting on CMDaemon.

Setting a few nodes in a category: If only a few nodes in a category are to run CUPS, then it can be done
by enabling CUPs just for those few nodes, thereby overriding (section 2.1.3) the category settings.

Setting many nodes to a category: If there are many nodes that are to be set to run CUPS, then a sepa-
rate, new category can be created (cloning it from the existing one is easiest) and those many nodes are
moved into that category, while the image is kept unchanged. The CUPS service setting is then set at
category level to the appropriate value for the new category.

In contrast to these two examples, the software image method used in section 3.20.2 to implement
a functionality such as CUPS would load up CUPS as configured in an image, and would not handle
it via CMDaemon®. So, in section 3.20.2, software images prepared by the administrator are set for a
node category. Since, by design, images are only selected for a category, a node cannot override the
image used by the category other than by creating a new category, and using it with the new image. The
administrative overhead of this can be inconvenient.

Administrators would therefore normally prefer letting CMDaemon track software functionality
across nodes as in the last two examples, rather than having to deal with tracking software images man-
ually. Indeed, the roles assignment option (section 2.1.5) is just a special pre-configured functionality
toggle that allows CMDaemon to set categories or regular nodes to provide certain functions, typically
by enabling services.

If versionconfigfiles is set to the value yes for a node or a category, then if configuration files changed
for that node or category due to CMDaemon, then the old configuration files are saved.

[root@basecmll ~]# cmsh
[basecm11]’ device use node001
[basecmli->device[node001]]% set versionconfigfiles yes; commit

This is useful, for example, if an administrator would like to know what the configuration was just
before it was changed.

If a configuration change takes place, then the old configuration files are automatically sent from the
node where they changed, to the active head node. The configuration files:
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¢ are saved on the active head node under the directory /var/spool/cmd/config_file_versions, un-
der their node name.

* have a modification time that indicates the time of the change.

¢ are given a suffix in the form of the local unix epoch time.

[root@basecmll ~]# cd /var/spool/cmd/
[root@basecmll cmd]# tree -a --charset=C config_file_versions/
config_file_versions/

| -- node001

I [-- cm

I I “-- local

| | *-- modulefiles

I I “-- slurm

| | | -- .modulerc.lua.1970-01-01_01:00:00
I I " -- slurm

I I

"--21.08.8.1970-01-01_01:00:00

[root@basecmll cmd]# cd config_file_versions/node001/cm/local/modulefiles/slurm/
[root@basecmll slurm]# 1s -al .modulerc.lua.1970-01-01_01:00:00

-rw-r--r-- 1 root root 43 Mar 14 17:22 .modulerc.lua.1970-01-01_01:00:00
[root@basecmll slurm]l#
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Aspects of power management in NVIDIA Base Command Manager include:

* managing the main power supply to nodes through the use of power distribution units, baseboard
management controllers, or CMDaemon

¢ monitoring power consumption over time
* setting power-saving options in workload managers

* ensuring the passive head node can safely take over from the active head during failover (Chap-
ter 15)

allowing cluster burn tests to be carried out (Chapter 11 of the Installation Manual)

The ability to control power inside a cluster is therefore important for cluster administration, and
also creates opportunities for power savings. This chapter describes BCM power management features.

In section 4.1 the configuration of the methods used for power operations is described.

Section 4.2 then describes the way the power operations commands themselves are used to allow the
administrator turn power on or off, reset the power, and retrieve the power status. It explains how these
operations can be applied to devices in various ways.

Section 4.3 describes power infrastructure overview commands. This is typically managed at rack
level and at data center level, and is covered in more detail in chapters 3 and 4 of the NVIDIA Mission
Control Manual.

Section 4.4 briefly covers monitoring power.

Section 4.5 is a note about switch configuration to gracefully handle power downs of devices on the
network.

The integration of power saving with workload management systems is covered in the chapter on
Workload Management (section 7.9).

Several methods exist to control power to devices:
e Power Distribution Unit (PDU) based power control
¢ [PMlI-based power control (for node devices only)
¢ Custom power control
e HP iLO-based power control (for node devices only)
¢ Dell DRAC-based power control (for node devices only)
e Cisco UCS CIMC-based power control (for node devices only)

* Redfish-based power control (for node devices only)
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Introduction To PDU-based Power Control
For PDU-based power control, the power supply of a device is plugged into a port on a PDU. The device
can be a node, but also anything else with a power supply, such as a switch or a blade chassis. One PDU
can even supply power to another PDU, although that typically implies a suboptimal power supply
layout if the supplies are comparable in size.

A device that is supplied by a PDU can then be turned on or off by changing the state of the PDU
port.

Configuring The PDU ltself
To use PDU-based power control, the PDU itself must be added and configured as a device in the cluster,
and must be reachable over the network. PDU configuration was introduced in section 3.9.

e The PDU can be added using cmsh using device mode, and set as an object with a type of
PowerDeviceUnit, with a name of mypdu. using:

root@asecmll:"# cmsh
[basecm11]’ device add powerdistributionunit mypdu

[basecmll->device* [mypdu*]]’, commit

Values can be viewed with the show command, and set with the set command.

¢ The PDU can be added using Base View with the navigation path:
Devices > All Devices > + Add > PowerDistributionUnit

Values can be set for its properties in the pane that opens up.

Configuring The Devices To Use The PDU
After the PDU itself is configured, then the devices that use it can be configured to use the PDU and its
ports.

A node node001 that is to be powered by the PDU mypdu using its power outlet port 1, can be con-
figured as follows:

* Using cmsh with:
[basecmll->device[node001]]7, set powerdistributionunits mypdu:1l

[basecmll->device*[node001*]]% commit
[basecml1->device[node001]11Y%

¢ Using Base View with the navigation path:

Devices > All Devices > node001 [ > Settings > Power distribution units 4>+
ADD

which allows the PDU and its port (the PDUPort components) to be selected (figure 4.1):
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Figure 4.1: PDU configuration settings for a node

For the APC brand of PDUs: the Power control property (page 147) should be set to apc, or the list
of PDU ports is ignored by default. Overriding the default is described in section 4.1.3.

Power Ports: One-to-many And Many-to-one
Nodes may have multiple power feeds for redundancy reasons. Thus, there may be multiple PDU ports
and multiple PDUs defined for a single device. The cluster management takes care of operating all ports
of a device in the correct order when a power operation is done on the device.

For example, if a PDU mypdu has its ports 2 and 4 connected to a blade chassis mychassis, then the
configuration can be specified using cmsh with:

[basecmll->device*[mychassis]]), set powerdistributionunits mypdu:2 mypdu:4; commit

It is also possible for multiple devices to share the same PDU port. This is the case for example when
twin nodes are used (i.e. two nodes sharing a single power supply). In this case, all power operations on
one device apply to all nodes sharing the same PDU port.

Non-manageable PDUs

If the PDUs defined for a node are not manageable, then the node’s baseboard management controllers
(that is, IPMI/iLO and similar) are assumed to be inoperative and are therefore assigned an unknown
state. This means that dumb PDUs, which cannot be managed remotely, are best not assigned to nodes
in BCM. It is suggested that administrators record that a dumb PDU is assigned to a node as follows:

® in Base View the Notes field or the Userdefined1/Userdefined?2 fields can be used with the nav-

igation paths:

Devices > All Devices[node] > Settings > Partition > Notes
or
Devices > All Devices[node] > Settings > User Defined > Userdefinedl/Userdefinedl

¢ in cmsh the equivalent is accessible on using the device from device mode, and running:
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— set notes
— set userdefinedl or

— set userdefined2

Manageable PDUs And Node Power Status
For PDUs that are manageable:

¢ In cmsh, power-related options can be accessed from device mode, after selecting a device:

[basecm11]’, device use node001
[basecmll->device[node00111, show | grep -i power
Custom power script argument

Ipmi/il0 power reset delay 0
Power control apc
PowerDistributionUnits apc01:6 apc01:7

The power status of a node can be accessed with:

[basecmll->device[node001]]7 power status

If the node is up and has one or more PDUs assigned to it, then the power status is one of ON, OFF,
RESET, FAILED, or UNKNOWN:

Node Power Status Description

ON Power is on
OFF Power is off
RESET Shows during the short time the power is off

during a power reset. The reset is a hard power
off for PDUs, but can be a soft or hard reset for
other power control devices.
FAILED Power status script communication failure.
UNKNOWN Power status script timeout

Rack Power Status

For a rack in a DGX system, the power status command can show some other values:

Rack Power Status Description

DONE Power on completed

GOOD Check before power status is checked is fine
BUSY Waiting for power status response

FAIL Power status check failure

PENDING Waiting to run power status

CANCELLED Power on cancelled
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IPMI-based power control relies on the baseboard management controller (BMC) inside a node.
It is therefore only available for node devices. Blades inside a blade chassis typically use IPMI
for power management. Section 3.7 describes setting up networking and authentication for
IPMI/iLO/DRAC/CIMC /Redfish interfaces.

To carry out IPMl-based power control operations, the Power control property (page 147) must
be set to the IPMI interface through which power operations should be relayed. Normally this IPMI
interface is configured to be ipmi0. Any list of configured APC PDU ports displayed in the GUI is
ignored by default when the Power control property is not apc.

Configuring power parameters settings for all the nodes using cmsh, with IPMI interfaces that are called
ipmiO:

[mycluster]’ device
[...devicel’ foreach -t physicalnode (set powercontrol ipmi0O; commit)

Configuring power parameters settings for a node using cmsh with APC:

[mycluster]l’ device use node001

[...device[node001]11% set powerdistributionunits apc01:6 apc01:7 apc01:8
[...device*[node001%]]1% get powerdistributionunits

apc01:6 apc01:7 apc01:8

[...device*[node001*]]7, removefrom powerdistributionunits apc01:7
[...device*[node001*]]% get powerdistributionunits

apc01:6 apc01:8

[...device*[node001%]]% set powercontrol apc
[...device*[node001%*]]% get powercontrol

apc

[...device*[node001%]1]1% commit

By default when nodes are configured for IPMI Based Power Control, any configured PDU ports are
ignored. However, it is sometimes useful to change this behavior.

For example, in the CMDaemon configuration file directives in /cm/local/apps/cmd/etc/cmd. conf
(introduced in section 2.6.2 and listed in Appendix C), the default value of Power0££PDUOutlet is false.
It can be set to true on the head node, and CMDaemon restarted to activate it.

With Power0££PDUQutlet set to true it means that CMDaemon, after receiving an IPMI-based power
off instruction for a node, and after powering off that node, also subsequently powers off the PDU port.
Powering off the PDU port shuts down the BMC, which saves some additional power—typically a few
watts per node. When multiple nodes share the same PDU port, the PDU port only powers off when all
nodes served by that particular PDU port are powered off.

When a node has to be started up again the power is restored to the node. It is important that the
node BIOS is configured to automatically power on the node when power is restored.

For a device which cannot be controlled through any of the standard existing power control options, it
is possible to set a custom power management script. This is then invoked by the cluster management
daemon on the head node whenever a power operation for the device is done.

Power operations are described further in section 4.2.
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Using custompowerscript

To set a custom power management script for a device, the powercontrol attribute is set by the admin-
istrator to custom using either Base View or cmsh, and the value of custompowerscript is specified by
the administrator. The value for custompowerscript is the full path to an executable custom power
management script on the head node(s) of a cluster.

A custom power script is invoked with the following mandatory arguments:
myscript <operation> <device>

where <device> is the name of the device on which the power operation is done, and <operation>
is one of the following;:

ON

OFF
RESET
STATUS

On success a custom power script exits with exit code 0. On failure, the script exits with a non-zero
exit-code.

Using custompowerscriptargument

The mandatory argument values for <operation> and <device> are passed to a custom script for pro-
cessing. For example, in bash the positional variables $1 and $2 are typically used for a custom power
script. A custom power script can also be passed a further argument value by setting the value of
custompowerscriptargument for the node via cmsh or Base View. This further argument value would
then be passed to the positional variable $3 in bash.

An example custom power script is located at /cm/local/examples/cmd/custompower. In it, setting
$3 to a positive integer delays the script via a sleep command by $3 seconds.

An example that is conceivably more useful than a “sleep $3” command is to have a “wakeonlan
$3” command instead. If the custompowerscriptargument value is set to the MAC address of the node,
that means the MAC value is passed on to $3. Using this technique, the power operation ON can then
carry out a Wake On LAN operation on the node from the head node.

Setting the custompowerscriptargument can be done like this for all nodes:

#!/bin/bash
for nodename in $(cmsh -c "device; foreach * (get hostname)")
do
macad="cmsh -c "device use $nodename; get mac"”
cmsh -c "device use $nodename; set customscriptargument $macad; commit"
done

The preceding material usefully illustrates how custompowerscriptargument can be used to pass on
arbitrary parameters for execution to a custom script.

However, the goal of the task can be achieved in a simpler and quicker way using the environment
variables available in the cluster management daemon environment (section 3.3.1 of the Developer Man-
ual). This is explained next.

Using Environment Variables With custompowerscript
Simplification of the steps needed for custom scripts in CMDaemon is often possible because there are
values in the CMDaemon environment already available to the script. A line such as:

env > /tmp/env

added to the start of a custom script dumps the names and values of the environment variables to
/tmp/env for viewing.
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One of the names is $CMD_MAC, and it holds the MAC address string of the node being considered.

So, it is not necessary to retrieve a MAC value for custompowerscriptargument with a bash script
as shown in the previous section, and then pass the argument via $3 such as done in the command
“wakeonlan $3”. Instead, custompowerscript can simply call “wakeonlan $CMD_MAC” directly in the
script when run as a power operation command from within CMDaemon.

4.1.5 Hewlett Packard iLO-Based Power Control

iLO Configuration During Installation

If “Hewlett Packard” is chosen as the node manufacturer during installation (section 3.3.11 of the In-
stallation Manual), and the nodes have an iLO management interface, then Hewlett-Packard’s iLO man-
agement package, hponcfg, is installed by default on the nodes and head nodes.

iLO Configuration After Installation
If “Hewlett Packard” has not been specified as the node manufacturer during installation then it can
be configured after installation as follows:

The hponcfg rpm package is normally obtained and upgraded for specific HP hardware from the
HP website. Using an example of hponcfg-3.1.1-0.noarch.rpm as the package downloaded from the
HP website, and to be installed, the installation can then be done on the head node, the software image,
and in the node-installer as follows:

rpm -iv hponcfg-3.1.1-0.noarch.rpm
rpm --root /cm/images/default-image -iv hponcfg-3.1.1-0.noarch.rpm
rpm --root /cm/node-installer -iv hponcfg-3.1.1-0.noarch.rpm

To use iLO on a node, the iLO interface of the node is set up just like the IPMI interfaces as outlined
in section 4.1.2. That is, using “set powercontrol ilo0” instead of “set powercontrol ipmi0”. BCM
treats HP iLO interfaces just like regular IPMI interfaces, except that the interface names are i100, ilol...
instead of ipmiO, ipmil...

For example, nodes in the default category can be brought under iLO power control as follows:

Example

[myclusterly device foreach -c default (set powercontrol ilo0)

[mycluster]’, device commit

4.1.6 Dell drac-based Power Control
Dell drac configuration is covered on page 134.

4.1.7 Redfish-Based and CIMC-Based Power Control
Section 3.7 describes setting up networking and authentication for Redfish/CIMC, as well as for
IPMI/iLO/DRAC interfaces.

4.2 Power Operations

4.2.1 Power Operations Overview

Main Power Operations

Power operations may be carried out on devices from either Base View or cmsh. There are four main
power operations:

® power on
® power off

* power reset: power off a device and power it on again after a brief delay (is not implemented for
racks)

* power status: check the power status and display a response
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Scheduling-related Power Operations
There are also scheduling-related power operations, which are currently (December 2018) only accessible
via cmsh. Scheduling-related power operations are power operations associated with managing and
viewing explicitly-scheduled execution.

Scheduled execution of power operations can be carried out explicitly via the --at, --after, -d,
and --parallel-delay options. The scheduling-related power operations to manage and view such
scheduled power operations are:

* power wait: Identifies the devices that have power operations that are in the waiting state, i.e.
waiting to be carried out, and also outputs the number of operations that are waiting to be carried
out.

* power cancel: Cancels an operation in the waiting state (or busy state for racks). The devices on
which they should be cancelled can be specified.

* power list: Lists the power operations on the device and the states of the operations. Possible
states for the operations are:

- waiting: waiting to be executed

busy: are being executed

cancelled: have been cancelled

— done: have been executed

It is possible that power operations without an explicitly-scheduled execution time setting show up very
briefly in the output of power list and power wait. However, the output displayed is almost always
about the explicitly-scheduled power operations.

In Base View, executing the main power operations can be carried out as follows:

¢ using the vertical dots option within the Actions column for a device. This can be accessed for a
device—for example the head node—using the navigation path:

Devices > All Devices > Head Node > :

Clicking on the vertical dots then makes power operation menu items available (figure 4.2):
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Figure 4.2: Actions button, accessing the power operations

¢ using the vertical dots option within the Actions column for categories or nodegroups. This can
be accessed for a category—for example the default category—using the navigation path:

Grouping > Categories > default >

Power operations on nodes can be carried out from within the device mode of cmsh, via the power
command options.

Powering On
Powering on can be carried out on a list of nodes (page 72). Powering on node001, and nodes from
node018 to node033 (output truncated):

[mycluster]’ device power -n node001,node018..node033 on

apcO1:1 ............. [ oOn ] node001
apc02:8 ............. [ on ] node018
apc02:9 ............. [ on 1 node019

When a power operation is carried out on multiple devices, CMDaemon ensures that a 1 second delay
occurs by default between successive devices. This helps avoid power surges on the infrastructure.

Delay Period Between Nodes

The delay period can be modified from within the device mode of cmsh, by using the -d| --delay option
of the power command. For example, the preceding power command can be run with a shorter, 10ms
delay with:

[mycluster]’ device power -n node001,node018..node033 -d 0.01 on

A 0-second delay (-d 0) should not be set for larger number of nodes, unless the power surge that
this would cause has been taken into consideration.
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Powering Up In Batches
Groups of nodes can be powered up “in batches”, according to power surge considerations. For exam-
ple, to power up 3 racks at a time (“in batches of 3”), the -p|--parallel option is used:

[mycluster]l’ device power on -p 3 rack[01-12]

By default, there is a delay of 20s between batch commands. So, in the preceding example, there is
a 20s pause before the each batch of the next three racks is powered up. For batch operation a delay of
-d 0is assumed, i.e. the nodes within in the rack are powered up without a built-in delay between the
nodes of the rack.

Thread Use During Powering Up

The default number of threads that are started up to handle powering up of all the nodes is 32. If the
hardware can cope with it, then it is possible to decrease startup time by increasing the default number of
threads used to handle powerup, by editing the PowerThreadPoolSize advanced configuration directive
in CMDaemon (page 904).

Powering Off Nodes
An example of powering off nodes is the following, where all nodes in the default category are powered
off, with a 100ms delay between nodes (some output elided):

[myclusterl’ device power off -c default -d 0.1

apcO1:1 ............. [ OFF 1 node001
apc01:2 ............. [ OFF 1 node002
apc23:8 ..., [ OFF ] node953

Getting The Power Status
The power status command lists the status for devices:

[mycluster]’, device power status -g mygroup
apc01:3 ............. [ oOn ] node003
apcO1:4 ............. [ OFF 1 node004

Getting The Power History
The power history command lists the last few power operations on nodes. By default it lists up to the
last 8.

[mycluster]’, device power history

Device Time Operation Success
node001 Sat Sep 14 03:35:03 2019 shutdown yes
node001 Fri Sep 20 14:28:38 2019 on yes
node002 Sat Sep 14 03:35:03 2019 shutdown yes
node002 Fri Sep 20 14:28:38 2019 on yes
node003 Sat Sep 14 03:35:03 2019 shutdown yes
node003 Fri Sep 20 14:28:38 2019 on yes

node004 Sat Sep 14 03:35:03 2019 shutdown yes
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The power Command Help Text
The help text for the power command in device mode is:

[basecmll->devicel’ help power

Name:

Usage:

Options:

power

power
power
power
power
power
power
power
power

-n, -

_g’ -

-c, -

-r, -

“h, -

-e, -

-m, -

-t, -

-i, -

-u, -

-1, -

- Manipulate or retrieve power state of devices

[OPTIONS] status
[OPTIONS] on

[OPTIONS] off
[OPTIONS] reset
[OPTIONS] list
[OPTIONS] history
[OPTIONS] cancel
[OPTIONS] wait <index>

-nodes <node>
List of nodes, e.g. node001..node015,n0de020. .n0de028,n0de030 or
~/some/file/containing/hostnames

-group <group>
Include all nodes that belong to the node group, e.g. testnodes or test0l,test03

-category <category>
Include all nodes that belong to the category, e.g. default or default,gpu

-rack <rack>
Include all nodes that are located in the given rack, e.g rackOl or
rackO1..rack04

-chassis <chassis>
Include all nodes that are located in the given chassis, e.g chassisOl or
chassis03..chassis05

-overlay <overlay>
Include all nodes that are part of the given overlay, e.g overlayl or
overlayl,overlayC

-image <image>
Include all nodes that have the given image, e.g default-image or
default-image,gpu-image

-type <type>
Type of devices, e.g node or virtualnode,cloudnode

-intersection

Calculate the intersection of the above selections

-union
Calculate the union of the above selections

-role role
Filter all nodes that have the given role
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-s, --status <status>
Only run command on nodes with specified status, e.g. UP, "CLOSED | DOWN",
"INST.*"

-b, --background
Run in background, output will come as events

-d, --delay <seconds>
Wait <seconds> between executing two sequential power commands. This option is
ignored for the status command

-f, --force
Force power command on devices which have been closed

-W, --overview

Group all power operation results into an overview

-p, --parallel <number>
Number of parallel option-items to be used per batch, default O (disabled)

--at <time>
Execute the operation at the provided time

--after <seconds>
Wait <seconds> before executing the operation

--parallel-delay <seconds>
Wait <seconds> between executing the next batch of parallel commands, default
20s

--parallel-dry-run
Only display the times at which operations will be executed, do not perform

any power operations

--retry-count <number>
Number of times to retry operation if it failed the first time (default 0)

--retry-delay <seconds>
Delay between consecutive tries of a failed power operation (default 3s)

--port <pdu>:<port>
Do the power operation directly on a pdu port.

Examples:
power status Display power status for all devices or current device
power on node(001 Power on node001
power on -n node00[1-2] Power on node001 and node002
power list List all pending power operations
power history List the last couple of power operations
power wait List all power operation that can be waited for
power wait 1 Wait for a power operation to be completed
pover wait all Wait for all power operations to be completed
power wait last Wait for the last given power operation to be completed

power off --after 10m Power off the current node after 10 minutes
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power off --at 23:55 Power off the current node today just before midnight

power cancel node001 Cancel all pending power operations for node001

power on -p 4 rack[01-80] Power on racks 1 to 80 in batches of 4. With a delay of 20s
between each batch. And a delay of Os between nodes.

power on --port pdul:1 Power on port 1 on pdul

power on --port pdul:[1-4] Power on port 1 through 4 on pdul

4.3 Power Infrastructure Overview

The device mode of cmsh provides several overview commands for inspecting the state of power in-
frastructure components.

4.3.1 PDU Overview
The pduoverview command displays information about Power Distribution Units (PDUs) and their con-
nected devices:

Example

[basecmll->devicel’ powerdistributionunit
Device : A0O2-P1-PDU-01

State : [ UP 1]
Model
Banks 2

OQutlets : 24

4.3.2 CDU Overview

The cduoverview command displays an overview of Cooling Distribution Units (CDUs) for liquid-
cooled systems. It shows supply and return temperatures, differential and system pressure, liquid flow
rate, and the racks served by each CDU:

Example

[basecml1l->devicel’ cduoverview
Hostname Supply temp Return temp Diff pressure Sys pressure Flow Available Status Racks

CDU data is provided by a conforming Building Management System (BMS) using MQTT. The inte-
gration of BMS with BCM is covered in section 3.3.1 of the NVIDIA Mission Control Manual.

An example list of CDU measurables is given in section section 11.5 of the NVIDIA Mission Control
Manual.

4.3.3 Power Shelf Overview
Power shelf configuration is covered in Chapter 4 of the NVIDIA Mission Control Manual).

The powershelfoverview command (section 4.1 of the NVIDIA Mission Control Manual) displays
an overview of a particular power shelf, showing the measurements from its PSUs (6 in the following
example):

Example

[basecm11->device*[BO5-P1-PWR-0111% powershelfoverview
Input Input Input Rail Rail Rail Fan
Supply power current voltage power current voltage Temperature speed Healthy
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1 679 W 2.98 A 240.75V 652 W 13.06 A 49.85 V 44 C 6.7 KRPM  PASS
2 632 W 2.8 A 240.75V 607 W 12.18 A 49.87 V 44 C 6.6 KRPM  PASS
3 599 W 2.64 A 240.75V 575 W 11.48 A 49.87 V 43 C 6.8 KRPM  PASS
4 509 W 2.63 A 240.75V 575 W 11.51 A 49.89 V 43 C 6.8 KRPM  PASS
5 617 W 2.76 A 240.5V 574 W 11.5 A 49.87 V 43 C 6.9 KRPM  PASS
6 609 W 2.64 A 240.5V 584 W 11.7 A 49.87 V 43 C 6.6 KRPM  PASS

An example list of power shelf measurables is given in section 11.4 of the NVIDIA Mission Control
Manual.

4.4 Monitoring Power

Monitoring power consumption is important since electrical power is an important component of the
total cost of ownership for a cluster. The monitoring system of BCM collects power-related data from
PDUs in the following metrics:

* PDUBankLoad: Phase load (in amperes) for one (specified) bank in a PDU

* PDULoad: Total phase load (in amperes) for one PDU

Chapter 10 on cluster monitoring has more on metrics and how they can be visualized.

4.5 Switch Configuration To Survive Other Device Power Downs

Besides the nodes and the BMC interfaces being configured for power control, it may be necessary
to check that switches can handle power on and off network operations properly. Interfaces typically
negotiate the link speed down to reduce power while still supporting Wake On Lan and other features.
During such renegotiations the switch may lose connectivity to the node or BMC interface. This can
happen if dynamic speed negotiation is disabled on the switch. Dynamic speed negotiation should
therefore be configured to be on on the switch in order to reduce the chance that the state of devices on
the networks is not misunderstood, so that a node does not, for example, try to provision from a node
in a powered-down state,
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This chapter covers node provisioning. Node provisioning is the process of how nodes obtain an image.
Typically, this happens during their stages of progress from power-up to becoming active in a cluster,
but node provisioning can also take place when updating a running node.

Section 5.1 describes the stages leading up to the loading of the kernel onto the node.

Section 5.2 covers configuration and behavior of the provisioning nodes that supply the software
images.

Section 5.3 describes the configuration and loading of the kernel, the ramdisk, and kernel modules.

Section 5.4 elaborates on how the node-installer identifies and places the software image on the node
in a 13-step process.

Section 5.5 explains node states during normal boot, as well node states that indicate boot problems.

Section 5.6 describes how running nodes can be updated, and modifications that can be done to the
update process.

Section 5.7 explains how to add new nodes to a cluster so that node provisioning will work for these
new nodes too. The Base View and cmsh front ends for creating new node objects and properties in
CMDaemon are described.

Section 5.8 describes troubleshooting the node provisioning process.

Immediately after powering up a node, and before it is able to load up the Linux kernel, a node starts
its boot process in several possible ways:

By default, nodes boot from the network when using BCM. This is called a network boot. On the x86_64
(amd64) architecture it is known as a PXE boot (often pronounced as “pixie boot”). It is recommended
as a BIOS setting for nodes. The head node runs a tftpd server that is managed by systemd. The tftpd
server supplies the boot loader from within the default software image (section 2.1.2) offered to nodes.

The boot loader runs on the node and displays a menu (figure 5.1) based on loading a menu mod-
ule within a configuration file. The default configuration files offered to nodes are located under
/tftpboot/pxelinux.cfg/ on the head node. To implement changes in the files, CMDaemon may need
to be restarted, or the updateprovisioners command (page 244) can be run.

The default configuration files give instructions to the menu module of PXElinux. The instruction set
used is documented at http://www.syslinux.org/wiki/index.php/Comboot/menu.c32, and includes
the TIMEQUT, LABEL, MENU LABEL, DEFAULT, and MENU DEFAULT instructions.

The PXE TIMEQUT Instruction
During the display of the PXE boot menu, a selection can be made within a timeout period to boot the
node in a several ways. Among the options are some of the install mode options (section 5.4.4). If no
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Figure 5.1: PXE boot menu options

selection is made by the user within the timeout period, then the AUTO install mode option is chosen by
default.

In the PXE menu configuration files under pxelinux.cfg/, the default timeout of 5 seconds can be
adjusted by changing the value of the “TIMEOUT 50” line. This value is specified in deciseconds.

TIMEQUT 300 # changed timeout from 50 (=5 seconds)

The PXE LABEL And MENU LABEL Instructions
LABEL: The menu configuration files under pxelinux.cfg/ contain several multiline LABEL state-
ments.

Each LABEL statement is associated with a kernel image that can be loaded from the PXE boot menu
along with appropriate kernel options.

Each LABEL statement also has a text immediately following the LABEL tag. Typically the text is a
description, such as linux, main, RESCUE, and so on. If the PXE menu module is not used, then tab com-
pletion prompting displays the list of possible text values at the PXE boot prompt so that the associated
kernel image and options can be chosen by user intervention.

MENU LABEL: By default, the PXE menu module is used, and by default, each LABEL statement also
contains a MENU LABEL instruction. Each MENU LABEL instruction also has a text immediately following
the MENU LABEL tag. Typically the text is a description, such as AUTO, RESCUE and so on (figure 5.1). Using
the PXE menu module means that the list of the MENU LABEL text values is displayed when the PXE boot
menu is displayed, so that the associated kernel image and options can conveniently be selected by user
intervention.

The PXE DEFAULT And MENU DEFAULT Instructions

DEFAULT: If the PXE menu module is not used and if no MENU instructions are used, and if there is

no user intervention, then setting the same text that follows a LABEL tag immediately after the DEFAULT

instruction, results in the associated kernel image and its options being run by default after the timeout.
By default, as already explained, the PXE menu module is used. In particular it uses the setting:

DEFAULT menu.c32 to enable the menu.

MENU DEFAULT: If the PXE menu module is used and if MENU instructions are used, and if there is no
user intervention, then setting a MENU DEFAULT tag as a line within the multiline LABEL statement results
in the kernel image and options associated with that LABEL statement being loaded by default after the
timeout.
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The CMDaemon PXE Label Setting For Specific Nodes

The MENU DEFAULT value by default applies to every node using the software image that the PXE menu
configuration file under pxelinux.cfg/ is loaded from. To override its application on a per-node basis,
the value of PXE Label can be set for each node.

* Some simple examples of overriding the default MENU DEFAULT value are as follows:

- For example, using cmsh:

[root@basecmll ~]# cmsh
[basecm11]’ device use node001
[basecmll->device[node001]]’ set pxelabel MEMTEST ; commit

Carrying it out for all nodes in the default category can be done, for example, with:

[root@basecmll ~]# cmsh
[basecm11]’ device
[basecmll->devicel) foreach -c default (set pxelabel MEMTEST)

[basecmll->device*]) commit

The value of pxelabel can be cleared with:

[root@basecmll ~]# cmsh -c "device; foreach -c default (clear pxelabel); commit"

— In Base View, the PXE label can be set for a node node001 using the navigation path

Devices > All Devices > Physical Node[node001] [Z4 IS Settings > Provisioning > PXE
Label
which leads to a screen as in (figure 5.2):
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Devices

restart networking

All Devices
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Node Creation Wizard
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Infrastructure

Figure 5.2: Base View PXE Label option
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¢ A more complicated example of overriding the default MENU DEFAULT value now follows. Al-
though it helps in understanding how PXE labels can be used, it can normally be skipped because
the use case for it is unlikely, and the details are involved.

In this example, pxelabel is set by the administrator using Base View or cmsh to localdrive.
This will then set the node to boot from the first local drive and not the node-installer. This is a
setting that is discouraged since it usually makes node management harder, but it can be used by
administrators who do not wish to answer any prompt during node boot, and also want the node
drives to have no risk of being overwritten by the actions of the node-installer, and also want the
system to be up and running quite fully, even if not necessarily provisioned with the latest image
from the head node.

Here, the overwriting-avoidance method relies on the nodes being associated with a configuration
file under pxelinux.cfg at the time that the localdrive setting is done. However, nodes that are
unidentified, or are identified later on, will have their MENU DEFAULT value still set to a default
pxelabel value set in the files under /tftpboot/pxelinux.cfg/, which is the value linux by
default, and which is associated with a code block in that file with the label LABEL 1inux. To make
such (as yet) unidentified nodes boot to a localdrive setting instead, requires modifying the files
under /tftpboot/pxelinux.cfg/, so that the MENU DEFAULT line is associated with the code block
of LABEL localdrive rather than the code block of LABEL linux.

There are two methods other than using the preceding pxelabel method to deal with the risk of
overwriting. Unlike the pxelabel method however, these methods can interrupt node booting, so
that the node does not progress to being fully up until the administrator takes further action:

1. If it is acceptable that the administrator manually enters a confirmation as part of the boot
process when a possible overwrite risk is found, then the datanode method (section 5.4.4)
can be used.

2. If it is acceptable that the boot process halts on detecting a possible overwrite risk, then the
XML assertions method (Appendix D.11) is recommended.

Changing The Install Mode Or Default Image Offered To Nodes
The selections offered by the PXE menu are pre-configured by default so that the AUTO menu option by
default loads a kernel, runs the AUTO install mode, and eventually the default-image software image is
provisioned.

Normally administrators should not be changing the install mode, kernel, or kernel options in the
PXE menu configuration files under pxelinux.cfg/.

More on changing the install mode is given in section 5.4.4. More on changing software images,
image package management, kernels, and kernel options, is to be found in Chapter 9.

Also by default, on disked nodes, iPXE software is placed on the drive during node installation. If the
boot instructions from the BIOS for PXE booting fail, and if the BIOS instructions are that a boot attempt
should then be made from the hard drive, it means that a PXE network boot attempt is done again, as
instructed by the bootable hard drive. This can be a useful fallback option that works around certain
BIOS features or problems.

On clusters that have InfiniBand hardware, it is normally used for data transfer as a service after the
nodes have fully booted up (section 3.6). InfiniBand can also be used for PXE booting (described here)
and used for node provisioning (section 5.3.3). However these uses are not necessary, even if InfiniBand
is used for data transfer as a service later on, because booting and provisioning is available over Eth-
ernet by default. This section (about boot over InfiniBand) may therefore safely be skipped when first
configuring a cluster.


/tftpboot/pxelinux.cfg/
/tftpboot/pxelinux.cfg/
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Booting over InfiniBand using PXE is enabled by carrying out these 3 steps:

1. Making BCM aware that nodes are to be booted over InfiniBand. Node booting (section 3.2.3,
page 110) can be set from cmsh or Base View as follows:

(a) From cmsh’s network mode: If the InfiniBand network name is ibnet, then a cmsh command
that will set it is:
cmsh -c "network; set ibnet nodebooting yes; commit"

(b) From Base View: The Settings window for the InfiniBand network, for example ibnet, can
be accessed from the Networking resource using the navigation path:

Networking > Networks > ibnet Z4JS Settings

This is similar to figure 3.5, but for ibnet. The Node booting option for ibnet is then enabled
and saved.

If the InfiniBand network does not yet exist, then it must be created (section 3.2.2). The recom-
mended default values used are described in section 3.6.3. The MAC address of the interface in
CMDaemon defaults to using the GUID of the interface.

The administrator should also be aware that the interface from which a node boots, (conveniently
labeled BOOTIF), must not be an interface that is already configured for that node in CMDaemon.
For example, if BOOTIF is the device ib0, then ib0 must not already be configured in CMDaemon.
Either BOOTIF or the ib0 configuration should be changed so that node installation can succeed. It
is recommended to set BOOTIF to etho if the ib0 device should exist.

2. Flashing iPXE onto the InfiniBand HCAs. (The ROM image is obtained from the HCA vendor).

3. Configuring the BIOS of the nodes to boot from the InfiniBand HCA.

All MAC addresses become invalid for identification purposes when changing from booting over
Ethernet to booting over InfiniBand.

Administrators who enable iPXE booting almost always wish to provision over InfiniBand too. Con-
figuring provisioning over InfiniBand is described in section 5.3.3.

Besides PXE booting from only the network, a node can also be configured using PXE to step over to
using its own drive to start booting and get to the stage of loading up its kernel entirely from its drive,
just like a normal standalone machine. This can be done by setting PXE LABEL to localdrive (page 233).

ARMvS8 nodes use a network boot implementation that differs slightly from the x86 PXE boot implemen-
tation. The actual firmware that starts up on ARMv8 nodes depends on the environment the hardware
is in. Networking is then started by the firmware and the network requests what to boot. The head node
however then sends out a GRUB binary instead of an iPXE binary. The GRUB binary then runs on the
regular node, and fetches the kernel and initrd using TFTP. The node-installer then runs on the nodes
and follows the same steps as in the x86 process.

The protocol used by network booting is set with the parameter bootloaderprotocol. It is set to HTTP
by default at category level:

[basecmll->category [mydefaultimage]]’ get bootloaderprotocol
HTTP



238 Node Provisioning

The protocol can be modified at category or node level, to one of the values HTTP, HTTPS, or TFTP:

[basecmli->device[node0011]% get bootloaderprotocol

HTTP (mydefaultimage)

[basecmll->device[node001]]7 set bootloaderprotocol <TAB><TAB>
http https tftp

[basecmll->device[node001]]7, set bootloaderprotocol tftp
[basecm11->device*[node001*]]% commit
[basecmli->device[node0011]% get bootloaderprotocol

TFTP

If the protocol has the setting of HTTP, then initial PXE booting actually still uses the TFTP protocol
on x86_64 hardware. However, a switchover to the HTTP protocol is done when loading up the kernel
and RAM disk.

The HTTPS protocol for node booting should almost never be used, because it is rarely implemented
in hardware.

The action of providing a boot image to a node using DHCP and TFTP is known as providing node
booting. Node provisioning (section 5.2), on the other hand, is about provisioning the node with the rest
of the node image.

Roles in general are introduced in section 2.1.5. The boot role is one such role that can be assigned to
a regular node. The boot role configures a regular node so that it can then provide node booting. The
role cannot be assigned or removed from the head node—the head node always has a boot role.

The boot role is assigned by administrators to regular nodes if there is a need to cope with the
scaling limitations of TFTP and DHCP. TFTP and DHCP services can be overwhelmed when there are
large numbers of nodes making use of them during boot. An example of the scaling limitations may be
observed, for example, when, during the powering up and network booting attempts of a large number
of regular nodes from the head node, it turns out that random different regular nodes are unable to boot,
typically due to network effects.

One implementation of boot role assignment might therefore be, for example, to have a several
groups of racks, with each rack in a subnet, and with one regular node in each subnet that is assigned
the boot role. The boot role regular nodes would thus take the DHCP and TFTP load off the head node
and onto themselves for all the nodes in their associated subnet, so that all nodes of the cluster are then
able to boot without networking issues.

The action of transferring the software image to the nodes is called node provisioning, and is done by
special nodes called the provisioning nodes. More complex clusters can have several provisioning nodes
configured by the administrator, thereby distributing network traffic loads when many nodes are boot-
ing.

Creating provisioning nodes is done by assigning a provisioning role to a node or category of nodes.
Similar to how the head node always has a boot role (section 5.1.7), the head node also always has a
provisioning role.

The provisioning role has several parameters that can be set:
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Property
allImages

localimages

sharedimages

Provisioning slots

nodegroups

localprovisioning

Description

The following values decide what images the provisioning node
provides:

® onlocaldisk (the default): all images on the local disk, regard-
less of any other parameters set

® onlocaldiskexceptsharedimages: all images on the local
disk, except for shared images

® onsharedstorage: all images on the shared storage, regardless
of any other parameters set

e no: only images listed in the localimages or sharedimages
parameters, described next

A list of software images on the local disk that the provisioning node
accesses and provides. The list is used only if al1Images is “no”.

A list of software images on the shared storage that the provisioning
node accesses and provides. The list is used only if allImages is

" ”

no

The maximum number of nodes that can be provisioned in parallel
by the provisioning node. The optimum number depends on the in-
frastructure. The default value is 10, which is safe for typical cluster
setups. Setting it lower may sometimes be needed to prevent net-
work and disk overload.

A list of node groups (section 2.1.4). If set, the provisioning node
only provisions nodes in the listed groups. Conversely, nodes in one
of these groups can only be provisioned by provisioning nodes that
have that group set. Nodes without a group, or nodes in a group not
listed in nodegroups, can only be provisioned by provisioning nodes
that have no nodegroups values set. By default, the nodegroups list
is unset in the provisioning nodes. The nodegroups setting is typi-
cally used to set up a convenient hierarchy of provisioning, for ex-
ample based on grouping by rack and by groups of racks.

If set to yes (the default), then it speeds up the initial provisioning
of cloud directors and cloud provisioning nodes (section 3.2 of the
Cloudbursting Manual) . Also if set to yes, if a software image is used
as the rootfs of the provisioning node and is also to be used by that
node to provision other cloud nodes, then during the initial FULL
install (page 270) that image is transferred only once to the provi-
sioning node, instead of twice.

A provisioning node keeps a copy of all the images it provisions on its local drive, in the same
directory as where the head node keeps such images. The local drive of a provisioning node must
therefore have enough space available for these images, which may require changes in its disk layout.

In the following cmsh example the administrator creates a new category called misc. The default cate-
gory default already exists in a newly installed cluster.

The administrator then assigns the role called provisioning, from the list of available assignable
roles, to nodes in the misc category. After the assign command has been typed in, but before entering
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the command, tab-completion prompting can be used to list all the possible roles. Assignment creates
an association between the role and the category. When the assign command runs, the shell drops into
the level representing the provisioning role.

If the role called provisioning were already assigned, then the use provisioning command would
drop the shell into the provisioning role, without creating the association between the role and the
category.

As an aside from the topic of provisioning, from an organizational perspective, other assignable roles
include monitoring, storage, and failover.

Once the shell is within the role level, the role properties can be edited conveniently.

For example, the nodes in the misc category assigned the provisioning role can have
default-image set as the image that they provision to other nodes, and have 20 set as the maximum
number of other nodes to be provisioned simultaneously (some text is elided in the following example):

[basecm11]’ category add misc

[basecmll->category*[misc*]] roles

[basecmll->category* [misc*]->roles]’, assign provisioning
[basecmll...*]->roles*[provisioning*]]’} set allimages no
[basecmll...*]->roles*[provisioning*]]J set localimages default-image
[basecmll...*]->roles*[provisioning*]]), set provisioningslots 20
[basecmll...*]->roles*[provisioning*]]J show

Parameter Value

Name provisioning
Revision

Type ProvisioningRole
Add services yes
Provisioning slots 20

All images no

Include revisions of local images yes

Local provisioning yes

Local images default-image
Shared images

Nodegroups

Categories

Racks

Load weight 0.000000

[basecmll->category* [misc*]->roles*[provisioning*]]}, commit
[basecmll->category[misc]->roles[provisioning]ly

Assigning a provisioning role can also be done for an individual node instead, if using a category
is deemed overkill:

[basecm11]’ device use node001
[basecmll->device[node001]]% roles
[basecmll->device[node001]->roles]’ assign provisioning

[basecml1->device*[node001*]->roles*[provisioning*]1%

A role change configures a provisioning node, but does not directly update the provisioning node
with images. After carrying out a role change, BCM runs the updateprovisioners command described
in section 5.2.4 automatically, so that regular images are propagated to the provisioners. The propa-
gation can be done by provisioners themselves if they have up-to-date images. CMDaemon tracks the



5.2 Provisioning Nodes 241

provisioning nodes role changes, as well as which provisioning nodes have up-to-date images available,
so that provisioning node configurations and regular node images propagate efficiently. Thus, for ex-
ample, image update requests by provisioning nodes take priority over provisioning update requests
from regular nodes.

The provisioning configuration outlined in cmsh mode in section 5.2.2 can be done using Base View too,
as follows:
A misc category can be added using the navigation path
Grouping > Categories > + Add > Settings <name>
That is, within the Settings tab, the node category should be given a name misc (figure 5.3), and saved:

<ANVIDIA. Base View

Cluster Categories

Networking

CategoryE ; / Add Category
Provisioning

Settings
Grouping

Categories
= ‘ @ misq

Configuration Overlays

User n gin

Node Groups O Not set @ ALways

Devices Data

If enable will n . Allow nodes to update ifefg files and

inetall wi i ractart natwnrkina

Datacenter
Infrastructure

HPC

Figure 5.3: Base View: Adding A misc Category

The Roles window can then be opened by using the relative navigation path from the misc category
pane:
> Roles [ > + Add
A scrollable list of available roles is then displayed, (figure 5.4):
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Figure 5.4: Base View: Setting A provisioning Role

If the category misc already exists, then the equivalent navigation path would be

Grouping > Categories > misc Z > Settings Roles (4 > + add

to display the same scrollable list of available roles (figure 5.4).
After selecting a role, the role can be saved using the Commit Category button there. A warning is
displayed if the configuration properties have any issues. The warning can be examined by clicking

through (figure 5.5):
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default-image &
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Figure 5.5: Base View: Warning When Setting A provisioning Role

The configuration properties of the role can be edited. To access the provisioning role properties in
the misc category, the full navigation path would be:

Grouping > Categories > misc Z > Settings Roles Z > provisioning @

This brings up a pane where values can be modified (figure 5.6):
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Figure 5.6: Base View: Configuring A provisioning Role

For example:

e the Provisioning slots setting decides how many images can be supplied simultaneously from
the provisioning node

e the A1l images setting decides if the role provides all images
¢ the Local images setting decides what images the provisioning node supplies from local storage
¢ the Shared images setting decides what images the provisioning node supplies shared storage.

The settings can be saved with the Commit Category button of figure 5.6. The images offered by the
provisioning role in the navigation path:

Grouping > Categories > misc [ > Settings Roles [ > provisioning (4 > local or shared
software image for provisioning

should not be confused with the software image setting of the misc category itself, which is the image
the provisioning node requests for itself from the category, as seen in the navigation path:

Grouping > Categories > misc =z > Settings > Software image [software image for category]

The head node does housekeeping tasks for the entire provisioning system. Provisioning is done on
request for all non-head nodes on a first-come, first-serve basis. Since provisioning nodes themselves,
too, need to be provisioned, it means that to cold boot an entire cluster up quickest, the head node
should be booted and be up first, followed by provisioning nodes, and finally by all other non-head
nodes. Following this start-up sequence ensures that all provisioning services are available when the
other non-head nodes are started up.

Some aspects of provisioning housekeeping are discussed next:

Provisioning Node Selection

When a node requests provisioning, the head node allocates the task to a provisioning node. If there
are several provisioning nodes that can provide the image required, then the task is allocated to the
provisioning node with the lowest number of already-started provisioning tasks.
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Limiting Provisioning Tasks With MaxNumber0fProvisioningThreads

Besides limiting how much simultaneous provisioning per provisioning node is allowed with
Provisioning Slots (section 5.2.1), the head node also limits how many simultaneous provisioning
tasks are allowed to run on the entire cluster. This is set using the MaxNumber0fProvisioningThreads
directive in the head node’s CMDaemon configuration file, /etc/cmd . conf, as described in Appendix C.

Provisioning Tasks Deferral and Failure
A provisioning request is deferred if the head node is not able to immediately allocate a provisioning
node for the task. Whenever an ongoing provisioning task has finished, the head node tries to re-allocate
deferred requests.

A provisioning request fails if an image is not transferred. 5 retry attempts at provisioning the image
are made in case a provisioning request fails.

A provisioning node that is carrying out requests, and which loses connectivity, has its provisioning
requests remain allocated to it for 180 seconds from the time that connectivity was lost. After this time
the provisioning requests fail.

Provisioning Role Change Notification With updateprovisioners

The updateprovisioners command is used to update the image on the provisioning nodes.
It can be accessed from the softwareimage mode in cmsh.
It can also be accessed from Base View, using the navigation path:

Software Images > > Provisioning > Update provisioner

In the examples in section 5.2.2, changes were made to provisioning role attributes for an individual
node as well as for a category of nodes. This automatically ran the updateprovisioners command.

The updateprovisioners command runs automatically if CMDaemon is involved during software
image changes or during a provisioning request. If on the other hand, the software image is changed
outside of the CMDaemon front ends (Base View and cmsh), for example by an administrator adding a
file by copying it into place from the bash prompt, then updateprovisioners should be run manually
to update the provisioners.

In any case, if it is not run manually, then by default it runs every midnight (UTC). The scheduling
period can be adjusted with the autoupdateperiod setting:

[root@basecmll ]# cmsh

[basecm11]’, partition use base

[basecmli->partition[base]]’ provisioningsettings
[basecmli->partition[base]->provisioningsettings]) get autoupdateperiod
[basecmll->partition[base]->provisioningsettings]’ 86400
[basecmli->partition[base]->provisioningsettings]’ # is UTC epoch start time modulo 24 hours
[basecmll->partition[base]->provisioningsettings]’, # set UTC epoch start time modulo 18 hours:
[basecmli->partition[base]->provisioningsettings]) set autoupdateperiod 64800
[basecmli->partition*[basex]->provisioningsettings#*]% commit

When the default updateprovisioners is invoked manually, the provisioning system waits for all
running provisioning tasks to end, and then updates all images located on any provisioning nodes by
using the images on the head node. It also re-initializes its internal state with the updated provisioning
role properties, i.e. keeps track of what nodes are provisioning nodes.

The default updateprovisioners command, run with no options, updates all images. If run from
cmsh with a specified image as an option, then the command only does the updates for that particular
image. A provisioning node undergoing an image update does not provision other nodes until the
update is completed.
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[basecm11]’ softwareimage updateprovisioners
Provisioning nodes will be updated in the background.

Sun Dec 12 13:45:09 2010 basecmll: Starting update of software image(s))\
provisioning node(s). (user initiated).

[basecm11]’ softwareimage updateprovisioners [basecm11]

Sun Dec 12 13:45:41 2010 basecmll: Updating image default-image on prov)\
isioning node node001.

[basecm11]’

Sun Dec 12 13:46:00 2010 basecmll: Updating image default-image on prov\
isioning node node00l1 completed.

Sun Dec 12 13:46:00 2010 basecmll: Provisioning node node001 was updated
Sun Dec 12 13:46:00 2010 basecmll: Finished updating software image(s) \
on provisioning node(s).

Provisioning Role Draining And Undraining Nodes With drain, undrain
The drain and undrain commands to control provisioning nodes are accessible from within the
softwareimage mode of cmsh.

If a node is put into a drain state, then all currently active provisioning requests continue until they
are completed. However, the node is not assigned any further pending requests, until the node is put
back into an undrain state.

[basecmll->softwareimagel’ drain -n master
Nodes drained

[basecmll->softwareimagel]’ provisioningstatus
Provisioning subsystem status

Pending request: node001, node002
Provisioning node status:

+ basecmil

Slots: 1/ 10

State: draining
Active nodes: node003

Up to date images: default-image

[basecmll->softwareimagel’ provisioningstatus
Provisioning subsystem status

Pending request: node001, node002
Provisioning node status:

+ basecmll

Slots: 0/ 10

State: drained
Active nodes: none

Up to date images: default-image

To drain all nodes at once, the --role option can be used, with provisioning role as its value. All
pending requests then remain in the queue, until the nodes are undrained again.

[basecmll->softwareimagel’ drain --role provisioning
. . . Time passes. Pending
requests stay in the queue. Then
admin undrains it...
[basecmll->softwareimagel]’ undrain --role provisioning
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Provisioning Node Update Safeguards And dirtyautoupdatetimeout

The updateprovisioners command is subject to safeguards that prevent it running too frequently.
The minimum period between provisioning updates can be adjusted with a timeout parameter
dirtyautoupdatetimeout, which has a default value of 300s.

Exceeding the timeout does not by itself trigger an update to the provisioning node.

When the head node receives a provisioning request, it checks if the last update of the provisioning
nodes is more than the timeout period. If true, then an update is triggered to the provisioning node. The
update is disabled if the dirtyautoupdatetimeout is set to zero (false).

The parameter can be accessed and set within cmsh from partition mode:

[root@basecmll ]# cmsh

[basecm11]’, partition use base

[basecmli->partition[base]]’ provisioningsettings
[basecmli->partition[base]->provisioningsettings]i, get dirtyautoupdatetimeout
[basecmll->partition[base]->provisioningsettings]? 300
[basecmll->partition[base]->provisioningsettings]) set dirtyautoupdatetimeout O
[basecmll->partition*[base*]->provisioningsettings#*], commit

Within Base View the parameter is accessible using the navigation path:
Cluster > Settings > BMC Settings > Provisioning Settings > Eﬂ > Dirty auto update timeout

To prevent provisioning an image to the nodes, it can be locked (section 5.4.7). The provisioning
request is then deferred until the image is once more unlocked.

Synchronization Of Fspart Subdirectories To Provisioning Nodes
In BCM, an fspart is a subdirectory, and it is a filesystem part that can be synced during provisioning.
The fsparts can be listed with:

[root@basecmll ]# cmsh
[basecm11]’, fspart
[basecm11->fspart]y list

Path (key) Type Image
/cm/images/default-image image default-image
/cm/images/default-image/boot boot default-image:boot
/cm/node-installer node-installer

/cm/shared cm-shared

/tftpboot tftpboot

/var/spool/cmd/monitoring monitoring

The updateprovisioners command (page 244) is used to update image fsparts to all nodes with a
provisioning role.

The trigger command: is used to update non-image fsparts to off-premises nodes, such as cloud
directors and edge directors. The directors have a provisioning role for the nodes that they direct.
All of the non-image types can be updated with the --all option:

[basecm11->fspart]) trigger --all

The command help trigger in fspart mode gives further details.
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The info command: shows the architecture, OS, and the number of inotify watchers that track rsyncs
in the fspart subdirectory.

[basecmll->fspart]’ info

Path Architecture 0s Inotify watchers
/cm/images/default-image x86_64 rhel9 0
/cm/images/default-image/boot - - 0

/cm/node-installer x86_64 rhel9 0

/cm/shared x86_64 rhel9 0

/tftpboot - - 0
/var/spool/cmd/monitoring - - 0

[basecml1->fspart]) info -s (I#with size, takes longer)

Path Architecture 0s Inotify watchers Size
/cm/images/default-image x86_64 rhel9 0 4.8 GiB
/cm/images/default-image/boot - - 0 313 MiB
/cm/node-installer x86_64 rhel9 0 2.84 GiB
/cm/shared x86_64 rhel9 0 1.16 GiB
/tftpboot - - 0 3.5 MiB
/var/spool/cmd/monitoring - - 0 1.02 GiB

The locked, lock, and unlock commands:

¢ The locked command lists fsparts that are prevented from syncing.

[basecmll->fspart]’% locked
No locked fsparts

¢ The lock command prevents a specific fspart from syncing.

[basecmll->fspart]) lock /var/spool/cmd/monitoring
[basecml1->fspart]) locked
/var/spool/cmd/monitoring

® The unlock command unlocks a specific locked fspart again.

[basecmll->fspart]) unlock /var/spool/cmd/monitoring
[basecmll->fspart]’ locked
No locked fsparts

Access to excludelistsnippets: The properties of excludelistsnippets for a specific fspart can be
accessed from the excludelistsnippets submode:
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[basecmll->fspart]’ excludelistsnippets /tftpboot

[basecm11->fspart [/tftpboot]->excludelistsnippets]’ list
Name (key) Lines Disabled Mode sync  Mode full Mode update Mode grab Mode grab new

Default 2 no yes yes yes no no

[basecmll->fspart[/tftpboot] ->excludelistsnippets]’, show default

Parameter Value
Lines 2

Name Default
Revision

Exclude list # no need for rescue on nodes with a boot role,/rescue,/rescue/*
Disabled no

No new files no

Mode sync yes
Mode full yes
Mode update yes
Mode grab no

Mode grab new no

[basecmll->fspart [/tftpboot]->excludelistsnippets]’ get default excludelist
# no need for rescue on nodes with a boot role

/rescue

/rescue/*

Last Provisioning Node: lastprovisioningnode

The lastprovisioningnode command is run from within device mode. It displays a list of nodes, along
with the provisioning server that last provisioned each node. The lastprovisioningnode command
can be useful for tracking which provisioning nodes are handling the provisioning workload, and for
troubleshooting provisioning issues.

[basecmli->devicel’ lastprovisioningnode --inverse
Node Server

a06-u02-bcm-01

a06-u04-bcm-02

a06-u06-slurm-01 a06-u02-bcm-01
a06-ul1-k8s-admin-01 a06-u02-bcm-01
a06-ul3-k8s-admin-02 a06-u02-bcm-01
a06-ulb5-k8s-admin-03 a06-u02-bcm-01
a06-ul7-k8s-run-01 a06-u02-bcm-01
a06-u19-k8s-run-02 a06-u02-bcm-01
a06-u21-k8s-run-03 a06-u02-bcm-01
a07-p01-dgx-02-c01 a06-u02-bcm-01
a07-p01-dgx-02-c02 a06-u02-bcm-01
a07-p01-dgx-02-c03 a06-u04-bcm-02
a07-p01-dgx-02-c04 a06-u02-bcm-01

Without the --inverse option, the output is grouped by provisioning server instead of by node
(output truncated):
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[basecmll->devicel’ lastprovisioningnode
Server Node

a06-u02-bcm-01,a06-u04-bcm-02
a06-u02-bcm-01 a06-u06-slurm-01,a06-ul7-k8s-run-01,a07-p01-dgx-02-c01,...
a06-u04-bcm-02 a07-p01-dgx-02-c03,a07-p01-dgx-02-c05,a07-p01-dgx-02-c07,...

The lastprovisioningnode command has options to filter by node, category, rack, and so on. Its
help text (help lastprovisioningnode) has further details on its use.

Filesystem Partition Associations: fspartassociation

The fspartassociation command is run within device mode. It displays which filesystem partition
paths are associated with each node, whether the node is a provider, uses shared storage, and any
backup directory configurations. This is useful for understanding provisioning relationships and stor-
age configurations:

[basecmll->devicel’ fspartassociation

Hostname Path Provider Root Shared storage Backup directory
a06-u02-bcm-01 /cm/conf/all yes no no

a06-u02-bcm-01 /cm/images/default-image yes no no

a06-u02-bcm-01 /cm/images/dgx-image yes no no

a06-u02-bcm-01 /tftpboot yes no no

a06-u02-bcm-01 /var/spool/cmd/monitoring yes no no /var/spool/cmd/backup
a06-u04-bcm-02 /cm/conf/all yes no no

a06-u04-bcm-02 /cm/images/default-image  yes no no

a07-p01-dgx-02-c01 /cm/conf/all no no no

a07-p01-dgx-02-c01 /cm/images/dgx-image no yes mno

The fspartassociation command has options to filter by node, category, rack, and so on. Its help
text (help fspartassociation) gives further details on its use.

Aborting Provisioning With cancelprovisioningrequest
The cancelprovisioningrequest command is run from softwareimage mode, and cancels provision-
ing.

Its usage is:

cancelprovisioningrequest [OPTIONS] [<requestid> ...]

To cancel all provisioning requests, it can be run as:
basecmll:”™ # cmsh -c "softwareimage cancelprovisioningrequest -a"

The provisioningstatus command of cmsh, can be used to find request IDs. Individual request IDs,
for example 10 and 13, can then be specified in the cancelprovisioningrequest command, as:

basecmll:” # cmsh -c "softwareimage cancelprovisioningrequest 10 13"

The help page for cancelprovisioningrequest shows how to run the command on node ranges,
groups, categories, racks, chassis, and so on.
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5.3 The Kernel Image, Ramdisk And Kernel Modules

A software image is a complete Linux filesystem that is to be installed on a non-head node. Chapter 9
describes images and their management in detail.

The head node holds the head copy of the software images. Whenever files in the head copy are
changed using CMDaemon, the changes automatically propagate to all provisioning nodes using the
updateprovisioners command (section 5.2.4).

5.3.1 Booting To A “Good State” Software Image

When nodes boot from the network in simple clusters, the head node supplies them with a known good
state during node start up. The known good state is maintained by the administrator and is defined
using a software image that is kept in a directory of the filesystem on the head node. Supplementary
filesystems such as /home are served using NFS from the head node by default.

For a diskless node the known good state is copied over from the head node, after which the node
becomes available to cluster users.

For a disked node, by default, the hard disk contents on specified local directories of the node are
checked against the known good state on the head node. Content that differs on the node is changed to
that of the known good state. After the changes are done, the node becomes available to cluster users.

Each software image contains a Linux kernel and a ramdisk. These are the first parts of the image
that are loaded onto a node during early boot. The kernel is loaded first. The ramdisk is loaded next,
and contains driver modules for the node’s network card and local storage. The rest of the image is
loaded after that, during the node-installer stage (section 5.4).

5.3.2 Selecting Kernel Driver Modules To Load Onto Nodes

Kernel modules can be managed in softwareimage mode (using an image), in category mode (using a
category), or in device mode (using a node), as indicated by the following cmsh tree view of a newly-
installed cluster with default values:

cmsh
| -- category[default]
| | -- kernelmodules

| -- device] [node001]
I | -- kernelmodules

| -- softwareimage[default-image]
| | -- kernelmodules

As is usual in BCM,, if there are values specified at the lower levels in the hierarchy, then their values
override the values set higher up in the hierarchy. For example, modules specified at node level override
modules specified at category or software image level. Similarly modules specified at the category level
override whatever is specified at the software image level. The cluster administrators should be aware
that “override” for kernel modules appended to a kernel image means that any kernel modules defined
at a higher level are totally ignored—the modules from a lower level exclude the modules at the higher
level. A misconfiguration of kernel modules in the lower levels can thus prevent the node from starting
up.

Modules are normally just set at softwareimage level, using cmsh or Base View.

Kernel Driver Modules With cmsh
In cmsh, the modules that are to go on the ramdisk can be placed using the kernelmodules submode of
the softwareimage mode. The order in which they are listed is the attempted load order.

Within the kernelmodules submode, the import command can be used to import the kernel modules
list from:
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¢ asoftware image (-1|--image)
¢ anode (-n|--node)
* acategory (-c|--category)

The import replaces the original kernel modules list.

[basecm11]’ softwareimage use target-image
[basecmll->softwareimage[target-imagell’ kernelmodules
[basecmll->softwareimage[target-image] ->kernelmodules]’ import -i default-image
54 module(s) successfully imported.

[basecmll->softwareimage [target-image] ->kernelmodules*]? commit

Whenever a change is made using the kernelmodules submode to the kernel module selection of
a software image, CMDaemon automatically runs the createramdisk command. The createramdisk
command regenerates the ramdisk inside the initrd image and sends the updated image to all provi-
sioning nodes, to the image directory, set by default to /cm/images/default-image/boot/. The original
initrd image is saved as a file with suffix “.orig” in that directory. An attempt is made to generate the
image for all software images that CMDaemon is aware of, regardless of category assignment, unless
the image is protected from modification by CMDaemon with a FrozenFile directive (Appendix C).

The createramdisk command can also be run manually from within the softwareimage mode.

Kernel Driver Modules With Base View

In Base View the kernel modules for a particular image are managed through the Software images
resource, and then choosing the Kernel modules menu option of that image. For example, for the image
default-image, the navigation path that can be followed is:

Provisioning > Software images[default-imagel & > Settings > Kernel modules @

which opens up the KernelModule Entities screen. Kernel modules can be removed or added in this
screen (figure 5.7):

Software Image default-image Devices Overview

Softwarelmage Entities / default-image - Settings / KernelModule Entities

* Import + Add i Bulk actions Columns
Module Name Parameters Actions
aacraid
ahci
alc79xx
aicTxXxx

arcmsr

Figure 5.7: Base View: Selecting Kernel Modules For Software Images
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The screen allows

¢ the + Add option to be used to add a new kernel module

e the : > Delete option to be used to remove a kernel module
o the [ option to be used to set kernel module parameters

Manually Regenerating A Ramdisk

Regenerating a ramdisk manually using cmsh or Base View is useful if the kernel or modules have
changed without using CMDaemon. For example, after running a YUM update which has modified the
kernel or modules of the nodes (section 9.3). In such a case, the distribution would normally update
the ramdisk on the machine, but this is not done for the extended ramdisk for nodes in BCM. Not
regenerating the BCM ramdisk for nodes after such an update means the nodes may fail on rebooting
during the loading of the ramdisk (section 5.8.4).

An example of regenerating the ramdisk is seen in section 5.8.6.

Implementation Of Kernel Driver Via Ramdisk Or Kernel Parameter
Sometimes, testing or setting a kernel driver as a kernel parameter may be more convenient. How to do
that is covered in section 9.3.4.

On clusters that have InfiniBand hardware, it is normally used for data transfer as a service after the
nodes have fully booted up (section 3.6). It can also be used for PXE booting (section 5.1.3) and for node
provisioning (described here), but these are not normally a requirement. This section (about InfiniBand
node provisioning) may therefore safely be skipped in almost all cases when first configuring a cluster.

During node start-up on a setup for which InfiniBand networking has been enabled, the init process
runs the rdma script. For SLES the openib script is used instead of the rdma script. The script loads
up InfiniBand modules into the kernel. When the cluster is finally fully up and running, the use of
InfiniBand is thus available for all processes that request it.

Provisioning nodes over InfiniBand is not implemented by default, because the init process, which
handles initialization scripts and daemons, takes place only after the node-provisioning stage launches.
InfiniBand modules are therefore not available for use during provisioning, which is why, for default
kernels, provisioning in BCM is done using Ethernet.

Provisioning at the faster InfiniBand speeds rather than Ethernet speeds is however a requirement
for some clusters. To get the cluster to provision using InfiniBand requires both of the following two
configuration changes to be carried out:

1. configuring InfiniBand drivers for the ramdisk image that the nodes first boot into, so that provi-
sioning using InfiniBand is possible during this pre-init stage

2. defining the provisioning interface of nodes that are to be provisioned with InfiniBand. It is as-
sumed that InfiniBand networking is already configured, as described in section 3.6.

The administrator should be aware that the interface from which a node boots, (conveniently la-
beled BOOTIF), must not be an interface that is already configured for that node in CMDaemon.
For example, if BOOTIF is the device ib0, then ib0 must not already be configured in CMDaemon.
Either BOOTIF or the ib0 configuration should be changed so that node installation can succeed.

How these two changes are carried out is described next:

InfiniBand Provisioning: Ramdisk Image Configuration
An easy way to see what modules must be added to the ramdisk for a particular HCA can be found by
running rdma (or openibd), and seeing what modules do load up on a fully booted regular node.

One way to do this is to run the following lines as root:
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[root@basecmll ~]# { service rdma stop; lsmod | cut -f1 -d" "; }>/tmp/a
[root@basecmll ~]# { service rdma start; lsmod | cut -f1 -d" "; }>/tmp/b

The rdma service in the two lines should be replaced by openibd service instead when using SLES, or
distributions based on versions of Red Hat prior to version 6.

The first line stops the InfiniBand service, just in case it is running, in order to unload its modules,
and then lists the modules on the node.

The second line starts the service, so that the appropriate modules are loaded, and then lists the
modules on the node again. The output of the first step is stored in a file a, and the output from the
second step is stored in a file b.

Running diff on the output of these two steps then reveals the modules that get loaded. For rdma,
the output may display something like:

[root@basecmll ~]# diff /tmp/a /tmp/b

1,3cl

< Unloading OpenIB kernel modules:

< Failed to unload ib_core

< [FAILED]
> Loading OpenIB kernel modules: [ 0K 1]
4a3,14

ib_ipoib

rdma_ucm

ib_ucm

ib_uverbs

ib_umad

rdma_cm

ib_cm

iw_cm

ib_addr

ib_sa

ib_mad

V V V V V V V V V V V VvV

ib_core

As suggested by the output, the modules ib_ipoib, rdma_ucm and so on are the modules loaded
when rdma starts, and are therefore the modules that are needed for this particular HCA. Other HCAs
may cause different modules to be loaded.

For a default Red Hat from version 7 onward, the rdma service can only be started; it cannot be
stopped. Finding the modules that load can therefore only be done once for the default configuration,
until the next reboot.

The preceding 1smod lines in that case can be generated with:

[root@basecmil ~J# { 1lsmod | cut -f1 -d" "; }>/tmp/a
[root@basecmll ~J# { systemctl start rdma-load-modules@rdma; lsmod | cut -f1 -d" "; }>/tmp/b

Here, systemctl is used instead of the older service command just because it is the modern way to
run such commands.

The InfiniBand modules that load are the ones that the initrd image needs, so that InfiniBand can be
used during the node provisioning stage. The administrator can therefore now create an initrd image
with the required InfiniBand modules.

Loading kernel modules into a ramdisk is covered in general in section 5.3.2. A typical Mellanox
HCA may have an initrd image created as follows (some text ellipsized in the following example):
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[root@basecmll ~]# cmsh

[basecm11]’ softwareimage use default-image

[basecmll->softwareimage [default-imagel]’ kernelmodules
[basecmll...age[default-image] ->kernelmodules]’ add mlx4_ib
[basecmll...age*[default-image*]->kernelmodules*[mlx4_ib*]]% add ib_ipoib
[basecmll...age*[default-image*]->kernelmodules* [ib_ipoib*]]% add ib_umad
[basecmll...agex[default-image*]->kernelmodules* [ib_umad*]]% commit
[basecmll->softwareimage [default-image] ->kernelmodules [ib_umad]l’

Tue May 24 03:45:35 2011 basecmll: Initial ramdisk for image default-image was regenerated successfully.

If the modules are put in another image instead of default-image, then the default image that nodes
boot from should be set to the new image (section 3.20.2).

InfiniBand Provisioning: Network Configuration
It is assumed that the networking configuration for the final system for InfiniBand is configured follow-
ing the general guidelines of section 3.6. If it is not, that should be checked first to see if all is well with
the InfiniBand network.

The provisioning aspect is set by defining the provisioning interface. An example of how it may be
set up for 150 nodes with a working InfiniBand interface ib0 in cmsh is:

[root@basecm11™]# cmsh

[basecm11]’ device

[basecmll->device]’ foreach -n node001..nodel50 (set provisioninginterface ib0)
[basecmll->device*]’ commit

Nodes can be configured for provisioning over a VLAN interface, starting in NVIDIA Base Command
Manager version 8.2.
This requires:

¢ A VLAN network and node interface. The VLAN network is typically specified by the network
switch. The interface that connects the node to the switch can be configured as a VLAN interface
as outlined in section 3.4.

¢ The 8021q (rtnl-link-vlan) driver to be available in the software image that is provisioned. In
recent distributions this driver is not part of the base kernel, and is instead available as a module.
The module should be loaded into the software image that is to be provisioned. For example, for
node001 that is missing the module in the software image, the module could be configured to run
on the node from the software image as follows:

[root@basecmll ~]# ssh node001 "lsmod | grep 8021q"

[root@basecmll ~1# cmsh

[basecm11]’ softwareimage

[basecmll] ->softwareimage’ use default-image

[basecmll->softwareimage [default-image]]’ kernelmodules
[basecmll->softwareimage [default-image] ->kernelmodules]’ list | grep 8021q
[basecmll->softwareimage [default-image] ->kernelmodules]’ add 8021q
[basecmll->softwareimage* [default-image*]->kernelmodules*[8021q*]1]1% commit
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[basecmll->softwareimage [default-image] ->kernelmodules[8021q]]% device use node001
[basecmll->device[node001]]1% reboot

some time after boot
[root@basecmll ~]# ssh node001 "lsmod | grep 8021q"

8021q 40960 O
garp 16384 1 8021q
mrp 20480 1 8021q

Rebooted nodes that use the modified software image then have the VLAN module available in
the running kernel.

The BIOS of the node must have the VLANID value set within the BIOS network options. If the
BIOS does not support this setting, then PXE over VLAN cannot work. For a NIC that is missing
this in the BIOS, the NIC hardware provider may sometimes have a BIOS update that supports
this setting.

The VLANID value should be set in the kernel parameters. Kernel parameters for a node can be
specified in cmsh with the kernelparameters setting of softwareimage mode (section 9.3.4). An
example where the VLANID is appended to some existing parameters could be:

[root@basecmll ~]# cmsh

[basecm11]y softwareimage use default-image

[basecmll->softwareimage [default-imagel]l’ append kernelparameters " VLANID=89"
[basecmll->softwareimage* [default-image*]]% commit

After the kernel has started up, and the ramdisk kernel modules are in place on the node, the node
launches the node-installer.

The node-installer is a software image (section 9.4.4) provided by the head node. It interacts with
CMDaemon on the head node and takes care of the rest of the boot process.

As an aside, the node-installer modifies some files (Appendix A.2.3) on the node it is installing to,
so that they differ from the otherwise-expected pre-init stage Linux system. Such modifications can be
prevented by a frozenFilesPerNode or frozenFilesPerCategory directive, as documented within the
node-installer.conf file, and explained in greater detail on page 906.

Once the node-installer has completed its tasks, the local drive of the node has a complete Linux
pre-init stage system. The node-installer ends by calling /sbin/init from the local drive and the boot
process then proceeds as a normal Linux boot.

The steps the node-installer goes through for each node are:

1.
2.

requesting a node certificate (section 5.4.1)

deciding or selecting node configuration (section 5.4.2)

starting up all network interfaces (section 5.4.3)

determining install-mode type and execution mode (section 5.4.4)
running initialize scripts (section 5.4.5)

checking partitions, mounting filesystems (section 5.4.6)

synchronizing the local drive with the correct software image (section 5.4.7)
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8. writing network configuration files to the local drive (section 5.4.8)
9. creating an /etc/fstab file on the local drive (section 5.4.9)

10. installing GRUB bootloader if configured by BCM (section 5.4.10), and initializing SELinux if it has
been installed and configured (Chapter 12 of the Installation Manual)

11. running finalize scripts (section 5.4.11)
12. unloading specific drivers no longer needed (section 5.4.12)

13. switching the root device to the local drive and calling /sbin/init (section 5.4.13)

These 13 node-installer steps and related matters are described in detail in the corresponding sections
5.4.1-54.13.

5.4.1 Requesting A Node Certificate

Each node communicates with the CMDaemon on the head node using a certificate. If no certificate is
found, it automatically requests one from CMDaemon running on the head node (figure 5.8).

Figure 5.8: Certificate Request

The certificate is stored on the head node in /cm/node-installer/certificates/ by MAC address.

Certificate Auto-signhing

Certificate auto-signing means the cluster management daemon automatically signs a certificate signing
request (CSR) that has been requested by a node. Certificate auto-signing can be configured from within
partition mode of cmsh, with the signinstallercertificates parameter. It can take one of the fol-
lowing values:

e AUTO (the default)
e MANUAL

Example


/cm/node-installer/certificates/
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[root@basecmll ~]# cmsh
[basecm11]’, partition
[basecmli->partition[base]]’ set signinstallercertificates auto

For Base View, the navigation path is:

Cluster > Settings > Sign installer certificates

For untrusted networks, it may be wiser to approve certificate requests manually to prevent new
nodes being added automatically without getting noticed.

Disabling  certificate — auto-signing for all networks can be done by setting
signinstallercertificates to MANUAL.

Instead of disabling certificate autosigning for all networks, a finer tuning can be carried out for
individual networks. This requires that signinstallercertificates be set to AUTO in partition mode.
The allowautosign parameter in network mode can then be set for a particular network, and it can take
one of the following values:

* Always
e Automatic (the default)
® Never

® Secret

[root@basecmlil ~]# cmsh
[basecm11]’ network use internalnet
[basecmll->network[internalnet]]’ set allowautosign automatic <TAB><TAB>

always automatic mnever secret

If Always is set, then incoming CSRs from all types of networks are automatically auto-signed.

If Automatic is set, then only networks that are of type internal are automatically auto-signed.

If Never is set, then all incoming CSRs that come in for that network have to be manually approved.

The value Secret is required for the globalnet network, for edge sites. A node on an edge site uses
a shared secret that is passed along with the node request. The secret is set during edge site setup by
BCM (section 2.1.1 of the Edge Manual).

Manual Approval Of A CSR

Approval of the CSR from a regular node (not an edge node): Manual approval of a CSR is typi-
cally done from within certs mode. A list of requests can be found, and from the list, the appropriate
unsigned request can be signed and issued. The following session illustrates the process:

[basecmll->cert]’ listrequests
Request ID Client type Session ID Autosign Name

6 installer 42949672986 No fa-16-3e-22-cd-13
[basecmll->cert]’, issuecertificate 6
Issued 6

Approval of the CSR from an edge node: If the shared secret has not been set for the edge director—
that is, if it has not been stored locally on the edge director, or if it has not been passed on using the
installation medium—then the node-installer prompts for the secret the first time that it boots. If the
secret that is typed in matches the site secret, then a CSR from the edge director is handled by the head
node, and a signed certificate is issued.

The edge compute nodes pick up their secret from the director. If the director does not have the
secret, then the compute node’s node-installer prompts for the secret on first boot. Once the secret is
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set, then edge compute node sends its CSR to the head node (using the edge director) and gets a signed
certificate automatically.

Section 2.3 has more information on certificate management in general.

Certificate Storage And Removal Implications
After receiving a valid certificate, the node-installer stores it in
/cm/node-installer/certificates/<node mac address>/ on the head node. This directory is NFS
exported to the nodes, but can only be accessed by the root user. The node-installer does not request a
new certificate if it finds a certificate in this directory, valid or invalid.

If an invalid certificate is received, the screen displays a communication error. Removing the node’s
corresponding certificate directory allows the node-installer to request a new certificate and proceed
further.

Once communication with the head node CMDaemon is established, the node-installer tries to identify
the node it is running on so that it can select a configuration from CMDaemon'’s record for it, if any such
record exists. It correlates any node configuration the node is expected to have according to network
hardware detected. If there are issues during this correlation process then the administrator is prompted
to select a node configuration until all nodes finally have a configuration.

Possible Node Configuration Scenarios
The correlations process and corresponding scenarios are now covered in more detail:

It starts with the node-installer sending a query to CMDaemon to check if the MAC address used
for net booting the node is already associated with a node in the records of CMDaemon. In particular,
it checks the MAC address for a match against the existing node configuration properties, and decides
whether the node is known or new.

¢ the node is known if the query matches a node configuration. It means that node has been booted
before.

e the node is new if no configuration is found.

In both cases the node-installer then asks CMDaemon to find out if the node is connected to an
Ethernet switch, and if so, to which port. Setting up Ethernet switches for port detection is covered in
section 3.9.

If a port is detected for the node, the node-installer queries CMDaemon for a node configuration
associated with the detected Ethernet switch port. If a port is not detected for the node, then either
the hardware involved with port detection needs checking, or a node configuration must be selected
manually.

There are thus several scenarios:

1. The node is new, and an Ethernet switch port is detected. A node configuration associated with
the port is found. The node-installer suggests to the administrator that the new node should use
this configuration, and displays the configuration along with a confirmation dialog (figure 5.9).
This suggestion can be interrupted, and other node configurations can be selected manually in-
stead through a sub-dialog (figure 5.10). By default (in the main dialog), the original suggestion is
accepted after a timeout.
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Figure 5.9: Scenarios: Configuration Found, Confirm Node Configuration

nodel95 1594391c306 =slave apc@9: 16 switchl6:9

Figure 5.10: Scenarios: Node Selection Sub-Dialog

2. The node is new, and an Ethernet switch port is detected. A node configuration associated with
the port is not found. The node-installer then displays a dialog that allows the administrator to
either retry Ethernet switch port detection (figure 5.11) or to drop into a sub-dialog to manually
select a node configuration (figure 5.10). By default, port detection is retried after a timeout.
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Figure 5.11: Scenarios: Unknown Node, Ethernet Port Detected

3. The node is new, and an Ethernet switch port is not detected. The node-installer then displays a
dialog that allows the user to either retry Ethernet switch port detection (figure 5.12) or to drop
into a sub-dialog to manually select a node configuration (figure 5.10). By default, port detection
is retried after a timeout.

Figure 5.12: Scenarios: Unknown Node, No Ethernet Port Detected

4. The node is known, and an Ethernet switch port is detected. The configuration associated with the
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port is the same as the configuration associated with the node’s MAC address. The node-installer
then displays the configuration as a suggestion along with a confirmation dialog (figure 5.9). The
suggestion can be interrupted, and other node configurations can be selected manually instead
through a sub-dialog (figure 5.10). By default (in the main dialog), the original suggestion is ac-
cepted after a timeout.

5. The node is known, and an Ethernet switch port is detected. However, the configuration associated
with the port is not the same as the configuration associated with the node’s MAC address. This is
called a port mismatch. This type of port mismatch situation occurs typically during a mistaken node
swap, when two nodes are taken out of the cluster and returned, but their positions are swapped by
mistake (or equivalently, they are returned to the correct place in the cluster, but the switch ports
they connect to are swapped by mistake). To prevent configuration mistakes, the node-installer
displays a port mismatch dialog (figure 5.13) allowing the user to retry, accept a node configuration
that is associated with the detected Ethernet port, or to manually select another node configuration
using a sub-dialog (figure 5.10). By default (in the main port mismatch dialog), port detection is
retried after a timeout.

Figure 5.13: Scenarios: Port Mismatch Dialog

6. The node is known, and an Ethernet switch port is not detected. However, the configuration
associated with the node’s MAC address does have an Ethernet port associated with it. This is
also considered a port mismatch. To prevent configuration mistakes, the node-installer displays a
port mismatch dialog similar to figure 5.13, allowing the user to retry or to drop into a sub-dialog
and manually select a node configuration that may work.

However, a more likely solution in most cases is to:
¢ either clear the switch port configuration in the cluster manager so that switch port detection
is not attempted. For example, for node001, this can be done by running this cmsh command

on the head node:
cmsh -c "device clear node0O1 switchports; commit"

e or enable switch port detection on the switch. This is usually quite straightforward, but may
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require going through the manuals or software application that the switch manufacturer has

provided.

By default (in the port mismatch dialog), port detection is retried after a timeout. This means
that if the administrator clears the switch port configuration or enables switch port detection, the
node-installer is able to continue automatically with a consistent configuration.

7. The node is known, and an Ethernet switch port is detected. However, the configuration associated
with the node’s MAC address has no Ethernet switch port associated with it. This is not considered
a port mismatch but an unset switch port configuration, and it typically occurs if switch port
configuration has not been carried out, whether by mistake or deliberately. The node-installer
displays the configuration as a suggestion along with a confirmation dialog (figure 5.14). The
suggestion can be interrupted, and other node configurations can be selected manually instead
using a sub-dialog. By default (in the main dialog) the configuration is accepted after a timeout.

Figure 5.14: Scenarios: Port Unset Dialog

A truth table summarizing the scenarios is helpful:

Switch
. Node Switch port. Switch port configuration conflicts with node configu-
Scenario port de- config- .
known? . ration?
tected?  uration

found?
1 No Yes Yes No
2 No Yes No No
3 No No No No
4 Yes Yes Yes No
5 Yes Yes Yes Yes (configurations differ)
6 Yes No Yes Yes (port expected by MAC configuration not found)
7 Yes Yes No No (port not expected by MAC configuration)
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In these scenarios, whenever the user manually selects a node configuration in the prompt dialog,
an attempt to detect an Ethernet switch port is repeated. If a port mismatch still occurs, it is handled by
the system as if the user has not made a selection.

Summary Of Behavior During Hardware Changes
The logic of the scenarios means that an unpreconfigured node always boots to a dialog loop requiring
manual intervention during a first install (scenarios 2 and 3). For subsequent boots the behavior is:

¢ If the node MAC hardware has changed (scenarios 1, 2, 3):

— if the node is new and the detected port has a configuration, the node automatically boots to
that configuration (scenario 1).

— else manual intervention is needed (scenarios 2, 3)
¢ If the node MAC hardware has not changed (scenarios 4, 5, 6, 7):

— if there is no port mismatch, the node automatically boots to its last configuration (scenarios
4,7).

— else manual intervention is needed (scenarios 5, 6).

The newnodes Command

newnodes basic use: New nodes that have not been configured yet can be detected using the newnodes
command from within the device mode of cmsh. A new node is detected when it reaches the node-
installer stage after booting, and contacts the head node.

[basecmll->devicel’ newnodes
The following nodes (in order of appearance) are waiting to be assigned:
MAC First appeared Detected on switch port

00:0C:29:01:0F:F8 Mon, 14 Feb 2011 10:16:00 CET [no port detected]

At this point the node-installer is seen by the administrator to be looping, waiting for input on what
node name is to be assigned to the new node.

The nodes can be uniquely identified by their MAC address or switch port address.

The port and switch to which a particular MAC address is connected can be discovered by using
the showport command (section 3.10.4). After confirming that they are appropriate, the switchports
property for the specified device can be set to the port and switch values.

[basecml1->devicel’, showport 00:0C:29:01:0F:F8
switch01:8

[basecmll->devicel’ set node003 switchports switch01:8
[basecmll->device*]’ commit

When the node name (node003 in the preceding example) is assigned, the node-installer stops loop-
ing and goes ahead with the installation to the node.

The preceding basic use of newnodes is useful for small numbers of nodes. For larger number of
nodes, the advanced options of newnodes may help carry out node-to-MAC assignment with less effort.
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newnodes advanced use—options: The list of MAC addresses discovered by a newnodes command can
be assigned in various ways to nodes specified by the administrator. Node objects should be created in
advance to allow the assignment to take place. The easiest way to set up node objects in cmsh is to use
the --clone option of the foreach command (section 2.5.5, page 70).

The advanced options of newnodes are particularly useful for quickly assigning node names to spe-
cific physical nodes. All that is needed is to power the nodes up in the right order. For nodes with the
same hardware, the node that is powered up first reaches the stage where it tries to connect with the
node-installer first. So its MAC address is detected first, and arrives on the list generated by newnodes
first. If some time after the first node is powered up, the second node is powered up, then its MAC
address becomes the second MAC address on the list, and so on for the third, fourth, and further nodes.

When assigning node names to a physical node, on a cluster that has no such assignment already,
the first node that arrived on the list gets assigned the name node001, the second node that arrived on
the list gets assigned the name node002 and so on.

The advanced options are shown in device mode by running the help newnodes command. The
options can be introduced as being of three kinds: straightforward, grouping, and miscellaneous:

¢ The straightforward options:

-n|--nodes

-w|--write

-s|--save
Usually the most straightforward way to assign the nodes is to use the -n option, which accepts
a list of nodes, together with a -w or -s option. The -w (--write) option sets the order of nodes
to the corresponding order of listed MAC addresses, and is the same as setting an object in cmsh.

The -s (--save) option is the same as setting and committing an object in cmsh, so -s implies a -w
option is run at the same time.

So, for example, if 8 new nodes are discovered by the node-installer on a cluster with no nodes so
far, then:

[basecmll->devicel’ newnodes -w -n node001..node008

assigns (but does not commit) the sequence node001 to node008 the new MAC address according
to the sequence of MAC addresses displaying on the list.

¢ The grouping options:
-g|--group
-c|--category
-h|--chassis

-r|--rack

The “help newnodes” command in device mode shows assignment options other than -n for a
node range are possible. For example, the assignments can also be made for a group (-g), per
category (-c), per chassis (-h), and per rack (-r).

* The miscellaneous options:

-f|--force

-o|--offset
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By default, the newnodes command fails when it attempts to set a node name that is already taken.
The -f (--force) option forces the new MAC address to be associated with the old node name.
When used with an assignment grouping, (node range, group, category, chassis, or rack) all the
nodes in the grouping lose their node-to-MAC assignments and get new assignments. The -f
option should therefore be used with care.

The -o (--offset) option takes a number <number> and skips <number> nodes in the list of de-
tected unknown nodes, before setting or saving values from the assignment grouping.

Examples of how to use the advanced options follow.

newnodes advanced use—range assignment behavior example: For example, supposing there is a
cluster with nodes assigned all the way up to node022. That is, CMDaemon knows what node is
assigned to what MAC address. For the discussion that follows, the three nodes node020, node(21,
node022 can be imagined as being physically in a rack of their own. This is simply to help to visualize a
layout in the discussion and tables that follow and has no other significance. An additional 3 new, that
is unassigned, nodes are placed in the rack, and allowed to boot and get to the node-installer stage.
The newnodes command discovers the new MAC addresses of the new nodes when they reach their
node-installer stage, as before (the switch port column is omitted in the following text for convenience):

[basecml1->devicel]’ newnodes
MAC First appeared

00:0C:29:EF:40:2A  Tue, 01 Nov 2011 11:42:31 CET
00:0C:29:95:D3:5B Tue, 01 Nov 2011 11:46:25 CET
00:0C:29:65:9A:3C Tue, 01 Nov 2011 11:47:13 CET

The assignment of MAC to node address could be carried out as follows:

[basecmll->device]’ newnodes -s -n node023..node025
MAC First appeared Hostname

00:0C:29:EF:40:2A Tue, 01 Nov 2011 11:42:31 CET node023
00:0C:29:95:D3:5B Tue, 01 Nov 2011 11:46:25 CET node024
00:0C:29:65:9A:3C Tue, 01 Nov 2011 11:47:13 CET node025

Once this is done, the node-installer is able to stop looping, and to go ahead and install the new
nodes with an image.
The physical layout in the rack may then look as indicated by this:

before after MAC
node020 | node(020
node021 = node021
node022 | node(022

node023 LA
node024 ...B
node025 ..C

Here, node023 is the node with the MAC address ending in A.
If instead of the previous newnodes command, an offset of 1 is used to skip assigning the first new
node:
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Example
[basecmll->device]’ newnodes -s -o 1 node024..node025

then the rack layout looks like:

before after MAC
node020 node020
node021 | node021
node022 | node(022

unassigned A
node(024 ..B
node025 ..C

Here, unassigned is where node023 of the previous example is physically located, that is, the node
with the MAC address . . .A. The lack of assignment means there is actually no association of the name
node023 with that MAC address, due to the newnodes command having skipped over it with the -o
option.

If instead the assignment is done with:

Example

[basecml1->device]’ newnodes -s 1 node024..node026

then the node023 name is unassigned, and the name node024 is assigned instead to the node with the
MAC address .. .4, so that the rack layout looks like:

before after MAC
node020 node020
node021 = node021
node022 node022

node024 LA
node025 ..B
node026 ..C

newnodes advanced use—assignment grouping example: Node range assignments are one way of
using newnodes. However assignments can also be made to a category, a rack, or a chassis. For example,
with Base View assigning node names to a rack can be done from the Racks option of the node. For
example, to add a node001 to a racki, the navigation path would be:

Devices > All Devices > node001 [F > Settings > Rack + > rackl

In cmsh, the assignment of multiple node names to a rack can conveniently be done with a foreach
loop from within device mode:

Example

[basecml1->devicel? foreach -n node020..node029 (set rack rack02)
[basecmll->device*]’, commit
[basecmli->devicel]? foreach -n node030..node039 (set rack rack03)
[basecml1->device*]’, commit
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The assignment of node names with the physical node in the rack can then be arranged as follows: If
the nodes are identical hardware, and are powered up in numerical sequence, from node020 to node039,
with a few seconds in between, then the list that the basic newnodes command (without options) displays
is arranged in the same numerical sequence. Assigning the list in the rack order can then be done by
running:

[basecml1->device]’ newnodes -s -r rack02..rack03

If it turns out that the boot order was done very randomly and incorrectly for all of rack02, and that
the assignment for rack02 needs to be done again, then a simple way to deal with it is to bring down the
nodes of rack02, then clear out all of the rack02 current MAC associations, and redo them according to
the correct boot order:

[basecmil->device]’) foreach -r rack02 ( clear mac ) ; commit

...removes MAC association with nodes from CHDaemon...
...now reboot nodes in rack02 in sequence (not with BCH)...
[basecml1->devicel newnodes

...shows sequence as the nodes come up...
[basecmll->devicel newnodes -s -r rack02

...assigns sequence in boot order...

newnodes advanced use—assignment forcing example: The --force option can be used in the follow-

ing case: Supposing that node022 fails, and a new node hardware comes in to replace it. The new regular

node has a new MAC address. So, as explained by scenario 3 (section 5.4.2), if there is no switch port

assignment in operation for the nodes, then the node-installer loops around, waiting for intervention.!
This situation can be dealt with from the command line by:

* accepting the node configuration at the regular node console, using a sub-dialog

* accepting the node configuration using cmsh, without needing to be at the regular node console:

[basecml1->devicel’ newnodes -s -f -n node022

Device Identification
The Device Identification resource can be accessed using the Base View navigation path:

Devices >Device Identification

Device Identification is the Base View version of the newnodes command of cmsh. It lists the
unassigned new nodes that the head node detects. These are displayed in the pane along with their
MAC addresses and switch ports (figure 5.15).

Similarly to newnodes in cmsh, the Base View pane lists the MAC address of any unassigned node
that the head node detects, and shows the associated detected switch port for the node. Also, just as

lwith switch port assignment in place, scenario 1 means the new node simply boots up by default and becomes the new
node022 without further intervention
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for newnodes, the Base View pane can help assign a node name to the node, assuming the node object
exists. After assignment is done, the new status should be saved.

[J Cluster ili Accounting 2= Monitoring El chargeback

Device Identification

MAC Type First Appeared Count Detected on Switch Port Info  Assign Switch Port  Assign to

FA:16... Node 3 0ct 2025 15... 70 no port detected op... |

not selected

node001

Figure 5.15: Device Identification Pane: Node Assignment

The most useful way of using the device identification resource is for node assignment in large clus-
ters.

To do this, it is assumed that the node objects have already been created for the new nodes. The
creation of the node objects means that the node names exist, and so assignment to the node names is
able to take place. An easy way to create many nodes in Base View, set their provisioning interface, and
set their IP addresses is described in the section on the node creation wizard (section 5.7.2). Node objects
can also be created easily in large numbers by using cmsh’s foreach loop command on a node with the
--clone option (section 2.5.5, page 70).

The nodes are also assumed to be set for net booting, typically set from a BIOS setting.

The physical nodes are then powered up in an arranged order. Because they are unknown new
nodes, the node-installer keeps looping after a timeout. The head node in the meantime detects the new
MAC addresses and switch ports in the sequence in which they first have come up and lists them in that
order.

By default, all these newly detected nodes are set to an install mode of auto (section 5.4.4), which
means that their numbering goes up sequentially from whatever number is assigned to the preceding
node in the list. Thus, if there are 10 new unassigned nodes that are brought into the cluster, and the
first node in the list is assigned to the first available number, say node327, then the remaining nodes can
automatically be assigned in sequence as nodes node328 to node336.

* With cmsh this can be done with the newnodes -s option, as described on page 265.
¢ With Base View this can be done in the Devices > Device Identification pane, by:

- clicking on the checkbox that selects all the rows in the list of new nodes, then

— clicking on the Bulk actions > Autofill devices option to automatically fill the nodes,
then

- clicking on the Bulk actions > Commit option to commit the changes
After the assignment, the node-installer looping process on the new nodes notices that the nodes are

now known, so it breaks out of the loop, and installation goes ahead without any intervention needed
at the node console.
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At the end of section 5.4.2, the node-installer knows which node it is running on, and has decided what
its node configuration is.

Starting Up All Provisioning Network Interfaces
It now gets on with setting up the IP addresses on the provisioning interfaces required for the node-
installer, while taking care of matters that come up on the way:

Avoiding duplicate IP addresses: The node-installer brings up all the network interfaces configured
for the node. Before starting each interface, the node-installer first checks if the IP address that is about
to be used is not already in use by another device. If it is, then a warning and retry dialog is displayed
until the IP address conflict is resolved.

Using BOOTIF to specify the boot interface: BOOTIF is a special name for one of the possible interfaces.
The node-installer automatically translates BOOTIF into the name of the device, such as ethO or ethl,
used for network booting. This is useful for a machine with multiple network interfaces where it can be
unclear whether to specify, for example, eth0 or eth1 for the interface that was used for booting. Using
the name BOOTIF instead means that the underlying device, ethO or eth1 in this example, does not need
to be specified in the first place.

Halting on missing kernel modules for the interface: For some interface types like VLAN and chan-
nel bonding, the node-installer halts if the required kernel modules are not loaded or are loaded with the
wrong module options. In this case the kernel modules configuration for the relevant software image
should be reviewed. Recreating the ramdisk and rebooting the node to get the interfaces up again may
be necessary, as described in section 5.8.6.

Bringing Up Non-Provisioning Network Interfaces
Provisioning interfaces are by default automatically brought up during the init stage, as the node is fully
booted up. The BMC and non-provisioning interfaces on the other hand have a different behavior:

Bringing Up And Initializing BMC Interfaces: If a BMC interface is present and powered up, then it
is expected to be running at least with layer 2 activity (ethernet). It can be initialized in the node config-
uration (section 3.7) with an IP address, netmask and user/password settings so that layer 3 (TCP/IP)
networking works for it. BMC networking runs independently of node networking.

Bringing up non-BMC, non-provisioning network interfaces: Non-provisioning interfaces are inac-
tive unless they are explicitly brought up. BCM can configure how these non-provisioning interfaces are
brought up by using the bringupduringinstall parameter, which can take the following values:

® yes: Brings the interface up during the pre-init stage

¢ no: Keeps the interface down during the pre-init stage. This is the default for non-provisioning
interfaces.

* yesandkeep: Brings the interface up during the pre-init stage, and keeps it up during the transition
to the init stage.

Bringing Up And Keeping Up Provisioning Network Interfaces
The preceding bringupduringinstall parameter is not generally supported for provisioning interfaces.
However the yesandkeep value does work for provisioning interfaces too, under some conditions:

¢ yesandkeep: Brings the interface up during the pre-init stage, and keeps it up during the transition
to the init stage, for the following provisioning devices:
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- Ethernet device interfaces using a leased DHCP address

— InfiniBand device interfaces running with distribution OFED stacks

Restarting The Network Interfaces

At the end of this step (i.e. section 5.4.3) the network interfaces are up. When the node-installer has
completed the remainder of its 13 steps (sections 5.4.4-5.4.13), control is handed over to the local init
process running on the local drive. During this handover, the node-installer brings down all network
devices. These are then brought back up again by init by the distribution’s standard networking init
scripts, which run from the local drive and expect networking devices to be down to begin with.

Stored install-mode values decide whether synchronization is to be applied fully to the local drive of the
node, only for some parts of its filesystem, not at all, or even whether to drop into a maintenance mode
instead.

Related to install-mode values are execution mode values (page 272) that determine whether to apply
the install-mode values to the next boot, to new nodes only, to individual nodes or to a category of nodes.

Related to execution mode values is the confirmation requirement toggle value (page 273) in case a
full installation is to take place.

These values are merely determined at this stage; nothing is executed yet.

Install-mode Values

The install-mode can have one of five values: AUTO, FULL, MAIN, NOSYNC, and SKIP. It should be un-

derstood that the term “install-mode” implies that these values operate only during the node-installer
2

phase.

¢ If the install-mode is set to FULL, then the node-installer re-partitions, creates new filesystems and
synchronizes a full image onto the local drive according a partition layout. This process wipes out
all pre-boot drive content.

A partition layout (Appendix D) includes defined values for the partitions, sizes, and filesystem
types for the nodes being installed. An example of a partition layout is the default partition layout
(Appendix D.3).

e If the install-mode is set to AUTO, then the node-installer checks the partition layout of the local
drive against the node’s stored configuration. If these do not match because, for example, the node
is new, or if they are corrupted, then the node-installer recreates the partitions and filesystems by
carrying out a FULL install. If however the drive partitions and filesystems are healthy, the node-
installer only does an incremental software image synchronization. Synchronization tends to be
quick because the software image and the local drive usually do not differ much.

Synchronization also removes any extra local files that do not exist on the image, for the files and
directories considered. Section 5.4.7 gives details on how it is decided what files and directories
are considered.

e If the install-mode is set to MAIN, then the node-installer does not carry out a disk check, and goes
on to maintenance mode, allowing manual investigation of specific problems. The local drive is
untouched.

e If the install-mode is set to NOSYNC, and the partition layout check matches the stored XML config-
uration, then the node-installer skips synchronizing the image to the node, so that contents on the
local drive persist from the previous boot. An exception to this is the node certificate and key, that

2For example, imageupdate (section 5.6.2), which is run by CMDaemon, ignores these settings, which is as expected. This
means that, for example, if imageupdate is run with NOSYNC set, then the head node image is still synchronized over as usual
to the regular node while the node is up. It is only during node boot, during the installer stage, that setting NOSYNC prevents
synchronization.
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is the files /cm/local/apps/cmd/etc/cert.{pemlkey}. These are updated from the head node if
missing.

If however the partition layout does not match the stored configuration, a FULL image sync is
triggered. Thus, for example, a burn session (Chapter 11 of the Installation Manual), with the
default burn configuration which destroys the existing partition layout on a node, will trigger
a FULL image sync on reboot after the burn session.

The NOSYNC setting should therefore not be regarded as a way to protect data. Ways to preserve
data across node reboots are discussed in the section that discusses the FULL install confirmation
settings (page 273).

NOSYNC is useful during mass planned node reboots when set with the nextinstallmode option
of device mode. This sets the nodes to use the OS on the hard drive, during the next boot only,
without an image sync:

[basecm11]’ device foreach -n node001l..node999 (set nextinstallmode nosync)
[basecm11]’ device commit

If the install-mode is set to SKIP, then the node-installer does not carry out a check of the partitions
and filesystems, and it also does not carry out a software image synchronization. If a node runs
into problems with its drive content during a normal start up attempt, then this mode can perhaps
be used to attempt data recovery on the node.

Install-mode Logging
The decision that is made is normally logged to the node-installer file, /var/log/node-installer on

the head node.

08:40:58 node001 node-installer: Installmode is: AUTO

08:40:58 node001 node-installer: Fetching disks setup.

08:40:58 node001 node-installer: Setting up environment for initialize scripts.

08:40:58 node001 node-installer: Initialize script for category default is empty.

08:40:59 node001 node-installer: Checking partitions and filesystems.

08:40:59 node001 node-installer: Updating device status: checking disks

08:40:59 node001 node-installer: Detecting device '/dev/sda': found

08:41:00 node001 node-installer: Number of partitions on sda is ok.

08:41:00 node001 node-installer: Size for /dev/sdal is ok.

08:41:00 node001 node-installer: Checking if /dev/sdal contains ext3 filesystem.

08:41:01 node001 node-installer: fsck.ext3 -a /dev/sdal

08:41:01 node001 node-installer: /dev/sdal: recovering journal

08:41:02 node001 node-installer: /dev/sdal: clean, 129522/1250928 files, 886932/5000000 blocks
08:41:02 node001 node-installer: Filesystem check on /dev/sdal is ok.

08:41:02 node001 node-installer: Size for /dev/sda2 is wrong.

08:41:02 node001 node-installer: Partitions and/or filesystems are missing/corrupt. (Exit code\

18, signal 0)

08:41:03 node001 node-installer:

Creating new disk layout.

In this case the node-installer detects that the size of /dev/sda2 on the disk no longer matches the
stored configuration, and triggers a full re-install. For further detail beyond that given by the node-
installer log, the disks script at /cm/node-installer/scripts/disks on the head node can be exam-
ined. The node-installer checks the disk by calling the disks script. Exit codes, such as the 18 reported
in the log example, are defined near the top of the disks script.


/cm/local/apps/cmd/etc/cert.
/var/log/node-installer
/dev/sda2
/cm/node-installer/scripts/disks
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Install-mode’s Execution Modes

Execution of an install-mode setting is possible in several ways, both permanently or just temporarily
for the next boot. Execution can be set to apply to categories or individual nodes. The node-installer
looks for install-mode execution settings in this order:

1. The “New node installmode” property of the node’s category. This decides the install mode for a
node that is detected to be new.

It can be set for the default category using a Base View navigation path such as:

Grouping > Categories[default] 4 > Settings > New node install mode

or using cmsh with a one-liner such as:
cmsh -c "category use default; set newnodeinstallmode FULL; commit"

By default, the “New node installmode” property is set to FULL.

2. The Install-mode setting as set by choosing a PXE menu option on the console of the node before
it loads the kernel and ramdisk (figure 5.16). This only affects the current boot. By default the PXE
menu install mode option is set to AUTO.

Cluster Manager PXE Enuironmment

AUTO Mormal node boot

MAIN Drop to maintenance shell
RESCUE Start rescue environment
DRIUE Boot from first hard drive
MEMTEST start Memtest86

MEMPLUS Start MemtestB86+

Press [Tabl to edit options

Automatic boot in 3 seconds...

Figure 5.16: PXE Menu With Install-mode Set To AUTO

3. The “Next boot install-mode” property of the node configuration. This can be set for a node
such as node001 using the Base View navigation path:

Devices > All Devices > node001 [ > Settings > Next install mode

It can also be set using cmsh with a one-liner:

cmsh -c "device use node001; set nextinstallmode FULL; commit"

The property is cleared when the node starts up again, after the node-installer finishes its installa-
tion tasks. So it is empty unless specifically set by the administrator during the current uptime for
the node.

4. The install-mode property can be set in the node configuration using the Base View navigation
path:
Devices > All Devices > node001 [ > Settings > Install mode

or using cmsh with a one-liner such as:
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cmsh -c "device use node001; set installmode FULL; commit"

By default, the install-mode property is auto-linked to the property set for install-mode for that
category of node. Since the property for that node’s category defaults to AUTQ, the property for the
install-mode of the node configuration defaults to “AUT0 (Category)”.

5. The install-mode property of the node’s category. This can be set using Base View with a navi-
gation path such as:
Grouping > Categories > [default] Z > Settings > Install mode
or using cmsh with a one-liner such as:

cmsh -c "category use default; set installmode FULL; commit"

As already mentioned in point 4, the install-mode is set by default to AUTO.

6. A dialog on the console of the node (figure 5.17) gives the user a last opportunity to overrule the
install-mode value as determined by the node-installer. By default, it is set to AUTO:

Figure 5.17: Install-mode Setting Option During Node-Installer Run

FULL Install Confirmation Using datanode Setting
Related to execution mode values is the ability to carry out a FULL install only after explicit confirma-
tion, using the datanode property. This must be set in order to prompt for a confirmation, when a FULL
installation is about to take place. If it is set, then the node-installer only goes ahead with the FULL
install after the administrator has explicitly confirmed it.

The datanode property can be enabled in the node configuration of, for example, node001 with Base
View using the navigation path:
Devices > All Devices > node001 [F > Settings > Data node

Alternatively, the parameter datanode can be set using a cmsh one-liner as follows:

[root@basecmil ~]J# cmsh -c "device use node00l; set datanode yes; commit"
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The property can also be set at a category level. Since datanode is a boolean value, the actual value
that is used used for a node is the result of the or operation for that value across the levels. The level at
which a value works due to its boolean or non-boolean type is explained more on page 27.

Why the FULL install confirmation is useful: The reason for such a setting is that a FULL installation
can be triggered by disk or partition changes, or by a change in the MAC address. If that happens, then:

¢ considering a drive, say, /dev/sda that fails, this means that any drive /dev/sdb would then nor-
mally become /dev/sda upon reboot. In that case an unwanted FULL install would not only be
triggered by an install-mode settings of FULL, but also by the install-mode settings of AUTO or
NOSYNC. Having the new, “accidental” /dev/sda have a FULL install is unlikely to be the inten-
tion, since it would probably contain useful data that the node-installer earlier left untouched.

¢ considering a node with a new MAC address, but with local storage containing useful data from
earlier. In this case, too, an unwanted FULL install would not only be triggered by an install-mode
setting of FULL, but also by the install-mode settings AUTO or NOSYNC.

Thus, in cases where nodes are used to store data, an explicit confirmation before overwriting lo-
cal storage contents is a good idea. However, by default, no confirmation is asked for when a FULL
installation is about to take place.

Carrying out the confirmation: When the confirmation is required, then it can be carried out by the
administrator as follows:

¢ From the node console. A remote console launched from Base View or cmsh will also work if SOL
connectivity has been configured.

¢ From cmsh, within device mode, using the installerinteractions command (some output
elided):

[basecmll->devicel’, installerinteractions -w -n node001 --confirm
Hostname Action

node001  Requesting FULL Install (partition mismatch)
[basecmll->devicel

...07:57:36 [notice] basecmll: node001 [ INSTALLER_CALLINGINIT ]...
[basecmll->devicel

...07:58:20 [notice] basecmll: node001 [ UP ]

The installerinteractions command then sets the node to a confirmed state. The other possible
states are deny and pending.

Besides confirmation, the installerinteractions command has options that include letting it:

— deny the installation, and put it into maintenance mode

- carry out a dry-run

— carry out its actions for node groupings such as: node lists, node categories, node groups,
chassis, racks, as are possible in the grouping options (page 69).

Further details on the command can be viewed by running help installerinteractions.
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An alternative way to avoid overwriting node storage: Besides the method of FULL install confirma-
tion for datanode, there is a method based on XML assertions, that can also be used to prevent data loss
on nodes.

It uses XML assertions to confirm that the physical drive is recognized (Appendix D.11).

A way to overwrite a specified block device: A related method is that sometimes, for reasons of per-
formance or convenience, it may be desirable to clear data on particular block devices for a node, and
carry it out during the next boot only. This can done by setting the block device names to be cleared
as values to the parameter Block devices cleared on next boot. The values can be set in cmsh as
follows:

[basecml1->device[node001]17, append blockdevicesclearedonnextboot /dev/sda /dev/sdb ; commit

The value of blockdevicesclearedonnextboot is automatically cleared after the node is rebooted.
Clearing data in this way ignores any datanode or nextinstallmode settings, and should therefore be
used with due care.

An initialize script is used when custom commands need to be executed before checking partitions and
mounting devices (section 3.20.4). For example, to initialize some not explicitly supported hardware, or
to do a RAID configuration lookup for a particular node. In such cases the custom commands are added
to an initialize script. How to edit an initialize script is described in Appendix E.2.

An initialize script can be added to both a node’s category and the node configuration. The node-
installer first runs an initialize script, if it exists, from the node’s category, and then an initialize
script, if it exists, from the node’s configuration.

The node-installer sets several environment variables which can be used by the initialize script.
Appendix E contains an example script documenting these variables.

Related to the initialize script is the finalize script (section 5.4.11). This may run after node
provisioning is done, but just before the init process on the node runs.

Behavior As Decided By The Install-Mode Value
In section 5.4.4 the node-installer determines the install-mode value, along with when to apply it to a
node.

AUTO: The install-mode value is typically set to default to AUTO. If AUTO applies to the current node,
it means the node-installer then checks the partitions of the local drive and its filesystems and recreates
them in case of errors. Partitions are checked by comparing the partition layout of the local drive(s)
against the drive layout as configured in the node’s category configuration and the node configuration.

After the node-installer checks the drive(s) and, if required, recreates the layout, it mounts all filesys-
tems to allow the drive contents to be synchronized with the contents of the software image.

FULL, MAIN, or SKIP: If install-mode values of FULL, MAIN, or SKIP apply to the current node instead,
then no partition checking or filesystem checking is done by the node-installer.

NOSYNC: If the install-mode value of NOSYNC applies, then if the partition and filesystem checks both
show no errors, the node starts up without getting an image synced to it from the provisioning node.
If the partition or the filesystem check show errors, then the node partition is rewritten, and a known
good image is synced across.
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Behavior As Decided By XML Configuration Settings

The node-installer is capable of creating advanced drive layouts, including LVM setups, and hardware

and software RAID setups. Drive layout examples and relevant documentation are in Appendix D.
The XML description used to set the drive layouts can be deployed for a single device or to a category

of devices.

Hardware RAID: BCM supports hardware RAID levels 0, 1, 5, 10, and 50, and supports the following
options:

Option
64kB
] ) 128kB
® stripe size:
256kB
512kB

1024kB

Option
¢ cache policy: Cached
Direct

Option  Description

. NORA No Read Ahead
* read policy: RA Read Ahead

ADRA  Adaptive Read

Option  Description
* write policy: WT Write Through
WB Write Back

After having mounted the local filesystems, these can be synchronized with the contents of the software
image associated with the node (through its category). Synchronization is skipped if the install-mode
values of NOSYNC or SKIP are set, and takes place FULL or AUTO are set. Synchronization is delegated by
the node-installer to the CMDaemon provisioning system. The node-installer just sends a provisioning
request to CMDaemon on the head node.

For an install-mode of FULL, or for an install-mode of AUTO where the local filesystem is detected as
being corrupted, full provisioning is done. For an install-mode of AUTO where the local filesystem is
healthy and agrees with that of the software image, sync provisioning is done.

The lock, unlock, And islocked Commands For Software Images
The software image that is requested is available to nodes by default. Its availability can be altered and
checked with the following commands:

® lock: this locks an image so that the image cannot be provisioned until the image is unlocked.
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¢ unlock: this unlocks a locked image, so that request for provisioning the image is no longer pre-
vented by a lock

® islocked: this lists the locked or unlocked states of images.

Locking an image is sometimes useful, for example, to make changes to an image when nodes are
booting:

[root@basecmil ~]# cmsh
[basecm11]’ softwareimage list
Name (key) Path Kernel version Nodes

default-image /cm/images/default-image 3.10.0-1062.12.1.e17.x86_64 3
[basecm11]’ softwareimage

[basecmll->softwareimagel’ lock default-image

[basecmll->softwareimagel’ islocked

Name Locked

default-image yes
[basecmll->softwareimagel’ lock default-image
[basecmll->softwareimagel’ device
[basecmll->devicel’, reboot node001

...the cluster administrator makes changes to the node image during a boot, as it waits for
the image to unlock...
[basecml1->devicel) softwareimage unlock default-image

For an unlocked image, on receiving the provisioning request, CMDaemon assigns the provisioning
task to one of the provisioning nodes. The node-installer is notified when image synchronization starts,
and also when the image synchronization task ends—whether it is completed successfully or not.

Exclude Lists: excludelistsyncinstall And excludelistfullinstall

What files are synchronized is decided by an exclude list. An exclude list is a property of the node cate-
gory, and is a list of directories and files that are excluded from consideration during synchronization.
The excluded list that is used is decided by the type of synchronization chosen: full or sync:

e A full type of synchronization rewrites the partition table of the node, then copies the filesystem
from a software image to the node, using a list to specify files and directories to exclude from
consideration when copying over the filesystem. The list of exclusions used is specified by the
excludelistfullinstall property.

The intention of full synchronization is to allow a complete working filesystem to be copied
over from a known good software image to the node. By default the excludelistfullinstall
list contains /proc/, /sys/, and lost+found/, which have no content in BCM’s default software
image. The list can be modified to suit the requirements of a cluster, but it is recommended to have
the list adhere to the principle of allowing a complete working node filesystem to be copied over
from a known good software image.

¢ A sync type of synchronization uses the property excludelistsyncinstall to specify what files
and directories to exclude from consideration when copying parts of the filesystem from a known
good software image to the node. The excludelistsyncinstall property is in the form of a list
of exclusions, or more accurately in the form of two sub-lists.

The contents of the sub-lists specify the parts of the filesystem that should be retained or not
copied over from the software image during sync synchronization when the node is booting. The
intention behind this is to have the node boot up quickly, updating only the files from the image
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to the node that need updating due to the reboot of the node, and otherwise keeping files that are
already on the node hard disk unchanged. The contents of the sub-lists are thus items such as the
node log files, or items such as the /proc and /sys pseudo-filesystems which are generated during
node boot.

The administrator should be aware that nothing on a node hard drive can be regarded as persistent
because a FULL sync takes place if any error is noticed during a partition or filesystem check.

Anything already on the node that matches the content of these sub-lists is not overwritten by
image content during an excludelistsyncinstall sync. However, image content that is not on
the node is copied over to the node only for items matching the first sub-list. The remaining files
and directories on the node, that is, the ones that are not in the sub-lists, lose their original contents,
and are copied over from the software image.

A cmsh one-liner to get an exclude list for a category is:
cmsh -c "category use default; get excludelistfullinstall"

Similarly, to set the list:

cmsh -c "category use default; set excludelistfullinstall; commit"

where a text-editor opens up to allow changes to be made to the list. In Base View the navigation path
is:

Grouping > Categories > Default &z > Settings > Exclude list full install

Image synchronization is done using rsync, and the syntax of the items in the exclude lists conforms
to the “INCLUDE/EXCLUDE PATTERN RULES” section of the rsync(1) man page, which includes patterns
such as “x*”, “?” and “[[:alpha:]1]".

The excludelistfullinstall and excludelistsyncinstall properties decide how a node syn-
chronizes to an image during boot. For a node that is already fully up, the related excludelistupdate
property decides how a running node synchronizes to an image without a reboot event, and is discussed
in section 5.6.

Interface Used To Receive Image Data: provisioninginterface
For regular nodes with multiple interfaces, one interface may be faster than the others. If so,
it can be convenient to receive the image data using the fastest interface. Setting the value of
provisioninginterface, which is a property of the node configuration, allows this.

By default it is set to BOOTIF for regular nodes. Using BOOTIF is not recommended for node configu-
rations with multiple interfaces.

When listing the network interfaces in cmsh, the provisioning interface has a [prov] flag appended
to its name.

[basecml1->device [node001]->interfaces]’ list

Type Network device name IP Network

physical BOOTIF [prov] 10.141.0.1 internalnet
physical ethl 10.141.1.1 internalnet
physical eth2 10.141.2.1 internalnet

Head nodes and provisioninginterface: A head node in a single-head cluster does not use the
provisioninginterface setting.

Head nodes in a failover configuration (Chapter 15), however, do have a value set for
provisioninginterface, corresponding to the interface on the head that is being provisioned over
internalnet by the other head (etho0 in figure 15.1).
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Transport Protocol Used For Image Data: provisioningtransport

The provisioningtransport property of the node sets whether the image data is sent encrypted or
unencrypted to the node from the provisioner. The property value is set using the device mode for the
receiving node to one of these values:

® rsyncdaemon, which sends the data unencrypted
¢ rsyncssh, which sends the data encrypted

The provisioningtransport value can be set for all nodes, including provisioning nodes, head nodes,
and cloud-director (section 3.2 of the Cloudbursting Manual) nodes. Because encryption severely in-
creases the load on the provisioning node, using rsyncssh is only suggested if the users on the net-
work cannot be trusted. By default, provisioningtransport is set to rsyncdaemon. If high availability
(Chapter 15) is set up with the head nodes exposed to the outside world on the external network, the
administrator should consider setting up rsyncssh for the head nodes.

The rsyncssh transport requires passwordless root access using ssh from the provisioner to the node
being provisioned. This is configured by default in the default BCM nodes. However, if a new image is
created with the --exclude options for cm-create-image as explained in (section 9.6.2), the keys must
be copied over from /root/.ssh/ on the existing nodes.

Tracking The Status Of Image Data Provisioning: provisioningstatus
The provisioningstatus command within the softwareimage mode of cmsh displays an updated state
of the provisioning system. As a one-liner, it can be run as:

basecmll:”™ # cmsh -c "softwareimage provisioningstatus"
Provisioning subsystem status

Pending request: none

Provisioning node status:

+ basecmll

Slots: 0/ 10

State: idle

Active nodes: none

Up to date images: default-image

The provisioningstatus command has several options that allow the requests to be tracked, in-
cluding:

® -r|--requestinfo: displays the source and destination paths of provisioning requests,
® -a|--all: displays all status information on provisioning requests.

The Base View equivalent to provisioningstatus is accessed using the navigation path:
Provisioning > Provisioning Node Status

The Base View equivalent to provisioningstatus -r is accessed using the navigation path:
Provisioning > Provisioning Request Status

A provisioning request can be cancelled with the cancelprovisioningrequest command (section 5.2.4,
page 249).

Tracking The Provisioning Log Changes: synclog
For a closer look into the image file changes carried out during provisioning requests, the synclog
command from device mode can be used (lines elided in the following output):
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[basecmll->devicel’ synclog node001
Tue, 11 Jan 2011 13:27:17 CET - Starting rsync daemon based provisioning. Mode is SYNC.

sending incremental file list

./

deleting var/lib/ntp/etc/localtime
var/lib/ntp/var/run/ntp/

sent 2258383 bytes received 6989 bytes 156232.55 bytes/sec
total size is 1797091769 speedup is 793.29

Tue, 11 Jan 2011 13:27:31 CET - Rsync completed.

Path Of The Provisioning Log File
The path of the log file can be found with the -p option:

[basecmli->devicel’ synclog -p node001
/var/spool/cmd/node001-rsync
[basecmll->devicel¥

Statistical Analysis Of Provisioning Sessions: syncinfo
A provisioning session takes place between a provisioning image and a filesystem partition on a node.
Statistics can be presented for the sessions using the syncinfo command. The statistical information
presented is for number of files considered for transfer, the number of files that were actually transfered,
how long the transfer took, which image and node were involved, and so on. The syncinfo command
is run in device mode (output ellipsized and truncated):

[head->devicel’ syncinfo

Node Path Provisioner Age Duration Total files Transfered files ...
node001 /cm/images/default-image head 34s 21s 171,504 328
node002 /cm/images/default-image head 34s 22s 171,504 328

The syncinfo command has options to run it per node, category, rack, and so on. Details on the
options can be seen by running the help command (help syncinfo).

In the previous section, the local drive of the node is synchronized according to install-mode settings
with the software image from the provisioning node. The node-installer now sets up configuration files
for each configured network interface. These are files like:
/etc/sysconfig/network-scripts/ifcfg-eth0
for Red Hat, and Rocky Linux, while SUSE would use:
/etc/sysconfig/network/ifcfg-ethO
These files are placed on the local drive.
When the node-installer finishes its remaining tasks (sections 5.4.9-5.4.13) it brings down all network
devices and hands over control to the local /sbin/init process. Eventually a local init script uses the
network configuration files to bring the interfaces back up.


/etc/sysconfig/network-scripts/ifcfg-eth0
/etc/sysconfig/network/ifcfg-eth0
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The /etc/fstab file on the local drive contains local partitions on which filesystems are mounted as
the init process runs. The actual drive layout is configured in the category configuration or the node
configuration, so the node-installer is able to generate and place a valid local /etc/fstab file. In addition
to all the mount points defined in the drive layout, several extra mount points can be added. These
extra mount points, such as NFS imports, /proc, /sys and /dev/shm, can be defined and managed in
the node’s category and in the specific configuration of the node configuration, using Base View or cmsh
(section 3.14.2).

By default, a node-installer boots from the software image on the head node using the network.

The node-installer can, optionally, during image synchronization, install a local drive boot record
on the local hard drive if the installbootrecord boolean property of the node configuration or node
category is set to on. Setting the local drive boot record means that the node tries to use a local hard
drive boot installer during the next boot. This is a step toward having it become a standalone node that
does not boot from the network. This step, and the other steps needed to allow booting from the local
hard drive are covered next.

Setting The Boot Record To Allow The Node To Be Standalone
The local drive boot record is installed in the MBR of the local drive, overwriting the default iPXE boot
record (section 5.1.2).

With a working custom software image, the boot record can be installed with cmsh commands for a
node node001 with:

cmsh -c "device use node001; set installbootrecord yes; commit"
or for a category default with:
cmsh -c "category use default; set installbootrecord yes; commit"

Since installbootrecord is a boolean property, it means that if the node or if the node category
have the value set, then the node uses that value.

In Base View, the equivalent is the Install boot record option. This can similarly be enabled and
saved in the Base View node configuration or node category.

Setting the local drive boot record allows the next boot to be from the local hard drive, if the node is
set up right to boot from the local hard drive.

Booting from the local hard drive often requires some further changes, as explained next.

Managing Boot Sequence And Bootloader To Ensure The Node Can Be Standalone
For a local hard drive boot to work:

1. hard drive booting must be set to have a higher priority than network booting in the BIOS of the
node. Otherwise regular PXE booting is attempted, despite whatever value installbootrecord
has.

2. A working bootloader must be present.
By default, the node image for BCM has nodes set to use a SYSLINUX bootloader.

If the administrator is not using the default software image, but is using a custom software image
(section 9.6.1), and if the image is based on a running node filessystem that has not been built
directly from a parent distribution, then the GRUB boot configuration may not be appropriate
for a standalone GRUB boot to work. This is because the parent distribution installers often use
special logic for setting up the GRUB boot configuration. Carrying out this same special logic for
all distributions using the custom software image creation tool cm-create-image (section 9.6.2) is
impractical.
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Providing a custom working image from a standalone node that has been customized after direct
installation from the parent distribution, ensures the GRUB boot configuration layout of the cus-
tom image is as expected by the parent distribution. This then allows a standalone GRUB boot on
the node to run properly.

Nodes can be set to use a GRUB bootloader from within device mode, or from within category
mode, by changing the bootloader parameter within the mode. For example, for a node node001:

[root@basecmll ~]# cmsh

[basecm11]’ device use node001
[basecml1->device[node00111% get bootloader
syslinux (default)

[basecmll->device[node00111% set bootloader grub
[basecmll->device*[node001*]]% commit

or, for the default category:

[root@basecmll ~]# cmsh

[basecm11]y category use default
[basecmll->category[default]]) get bootloader
syslinux

[basecmll->category[default]]’ set bootloader grub
[basecmll->category*[default*]]% commit

Arranging for the two items in the preceding list ensures that the next boot is from GRUB on the
hard drive. However, the BOOTIF also needs to be changed for booting to be successful. How it can be
changed, and why it needs to be changed, is described next.

Changing BOOTIF To Ensure The Node Can Be Standalone
If the BIOS is set to boot from the hard drive, and if there is a working boot loader, and if the boot record
has been installed, then the node boots using the boot record on the hard drive.

BOOTTIF is the default value for the network interface for a node that is configured as a BCM software
image. However, the BOOTIF interface is undefined during hard drive booting, because it depends on
the network provisioning setup, which is not running. This means that the networking interface would
fail during hard drive boot for a standard image. To remedy this, the interface should be set to a defined
network device name, such as eth0, or the modern equivalents such as en01 (section 5.8.1). The defined
network device name, as the kernel sees it, can be found by logging into the node and taking a look at
the output of ip link:

[root@basecmll ~]# ssh node001 ip link
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue...
2: ethO: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc ...

In BCM the provisioning interface is mandatory, even if it is not provisioning. So it is set to the value
of kernel-defined network device name instead of BOOTIF:

[basecm11]), device interfaces node001
[basecml1->device [node001]->interfaces]’ list
Type Network device name IP Network
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physical BOOTIF [prov] 10.141.0.1 internalnet
[basecml1->device [node001]->interfaces]’ set bootif networkdevicename ethO
[basecml1->device*[node001*]->interfaces*]’ commit
[basecml1->device[node001] ->interfaces]’, list

Type Network device name IP Network

physical eth0 [prov] 10.141.0.1 internalnet
Tue Mar 31 13:46:44 2020 [notice] basecmll: node001 [ UP 1, restart required (ethQ)

In the preceding example, the kernel-defined network device name is assumed to be eth0. It should
be modified as required.

In addition, the new IP address is assumed to be on the same internal network. If the administrator
intends the node to be standalone on another network, then the network and the IP address can be set
to appropriate values.

When interface changes are carried out to make the node standalone, warnings show up saying that
a reboot is required. A reboot of the node should be done when the interface configuration is complete.

During reboot, the node then boots from the hard drive as a standalone, with a non-BOOTIF network
interface.

Bringing A Node That Boots From Its Hard Drive Back Into A Cluster
If the node is to be brought back into the cluster, then simply unsetting “Install boot record” and reboot-
ing the node does not restore its iPXE boot record and hence its ability to iPXE boot. To restore the iPXE
boot record, the node can be booted from the default image copy on the head node using a network boot
again. Typically this is done by manual intervention during node boot to select network booting from
the BIOS of the node.
Setting the value of provisioninginterface in cmsh for the node to BOOTIF is also recommended.
As suggested by the BCM iPXE boot prompt, setting network booting to work from the BIOS (regular
“PXE” booting) is preferred to the relatively roundabout way of iPXE booting from the disk.

SELinux Initialization For Hard Drive Boot And PXE Boot

If configured, SELinux (Chapter 12 of the Installation Manual) is initialized at this point. For a boot
from the hard drive, the initialization occurs if an SELinux filesystem has been saved to disk previously.
For a PXE boot, the initialization takes place if the SELinuxInitialize directive is set to true in the
node-installer.conf file.

A finalize script is similar to an initialize script (section 5.4.5), only it runs a few stages later in the
node-provisioning process.

In the context of configuration (section 3.20.4) it is used when custom commands need to be executed
after the preceding mounting, provisioning, and housekeeping steps, but before handing over control
to the node’s local init process. For example, custom commands may be needed to:

¢ initialize some not explicitly supported hardware before init takes over

* supply a configuration file for the software image that cannot simply be added to the software
image and used by init because it needs node-specific settings

* load a slightly altered standard software image on particular nodes, typically with the change
depending on automatically detecting the hardware of the node it is being loaded onto. While this
could also be done by creating a full new software image and loading it on to the nodes according
to the hardware, it usually turns out to be better for simplicity’s sake (future maintainability) to
minimize the number of software images for the cluster.
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The custom commands used to implement such changes are then added to the finalize script. How
to edit a finalize script is described in Appendix E.2.

A finalize script can be added to both a node’s category and the node configuration. The node-
installer first runs a finalize script, if it exists, from the node’s category, and then a finalize script, if
it exists, from the node’s configuration.

The node-installer sets several environment variables which can be used by the finalize script.
Appendix E contains an example script which documents these variables.

Many kernel drivers are only required during the installation of the node. After installation they are not
needed and can degrade node performance.

Baseboard Management Controllers (BMCs, section 3.7) that use IPMI drivers are an egregious exam-
ple of this. The IPMI drivers are required to have the node-installer configure the IP address of any IPMI
cards. Once the node is configured, these drivers are no longer needed, but they continue to consume
significant CPU cycles and power if they stay loaded, which can affect job performance.

To solve this, the node-installer can be configured to unload a specified set of drivers just before
it hands over control to the local init process. This is done by editing the removeModulesBeforeInit
setting in the node-installer configuration file

/cm/node-installer/scripts/node-installer.conf,

For the node-installer.conf file in multidistro and multiarch (section 9.7) configurations, the di-
rectory path /cm/node-installer takes the form:

/cm/node-installer-<distribution>-<architecture>
The values for <distribution> and <architecture> can take the values outlined on page 558.

By default, the IPMI drivers are placed in the removeModulesBeforeInit setting.

To pick up IPMI-related data values, IPMI access is then carried out over the network without the
drivers.

At this point the node-installer is done. The node’s local drive now contains a complete Linux installa-
tion and is ready to be started. The node-installer hands over control to the local /sbin/init process,
which continues the boot process and starts all runlevel services. From here on the boot process contin-
ues as if the machine was started from the drive just like any other regular Linux machine.

During the boot process, several state change messages are sent to the head node CMDaemon or de-
tected by polling from the head node CMDaemon. The most important node states for a cluster after
boot up are introduced in section 2.1.1. These states are described again, along with some less common
ones to give a more complete picture of node states.

In the node icons used by Base View:
* Nodes in the UP state are indicated by an up-arrow.

— If all health checks (section 10.2.4) for the node are successful, the up-arrow is green.

— If there is a health check that fails or if the node requires a reboot, the up-arrow is red.
¢ Nodes in the DOWN state are indicated by a blue down-arrow.
* There are some other states, including;:

- Nodes in a CLOSED state are indicated by an X
— Nodes in a DOWN state that are installing are indicated by a underscored down-arrow icon: |


/cm/node-installer/scripts/node-installer.conf
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5.5.2 Node States Shown In cmsh
In cmsh, the node state can be found using the status command from device mode for a node:

Example

[basecml1->devicel status -n node001..node002
node001 ............. [ UP 1] restart-required, health check failed
node002 ............. [ DOWN 1] (hostname changed) restart-required

The alias ds (page 47) is a convenient equivalent to device status and can be used anywhere within
cmsh.
Devices in general can have their states conveniently listed with the 1ist -f (page 59) command:

Example

[basecmll->device]’ list -f "hostname:10, status:48"

hostname ( status

apc01 [ up 1

basecmll [ up 1]

devhp [ up 1

node001 [ UP 1 restart-required, health check failed
node002 [ DOWN 1] (hostname changed) restart-required

The reason for a red icon as shown in section 5.5.1 can be found within the parentheses. In this
example it is (hostname changed).

5.5.3 Node States Indicating Regular Start Up
During a successful boot process the node goes through the following states:

* BOOTING. This is the state while the kernel and initrd are being downloaded by the node during
network booting.

To allow the BOOTING state to be detected for a node:

— BOOTIF must be defined as an interface, or

— if there is no interface with the value BOOTIF, but a particular network device, such as eth0,
is the boot interface, then a special revision tag of bootif can be used for no more than one
interface:

Example

[basecml1->device[node001]->interfaces[eth0]]% set revision bootif

e INSTALLING. This state is normally entered as soon as the node-installer has determined on which
node the node-installer is running. Within this state, information messages display indicating
what is being done while the node is in the INSTALLING state. Possible messages under the status
column for the node within cmsh and Base View are normally, in sequence:

1. node-installer started
2. Optionally, the following two messages:
(a) waiting for user input
(b) installation was resumed
3. checking disks
4. recreating partitions and filesystems

5. mounting disks
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6. One of these following two messages:

(a) waiting for FULL provisioning to start

(b) waiting for SYNC provisioning to start
7. provisioning started, waiting for completion
8. provisioning complete
9. initializing SELinux

Between steps 1 and 3 in the preceding, these optional messages can also show up:

— If burn mode is entered or left:

running burn-in tests

burn-in test completed successfully
— If maintenance mode is entered:

entered maintenance mode

e INSTALLER_CALLINGINIT. This state is entered as soon as the node-installer has handed over con-

trol to the local init process. The associated message normally seen with it in cmsh and Base View
is:

— switching to local root

e UP. This state is entered as soon as the CMDaemon of the node connects to the head node CMDae-

mon.

Other node states are often associated with problems in the boot process:

* DOWN. This state is registered as soon as the CMDaemon on the regular node is no longer detected

by CMDaemon on the head node. In this state, the state of the regular node is still tracked, so that
CMDaemon is aware if the node state changes.

CLOSED. This state is appended to the UP or DOWN state of the regular node by the administrator,
and causes most CMDaemon monitoring actions for the node to cease. The state of the node is
however still tracked by default, so that CMDaemon is aware if the node state changes.

The CLOSED state can be set from the device mode of cmsh using the close command. The help
text for the command gives details on how it can be applied to categories, groups and so on. The
-m option sets a message by the administrator for the closed node or nodes.

root@headymcheadface ~]# cmsh

[headymcheadfacel]’, device

[headymcheadface->devicel’ close -m "fan dead" -n node001,node009,node020

Mon May 2 16:32:01 [notice] headymcheadface: node001 ...[ DOWN/CLOSED ] (fan dead)
Mon May 2 16:32:01 [notice] headymcheadface: node009 ...[ DOWN/CLOSED ] (fan dead)
Mon May 2 16:32:01 [notice] headymcheadface: node020 ...[ DOWN/CLOSED ] (fan dead)

The CLOSED state can also be set from Base View using the navigation path

Devices > All Devices > : > Monitoring > Monitored State > Close

When the CLOSED state is set for a device, CMDaemon commands can still attempt to act upon it.
For example, in the device mode of cmsh:
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— open: This is the converse to the close command. It has the same options, including the -m
option that logs a message. It also has the following extra options:

* —-reset: Resets whatever the status is of the devicestatus check. However, this reset
by itself does not solve any underlying issue. The issue may still require a fix, despite the
status having been reset.

For example, the --reset option can be used to reset the restart-required flag (section 5.5.2).
However, the reason that set the restart-required flag is not solved by the reset. Restarts
are required for regular nodes if there have been changes in the following: network set-
tings, disk setup, software image, or category.

+ -f|--failbeforedown <count>: Specifies the number of failed pings before a device is
marked as down (default is 1).

— drain and undrain (Appendix G.4.1)
— For nodes that have power control®:

* power -f on
* power -f off

*+ power -f reset

In Base View, the equivalents for a node node001 for example, are using the navigation paths:

— Devices > All Devices > node001 [4 > Monitored state > Open|Close|Mute |Unmute

— Devices > All Devices > node001 Eﬂ > Workload > Drain Overview|Drain|Undrain

— Devices > All Devices > node001 [4] > Power > On|O0ff|Reset.

CMDaemon on the head node only maintains device monitoring logs for a device that is in the UP
state. If the device is in a state other than UP, then CMDaemon only tracks its state, and can display
the state if queried.

For example: if a node displays the state UP when queried about its state, and is given a ‘close’ com-
mand, it then goes into a CLOSED state. Querying the node state then displays the state UP/CLOSED.
It remains in that CLOSED state when the node is powered down. Querying the node state after
being powered down displays DOWN/CLOSED. Next, powering up the node from that state, and hav-
ing it go through the boot process, has the node displaying various CLOSED states during queries.
Typically the query responses show it transitioning from DOWN/CLOSED, to INSTALLING/CLOSED, to
INSTALLER_CALLINGINIT/CLOSED, and ending up displaying the UP/CLOSED state.

Thus, a node set to a CLOSED state remains in a CLOSED state regardless of whether the node is in
an UP or DOWN state. The only way out of a CLOSED state is for the administrator to tell the node to
open via the cmsh “open” option discussed earlier. The node, as far as CMDaemon is concerned,
then switches from the CLOSED state to the OPEN state. Whether the node listens or not does not
matter—the head node records it as being in an OPENING state for a short time, and during this
time the next OPEN state (UP/0PEN, DOWN/OPEN, etc.) is agreed upon by the head node and the node.

When querying the state of a node, an OPEN tag is not displayed in the response, because it is the
“standard” state. For example, UP is displayed rather than UP/OPEN. In contrast, a CLOSED tag is
displayed when it is active, because it is a “special” state.

The CLOSED state is normally set to take a node that is unhealthy out of the cluster management
system. The node can then still be in the UP state, displaying UP/CLOSED. It can even continue
running workload jobs in this state, since workload managers run independent of CMDaemon.
So, if the workload manager is still running, the jobs themselves are still handled by the workload
manager, even if CMDaemon is no longer aware of the node state until the node is re-opened. For
this reason, draining a node is often done before closing a node, although it is not obligatory.

3power control mechanisms such as PDUs, custom power scripts, and BMCs using IPMI/HP iLO/DRAC/CIMC/Redfish, are
described in Chapter 4
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e OPENING. This transitional state is entered as soon as the CMDaemon of the node rescinds the
CLOSED state with an “open” command from cmsh. The state usually lasts no more than about 5
seconds, and never more than 30 seconds in the default configuration settings of BCM. The help
text for the open command of cmsh gives details on its options.

® INSTALLER_FAILED. This state is entered from the INSTALLING state when the node-installer has
detected an unrecoverable problem during the boot process. For instance, it cannot find the
local drive, or a network interface cannot be started. This state can also be entered from the
INSTALLER_CALLINGINIT state when the node takes too long to enter the UP state. This could
indicate that handing over control to the local init process failed, or the local init process was
not able to start the CMDaemon on the node. Lastly, this state can be entered when the previous
state was INSTALLER_REBOOTING and the reboot takes too long.

e INSTALLER_UNREACHABLE. This state is entered from the INSTALLING state when the head node
CMDaemon can no longer ping the node. It could indicate the node has crashed while running
the node-installer.

¢ INSTALLER_REBOOTING. In some cases the node-installer has to reboot the node to load the correct
kernel. Before rebooting it sets this state. If the subsequent reboot takes too long, the head node
CMDaemon sets the state to INSTALLER_FAILED.

Updating Running Nodes From A Stored Image By Rebooting

Changes made to the contents of the software image for nodes, kept on the head node, become a part of

any other provisioning nodes according to the housekeeping system on the head node (section 5.2.4).
Thus, when a regular node reboots, the latest image is installed from the provisioning system onto

the regular node via a provisioning request (section 5.4.7).

Updating Running Nodes From A Stored Image Without Rebooting

However, updating a running node with the latest software image changes is also possible without
rebooting it. Such an update can be requested using cmsh or Base View, and is queued and dele-
gated to a provisioning node, just like a regular provisioning request. The properties that apply to
the regular provisioning of an image also apply to such an update. For example, the value of the
provisioninginterface setting (section 5.4.7) on the node being updated determines which interface
is used to receive the image.

® In cmsh the request is submitted with the imageupdate option (section 5.6.2).

¢ In Base View, it is submitted, for a node node001 for example, using the navigation path:
Devices > All Devices > node001 : > Software Image > Update Node (section 5.6.3).

The imageupdate command of cmsh and the Update Node menu option of Base View use a configu-
ration file called excludelistupdate, which is, as its name suggests, a list of exclusions to the update.

The running node is thus updated from a stored image with the help of that configuration file when
imageupdate or Update Node are run. More details are given in the rest of this section (section 5.6).

Updating A Stored Image From A Running Node

The converse, that is, to update a stored image from what is on a running node, can be also be carried
out. This converse can be viewed as grabbing from a node, and synchronizing what is grabbed, to an
image. It can be done using grabimage (cmsh), or Grab to image (Base View), and involves further
exclude lists excludelistgrab or excludelistgrabnew. The grabimage command and Grab to image
option are covered in detail in section 9.5.2.
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The exclude list excludelistupdate used by the imageupdate command is defined as a property of the
node’s category. It has the same structure and rsync patterns syntax as that used by the exclude lists for
provisioning the nodes during installation (section 5.4.7).

Distinguishing Between The Intention Behind The Various Exclude Lists

The administrator should note that it is the excludelistupdate list that is being discussed here, in con-
trast with the excludelistsyncinstall/excludelistfullinstall lists which are discussed in section 5.4.7,
and also in contrast with the excludelistgrab/excludelistgrabnew lists of section 9.5.2.

So, for the imageupdate command the excludelistupdate list concerns an update to a run-
ning system, while for installation sync or full provisioning, the corresponding exclude lists
(excludelistsyncinstall and excludelistfullinstall) from section 5.4.7 are about an install during
node start-up. Because the copying intention during updates is to be speedy, the imageupdate command
synchronizes files rather than unnecessarily overwriting unchanged files. Thus, the excludelistupdate
exclusion list it uses is actually analogous to the excludelistsyncinstall exclusion list used in the sync
case of section 5.4.7, rather than being analogous to the excludelistfullinstall list.

Similarly, the excludelistgrab/excludelistgrabnew lists of section 9.5.2 are about a grab from the
running node to the image.

® The excludelistgrab list here is intended for the case of synchronizing the existing image with
the running node, and is thus analogous to the excludelistsyncinstall exclusion list.

® The excludelistgrabnew list here is intended for the case of copying a full image from the running
node, and is thus analogous to the excludelistfullinstall list.

The following table summarizes this:

During: Exclude list used is: Copy intention:
update  excludelistupdate sync, image to running node
nstall excludelistfullinstall full, image to starting node
insta
excludelistsyncinstall sync, image to starting node
b excludelistgrabnew full, running node to image
ra

& excludelistgrab sync, running node to image

The preceding table is rather terse. It may help to understand it if is expanded with some in-place
footnotes, where the footnotes indicate what actions can cause the use of the exclude lists:
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During:

update

eg: imageupdate

install

eg: node-provisioning
process during pre-
init stage depending

on installmode decision

grab
eg: grabimage (cmsh),
Grab to image

(Base View)

Exclude list used is:

excludelistupdate

excludelistfullinstall
eg: node provisioning

with installmode FULL

excludelistsyncinstall
eg: node provisioning AUTO

with healthy partition

excludelistgrabnew

grabimage -i/Grab to image for a new image

excludelistgrab

grabimage/Grab to image for the original image

The Exclude List Logic For excludelistupdate
During an imageupdate command, the synchronization process uses the excludelistupdate list, which
is a list of files and directories. One of the cross checking actions that may run during the synchroniza-
tion is that the items on the list are excluded when copying parts of the filesystem from a known good
software image to the node. The detailed behavior is as follows:
The exludelistupdate list is in the form of two sublists. Both sublists are lists of paths, except that
the second sublist is prefixed with the text “no-new-files: ” (without the double quotes). For the node
being updated, all of its files are looked at during an imageupdate synchronization run. During such a
run, the logic that is followed is:

Copy intention:

sync, image to running node

full, image to starting node

sync, image to starting node

full, running node to image

sync, running node to image

¢ if an excluded path from excludelistupdate exists on the node, then nothing from that path is
copied over from the software image to the node

¢ if an excluded path from excludelistupdate does not exist on the node, then

— if the path is on the first, non-prefixed list, then the path is copied over from the software
image to the node.

— if the path is on the second, prefixed list, then the path is not copied over from the software
image to the node. That is, no new files are copied over, like the prefix text implies.

This is illustrated by figure 5.18.
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excludelistupdate What happens to files on nodes

For files already on the node:

/ FOO > No chang> FOO

sublist 1 .
www ‘
FOO
BAR
sublist 2
For files not already on the node:
no new files: BAZ
> New file > BAR
COPY

> No new f@

FOO
BAR

Figure 5.18: Exclude list logic

The files and directories on the node that are not in the sub-lists lose their original contents, and are
copied over from the software image. So, content not covered by the sub-lists at that time is normally
not protected from deletion.

Thus, the provisioning system excludes paths described according to the excludelistupdate prop-
erty.

The provisioning system also excludes a statically-imported filesystem on a node if the filesystem
is a member of the following special list: NFS, Lustre, FUSE, CephFS, CIFS, PanFS, FhGFS, BeeGFS,
GlusterFS, or GPFS. If this exclusion were not done, then all data on these imported filesystems would



292 Node Provisioning

be wiped, since they are not part of the software image. The automatic exclusion for these imported
filesystems does not rely on the excludelist values maintained by CMDaemon—instead, CMDaemon
carries out the check on-the-fly when provisioning starts.

Statically-imported filesystems that have their mounts managed by BCM via the fsmounts mode
can be excluded from being mounted on the nodes in the first place, by removing them from the listed
mounts within the fsmounts mode.

Imported filesystems not on the special list can have their data wiped out during provisioning or
sync updates, if the statically-imported filesystems are placed in the image manually—that is, if the
filesystems are mounted manually into the image on the head node via /etc/fstab without using cmsh
or Base View.

Filesystems mounted dynamically cannot have their appearance or disappearance detected reliably:
Any filesystem that may be imported via an auto-mount operation must therefore explicitly be excluded
by the administrator manually adding the filesystem to the exclude list. This is to prevent an incor-
rect execution of imageupdate. Neglecting to do this may wipe out the filesystem, if it happens to be
mounted in the middle of an imageupdate operation.

The fstab system is a statically mounting system, and not an auto-mounter: While fstab mounts
filesystems automatically, system administrators should not confuse that with auto-mounting. Auto-
mounting as provided by autofs is designed for the dynamic mounting of filesystems on demand by
regular users. The fstab table is designed for mounting as carried out by the system, as occurs during
boot, which is why it is regarded as a static, non-auto-mounting system.

Editing An Exclude List
A sample cmsh one-liner which opens up a text editor in a category so that the exclude list for updates
can be edited is:

cmsh -c "category use default; set excludelistupdate; commit"

Similarly, the exclude list for updates can also be edited in Base View using the navigation path:
Grouping > Categories [4 > sett ings > Exclude list update

Provisioning Modifications Via excludelistmanipulatescript
Sometimes the administrator has a need to slightly modify the execution of exclude lists during pro-
visioning. The excludelistmanipulatescript file takes as an input the exclude list inherited from a
category, modifies it in some way, and then produces a new exclude list. Conceptually it is a bit like how
an administrator might use sed if it worked without a pipe. As usual, setting it for node level overrides
the category level.

A script that manipulates the exclude lists of a node can be specified as follows within cmsh:

[basecm11]’ device use node001

[basecmll->device[node001]]7 set excludelistmanipulatescript
(a vi session will start. A script is edited and saved)
[basecml1->device[node001*]]% commit

The script can be as simple as:

#!/bin/bash

echo n_ xn

echo 'no-new-files: - *'
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If provisioning a node from the head node, then the script modifies the node-provisioning exclude
lists—excludelistfullinstall, excludelistsyncinstall, and excludelistupdate—so that they ap-
pear to contain these items only:

- x

no-new-files: - *

The provisioning node then excludes everything during provisioning.

Careful editing and testing of the script is advised. Saving a script with just a single whitespace, for
example, usually has undesirable results.

A more useful script template is the following;:

#!/bin/bash

while read; do
echo "$REPLY"
done

echo "# This and next line added by category excludelistmanipulatescript."
echo "# The command line arguments were: $@"

The provisioning exclude lists are simply read in, then sent out again without any change, except
that the last two lines add comment lines to the exclude lists that are to be used.

Internally, the arguments taken by the excludelistmanipulatescript are the destination path and
the sync mode (one of install |update | fulllgrab | grabnew). This can be seen in the output of $6, if
running an imageupdate command to execute a dry run with the preceding example:

[basecm11]’, device use node001
[basecmll->device[node001]]% get excludelistmanipulatescript
(the script is put in)
[basecmll->device [node001*]]%, commit; imageupdate
Performing dry run (use synclog command to review result, then pass -w to perform real update)...
Wed Apr 15 04:55:46 2015 [notice] basecmll: Provisioning started: sendi)
ng basecmll:/cm/images/default-image to node001:/, mode UPDATE, dry run)
= yes, no data changes!
[basecmll->device [node001]1%
Wed Apr 15 04:55:51 2015 [notice] basecmll: Provisioning completed: sen)
t basecmll:/cm/images/default-image to node001:/, mode UPDATE, dry run \
= yes, no data changes!
imageupdate [ COMPLETED ]

An excerpt from the sync log, after running the synclog command, then shows output similar to
(some output elided):

- /cm/shared/*

- /cm/shared/

- /home/*

- /home/

- /cm/shared/apps/slurm/*

- /cm/shared/apps/slurm/

# This and next line added by category excludelistmanipulatescript.
# The command line arguments were: update /
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Rsync output:
sending incremental file list
cm/local/apps/cmd/scripts/healthchecks/configfiles/

Here, the sync mode is update and the destination path is “/”. Which of the exclude lists is being
modified can be determined by the excludelistmanipulatescript by parsing the sync mode.

The bash variable that accepts the exclude list text is set to a safely-marked form using curly braces.
This is done to avoid expansion surprises, due to wild card characters in the exclude lists. For example,
if $REPLY were used instead of ${REPLY}, and the script were to accept an exclude list line containing “-
/proc/*”, then it would give quite confusing output.

Other Exclude List Handling Options
The excludelistfailover and excludelistnormal files: are two further exclude list files that modify
standard provisioning behavior. These are discussed in section 15.4.8.

The excludelistsnippets tool: When synchronizing to a cloud director, or to an edge director, it is
sometimes useful to exclude unneeded files and paths from the synchronization, in order to speed it up.
The excludelistsmanipulatescript tool is powerful enough to do it, but it has some issues due to its
power. For example, it is a script, which means that it is called whenever it is used, and so uses up some
extra resources. Also, it is a bit tricky to set up.

An easier way to manipulate exclude lists for the unneeded files and paths is via the
excludelistsnippets tool, described in section 4.3.1 of the Cloudbursting Manual. This tool allows
additional exclusion to be specified in a simpler way.

Exclude List State At Node Level
Exclude lists at category level and node level: An exclude list can be set at node level, as well as at
category level. Roles and overlays can add implied exclude lists too.

At category level, an exclude list such as excludelistfullinstall can be set up explicitly with:

[basecmll->category[default]]’ set excludelistfullinstall
.. .a text editor such as vi opens up and the list can be edited . . .
[basecmll->category*[default*]]% commit

At node level, an exclude list can be set in the same way:

[basecmll->device[node001]]% set excludelistfullinstall
.. .a text editor such as vi opens up and the list can be edited.. . .
[basecmll->device*[node001*]]% commit

An exclude list that is not empty at node level overrules its corresponding category list. Exclude lists
brought in via roles are however simply included in the exclude list.

The excludelist command: At node level it can be unclear what the resulting exclude list (“opera-
tional exclude list”) actually is. The exclude list state at node level can therefore be viewed using the
excludelist command options. The excludelist command becomes active if a software image has
been set at the node level.

* The list option to excludelist lists the source and destination paths:
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[basecmll->device[node001]]7, excludelist list
Source path (on the head node) Destination path (on the node)

/cm/images/default-image /

* The get option to the excludelist command has synchronization mode and destination subop-
tions for a node.

Earlier on (page 289), the intention behind the various exclude lists, according to the type of update
or synchronization, were distinguished.

The excludelist get command can have a destination path specified, and have the type of up-
date or synchronization specified according to those distinguishing concepts.

The output to the excludelist get command then shows the operational exclude list as seen by
a node for that path and for that update or synchronization.

Thus, for example:

— The full install operational exclude list for the path / on node node001, intended for a full
installation to a node that is starting up, can be found as follows:

[basecml1->device[node001]1% excludelist get full /

# For details on the exclude patterns defined here please refer to
# the FILTER RULES section of the rsync man page.

#

# Files that match these patterns will not be installed onto the node.
lost+found/

- /proc/*

- /sys/*

- /boot/efi

# extra defaults
- /proc/*
- /sys/*

— Similarly, the sync install operational exclude list for the path / on node node001, intended
for a sync installation to a node that is starting up, can be found as follows:

[basecmll->device[node001]]% excludelist get sync /

For details on the exclude patterns defined here please refer to
the FILTER RULES section of the rsync man page.

Files that exist on a node and match one of these patterns will not be
modified or deleted. Any files that match one of these patterns and that

H# O H O H H H

exist in the image but are absent on the node, will be copied to the node.
- /.autofsck

- /boot/grub*/grub.cfg

- /cm/local/apps/openldap/etc/certs/ldap.key

- /cm/local/apps/openldap/etc/certs/ldap.pem

- /data/*

- /home/*
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— Other excludelist get options, besides full and sync, are:

+ grab (a grab from a running node for a sync back to an existing image)
* grabnew (a grab from a running node for a full install to a new image)
+ update (a sync update of a running node from an image).

All excludelist get options correspond to the intentions of the associated exclude list types
as distinguished on page 289.

5.6.2 Updating Running Nodes: With cmsh Using imageupdate

Using a defined excludelistupdate property (section 5.6.1), the imageupdate command of cmsh is used
to start an update on a running node:

Example

[basecmll->devicel imageupdate -n node001

Performing dry run (use synclog command to review result, then pass -w to perform real update)...
Tue Jan 11 12:13:33 2011 basecmll: Provisioning started on node node001

[basecmll->devicel’, imageupdate -n node0O1: image update in progress ...

[basecml1->devicel¥

Tue Jan 11 12:13:44 2011 basecmll: Provisioning completed on node node001

By default the imageupdate command performs a dry run, which means no data on the node is
actually written. Before passing the “-w” switch, it is recommended to analyze the rsync output using
the synclog command (section 5.4.7).

If the user is now satisfied with the changes that are to be made, the imageupdate command is
invoked again with the “-w” switch to implement them:

Example

[basecmll->devicel, imageupdate -n node001 -w
Provisioning started on node node001

node001: image update in progress ...

[basecm11->devicel), Provisioning completed on node node001

5.6.3 Updating Running Nodes: With Base View Using the Update node Option
In Base View, an image update can be carried out by selecting the specific node or category, for example
node001, and updating it via the navigation path:

Devices > All Devices > node001 : > Software Image > Update Node

5.6.4 Updating Running Nodes: Considerations
An attempt to update the image on a running node can run into some issues:

¢ Updating an image via cmsh or Base View automatically updates the provisioners first via the
updateprovisioners command (section 5.2.4) if the provisioners have not been updated in the last
5 minutes. The conditional update period can be set with the dirtyautoupdatetimeout parameter
(section 5.2.4).

So, with the default setting of 5 minutes, if there has been a new image created within the last 5
minutes, then provisioners do not get the updated image when doing the updates, which means
that nodes in turn do not get those updates. Running the updateprovisioners command just
before running the imageupdate command therefore usually makes sense.
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¢ By default, BCM does not allow provisioning if automount (page 917) is running.

¢ Also, when updating services, the services on the nodes may not restart since the init process
may not notice the replacement.

For these reasons, especially for more extensive changes, it can be safer for the administrator to simply
reboot the nodes instead of using imageupdate to provision the images to the nodes. A reboot by default
ensures that a node places the latest image with an AUTO install (section 5.4.7), and restarts all services.

The Reinstall node option, which can be run, for example, on a node node001, using a navigation
path of:

Devices > All Devices > node001 : > Software image > Reinstall node
also does the same as a reboot with default settings, except for that it unconditionally places the
latest image with a FULL install, and so may take longer to complete.

How the administrator can add a single node to a cluster is described in section 1.3 of the Installation
Manual. This section explains how nodes can be added in ways that are more convenient for larger
numbers of nodes.

Node objects can be added from within the device mode of cmsh by running the add command:

[basecmll->devicel’ add physicalnode node002 10.141.0.2
[basecmll->device*[node002%]% commit

The Base View equivalent of this can be carried out using the navigation path:
Devices > All Devices > + Add > PhysicalNode > Hostname
then adding the value node002 to Hostname, and saving it.

When adding the node objects in cmsh and Base View, some values (the MAC addresses for example)
may need to be filled in before the object validates. For regular nodes, there should be an interface and
an IP address for the network that it boots from, as well as for the network that manages the nodes. A
regular node typically has only one interface, which means that the same interface provides boot and
management services. This interface is then the boot interface, BOOTIF, during the pre-init stage, but is
also the management interface, typically ethO or whatever the device is called, after the pre-init stage.
The IP address for BOOTIF is normally provided using DHCP, while the IP address for the management
interface can be set to a static IP address using cmsh or Base View by the administrator.

Adding new node objects as “placeholders” can also be done from cmsh or Base View. By placehold-
ers, here it is meant that an incomplete node object is set. For example, sometimes it is useful to create a
node object with the MAC address setting unfilled because it is still unknown. Why this can be useful
is covered shortly.

Besides adding nodes using the add command of cmsh or the + Add option of Base View as in the preced-
ing text, there is also a Base View wizard that guides the administrator through the process—the node
creation wizard. This is useful when adding many nodes at a time. It is available using the navigation
path:

Devices > Node Creation Wizard

This device creation wizard should not be confused with the somewhat-related device identification
resource described in section 5.4.2, which identifies unassigned MAC addresses and switch ports, and
helps assign them node names.
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* The node creation wizard creates an object for nodes, assigns them node names, but it leaves the
MAC address field for these nodes unfilled, keeping the node object as a “placeholder”.

* The device identification resource assigns MAC addresses so that node names are associated with
a MAC address.

If a node is left with an unassigned MAC address—that is, in a “placeholder” state—then it means
that when the node starts up, the provisioning system lets the administrator associate a MAC address
and switch port number at the node console for the node. This occurs when the node-installer reaches
the node configuration stage during node boot as described in section 5.4.2. This is sometimes preferable
to associating the node name with a MAC address remotely with the device identification resource.

The node creation wizard goes through the following screens:

* The Node Range and Category screen: An example of this screen is seen in figure 5.19, where a
cluster with existing nodes node001, node002, and node003 has 10 more node objects added to it,
with numbering set to start from node004 onwards.

— The Node Range section: allows setting of the number of nodes to be added, their node name
prefix, and their numeric suffix.

— The Category, Management Network and Cloud Provider section: allows setting of the node
category for the nodes, their management network, and their cloud provider, if any.

Node Creation Wizard
o

Node Range and Category

Node Range and Category Selection

Node Range

Will create 10 nodes: node004, node05 .. nodeQ1

Category, Management Network and Cloud Provider
Select the category and the management network for the new nodes.

default internalnet Not set

Figure 5.19: Node Creation Wizard: Node Range And Category Screen

Clicking on the Continue button brings up the next screen.
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* The Switch and Interface screen: lists the nodes and allows their interface properties to be as-
signed in bulk with the Assign Interfaces in Bulk option (figure 5.20):

Node Creation Wizard

@ =

Node Range and Category Switch and Interface

Switch and Interface Settings

ol

Hostname Interfaces Actions

noded0d

EEE R

noded0s

node009

000000 o0Dn.

noded10

Figure 5.20: Node Creation Wizard: Switch And Interface Screen

The Assign Interfaces in Bulk option opens up a subpane that allows an interface to be added
to the first node in the list of nodes objects that are to be created (figure 5.21):

Assign Interfaces
Assign interfaces to the first node. Subsequent nodes will be configured with incremented IP addresses.

% Saving these settings wil write any inter elated settings a plied in the nodes data grid.

Add Interface

Figure 5.21: Node Creation Wizard: Adding An Interface For Bulk Assignment

In the case of nodes, the interface must be a BOOTIF interface, and should also be set to be used
as a provisioning interface. The IP address that is suggested in the screen for the first node should
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be changed to a suitable IP address on the management network (figure 5.22):

Assign Interfaces

Assign interfaces to the first node. Subseqguent nodes will be configured with incremented IP addresses.

Interfaces Interface Properties

Q Se
D Name Provisioning Network IP Actions

BOOTIF
|:| BOOTIF Yes internalnet 10.141.0.4 A

internalnet (management, bootable)

10.141.04

Figure 5.22: Node Creation Wizard: Adding Interface Settings For Bulk Assignment

When the Save button is clicked, the remaining nodes in the list of node objects are automati-
cally bulk-assigned IP addresses that follow in a sequence from that of the first node assignment
(figure 5.23):
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Node Creation Wizard

o e

Mode Range and Category Switch and Interface

Switch and Interface Settings

Hostname Switch Interfaces Actions

node04 BOOTIFinternalnet:10.141.0.4

noded0s BOOTIFinternalnet:10.141.0.5

nodeD0a BOOTIFinternalnet:10.141.0.6

node007 BOOTIFinternalnet: 10.141.0.7

nodeD08 BOOTIFinternalnet:10.141.0.8

node0d9 BOOTIF:internalnet:10.141.0.9

Q,

O
M
M|
O
O
U
O
O

noded10 BOOTIF:intermalnet:10.141.0.10

1-7Tof 10

Figure 5.23: Node Creation Wizard: Proposed Bulk Assignment Saved

This assignment is a proposed assignment. Clicking on the Continue button brings up the next
screen.

* The Summary screen: shows a summary (figure 5.24) of the objects that are to be created.
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Node Creation Wizard
/. v o

Node Range and Category Switch and Interface Summary

Summary

Will create 10 physical nodes nodeD04, node005 ... node( 12, node013

Used interfaces BOOTIFinternalnet

Used switches

Ready for Node Creation

Figure 5.24: Node Creation Wizard: A Summary

After ticking the Ready for Node Creation box, clicking on the Create button creates the objects.

* The Create Nodes screen: shows the status of the node objects (figure 5.25)
Node Creation Wizard
< @ < ]

Node Range and Category Switch and Interface Summary Create Nodes

Figure 5.25: Node Creation Wizard: Node Objects Status

The Show all devices button just brings up the devices list pane, as seen by the Base View naviga-
tion path:

Devices > All Devices

The Restart button just restarts the wizard to allow more node objects to be created.

Once the node objects have been created, device identification (section 5.4.2) can be carried out as
the associated physical nodes are brought up.

The cmsh equivalent of the node creation wizard is running foreach --clone on a node thatis to be
cloned over a node range (section 2.5.5, page 70).
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During the node boot process there are several common issues that can lead to an unsuccessful boot.
This section describes these issues and their solutions. It also provides general hints on how to analyze
boot problems.

Before looking at the various stages in detail, the administrator may find that simply updating soft-
ware or firmware may fix the issue. In general, it is recommended that all available updates are deployed
on a cluster.

¢ Updating software is covered in Chapter 9.

— On the head node, the most relevant software can be updated with yum, zypper, or apt, as
explained in section 9.2. For example, with yum:

yum update cmdaemon node-installer

— Similarly for the software image, the most relevant software can be updated too. This is done
via a procedure involving a chroot installation., as described in section 9.4. If using yum, then
the update can be carried out within the image, <software image>, with:

yum update --installroot=/cm/images/<software image> cmdaemon node-installer-slave

¢ UEFI or BIOS firmware should be updated as per the vendor recommendation

The various stages that may fail during node boot are now examined.

Possible reasons to consider if a node is not even starting to network boot (PXE boot for x86 nodes) in
the first place:

¢ DHCP may not be running. A check can be done to confirm that DHCP is running on the internal
network interface (usually eth0):

[root@basecmll “1# ps u -C dhcpd
USER PID JCPU %MEM VSZ RSS TTY STAT START TIME COMMAND
root 2448 0.0 0.0 11208 436 7 Ss  Jan22 0:05 /usr/sbin/dhcpd ethO

This may indicate that Node booting is disabled in Base View (figure 3.5, page 101) and needs to
be enabled. The equivalent in cmsh is to check if the response to:

cmsh -c "network use internalnet; get nodebooting"

needs to be set to yes.

¢ The DHCP daemon may be “locked down” (section 3.2.1: figure 3.5 and table 3.1). New nodes are
granted leases only after lockdowndhcpd is set to no in cmsh, or Lock down dhcpd is disabled in
Base View for the network.

¢ A rogue DHCP server may be running. If there are all sorts of other machines on the network the
nodes are on, then it is possible that there is a rogue DHCP server active on it, perhaps on an IP
address that the administrator has forgotten, and interfering with the expected PXE booting. Such
stray DHCP servers should be eliminated.
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- One way to identify the problem is to remove all the connections and switches and just con-
nect the head node directly to a problem node, NIC-to-NIC. This should allow a normal net-
work boot to happen. If a normal network boot then does happen, it indicates the problem is
indeed due to a rogue DHCP server on the more-connected network.

— For a more cerebral approach, which avoids recabling, the nmap utility may be useful.
The nmap utility since version 7.90 can discover and list multiple DHCP servers using its
broadcast-dhcp-discover script. The following session output shows the configuration and
installation of the utility on to node002 on the internal network. It then runs it for the internal
network interface ens3. If it finds a second DHCP server on the network (in this test case
on node001 at 10.141.0.1), then it may show responses in the output similar to the following
(some output ellipsized):

[root@node002 ~1# wget https://nmap.org/dist/nmap-7.90.tgz
[root@node002 ~]# tar xvzf nmap-7.90

[root@node002 ~]# cd nmap-7.90
[root@node002 nmap-7.90]1# make distclean && ./configure --disable-rdma && make

[root@node002 nmap-7.90]# ./nmap --script broadcast-dhcp-discover -e ens3
Starting Nmap 7.90 ( https://mmap.org ) at 2022-09-08 16:55 CEST
Pre-scan script results:

| broadcast-dhcp-discover:

| Response 1 of 2:

I IP Offered: 10.141.163.254

| DHCP Message Type: DHCPOFFER

I Server Identifier: 10.141.0.1

|  Response 2 of 2:

I IP Offered: 10.141.167.255

| DHCP Message Type: DHCPOFFER

I Server Identifier: 10.141.255.254

[root@node002 nmap-7.90]#

The boot sequence may be set wrongly in the BIOS. The boot interface should normally be set to
be the first boot item in the BIOS.

The node may be set to boot from UEFI mode. If UEFI mode has a buggy network boot imple-
mentation, then it may fail to network boot. For x86 nodes, setting the node to PXE boot using the
legacy BIOS mode can be tried instead, or perhaps the UEFI firmware can be updated.

There may a bad cable connection. This can be due to moving the machine, or heat creep, or
another physical connection problem. Firmly inserting the cable into its slot may help. Replacing
the cable or interface as appropriate may be required.

There may a problem with the switch. Removing the switch and connecting a head node and a
regular node directly with a cable can help troubleshoot this.
Disabling the Spanning Tree Protocol (STP) functions of a managed switch is recommended. With

STP on, nodes may randomly fail to network boot.

The cable may be connected to the wrong interface. By default, on the head node, for a type 1
network, the first consistent network device name, for example eno1, is normally assigned the
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internal network interface, and the second one, for example en02, is assigned the external network
interface. However, the following possibilities should be considered during troubleshooting:

— The two interfaces can be confused when physically viewing them and a connection to the
wrong interface can therefore be made.

- Itis also possible that the administrator has changed the default assignment.

— The interface may have been set by the administrator to follow the network device naming
scheme that has been used prior to RHEL?. Interfaces with names such as eth0 and ethl on
the head node are suggestive of this. The problem with the pre-RHEL?7 scheme is that it can
sometimes lead to network interfaces swapping after reboot, which is why the scheme is no
longer recommended. The workaround for this issue in pre-RHEL7 schemes was to define a
persistent name in the udev ruleset for network interfaces.

From NVIDIA Base Command Manager version 9.0 onward, the default scheme is the con-
sistent network device naming scheme, and it is recommended.

Interface Naming Conventions Post-RHEL7 (Recommended)

https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/
Networking_Guide/ch-Consistent_Network_Device_Naming.html describes the consistent
network device scheme for interfaces post-RHEL?. This scheme sets an interface assignment
on iPXE boot for multiple interfaces that is also valid by default during the very first iPXE
boot. This means that an administrator can know which interface is used for provisioning
and can connect the provisioning cable accordingly.

Some care may need to be taken in unusual naming assignments, in order to avoid exceeding
the 16-character limit that Linux has for the naming of network interfaces.

Reverting To The Pre-RHEL7 Interface Naming Conventions (Not Recommended)
To revert to the pre-RHEL7 behavior, the key=value entries:

net.ifnames=0 biosdevname=0

can be placed in the GRUB_CMDLINE_LINUX line in /etc/default/grub within the head node:

GRUB_CMDLINE_LINUX="vconsole.keymap=us crashkernel=auto vconsole.font=latarcyrheb-sunl6 \
biosdevname=0 rootdelay=300 net.ifnames=0 earlyprintk=ttyS0,115200 console=ttySO0"

For this:

* The biosdevname parameter only works if the dev helper is installed. The dev helper
is available from the biosdevname RPM package. The parameter also requires that the
system supports SMBIOS 2.6 or ACPI DSM.

+ The net.ifnames parameter is needed if biosdevname is not installed.
A cautious system administrator may back up the original grub. cfg file:
[root@basecmll “1# cp --preserve /boot/grub2/grub.cfg /boot/grub2/grub.cfg.orig
The GRUB configuration should be generated with:

[root@basecmll ~]# grub2-mkconfig -o /boot/grub2/grub.cfg

If for some reason the administrator would like to carry out the pre-RHEL7 naming conven-
tion on a regular node, then the text net.ifnames=0 biosdevname=0 can be appended to the
kernelparameters property, for an image selected from softwareimage mode.


https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Networking_Guide/ch-Consistent_Network_Device_Naming.html
https://access.redhat.com/documentation/en-US/Red_Hat_Enterprise_Linux/7/html/Networking_Guide/ch-Consistent_Network_Device_Naming.html
/etc/default/grub
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[basecmll->softwareimagel’ list

Name (key) Path
default-image /cm/images/default-image
openstack-image /cm/images/openstack-image

[basecmll->softwareimagel’ use default-image
[basecmll->softwareimage [default-image]]) append kernelparameters " net.ifnames=0 biosdevname=0"
[basecmll->softwareimage* [default-image*]]% commit

The append command requires a space at the start of the quote, in order to separate the kernel
parameters from any pre-existing ones.

¢ The TFTP server that sends out the image may have hung. During a normal run, an output similar
to this appears when an image is in the process of being served:

[root@basecmll ~]# ps ax | grep [t]lftp
7512 7 Ss 0:03 in.tftpd --maxthread 500 /tftpboot

If the TFTP server is in a zombie state, the head node should be rebooted. If the TFTP service
hangs regularly, there is likely a networking hardware issue that requires resolution.

Incidentally, grepping the process list for a TFTP service returns nothing when the head node
is listening for TFTP requests, but not actively serving a TFTP image. This is because the TFTP
service runs under xinet.d and is called on demand. Running

[root@basecmll ~]# chkconfig --list
should include in its output the line:
tftp: on

if TFTP is running under xinet.d.

¢ The switchover process from TFTP to HTTP may have hung. During a normal provisioning run,
assuming that CMDaemon uses the default bootloaderprotocol setting of HTTP, then TFTP is
used to load the initial boot loader, but the kernel and ramdisk are loaded up via HTTP for speed.
Some hardware has problems with switching over to using HTTP.

In that case, setting bootloaderprotocol to TFTP keeps the node using TFTP for loading the kernel
and ramdisk, and should work. Another possible way to solve this is to upgrade the PXE boot
BIOS to a version that does not have this problem.

ARMvVS8 hardware can boot only via TFTP.
Setting bootloaderprotocol to HTTPS only works for some special hardware.

* VLAN tagging may have been set up incorrectly in the BIOS of the node. VLAN provisioning
(section 5.3.4) requires several changes in VLAN configuration for it to work.

* Sometimes a manufacturer releases hardware with buggy drivers that have a variety of problems.
For instance: Ethernet frames may be detected at the interface (for example, by ethtool), but
TCP/IP packets may not be detected (for example, by wireshark). In that case, the manufacturer
should be contacted to upgrade their driver.

* The interface may have a hardware failure. In that case, the interface should be replaced.
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If the node manages to get beyond the net booting stage to the node-installer stage, then the first place
to look for hints on node boot failure is usually the node-installer log file. The node-installer runs on the
node that is being provisioned, and sends logging output to the syslog daemon running on that node.
This forwards all log data to the IP address from which the node received its DHCP lease, which is
typically the IP address of the head node or failover node. In a default BCM setup, the 1locals facility of
the syslog daemon is used on the node that is being provisioned to forward all node-installer messages
to the log file /var/log/node-installer on the head node.

After the node-installer has finished running, its log is also stored in /var/log/node-installer on
the regular nodes.

If there is no node-installer log file anywhere yet, then it is possible that the node-installer is not yet
deployed on the node. Sometimes this is due to a system administrator having forgotten to change a
provisioning-related configuration setting. One possibility is that the nodegroups setting (section 5.2.1),
if used, may be misconfigured. Another possibility is that the image was set to a locked state (sec-
tion 5.4.7). The provisioningstatus -a command can indicate this:

[basecmll->softwareimagel’ provisioningstatus -a | grep locked
Scheduler info: requested software image is locked, request deferred

To get the image to install properly, the 1locked state should be removed for a locked image.

[root@basecmlil ~]J# cmsh -c "softwareimage islocked"
Name Locked

default-image yes

[root@basecmll ~J# cmsh -c "softwareimage unlock default-image"
[root@basecmlil ~]J# cmsh -c "softwareimage islocked"

Name Locked

default-image mno

The node automatically picks up the image after it is unlocked.

Optionally, extra log information can be written by enabling debug logging, which sets the
syslog importance level at LOG_DEBUG. To enable debug logging, the debug field is changed in
/cm/node-installer/scripts/node-installer.conf.

For the node-installer.conf file in multidistro and multiarch (section 9.7) configurations, the di-
rectory path /cm/node-installer takes the form:

/cm/node-installer-<distribution>-<architecture>
The values for <distribution> and <architecture> can take the values outlined on page 558.

From the console of the booting node the log file is generally accessible by pressing A1t+F7 on the
keyboard. Debug logging is however excluded from being viewed in this way, due to the output volume
making this impractical.

A booting node console can be accessed remotely if Serial Over LAN (SOL) is enabled (section 14.7),
to allow the viewing of console messages directly. A further depth in logging can be achieved by setting
the kernel option loglevel=N, where N is a number from 0 (KERN_EMERG) to 7 (KERN_DEBUG).

One possible point at which the node-installer can fail on some hardware is if SOL (section 14.7)
is enabled in the BIOS, but the hardware is unable to cope with the flow. The installation can freeze
completely at that point. This should not be confused with the viewing quirk described in section 14.7 4,
even though the freeze typically appears to take place at the same point, that point being when the
console shows “freeing unused kernel memory” as the last text. One workaround to the freeze would
be to disable SOL.
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The provisioning system sends log information to the CMDaemon log file. By default this is in
/var/log/cmdaemon on the local host, that is, the provisioning host. The host this log runs on can be
configured with the CMDaemon directive SyslogHost (Appendix C).

The image synchronization log file can be retrieved with the synclog command (page 279) running
from device mode in cmsh. Hints on provisioning problems are often found by looking at the tail end of
the log.

If the tail end of the log shows an rsync exit code of 23, then it suggests a transfer error. Sometimes
the cause of the error can be determined by examining the file or filesystem for which the error occurs.
For example, the following synclog output:

[...]
sending incremental file list

rsync: [generator] delete_file: rmdir(lscratch) failed: Device or resource busy (16)

[...]

could be due to a missing 1scratch mountpoint in the software image.

For the rsync transport, logs for node installation are kept under /var/spool/cmd/, with a log writ-
ten for each node during provisioning. The name of the node is set as the prefix to the log name. For
example node002 generates the log:

/var/spool/cmd/node002-\.rsync

One issue that may come up after a software image update via yum, zypper, or apt (section 9.4), is
that the ramdisk stage may fail during loading or sometime later, for a node that is rebooted after the
update. This occurs if there are instructions to modify the ramdisk by the update. In a normal machine
the ramdisk would be regenerated. In a cluster, the extended ramdisk that is used requires an update,
but BCM is not aware of this.

Updating the RAM disk for the cluster solves the failure for this case. This can be done:

¢ by running the createramdisk command from cmsh (section 5.3.2), using the appropriate modes
(device, category, or software image), or

® by running the Create RAM Disk command using the appropriate Base View navigation paths:

— Devices > All Devices > selected node: > Kernel > Create RAM Disk (typically inherited
from software image by default)

— Grouping > Categories > selected category: > Kernel > Create RAM Disk (typically blank
by default)

— Provisioning > Software Images > selected software image: > Kernel > Create RAM Disk

Another, somewhat related possible cause of a halt at this stage, is that the kernel modules that are
to be loaded may have been specified at a wrongly by the administrator in the hierarchy of software
image, category, or node (page 250). A check of the kernel modules specified in softwareimage mode,
category mode, or device mode (for the particular node) may reveal a misconfiguration.
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The createramdisk log for a software image may show a message:
. abort: write error on <stdout> (No space left on device)

This error can be caused due to a large ramdisk being generated that exceeds the default tmpfs size
configured by CMDaemon.

To solve this, a larger default tmpfs size value, in MB, can be specified with an AdvancedConfig
(page 910) directive in cmd. conf, on all the head nodes in the cluster:

AdvancedConfig = { "RamdiskCreationTmpfsSize=512" }

After increasing the value with an AdvancedConfig directive, a restart of CMDaemon service is re-
quired on all head nodes for the change to take effect.

The default tmpfs size was 256MB for BCM 11 versions before 11.31.0. Due to kernel growth, this was
sometimes inadequate. The default size was therefore set to 512MB for BCM 11 versions from 11.31.0
onward.

The ramdisk must activate the node’s network interface in order to fetch the node-installer. To activate
the network device, the correct kernel module needs to be loaded. If this does not happen, booting fails,
and the console of the node displays something similar to figure 5.26.

reating initial device nodes
Setting up hotplug.

reating block device nodes.

oading ehci-hcd.ko module

oading ohci-hcd.ko module

oading whci-hcd.ko module

oading jbd.ko module

oading ext3.ko module

oading sunrpc.ko module

oading nfs_acl.ko module

oading fscache.ko module

oading lockd.ko module

oading nfs.ko module

oading scsi_mod.ko module

oading sd_mod.ko module

oading libata.ko module

oading ahci.ko module

aiting for driver initialization.

reating root device.

inished original ramdisk.

an’t configure the ethernet device used for booting.
ou should probably insert the correct kernel module into the ramdisk.
Boot failed.

binssh: can’t access tty: job control turned off

Figure 5.26: No Network Interface

To solve this issue the correct kernel module should be added to the software image’s kernel module
configuration (section 5.3.2). For example, to add the e1000 module to the default image using cmsh:
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[mcl% softwareimage use default-image

[mc->softwareimage [default-image]]’) kernelmodules

[mc->softwareimage [default-image] ->kernelmodules]?, add 1000
[mc->softwareimage [default-image] ->kernelmodules [e1000]]% commit
Initial ramdisk for image default-image was regenerated successfully
[mc->softwareimage [default-image] ->kernelmodules [€1000]1%

After committing the change it typically takes about a minute before the initial ramdisk creation is
completed via a mkinitrd run by CMDaemon.

5.8.7 Node-Installer Cannot Create Disk Layout
When the node-installer is not able to create a drive layout it displays a message similar to figure 5.27.
The node-installer log file (section 5.8.2) contains something like:

Mar 24 13:55:31 10.141.0.1 node-installer: Installmode is: AUTO

Mar 24 13:55:31 10.141.0.1 node-installer: Fetching disks setup.

Mar 24 13:55:31 10.141.0.1 node-installer: Checking partitions and

filesystems.

Mar 24 13:55:32 10.141.0.1 node-installer: Detecting device '/dev/sda':

not found

Mar 24 13:55:32 10.141.0.1 node-installer: Detecting device '/dev/hda':

not found

Mar 24 13:55:32 10.141.0.1 node-installer: Can not find device(s) (/dev/sda /dev/hda).
Mar 24 13:55:32 10.141.0.1 node-installer: Partitions and/or filesystems

are missing/corrupt. (Exit code 4, signal 0)

Mar 24 13:55:32 10.141.0.1 node-installer: Creating new disk layout.

Mar 24 13:55:32 10.141.0.1 node-installer: Detecting device '/dev/sda':

not found

Mar 24 13:55:32 10.141.0.1 node-installer: Detecting device '/dev/hda':

not found

Mar 24 13:55:32 10.141.0.1 node-installer: Can not find device(s) (/dev/sda /dev/hda).
Mar 24 13:55:32 10.141.0.1 node-installer: Failed to create disk layout.

(Exit code 4, signal 0)

Mar 24 13:55:32 10.141.0.1 node-installer: There was a fatal problem. This node can not be\

installed until the problem is corrected.
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Figure 5.27: No Disk
Disk layout failures can have several reasons.

BIOS And Order Issues
One reason may be that the drive may be disabled in the BIOS. It should be enabled.

Another reason may be that the drive order was changed. This could happen if, for example, a
defective motherboard has been replaced. The drive order should be kept the same as it was before a
motherboard change.

Read-only Mode Issues

Another reason may be due to SSDs that have a hardware jumper or toggle switch that sets a drive to
read-only mode. A read-only mode drive will typically fail at this point. The drive should be made
writeable.

Hardware Issues
If the node-installer log for the node shows lines with the text Input/output error, then it generally
indicates a hardware issue. Possible hardware issues include:

* adrive failure

e a faulty cable between storage and controller
e a faulty storage controller

e a faulty backplane in the server

If the node has enough RAM, then it is possible to boot up the node up as a diskless node, to carry out
further diagnosis with disk tools such as smartmontools.

Software Driver Issues

One of the most common software issues is that the correct storage driver is not being loaded. To
solve this issue, the correct kernel module should be added to the software image’s kernel module
configuration (section 5.3.2).
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Experienced system administrators work out what drivers may be missing by checking the results
of hardware probes. For example, going into the node-installer shell using A1t-F2, and then looking at
the output of 1spci, shows a list of hardware detected in the PCI slots and gives the chipset name of the
storage controller hardware in this case:

[<installer> root@node001 ~J# 1lspci | grep SCSI
00:10.0 Serial Attached SCSI controller: LSI Logic / Symbios Logic SAS2\
008 PCI-Express Fusion-MPT SAS-2 [Falcon] (rev 03)

The next step is to Google with likely search strings based on that output.

The Linux Kernel Driver DataBase (LKDDDb) is a hardware database built from kernel sources that
lists driver availability for Linux. It is available at http: //cateee.net/1kddb/. Using the Google search
engine’s “site” operator to restrict results to the cateee.net web site only, a likely string to try might
be:

SAS2008 site:cateee.net

The search result indicates that the mpt2sas kernel module needs to be added to the node kernels. A
look in the modules directory of the software image shows if it is available:

find /cm/images/default-image/lib/modules/ -name "*mpt2sas*"

If it is not available, the driver module must then be obtained. If it is a source file, it will need to
be compiled. By default, nodes run on standard distribution kernels, so that only standard procedures
need to be followed to compile modules.

If the module is available, it can be added to the default image, by using cmsh in softwareimage
mode to create the associated object. The object is given the same name as the module, i.e. mp2sas in
this case:

[basecm11]’ softwareimage use default-image

[basecmll->softwareimage [default-image]l]’ kernelmodules
[basecmll->softwareimage [default-image] ->kernelmodules]’ add mpt2sas
[basecmll->softwareimage [default-image] ->kernelmodules* [mpt2sas*]]’, commit
[basecmll->softwareimage [default-image] ->kernelmodules [mpt2sas]ly

Thu May 19 16:54:52 2011 [notice] basecmll: Initial ramdisk for image de)
fault-image is being generated
[basecmll->softwareimage [default-image] ->kernelmodules [mpt2sas]1y

Thu May 19 16:55:43 2011 [notice] basecmll: Initial ramdisk for image de\
fault-image was regenerated successfully.
[basecmll->softwareimage [default-image] ->kernelmodules [mpt2sas]li

After committing the change it can take some time before ramdisk creation is completed—typically
about a minute, as the example shows. Once the ramdisk is created, the module can be seen in the list
displayed from kernelmodules mode. On rebooting the node, it should now continue past the disk
layout stage.
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5.8.8 Node-Installer Cannot Start BMC (IPMI/iLO) Interface
In some cases the node-installer is not able to configure a node’s BMC interface, and displays an error
message similar to figure 5.28.

Figure 5.28: No BMC Interface

Troubleshooting may involve trying out node identification and port queries with a BMC (sec-
tion 3.7.4), as well as other steps that are described in the text that follows.

Often the issue can be solved by adding the correct BMC (IPMI/iLO) kernel modules to the software
image’s kernel module configuration. However, in some cases the node-installer is still not able to
configure the BMC interface. If this is the case then the BMC probably does not support one of the
commands the node-installer uses to set specific settings, or there may be a hardware glitch in the BMC.

The setupBmc Node-Installer Configuration Setting

To solve this issue, setting up BMC interfaces can be disabled globally by setting the setupBmc field
to false in the node-installer configuration file /cm/node-installer/scripts/node-installer.conf
(for multiarch/multidistro configurations the path takes the form: /cm/node-installer-<distribution>-
<architecture>/scripts/node-installer. conf).

Doing this disables configuration of all BMC interfaces by the node-installer. A custom finalize
script (Appendix E) can then be used to run the required commands instead.

The setupBmc field in the node-installer should not be confused with the SetupBMC directive in
cmd. conf (page 903, Appendix C). The former is about enabling the BMC interface, while the latter is
about enabling automated passwords to the BMC interface (an interface that must of course be enabled
in the first place to work).

The failOnMissingBmc Node-Installer Configuration Setting

If the kernel modules for the BMC are loaded up correctly, and the BMC is configured, but it is not
detected by the node-installer, then the node-installer halts by default. This corresponds to the set-
ting failOnMissingBmc = true in the node-installer configuration file /cm/node-installer/scripts/
node-installer.conf. Toggling this to false skips BMC network device detection, and lets the node-
installer continue past the BMC detection and configuration stage. This can be convenient, for example,


/cm/node-installer/scripts/node-installer.conf
/cm/node-installer/scripts/node-installer.conf
/cm/node-installer/scripts/node-installer.conf
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if the BMC is not yet configured and the aim is to get on with setting up the rest of the cluster.

The failOnFailedBmcCommand Node-Installer Configuration Setting

If a BMC command fails, then the node-installer by default terminates node installation. The idea behind
this is to allow the administrator to fix the problem. Sometimes, however, hardware can wrongly signal
a failure. That is, it can signal a false failure, as opposed to a true failure.

A common case is the case of ipmitool. ipmitool is used by BCM to configure the BMC. With
most hardware vendors it works as expected, signaling success and failure correctly. As per the default
behavior: with success, node installation proceeds, while with failure, it terminates.

With certain hardware vendors however ipmitool fails with an exit code 1, even though the BMC
is properly configured. Again, as per the default behavior: success has node installation proceed, while
failure has node installation terminate. Only this time, because the failure signal is incorrect, the termi-
nation on failure is also incorrect behavior.

To get around the default behavior for false failure cases, the administrator can force
the node-installer to set the value of failOnFailedBmcCommand to false in the node-
installer configuration file /cm/node-installer/scripts/node-installer.conf (for multi-
arch/multidistro configurations the path takes the form: /cm/node-installer-<distribution>-
<architecture>/scripts/node-installer. conf). The installation then skips past the false failure.

BMC Hardware Glitch And Cold Reset

Sometimes, typically due to a hardware glitch, a BMC can get into a state where it is not providing
services, but the BMC is still up (responding to pings). Contrariwise, a BMC may not respond to pings,
but still respond to IPMI commands. A fix for such glitchy states is usually to power cycle the BMC.
This is typically done, either physically, or by using a BMC management tool such as ipmitool.

Physically resetting the power supply to the BMC is done typically by pulling the power cable out
and then pushing it in again. For typical rack-based servers the server can just be pulled out and in
again. Just doing a shutdown of the server with the power cable still in place normally does not power
down the BMC.

BMC management does allow the BMC to power down and be reset from software, without having
to physically handle the server. This software-based cold reset is a BIOS-manufacturer-dependent feature.
A popular tool used for managing BMCs that can do such a cold reset is ipmitool. This can be run
remotely, but also on the node console if the node cannot be reached remotely.

With ipmitool, a cold reset is typically carried out with a command such as:

[root@basecmll ~]# module load ipmitool
[root@basecmll ~]# ipmitool -U <bmcusername> -P <bmcpassword> -H <host IP> -I lanplus mc reset cold

The values for <bmcusername> and <bmcpassword> can be obtained as shown in section 3.7.2.

BMC Troubleshooting With The System Event Log
The System Event Log (SEL) can be read with:

[root@basecmil ~]# module load ipmitool
[root@basecmil ~1# ipmitool -U <bmcusername> -P <bmcpassword> -H <host IP> -I lanplus sel list

The timestamped output can be inspected for errors related to the CPU, ECC, or memory.

Other BMC Troubleshooting
Some more specific commands for handling IPMI might be using the service ipmi <option> com-
mands, which can show the IPMI service has failed to start up:
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[root@basecmll ~]# service ipmi status

Redirecting to /bin/systemctl status ipmi.service
ipmi.service - IPMI Driver
Loaded: loaded (/usr/lib/systemd/system/ipmi.service; disabled; vendor preset: enabled)
Active: inactive (dead)

In the preceding session the driver has simply not been started up. It can be started up with the start
option:

[root@basecmll ~]# service ipmi start
Redirecting to /bin/systemctl start ipmi.service
Job for ipmi.service failed because the control process exited with error code. See "systemctl)

status ipmi.service" and "journalctl -xe" for details.

In the preceding session, the start up failed. The service status output shows:

[root@basecmll ~]# service ipmi status -1
Redirecting to /bin/systemctl status -1 ipmi.service
ipmi.service - IPMI Driver
Loaded: loaded (/usr/lib/systemd/system/ipmi.service; disabled; vendor preset: enabled)
Active: failed (Result: exit-code) since Mon 2016-12-19 14:34:27 CET; 2min 3s ago
Process: 8930 ExecStart=/usr/libexec/openipmi-helper start (code=exited, status=1/FAILURE)
Main PID: 8930 (code=exited, status=1/FAILURE)

Dec 19 14:34:27 basecmll systemd[1]: Starting IPMI Driver...

Dec 19 14:34:27 basecmll openipmi-helper[8930]: Startup failed.

Dec 19 14:34:27 basecmll systemd[1]: ipmi.service: main process exited, code=exited, status=1/\
FAILURE

Dec 19 14:34:27 basecmll systemd[1]: Failed to start IPMI Driver.

Dec 19 14:34:27 basecmll systemd[1]: Unit ipmi.service entered failed state.

Dec 19 14:34:27 basecmll systemd[1]: ipmi.service failed.

Further details can be found in the journal:

[root@basecmlil ~]# journalctl -xe | grep -i ipmi

-- Unit ipmi.service has begun starting up.

Dec 19 14:34:27 basecmll kernel: ipmi message handler version 39.2

Dec 19 14:34:27 basecmll kernel: IPMI System Interface driver.

Dec 19 14:34:27 basecmll kernel: ipmi_si: Unable to find any System Interface(s)
Dec 19 14:34:27 basecmll openipmi-helper[8930]: Startup failed.

In the preceding session, the failure is due to a missing BMC interface (Unable to find any System
Interface(s)). A configured BMC interface should show an output status similar to:

[root@basecmll ~]# service ipmi status
Redirecting to /bin/systemctl status ipmi.service
ipmi.service - IPMI Driver
Loaded: loaded (/usr/lib/systemd/system/ipmi.service; disabled; vendor preset: enabled)
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Active: active (exited) since Mon 2016-12-19 14:37:10 CET; 2min Os ago

Process: 61019 ExecStart=/usr/libexec/openipmi-helper start (code=exited, status=0/SUCCESS)
Main PID: 61019 (code=exited, status=0/SUCCESS)
Dec 19 14:37:10 basecmll systemd[1]: Starting IPMI Driver...
Dec 19 14:37:10 basecmll systemd[1]: Started IPMI Driver.

Sometimes the issue may be an incorrect networking specification for the BMC interfaces. MAC and
IP details that have been set for the BMC interface can be viewed with the 1an print option to ipmitool
if the service has been started:

[root@basecmil ~]# module load ipmitool

[root@basecmll ~]# ipmitool lan print

Set in Progress
Auth Type Support
Auth Type Enable

IP Address Source

IP Address

Subnet Mask

MAC Address

SNMP Community String
IP Header

BMC ARP Control
Gratituous ARP Intrvl
Default Gateway IP
Default Gateway MAC
Backup Gateway IP
Backup Gateway MAC
802.1q VLAN ID

802.1q VLAN Priority
RMCP+ Cipher Suites
Cipher Suite Priv Max

: Set Complete
: MD5 PASSWORD

: Callback : MD5 PASSWORD
: User : MD5 PASSWORD
: Operator : MD5 PASSWORD
: Admin : MD5 PASSWORD
: OEM

: Static Address

1 93.184.216.34

: 255.255.255.0

: aa:bb:01:02:cd:ef

: public

: TTL=0x00 Flags=0x00 Precedence=0x00 T0S=0x00
: ARP Responses Enabled, Gratuitous ARP Disabled
: 0.0 seconds

1 93.184.216.1

: 00:00:00:00:00:00

: 0.0.0.0

: 00:00:00:00:00:00

: Disabled

: 0

: 0,1,2,3,4,6,7,8,9,11,12,13,15,16,17,18

: caaaaaaaaaaaaaa

X=Cipher Suite Unused
c=CALLBACK

u=USER

0=0PERATOR

a=ADMIN

0=0EM

During normal operation the metrics (Appendix G) displayed by BCM are useful. However, if those
are not available for some reason, then the direct output from BMC sensor metrics may be helpful for

troubleshooting:

[root@basecmlil ~]# module load ipmitool

[root@basecmll ~]# ipmitool sensor list all

# ipmitool sensor list

Ambient Temp | 22.000
AVG Power
Fan 1 Tach

| degrees C | ok | na | na
| 300.000 | Watts

| 4125.000 | RPM

| na | 38.000 | 41.000 | 45.000
| ok | na | na | na | na | na | na
| ok | na | 750.000 | na | na | na | na
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Users and groups for the cluster are presented to the administrator in a single system paradigm. That
is, if the administrator manages them with BCM, then the changes are automatically shared across the
cluster (the single system).

BCM runs its own LDAP service to manage users, rather than using unix user and group files. In
other words, users and groups are managed via the centralizing LDAP database server running on the
head node, and not via entries in /etc/passwd or /etc/group files.

Sections 6.1 and 6.2 cover the most basic aspects of how to add, remove and edit users and groups
using BCM.

Section 6.3 describes how an external LDAP server can be used for authentication services instead of
the one provided by BCM.

Section 6.4 discusses how users can be assigned only selected capabilities when using Base View or
cmsh, using profiles with sets of tokens. For example, a regular BCM user may be assigned the set of to-
kens associated with the admin profile in order to avoid using the root account for BCM administration.

Within Base View:
* users can be managed via the navigation path Identity Management > Users
¢ groups can be managed via the navigation path Identity Management > Groups.

For users (figure 6.1) the LDAP entries for users are displayed. These entries are editable and each user
can then be managed in further detail.

There is already one user on a newly-installed BCM: cmsupport. This user has no password set by
default, which means (section 6.2.2) no logins to this account are allowed by default. BCM uses the user
cmsupport to run various diagnostics utilities, so it should not be removed, and the default contents of
its home directory should not be removed.
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Users

User Entities

Name D Primary Group ‘P Secondary Groups  Last Password Change Actions

cmsupport 1000 cmsupport 29 Sep 2025 A H

Figure 6.1: Base View User Management

The + Add button allows users to be added via a subwindow (figure 6.2). Parameter values can be
committed for the users via the Commit User button in the subwindow.

=5 | Add User

Commeon name

Figure 6.2: Base View User Management: Add Dialog

When saving an addition or modification:
e User and group ID numbers are automatically assigned from UID and GID 1000 onward.
¢ A home directory is created and a login shell is set. Users with unset passwords cannot log in.

Group management in Base View is carried out via the navigation path Identity Management >
Groups. Clickable LDAP object entries for regular groups then show up, similar to the user entries
already covered. Management of these entries is done with the same functions as for user management.
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6.2 Managing Users And Groups With cmsh

User management tasks as carried out by Base View in section 6.1, can be carried with the same end
results in cmsh too.

A cmsh session is run here in order to cover the functions corresponding to the user management
functions of Base View of section 6.1. These functions are run from within the user mode of cmsh:

Example

[root@basecmlil ~]# cmsh
[basecm11]’, user
[basecmll->user]’%

6.2.1 Adding A User

This part of the session corresponds to the functionality of the Add button operation in section 6.1. In user
mode, the process of adding a user maureen to the LDAP directory is started with the add command:

Example

[basecmll->user]’, add maureen
[basecmll->user*[maureen*]]Y,

The cmsh utility helpfully drops into the user object just added, and the prompt shows the user name
to reflect this. Going into user object would otherwise be done manually by typing use maureen at the
user mode level.

Asterisks in the prompt are a helpful reminder of a modified state, with each asterisk indicating that
there is an unsaved, modified property at that asterisk’s level.

The modified command displays a list of modified objects that have not yet been committed:

Example

[basecmll->user*[maureen*]]’ modified
State Type Name

+ User maureen

Running show at this point reveals a user name entry, but empty fields for the other properties of
user maureen. So the account in preparation, while it is modified, is clearly not yet ready for use:

Example

[basecmll->user*[maureen*]]’ show

Parameter Value
Accounts

Managees

Name maureen

Primary group

Revision

Secondary groups

ID

Common name

Surname

Group ID

Login shell

Password < not set >

Home directory
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Home directory operation
Email

Profile

Write ssh proxy config
Create ssh key

Disable password ssh
Allow GPU workload power profiles
Authorized ssh keys
Shadow min

Shadow max

Shadow warning

Shadow inactive

Last change

Expiration date

Project manager

Notes

6.2.2 Saving The Modified State

yes

no
no

no

no

<0B>

0

999999

7

0
1970/1/1
2038/1/1
<submode>
<0B>

This part of the session corresponds to the functionality of the SAVE button operation in section 6.1.

In section 6.2.1 above, user maureen was added. maureen now exists as a proposed modification, but
has not yet been committed to the LDAP database.

Running the commit command now at the maureen prompt stores the modified state at the user

maureen object level:
Example

[basecml1->user*[maureen*]]’ commit
[basecml1->user [maureen]]’ show
Parameter

Accounts

Managees

Name

Primary group

Revision

Secondary groups

ID

Common name

Surname

Group ID

Login shell

Password

Home directory

Home directory operation

Email

Profile

Write ssh proxy config

Create ssh key

Disable password ssh

Allow GPU workload power profiles
Authorized ssh keys

Shadow min

Shadow max

Shadow warning

Shadow inactive

Last change

maureen
1001

1001

maureen
maureen

1001
/bin/bash
Fokokkok ok ok ok
/home/maureen
yes

no

no

no

no

<0B>

0

999999

7

0
2025/5/20
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Expiration date 2038/1/1
Project manager <submode>
Notes <0B>

If, however, commit were to be run at the user mode level without dropping into the maureen object
level, then instead of just that modified user, all modified users would be committed.

When the commit is done, all the empty fields for the user are automatically filled in with defaults
based the underlying Linux distribution used. Also, as a security precaution, if an empty field (that is, a
“not set”) password entry is committed, then a login to the account is not allowed. So, in the example,
the account for user maureen exists at this stage, but still cannot be logged into until the password is set.
Editing passwords and other properties is covered in section 6.2.3.

The default permissions for file and directories under the home directory of the user are defined by
the umask settings in /etc/login.defs, as would be expected if the administrator were to use the stan-
dard useradd command. Setting a path for the homedirectory parameter for a user sets a default home
directory path. By default the default path is /home/<username> for a user <username>. If homedirectory
is unset, then the default is determined by the HomeRoot directive (Appendix C).

This corresponds roughly to the functionality of the Edit operation in section 6.1.

In the preceding section 6.2.2, a user account maureen was made, with an unset password as one of
its properties. Logins to accounts with an unset password are refused. The password therefore needs to
be set if the account is to function.

Editing Users With set And clear

The tool used to set user and group properties is the set command. Typing set and then either using
tab to see the possible completions, or following it up with the enter key, suggests several parameters
that can be set, one of which is password:

[basecmll->user[maureen]]’, set

Name :
set - Set specific user property
Usage:
set [OPTIONS] [user] <parameter> <value> [<value> ...]
Options:
-e, --extra
Set an extra free key/value parameter
-v, --vector
Set extra parameter values as a vector even for a single value
-t, --type <type>
Convert extra parameter values, type: [ilnt, [u]unsigned, f[float], d[double]
Arguments:
user name of the user, omit if current is set
Parameters:
NAME . ...vvvnvnnnnnnn User login (e.g. donald)
T User ID number
commonname .......... Full name (e.g. Donald Duck)

surname ............. Surname (e.g. Duck)
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groupid ............. Base group of this user

loginshell .......... Login shell

homedirectory ....... Home directory

password ............ Password

homedirectoryoperation Set to false to not create or move home directory

shadowmin ........... Minimum number of days required between password changes

shadowmax ........... Maximum number of days for which the user password remains valid.

shadowwarning ....... Number of days of advance warning given to the user before the user
password expires

shadowinactive ...... Number of days of inactivity allowed for the user

expirationdate ...... Date on which the user login will be disabled

email ............... Email

profile ............. Profile for Authorization

projectmanager ...... Project manager

notes ............... Administrator notes

writesshproxyconfig . Write ssh proxy config

createsshkey ........ Create ssh key for added users
disablepasswordssh .. Disable password ssh
authorizedsshkeys ... Authorized ssh keys

allowgpuworkloadpowerprofiles Allow changing GPU workload power profiles from jobs
revision ............ Entity revision

[basecml1->user [maureen] ]/,

Continuing the session from the end of section 6.2.2, the password can be set at the user context
prompt like this:

[basecmll->user[maureen]]’, set password setecabtrOnOmy
[basecml1->user*[maureen*]]’, commit

[basecml1->user [maureen]]’,

At this point, the account maureen is finally ready for use.
The converse of the set command is the clear command, which clears properties:

[basecmll->user [maureen]]’, clear password; commit

Setting A Password With The LDAP Hash

Setting a password in cmsh is also possible by setting the LDAP hash (the encrypted storage format) that
is generated from the password within cmsh. When setting passwords in cmsh, a string starting with
{MD5}, {CRYPT} or {SSHA} is considered to be the hash of the password:

[root@basecmll ~1# #first create the LDAP salted SHA-1 hash of the password:

[root@basecmll ~]# /cm/local/apps/openldap/sbin/slappasswd -h {SSHA} -s setecab5trOnOmy
[root@basecmll ~1# {SSHA}sViD+1fSTt1IyOMuGwPGfGd5XKHgEm5d

[root@basecmlil ~]# cmsh

[basecm11]’ user use maureen

[basecmll->user [maureen]]’, set password

enter new password: #here and in the next line {SSHA}sViD+1fSTt1IyOMuGwPGfGASXKHgEmSd is typed in
retype new password:

[basecml1->user [maureen]]’ commit

[basecmll->user[maureen]]’ !ssh maureen@node001 #now will test the password that generated the hash
Warning: Permanently added 'node001' (ECDSA) to the list of known hosts.
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maureen@node001's password: #here setecabtrOnOmy is typed in
Creating ECDSA key for ssh
[maureen@node001 ~1$ #successfully logged in with the password associated with the hash

Managing passwords in cmsh via direct LDAP hash entry is not normally done.

Forcing The User To Change A Set Password On Login
The AdvancedConfig AddUserPasswordReset (page 915) can be used to force a user password change.
This can be for new users on first login, or for existing users.

Editing Groups With append And removefrom
While the preceding commands set and clear also work with groups, there are two other commands
available which suit the special nature of groups. These supplementary commands are append and
removefrom. They are used to add extra users to, and remove extra users from a group.

For example, it may be useful to have a printer group so that several users can share access to a
printer. For the sake of this example (continuing the session from where it was left off in the preceding),
tim and fred are now added to the LDAP directory, along with a group printer:

[basecmll->user[maureen]]’, add tim; add fred
[basecmll->user*[fred*]]), exit; group; add printer
[basecml1->group* [printer*]]), commit
[basecmll->group[printer]], exit; exit; user
[basecmli->userx]y

The context switch that takes place in the preceding session should be noted: The context of user
maureen was eventually replaced by the context of group printer. As a result, the group printer is
committed, but the users tim and fred are not yet committed, which is indicated by the asterisk at the
user mode level.

Continuing onward, to add users to a group the append command is used. A list of users maureen,
tim and fred can be added to the group printer like this:

[basecml1->user*]), commit

Successfully committed 2 Users

[basecmll->user]) group use printer

[basecmll->group[printer]]’, append members maureen tim fred; commit

[basecmll->group[printer]]’, show

Parameter Value

1D 1002

Revision

Name printer

Members maureen,tim,fred

To remove users from a group, the removefrom command is used. A list of specific users, for example,
tim and fred, can be removed from a group like this:

[basecml1->group[printer]]’, removefrom members tim fred; commit

[basecml1->group[printer]]?, show

Parameter Value
ID 1002
Revision

Name printer

Members maureen
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The clear command can also be used to clear members—but it also clears all of the extras from the
group:

[basecml1->group[printer]]’, clear members
[basecml1->group* [printer*]]J, show

Parameter Value
ID 1002
Revision

Name printer
Members

The commit command is intentionally left out at this point in the session in order to illustrate how
reversion is used in the next section.

This corresponds roughly to the functionality of the Revert operation in section 6.1.

This section (6.2.4) continues on from the state of the session at the end of section 6.2.3. There, the
state of group printers was cleared so that the extra added members were removed. This state (the
state with no group members showing) was however not yet committed.

The refresh command (page 59) reverts an uncommitted object back to the last committed state.

This happens at the level of the object it is using. For example, the object that is being handled here is
the properties of the group object printer. Running revert at a higher level prompt—say, in the group
mode level—would revert everything at that level and below. So, in order to affect only the properties
of the group object printer, the refresh command is used at the group object printer level prompt.
It then reverts the properties of group object printer back to their last committed state, and does not
affect other objects:

[basecm11->group#* [printer*]]), refresh
[basecm11->group[printer]]y, show

Parameter Value
ID 1002
Revision

Name printer
Members maureen

Here, the user maureen reappears because she was stored in the last save. Also, because only the
group object printer has been committed, the asterisk indicates the existence of other uncommitted,
modified objects.

Removing a user using cmsh corresponds roughly to the functionality of the Delete operation in sec-
tion 6.1.

The remove command removes a user or group. The useful “-d|--data” flag added to the end of
the username removes the user’s home directory too. For example, within user mode, the command
“remove user maureen -d; commit” removes user maureen, along with her home directory. Continu-
ing the session at the end of section 6.2.4 from where it was left off, as follows, shows this result:
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[basecmll->group[printer]]), user use maureen

[basecmll->user[maureen]]’, remove -d; commit

Successfully removed 1 Users

Successfully committed 0 Users

[basecmli->user]) !1s -d /home/*| grep maureen #no maureen left behind
[basecmll->user]y

Sometimes, an external LDAP server is used to serve the user database. If, instead of just using the
database for authentication, the user database is also to be managed, then its LDAP schema must match
the BCM LDAP schema.

For RHELS, the /etc/nslcd.conf, /etc/openldap/ldap.conf, and the certificate files under /cm/
local/apps/openldap/etc/certs/ should be copied over. For RHELY, /etc/sssd/sssd. conf is copied
over instead of /etc/nslcd.conf.

Port 636 on ShoreWall running on the head node should be open for LDAP communication over the
external network, if external nodes are using it on the external network. In addition, the external nodes
and the head node must be able to resolve each other.

By default, BCM runs an LDAP health check using the cmsupport user on the LDAP server. The
LDAP health check may need to be modified or disabled by the administrator to prevent spurious health
warnings with an external LDAP server:

Modifying Or Disabling The 1dap Healthcheck

Modifying the 1dap health check: To keep a functional 1dap health check with an external LDAP
server, a permanent external LDAP user name, for example ldapcheck, can be added. This user can
then be set as the parameter for BCM’s 1dap health check object that is used to monitor the LDAP
service. Health checks and health check objects are discussed in Chapter 10.

¢ If user management is not configured to work on CMDaemon for the external LDAP server, then
the user management tool that is used with the external LDAP server should be used by the ad-
ministrator to create the 1dapcheck user instead.

¢ If user management is still being done via CMDaemon, then an example session for configuring
the 1dap script object to work with the new external LDAP user is (some prompt text elided):

[root@basecmlil ~]# cmsh

[basecm11]¥ user

[basecmll->user]) add ldapcheck; commit
[basecmll->user[ldapcheck]]’ monitoring setup use ldap
[basecmll->monitoring->setup[ldap]]’ show

Parameter Value

Arguments

[basecmll->monitoring->setup[ldap]]’ set arguments "ldapcheck"; commit
[basecml1->monitoring->setup[ldap:ldapcheck]]’

Disabling the 1dap health check: Instead of modifying the 1dap health check to work when using an
external LDAP server, it can be disabled entirely via Base View or cmsh.

¢ Base View: the 1dap health check is disabled via the navigation path:


/etc/nslcd.conf
/etc/openldap/ldap.conf
/cm/local/apps/openldap/etc/certs/
/cm/local/apps/openldap/etc/certs/
/etc/sssd/sssd.conf
/etc/nslcd.conf
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Monitoring > Data Producers > ldap > Edit

¢ cmsh: the disabled parameter of the 1dap health check objectis set to yes. The disabled parameter
for the 1dap health check can be set as follows:

[root@basecmll ~]J# cmsh -c "monitoring setup use ldap; set disabled yes; commit"

Configuring The Cluster To Authenticate Against An External LDAP Server
The cluster can be configured in different ways to authenticate against an external LDAP server.

For smaller clusters, a configuration where LDAP clients on all nodes point directly to the external
server is recommended. An easy way to set this up is as follows:

¢ On the head node:

— In distributions that are derived from the RHEL 8.x series: The files in which the changes need
tobe made are /etc/nslcd.conf and /etc/openldap/ldap. conf. To implement the changes,
the nslcd daemon must then be restarted, for example with systemctl nslcd restart.

For the RHEL 9.x series, /etc/nslcd. conf is replaced by /etc/sssd/sssd. conf, and it is the
sssd daemon that must be restarted, for example with: /bin/systemctl restart sssd.

— the updateprovisioners command (section 5.2.4) is run to update any other provisioners.

¢ Then, the configuration files are updated in the software images that the nodes use. If the nodes
use the default-image, and if the nodes are based on RHELS8 and derivatives, then the files to up-
date are /cm/images/default-image/etc/nslcd. conf and /cm/images/default/etc/openldap/
ldap.conf.

For RHEL9 and derivatives /cm/images/default-image/etc/sssd/sssd.conf is used instead
/cm/images/default-image/etc/nslcd. conf.

After the configuration change has been made, and the nodes have picked up the new configura-
tion, the regular nodes can then carry out LDAP lookups.

— Nodes can simply be rebooted to pick up the updated configuration, along with the new
software image.

— Alternatively, to avoid a reboot, the imageupdate command (section 5.6.2) can be run to pick
up the new software image from a provisioner.

¢ The CMDaemon configuration file cmd.conf (Appendix C) has LDAP user management direc-
tives. These may need to be adjusted:

- If another LDAP tool is to be used for external LDAP user management instead of Base View
or cmsh, then altering cmd. conf is not required, and BCM’s user management capabilities do
nothing in any case.

- If, however, system users and groups are to be managed via Base View or cmsh, then CMDae-
mon, too, must refer to the external LDAP server instead of the default LDAP server. This
configuration change is actually rare, because the external LDAP database schema is usually
an existing schema generated outside of BCM, and so it is very unlikely to match BCM LDAP
database schema. To implement the changes:

+ On the node that is to manage the database, which is normally the head node, the
LDAPHost, LDAPUser, LDAPPass, and LDAPSearchDN directives in cmd.conf are changed
so that they refer to the external LDAP server.

+ CMDaemon is restarted to enable the new configurations.


/etc/sssd/sssd.conf
/cm/images/default-image/etc/nslcd.conf
/cm/images/default/etc/openldap/ldap.conf
/cm/images/default/etc/openldap/ldap.conf
/cm/images/default-image/etc/sssd/sssd.conf
/cm/images/default-image/etc/nslcd.conf
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For larger clusters the preceding solution can cause issues due to traffic, latency, security and connec-
tivity fault tolerance. If such occur, a better solution is to replicate the external LDAP server onto the
head node, hence keeping all cluster authentication local, and making the presence of the external LDAP
server unnecessary except for updates. This optimization is described in the next section.

This section explains how to set up replication for an external LDAP server to an LDAP server that is
local to the cluster, if improved LDAP services are needed. Section 6.3.2 then explains how this can then
be made to work with a high availability setup.

Typically, the BCM LDAP server is configured as a replica (consumer) to the external LDAP server
(provider), with the consumer refreshing its local database at set timed intervals. How the configuration
is done varies according to the LDAP server used. The description in this section assumes the provider
and consumer both use OpenLDAP.

External LDAP Server Replication: Configuring The Provider
It is advisable to back up any configuration files before editing them.

The provider is assumed to be an external LDAP server, and not necessarily part of the BCM cluster.
The LDAP TCP ports 389 and 689 may therefore need to be made accessible between the consumer and
the provider by changing firewall settings.

If a provider LDAP server is already configured then the following synchronization directives must be
in the slapd. conf file to allow replication:

index entryCSN eq

index entryUUID eq

overlay syncprov
syncprov-checkpoint <ops> <minutes>
syncprov-sessionlog <size>

The openldap documentation (http://www.openldap.org/doc/) has more on the meanings of these
directives. If the values for <ops>, <minutes>, and <size> are not already set, typical values are:

syncprov-checkpoint 1000 60

and:
syncprov-sessionlog 100

To allow the consumer to read the provider database, the consumer’s access rights need to be config-
ured. In particular, the userPassword attribute must be accessible. LDAP servers are often configured
to prevent unauthorized users reading the userPassword attribute.

Read access to all attributes is available to users with replication privileges. So one way to allow the
consumer to read the provider database is to bind it to replication requests.

Sometimes a user for replication requests already exists on the provider, or the root account is used
for consumer access. If not, a user for replication access must be configured.

A replication user, syncuser with password secret can be added to the provider LDAP with ade-
quate rights using the following syncuser.1dif file:

dn: cn=syncuser,<suffiz>
objectClass: person

cn: syncuser

sn: syncuser
userPassword: secret

Here, <suffix> is the suffix set in slapd.conf, which is originally something like dc=example,dc=com.
The syncuser is added using;:


http://www.openldap.org/doc/
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ldapadd -x -D "cn=root,<suffiz>" -W -f syncuser.ldif

This prompts for the root password configured in slapd.conf.
To verify syncuser is in the LDAP database the output of 1dapsearch can be checked:

ldapsearch -x "(sn=syncuser)"

To allow access to the userPassword attribute for syncuser the following lines in slapd.conf are
changed, from:

access to attrs=userPassword
by self write
by anonymous auth
by * none

to:

access to attrs=userPassword
by self write
by dn="cn=syncuser,<suffiz>" read
by anonymous auth
by * none

Provider configuration is now complete. The server can be restarted using

systemctl restart slapd.service

in RHELS8.x and RHEL9.x.

External LDAP Server Replication: Configuring The Consumer(s)
The consumer is an LDAP server on a BCM head node. It is configured to replicate with the provider
by adding the following lines to /cm/local/apps/openldap/etc/slapd. conf:

syncrepl rid=2
provider=ldap://external.ldap.server
type=refreshOnly
interval=01:00:00:00
searchbase=<suffiz>
scope=sub
schemachecking=off
binddn="cn=syncuser,<suffiz>"
bindmethod=simple
credentials=secret

Here:

e The rid=2 value is chosen to avoid conflict with the rid=1 setting used during high availability
configuration (section 6.3.2).

¢ The provider argument points to the external LDAP server.

¢ The interval argument (format DD:HH:MM:SS) specifies the time interval before the consumer
refreshes the database from the external LDAP. Here, the database is updated once a day.

* The credentials argument specifies the password chosen for the syncuser on the external LDAP
server.

More on the syncrepl directive can be found in the openldap documentation (http://www.openldap.
org/doc/).
The configuration files must also be edited so that:


/cm/local/apps/openldap/etc/slapd.conf
http://www.openldap.org/doc/
http://www.openldap.org/doc/
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¢ The <suffix> and rootdn settings in slapd.conf both use the correct <suffix> value, as used by the
provider.

* The base value in /etc/1ldap. conf uses the correct <suffix> value as used by the provider. This is
set on all BCM nodes including the head node(s). If the /etc/1dap. conf file does not exist, then
the note on page 326 applies.

Finally, before replication takes place, the consumer database is cleared. This can be done by re-
moving all files, except for the DB_CONFIG file, from under the configured database directory, which by
default is at /var/1ib/1dap/.

The consumer is restarted using systemctl restart slapd. This replicates the provider’s LDAP
database, and continues to do so at the specified intervals.

No External LDAP Server Case

If the LDAP server is not external—that is, if BCM is set to its high availability configuration, with its
LDAP servers running internally, on its own head nodes—then by default LDAP services are provided
from both the active and the passive node. The high-availability setting ensures that CMDaemon takes
care of any changes needed in the slapd.conf file when a head node changes state from passive to
active or vice versa, and also ensures that the active head node propagates its LDAP database changes
to the passive node via a syncprov/syncrepl configuration in slapd.conf.

External LDAP Server With No Replication Locally Case

In the case of an external LDAP server being used, but with no local replication involved, no special
high-availability configuration is required. The LDAP client configuration in /etc/ldap.conf simply
remains the same for both active and passive head nodes, pointing to the external LDAP server. The
file /cm/images/default-image/etc/ldap. conf, in each software image also point to the same external
LDAP server. If the /etc/1dap. conf files referred to here in the head and software images do not exist,
then the note on page 326 applies.

External LDAP Server With Replication Locally Case
In the case of an external LDAP server being used, with the external LDAP provider being replicated to
the high-availability cluster, it is generally more efficient for the passive node to have its LDAP database
propagated and updated only from the active node to the passive node, and not updated from the
external LDAP server.

The configuration should therefore be:

¢ an active head node that updates its consumer LDAP database from the external provider LDAP
server

® a passive head node that updates its LDAP database from the active head node’s LDAP database

Although the final configuration is the same, the sequence in which LDAP replication configuration
and high availability configuration are done has implications on what configuration files need to be
adjusted.

1. For LDAP replication configuration done after high availability configuration, adjusting the new
suffix in /cm/local/apps/openldap/etc/slapd. conf and in /etc/1ldap. conf on the passive node
to the local cluster suffix suffices as a configuration. If the 1dap.conf file does not exist, then the
note on page 326 applies.

2. For high availability configuration done after LDAP replication configuration, the initial LDAP
configurations and database are propagated to the passive node. To set replication to the passive
node from the active node, and not to the passive node from an external server, the provider option


/var/lib/ldap/
/cm/images/default-image/etc/ldap.conf
/cm/local/apps/openldap/etc/slapd.conf
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in the syncrepl directive on the passive node must be changed to point to the active node, and the
suffix in /cm/local/apps/openldap/etc/slapd. conf on the passive node must be set identical to
the head node.

The high availability replication event occurs once only for configuration and database files in BCM’s
high availability system. Configuration changes made on the passive node after the event are therefore
persistent.

Access to Base View and cmsh is based on user certificates (section 2.3.3).

Tokens can be assigned by the administrator to users so that users can carry out some of the operations
that the administrator does with Base View or cmsh. Every cluster management operation requires that
each user, including the administrator, has the relevant tokens in their profile for the operation.

The tokens for a user are grouped into a profile, and such a profile is typically given a name by the
administrator according to the assigned capabilities.

For example:

¢ The profile might be called readmonitoringonly if it allows the user to read the monitoring data
only.

* The profile may be called powerhandler if the user is only allowed to carry out power operations.

¢ The preconfigured profile admin can be assigned to a regular BCM user, to give that user admin-
istrator capablilities for BCM. While root has the admin profile by default, it can be wise to avoid
using the root account directly in BCM.

Each profile thus consists of a set of tokens, typically relevant to the name of the profile, and is
typically assigned to several users.

The profile is stored as part of the authentication certificate (section 2.3) which is generated for run-
ning authentication operations to the cluster manager for the certificate owner.

Profiles are handled with the profiles mode of cmsh, or from the Base View Profiles window,
accessible via a navigation path of Identity Management >Profiles

The following preconfigured profiles are available from cmsh:

Profile name Default Tasks Allowed nonuser ?
admin all tasks no
autonomous-hardware-recovery autonomous hardware recovery tasks yes
autonomous-job-recovery autonomous job recovery tasks yes
bootstrap bootstrap tasks yes
cmhealth health-related prejob tasks yes
cmpam BCM PAM tasks yes
litenode CMDaemon Lite (section 2.6.7) tasks yes
monitoringpush pushing raw monitoring data to CMDaemon via yes
a JSON POST (page 69 of the Developer Manual)
mqtt MQTT tasks yes
node node-related tasks, for example by the node- yes
installer
portal user portal viewing no
power device power yes
prs PRS tasks yes

readonly view-only no


/cm/local/apps/openldap/etc/slapd.conf
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The last column in the preceding table indicates whether the preconfigured profile is a nonuser
profile or not. A cmsh one-liner that indicates this is:

[root@basecmlil ~J# cmsh -c "profile; foreach * (get name; get nonuser)" | paste - -

* Most of the preconfigured profiles are nonuser profiles. Such a profile is used by cluster manager
clients, and should never be modified by the cluster administrator.

¢ The preconfigured profiles that are not nonuser profiles are admin, readonly, and portal. These
can be modified by the cluster administrator and used for human users.

The cluster manager services that use the available preconfigured profiles can be viewed in cmsh the
list command in profile mode.
The tokens, and other properties of a particular profile can be seen within profile mode as follows:

[basecmll->profilel]? show readonly

Parameter Value

Name readonly

Non user no

Revision

Services CMDevice CMNet CMPart CMMon CMJob CMAuth CMServ CMUser CMSession CMMain CMGui CMP+
Tokens GET_DEVICE_TOKEN GET_CATEGORY_TOKEN GET_NODEGROUP_TOKEN POWER_STATUS_TOKEN GET_DE+

For screens that are not wide enough to view the parameter values, the values can also be listed:

[basecmll->profile]’ get readonly tokens
GET_DEVICE_TOKEN

GET_CATEGORY_TOKEN

GET_NODEGROUP_TOKEN

A profile can be set with cmsh for a user within user mode as follows:

[root@basecmll ~]# cmsh
[basecm11]’, user use conner
[basecmll->user[conner]]), get profile

[basecml1->user[conner]]), set profile readonly; commit

Only a subset of the predefined profiles are available to users. The ones that are made available to users
are readonly, admin, and portal.

A profile can be modified by adding or removing appropriate tokens to it. For example, the readonly
group by default has access to the burn status and burn log results. Removing the appropriate tokens
stops users in that group from seeing these results.

In cmsh the removal can be done from within profile mode as follows:

[root@basecmll ~1# cmsh

[basecm11]’ profile use readonly

[...[readonly]l]) removefrom tokens burn_status_token get_burn_log_token
[basecm11]%->profile*[readonly*]]% commit
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Tab-completion after typing in removefrom tokens helps in filling in the tokens that can be removed.
In Base View (figure 6.3), the same removal action can be carried out via the navigation path:

Identity Management > Profiles > Filters > readonly > z

In the resulting display it is convenient to maximize the window. Also convenient is running a search
for burn, which will show the relevant tokens:

BURN_STATUS_TOKEN and GET_BURN_LOG_TOKEN

as well as the subgroup they are in, which is the CMDevice subgroup.

The checkmarks can be removed from the BURN_STATUS_TOKEN and GET_BURN_LOG_TOKEN tags, and
the changed profile can then be committed.

burn

Profiles

| readonly - Settings

readonly True if profile not assignable to users.

CMKube CMEtcd CMDevice CMStatus CMMet CMPart
CMMon CMJob CMAuth CMServ CMUser CMSession

CMMain CMGui CMBeeGFS CMProv CMCloud

GET_DEVICE_TOKEN GET_MNODE_HIERARCI ULE_TOKEM GET_CATEGORY_TOKEN
GET_NODEGROUP_TOKEN

GET_NVDOMAIN_INFO_TOKEN POWER_STATUS_TOKEN GET_DEVICE_STATUS_TOKEN
GET_CERTIFICATE_INFORMATION_TOKEN GET_DEVICE_LEAK_INFO_TOKEN
GET_RACK_ISOLATIOMN_REQUEST_INFO_TOKEN GET_SYSINFO_COLL R_TOKEN

GET_XSO_SCHEMA_TOKEN ENED STATUS_TOKEN GET_EGR] LOG_TOKEN

Figure 6.3: Base View Profile Token Management

Custom profiles can be created to include a custom collection of capabilities in cmsh and Base View.
Cloning of profiles is also possible from cmsh.

A certificate file, with an associated expiry date, can be created based on a profile. The time of expiry
for a certificate cannot be extended after creation. An entirely new certificate is required after expiry of
the old one.
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The creation of custom certificates using cmsh (page 335) or Base View (page 336) is described later on.
After creating such a certificate, the openss1 utility can be used to examine its structure and properties.
In the following example most of the output has been elided in order to highlight the expiry date (30
days from the time of generation), the common name (democert), the key size (2048), profile properties
(readonly), and system login name (peter), for such a certificate:

[root@basecml1]# openssl x509 -in peterfile.pem -text -noout
Data:

Not After : Sep 21 13:18:27 2014 GMT
Subject: ... CN=democert
Public-Key: (2048 bit)

X509v3 extensions:
1.3.6.1.4.4324.1:
. .readonly
1.3.6.1.4.4324.2:
..peter
[root@basecml1i]#

However, using the openss1 utility for managing certificates is rather inconvenient. BCM provides
more convenient ways to do so, as described next.

Listing Certificates
All certificates that have been generated by the cluster are noted by CMDaemon.

Listing certificates with cmsh: Within the cert mode of cmsh, the listcertificates command lists
all cluster certificates and their properties:

[root@basecmll ~]# cmsh
[basecm11]), cert
[basecm11-> cert]), listcertificates

Serial Revoked Time left Profile System log in Name

1 No 5214w 1d admin root Administrator

2 No 5214w 1d cmhealth CMHealth

3 No 5214w 1d cmhealth CMHealth

4 No 5214w 1d power Slurm

5 No 5214w 1d bootstrap CertificateRequest
6 No 5214w 1d cmpam CMPam

7 No 5214w 1d portal WebPortal

Listing certificates with Base View: The Base View equivalent for listing certificates is via the naviga-
tion path Identity Management > Certificates (figure 6.4):
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Certificates

Certificate Entities

]
Mame Revoked Serial Number Remaining Profile Cm  Actions
Administrator Mo S99 w  admin us
weblnterface Mo 2 09wy .~ readonly us
CertificateRequest Mo . 99wy « Dbootstrap us
PowerReservationSteering Mo 4 99y - IS us
AutonomousHardwareRec..  No 99 w autonomo.. US

Autonomous.JobRecovery Mo 99 y « autonomeo.. US

MGTT Mo 7 99w -~ mgtt us
CMHealth Mo B 99w . cmhealth us

CMPam Mo 9 99w w  Cmpam us

Q

O
O
O
O
O
O
O
O
O
O
O

Slhurm Mo 0 99w - power us

Figure 6.4: Base View Certificates List Window

Node Certificates
In the certificates list, node certificates that are generated by the node-installer (section 5.4.1) for each
node for CMDaemon use are listed. These are entries with a node, and look like:

[basecm11-> cert]), listcertificates

Serial Revoked Time left Profile System log in Name

10 No 5214w 1d node fa-16-3e-74-24-dc
11 No 5214w 1d node fa-16-3e-57-2c-8e
12 No 5214w 1d node fa-16-3e-b6-c7-4a
13 No 5214w 1d node fa-16-3e-bd-cd-05
14 No 5214w 1d node fa-16-3e-0d-ab-ea

Creating A Custom Certificate
Custom certificates are also listed in the certificates list.

Unlike node certificates, which are normally system-generated, custom certificates are typically gen-
erated by a user with the appropriate tokens in their profile, such as root with the admin profile. Such a
user can create a certificate containing a specified profile, as discussed in the next section, by using:

¢ cmsh: with the createcertificate operation from within cert mode

* Base View: via the navigation path Identity Management > Users > [ > Profile to set the
Profile.
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Creating a new certificate for cmsh users: Creating a new certificate in cmsh is done from cert mode
using the createcertificate command, which has the following help text:

[basecmll->cert]’ help createcertificate
Name:
createcertificate - Create a new certificate

Usage:
createcertificate <key-length> <common-name> <organization> <organizational-unit> <loca\
lity> <state> <country> <profile> <sys-login> <days> <key-file> <cert-file>

Arguments:
key-file
Path to key file that will be generated
cert-file

Path to pem file that will be generated

Accordingly, as an example, a certificate file with a read-only profile set to expire in 30 days, to be
run with the privileges of user peter, can be created with:

[basecmll->cert]’ createcertificate 2048 democert a b ¢ d ef readonly peter 30 /home/peter)
/peterfile.key /home/peter/peterfile.pem

Thu Jan 5 15:13:01 2023 [notice] basecmll: New certificate request with ID: 16
[basecmlli->cert]’ createcertificate 2048 democert a b ¢ d ef readonly peter 30 /home/peter)\
/peterfile.key /home/peter/peterfile.pem

Certificate key written to file: /home/peter/peterfile.key

Certificate pem written to file: /home/peter/peterfile.pem

The certificate list would show it as something like:

[basecmll-> cert]’ listcertificates
Serial Revoked Time left Profile System log in Name

23 No 4w 1d readonly peter democert

Setting the ownership of the new custom certificate: The certificates are owned by the owner gener-
ating them, so they are root-owned if root was running cmsh. This means that user peter cannot use
them until their ownership is changed to user peter:

[root@basecmll ~]# cd /home/peter

[root@basecmll peter]# 1ls -1 peterfile.*

-IrW--—----- 1 root root 1704 Aug 22 06:18 peterfile.key
“rW--———--- 1 root root 1107 Aug 22 06:18 peterfile.pem
[root@basecmll peter]# chown peter:peter peterfile.x*

Other users must have the certificate ownership changed to their own user names.
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Associating users with paths to the new custom certificate: Users associated with such a certificate
can then carry out cmdaemon tasks that have a read-only profile, and CMDaemon sees such users as
being user peter. Two ways of being associated with the certificate are:

1. The paths to the pem and key files can be set with the -i and -k options respectively of cmsh. For
example, in the home directory of peter, for the files generated in the preceding session, cmsh can
be launched with these keys with:

[peter@basecmll ~] cmsh -i peterfile.pem -k peterfile.key
[basecm11]y quit

2. If the -i and -k options are not used, then cmsh searches for default keys. The default keys for
cmsh are under these paths under $HOME, in the following order of priority:

(a) .cm/admin.{pem,key}
(b) .cm/cert.{pem,key}

Creating a custom certificate for Base View users: As in the case of cmsh, a Base View user having a
sufficiently privileged tokens profile, such as the admin profile, can create a certificate and key file for
themselves or another user. This is done by associating a value for the Profile parameter for the user
(figure 6.2).

The certificate files, cert.pem and cert.key, are then automatically placed in the following paths
and names, under $HOME for the user:

e .cm/admin.{pem,key}
e .cm/cert.{pem,key}

Users that authenticate with their user name and password when running Base View use this cer-
tificate for their Base View clients, and are then restricted to the set of tasks allowed by their associated
profile.

The use of an external LDAP server instead of BCM’s for user management is described in section 6.3.
Generating a certificate for an external LDAP user must be done explicitly in BCM. This can be carried
out with the external-user-cert script, which is provided with the cluster-tools package. The
package is installed by default with BCM.

Running the external-user-cert script embeds the user and profile in the certificate during certifi-
cate generation. The script has the following usage:

external-user-cert -h
Usage: for a single profile: external-user-cert <profile> <user> [<user> ... ]
--home=<home-prefix> [-g <group>] [-o]
for several profiles: external-user-cert --home=<home-prefix>
--file=<inputfile> [-g <group>]
where lines of <inputfile> have the syntax

<profile> <user> [<user> ... ]
Options:
-h, --help show this help message and exit
--file=FILE input FILE
--home=HOME_PATH path for home directories, default /home/
-g GROUP name of primary group, e.g. wheel

-0 overwrite existing certificates
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Here,

® <profile> should be a valid profile
® <user> should be an existing user

® <home-prefix> is usually /home

e <group> is a group, such as wheel

* <inputfile> is a file with each line having the syntax

<profile> <user> [<user> ... ]

One or more external LDAP user certificates can be created by the script. The certificate files generated
are cert.pem and cert.key. They are stored in the home directory of the user.

For example, a user spongebob that is managed on the external server, can have a read-only certificate
generated with:

# external-user-cert readonly spongebob --home=/home

If the home directory of spongebob is /home/spongebob, then the key files that are generated are
/home/spongebob/ . cm/cert.key and /home/spongebob/.cm/cert . pem.

Assuming no other keys are used by cmsh, a cmsh session that runs as user spongebob with readonly
privileges can now be launched:

$ module load cmsh
$ cmsh

If other keys do exist, then they may be used according to the logic explained in item 2 on page 336.

6.4.4 Logging The Actions Of CMDaemon Users
The following directives allow control over the logging of CMDaemon user actions.

® CMDaemonAudit: Enables logging
® CMDaemonAuditorFile: Sets log location

® DisableAuditorForProfiles: Disables logging for particular profiles

Details on these directives are given in Appendix C.

6.4.5 Creation Of Certificates For Nodes With cm-component-certificate
The cm-component-certificate utility can be used to generate or update SSL certificates for compo-
nents of services. The cluster administrator is not expected to use this utility because the cluster manager
manages the certificates without bothering the administrator about it during normal operations. If the
utilty is to be used, then it should be used with caution, to avoid failure in the components that use these
certificates.

One of the SSL client components for which this utility works is LDAP.

Options include setting a new CA and creating a new certificate or key for nodes.

Some examples of how it can be used are:
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LDAP PEM And Key Creation For A Standalone Node

A standalone node (page 957) is a node that is not provisioned from the head node, but is configured to
boot from its own drive. A standalone node <mynode> may have a PEM and key certificate created on
the head node with:

[root@basecmlil ~]# cm-component-certificate --generate=<mynode>
Certificate saved to ./ldap.{pem,key}
Done.

The certificates are saved to the working directory. They should be copied over manually to the
location of the LDAP certificates on mynode. The nslcd daemon on mynode for RHELS (or the sssd
daemon for RHEL9) should then be restarted.

LDAP PEM And Key Creation For A Regular Node
If a node node001 that is provisioned has a lost or corrupted LDAP key or certificate, then replacements
for these can be made with:

[root@basecmll ~]# cm-component-certificate -n node001

Sending request to recreate certificates for 1 node to cmd on basecmll
[(38654705666, 1)1 1 0 0

1 certificates were successfully recreated

Done.

The 1dap. {pem,key} files are automatically placed on node001, by default at the location specified
by the CMDaemon LDAPCertificate and LDAPPrivateKey directives (page 896).

The files /cm/node-installer/certificates/<node001-mac>/1dap.{pem,key} should be removed
on the head node.

The nslcd, sssd, and LDAP daemons should be restarted on node001, or more simply it can be
rebooted if it is not in use. The reboot replaces the 1dap.{pem,key} files on the head node with the
newly-generated ones.

LDAP CA Certificate Creation
If a new LDAP CA certificate is needed, then a replacement can be made with:

[root@basecmil ~]# cm-component-certificate --ca
Sending request to recreate the CA to cmd on basecmll
Done.

The following steps must be done manually:

¢ If there is another head node, then the CA files, by default ca.pem and ca.key under /cm/local/
apps/openldap/etc/certs/, should be copied over the other head node.

¢ The key/PEM certificate files on all the nodes should be recreated using:
cm-component-certificate --allnodes

* The old component PEM/key files for each regular node, 1dap.pem and ldap.key, under the
node-installer directory of the head node(s), should be removed. These certificates are kept
under a directory named for the MAC address of the regular node, and follow the pattern:
/cm/node-installer/certificates/<MAC address>/<LDAP.{pem key}>

* The node CA files, by default ca.pem and ca.key under /cm/local/apps/openldap/etc/certs/
should be copied to the nodes:


/cm/local/apps/openldap/etc/certs/
/cm/local/apps/openldap/etc/certs/
/cm/local/apps/openldap/etc/certs/
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Example

[root@basecmll ~]# export ldapcertdir="/cm/local/apps/openldap/etc/certs/"
for i in {01..12}
do
scp $ldapcertdir/ca.pem node0$i:/$ldapcertdir
scp $ldapcertdir/ca.key node0$i:/$ldapcertdir
done

¢ The nslcd, sssd and LDAP daemons should be restarted on all nodes

e CMDaemon should be restarted on the active head node
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For clusters that have many users and a significant load, a workload manager (WLM) system allows a
more efficient use of resources to be enforced for all users than if there were no such system in place. This
is because without resource management, there is a tendency for each individual user to over-exploit
common resources.

When a WLM is used, the end user can submit a job to it. This can be done interactively, but it is
typically done as a non-interactive batch job.

The WLM assigns resources to the job, and checks the current availability as well as checking its
estimates of the future availability of the cluster resources that the job is asking for. The WLM then
schedules and executes the job based on the assignment criteria that the administrator has set for the
WLM system. After the job has finished executing, the job output is delivered back to the user.

Among the hardware resources that can be used for a job are GPUs. Installing CUDA software to
enable the use of GPUs is described in section 9 of the Installation Manual. Configuring GPU settings
for BCM is described in section 3.17.2 of the Administration Manual. Configuring GPU settings for an
individual WLM is described in the section on getting that particular WLM up and running.

The details of job submission from a user’s perspective are covered in the User Manual.

Sections 7.1-7.5 cover the installation procedure to get a WLM up and running.

Sections 7.6 —7.7 describe how Base View and cmsh are used to view and handle jobs, queues and
node drainage.

Section 7.8 shows examples of WLM assignments handled by BCM.

Section 7.9 describes the power saving features of WLMs.

Section 7.10 describes cgroups, a resources limiter, mostly in the context of WLMs.

Section 7.11 describes WLM customizations for settings other than the common settings covered by
BCM.

Some WLM packages are installed by default, others require registration from the distributor before
installation.

During cluster installation, a WLM can be chosen (figure 3.9 of the Installation Manual) for setting up.
The choices are:

¢ PBS: An HPC job scheduler, originally developed at NASA, now developed by Altair. This is
integrated with BCM in these variants:
1. PBS Professional: A commercial variant, with commercial support from Altair. Available as:
— PBS Professional version 2022

2. OpenPBS: A community-supported variant. The variant was known as PBS Pro CE before
version 20. OpenPBS is available as:
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— OpenPBS version 22.05
— OpenPBS version 23.06

® Slurm: Available as version 24.11 or 25.05. Slurm is a free (GPL) job scheduler, with commercial
support.

e LSF v10.1: IBM Spectrum LSF (Load Sharing Facility) version 10.1, is a further development of
what used to be IBM Platform LSF.

¢ None: For clusters that need no HPC job-scheduling.

The WLMs in the preceding list can also be chosen and set up later using the cm-wlm-setup tool
(section 7.3).

After installation, if there are no major changes in the WLM for updated versions of the workload
managers, then

e WLMs that are packaged with BCM (Slurm, PBS) can have their packages updated using standard
package update commands (yum update and similar). The installation and configuration of the
WLM from the updated packages is carried out as described later on in this chapter.

e WLMs such as LSF that are installed by picking up software from the vendor can be updated by
following vendor guidelines.

7.2 Forcing Jobs To Run In A Workload Management System

Another preliminary step is to consider forcing users to run jobs only within the WLM system. Having
jobs run via a WLM is normally a best practice.

For convenience, BCM defaults to allowing users to log in via ssh to a node, using the authorized
keys files stored in each users directory in /home (section 2.3.2). This allows users to run their processes
without restriction, that is, outside the WLM system. For clusters with a significant load this policy
results in a sub-optimal use of resources, since such unplanned-for jobs disturb any already-running
jobs.

Disallowing user logins to nodes, so that users have to run their jobs through the WLM system,
means that jobs are then distributed to the nodes only according to the planning of the WLM. If planning
is based on sensible assignment criteria, then resources use is optimized—which is the entire aim of a
WLM in the first place.

7.2.1 Disallowing User Logins To Regular Nodes Via cmsh
The usernodelogin setting of cmsh restricts direct user logins from outside the WLM, and is thus one
way of preventing the user from using node resources in an unaccountable manner. The usernodelogin
setting is applicable to node categories only, rather than to individual nodes.

In cmsh the attribute of usernodelogin is set from within category mode:

Example

[root@basecmll ~]# cmsh

[basecm11]’ category use default
[basecmli->category[default]]’ set usernodelogin onlywhenjob
[basecmll->category*[default*]]% commit

The attributes for usernodelogin are:
¢ always (the default): This allows all users to ssh directly into a node at any time.

¢ never: This allows no user other than root to directly ssh into the node.
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¢ onlywhenjob: This allows the user to ssh directly into the node when a job is running on it. It
typically also prevents other users from doing a direct ssh into the same node during the job run,
since typically the WLM is set up so that only one job runs per node. However, an ssh session that
is already running is not automatically terminated after the job is done.

— Some cluster administrators may wish to allow some special user accounts to override the
onlywhenjob setting, for example for diagnostic purposes. Before giving the details of how
to override the setting, some background explanation is probably useful:

The onlywhenjob setting works with the PAM system, and adds the following line to /etc/
pam.d/sshd on the regular nodes:

account required pam_bright.so

Nodes with the onlywhenjob restriction can be configured to allow a particular set of users
to access them, despite the restriction, by allowing them with the PAM system, as follows:
Within the software image <node image> used by the node, that is under /cm/images/<node
image>, the administrator can add the set of user accounts to the file etc/security/pam_
bright.d/pam_allow.conf. This file is installed in the software image with a chroot installa-
tion (section 9.4) of the cm-1ibpam package.

Groups of users can be allowed using the file etc/security/pam_bright.d/pam_allow_
group.conf.

Other adjustments to PAM configuration, such as the number of attempted logins and the
associated wait time per login, can be carried by editing the /etc/security/pam_bright.d/
cm-check-alloc. conf file

The image can then be updated to allow the users, by running the imageupdate command in
cmsh (section 5.6.2), or by clicking the Update node option in Base View (section 5.6.3).

In Base View, user node login access is set via a category setting, for example for the default category
via the navigation path in figure 7.1:

Grouping > Categories[default] >[4 > Settings > User node login


/etc/pam.d/sshd
/etc/pam.d/sshd
etc/security/pam_bright.d/pam_allow.conf
etc/security/pam_bright.d/pam_allow.conf
etc/security/pam_bright.d/pam_allow_group.conf
etc/security/pam_bright.d/pam_allow_group.conf
/etc/security/pam_bright.d/cm-check-alloc.conf
/etc/security/pam_bright.d/cm-check-alloc.conf
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Figure 7.1: Disallowing user logins to nodes via Base View

Besides disabling user logins, administrators may choose to disable interactive jobs in the WLM as an
additional measure to prevent users from starting jobs on other nodes.

Administrators may also choose to set up scripts that run after job execution. Such scripts can termi-
nate user processes outside the WLM, as part of a policy, or for general administrative hygiene. These
are Epilog scripts and are part of the WLM.

The WLM documentation has more on configuring these options.

NVIDIA Base Command Manager uses the existing built-in high availability (HA) functionalities of
workload managers as much as possible. A double server HA configuration with the existing built-
in HA functionality can be carried out using the cm-wlm-setup utility (section 7.3), or using the Base
View HA wizard (section 7.4.1). The built-in functionality makes use of the primary WLM server and
secondary WLM server, which are placed on separate nodes.

The HA configuration aspect (section 15.1.3) in this case means that a WLM server role is assigned
to both the WLM primary and the WLM secondary nodes. These primary WLM and secondary WLM
servers can then:

* both be on head nodes,
* both be on regular (compute) nodes

It is not possible to configure a mixed setup—that is with one head node and one regular node—for the
WLM servers on an HA setup.
In a non-HA cluster, the WLM primaryserver value is set to the head node by default.
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[head->wlm[slurm]]% get primaryserver
head

This is because NVIDIA Base Command Manager always configures the primary WLM server on the
primary cluster head node.

If both the head nodes are configured with the WLM server roles, then the WLM primaryserver
value is set to the primary cluster head node. This is because NVIDIA Base Command Manager always
configures the primary WLM server on the primary cluster head node, and the backup WLM server on
the secondary head node.

[headl->wlm[slurm]]) get primaryserver
headl

[head1->wlm[slurm]]’ exit

root@headl:"# ssh head2 "cmha makeactive"

... [logging into the newly active head node, and checking where the primary server is:] . . .
[head2->wlm[slurm]]’ get primaryserver
headl

If the parameter primaryserver is unset in wlm mode, and the Slurm server role is assigned to the
head nodes, then the slurmctld service is always started on both head nodes. During a failover, the
Slurm configuration is regenerated and both slurmctld services are restarted. The primary slurmctld
is always on the active head node.

If two regular nodes are configured with the WLM server roles instead, then in the cluster entity
configuration the primaryserver parameter is set to one of the compute nodes.

The cluster primary head node and the WLM primary server should not be confused. In particular,
the active cluster head node and active workload manager server are not necessarily the same for the
case of the Slurm, PBS Professional, or LSF workload managers. For these, if the passive cluster head
node becomes an active cluster head node without a crash, then this does not trigger a passive WLM
server on the newly active head node to also become an active WLM server. Thus, the WLM server can
be active on a passive head node, and vice versa, because the WLM primary server is independent of
the cluster primary head node.

Slurm High Availability, scontrol takeover And slurmstartpolicy
This section considers some Slurm high availability issues on running scontrol takeover with BCM
integration.

Logical steps during the Slurm takeover between head nodes: Slurm high availability normally waits
a short while with moving its control activity over to a passive head node that has just been made active.
After a short delay, the Slurm failover algorithm is followed so that the Slurm controller (slurmctld)
takes over operations on the newly active head node.

Slurm can speed up takeover by running scontrol takeover from the Bash shell on the node with
the secondary slurmctld. Running scontrol takeover stops the primary slurmctld and triggers the
Slurm failover algorithm.

This can be useful if the administrator wants to carry out maintenance on the usually active head
node. Carrying out the takeover lets the Slurm service remain available, and stops the Slurm primary
controller following the newly active head node.

The logic on how this works in BCM is:

1. The production state starts with

® an active primary
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* apassive secondary

¢ the primary head node set up as the primary Slurm controller

2. the administrator runs cmha makeactive on the secondary passive. This causes the following to
happen:

* scontrol takeover is run by CMDaemon on the secondary passive

¢ CMDaemon goes into the passive state on the primary node, and slurmctld on the primary
node stops

¢ CMDaemon goes into the active state on the secondary node, and slurmctld on the sec-
ondary node starts

3. there is no interruption in Slurm services, because with scontrol takeover CMDaemon has
forced the backup slurmctld to take over

4. the administrator can now carry out maintenance on the primary (now passive) head node

5. once maintenance has been completed, the administrator can optionally reboot the primary (pas-
sive) head node, and then make it active again with cmha makeactive to get back to the original
production state

The problem with the preceding logic is that by default BCM automatically restarts a stopped
slurmctld that it notices. This means that the results of scontrol takeover in steps 2 and 3 are un-
known if carried out manually. That is, it is not practical to run the scontrol takeover command di-
rectly from Bash because it is possible to unintentionally configure the primary and backup slurmctld
with an incorrect status.

To deal with this problem cleanly, CMDaemon provides the slurmctldstartpolicy parameter, de-
scribed next.

The slurmctldstartpolicy parameter and Slurm takeover behavior: The slurmctldstartpolicy
parameter can take the following values to decide the slurmctld behavior during scontrol takeover:

e TAKEOVER: The default value on an HA cluster.
e ALWAYS: The default value on a non-HA cluster.

e ACTIVEONLY: Useful only if /cm/shared is not mounted on both head nodes at the same time. For
example, as in DAS (Direct Attached Storage), which should never be used anyway for shared
storage in a production system.

1. If within NVIDIA Base Command Manager, in the SlurmServerRole, the slurmctldstartpolicy
parameter is set to TAKEOVER, then disabling the automatic restart of the slurmctld service is un-
necessary:

[root@basecmll ~]# cmsh

[basecm11-]% configurationoverlay

[basecmll-]>configurationoverlayl) use slurm-server

[basecmll->configurationoverlay[slurm-server]]’ roles
[basecmll->configurationoverlay[slurm-server]->roles]’ use slurmserver
[basecmll->configurationoverlay[slurm-server]->roles[slurmserver]]’, set slurmctldstartpolicy TAKEOVER

[basecmll->configurationoverlay#* [slurm-server*]->roles*[slurmserver*]]’, commit

The setting value can be cleared with:

[basecmll->configurationoverlay[slurm-server]->roles[slurmserver]]’ set slurmctldstartpolicy ALWAYS
[basecmll->configurationoverlay* [slurm-server*]->roles*[slurmserver*]]’, commit


/cm/shared
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2. If cm-wlm-setup installs Slurm on an HA cluster, then the slurmctldstartpolicy parameter can
be set in one of the TUI screens during the session. Before HA is configured, the parameter has
a default value of ALWAYS. After HA is configured it has a default value of TAKEOVER. The default
value of TAKEOVER causes prefailoverscript in the failover submode (section 15.4.6) to take the
value /cm/local/apps/cmd/scripts/slurm. takeover.sh

3. If cm-wlm-setup installs Slurm on a non-HA cluster, then the prefailoverscript parameter must
be set within the failover submode of partition mode:

[basecmll->partition[base]->failover]), set prefailoverscript /cm/local/apps/cmd/scripts/slurm.takeover.sh

[basecmll->partition* [base*]->failover*]’, commit

This ensures that the active head node is taken over by Slurm during a change of the active head
node.

The takeover is temporary. If the head node which has the Slurm primary slurmctld on it is
restarted, or if the service itself is restarted manually, then the primary slurmctld takes back its role, as
per Slurm documentation.

For a Slurm cluster with a single slurmct1d, where the Slurm server role is assigned to a single com-
pute node or the BCM cluster has only one head node, the parameter slurmctldstartpolicy should be
set to ALWAYS, which is the default.

Table 7.2.4 shows what slurmctld does when the slurmctldstartpolicy parameter is set to
TAKEOVER and when in SlurmWlmCluster the parameter primaryserver is set. The detailed behavior
per head node depends on whether the head nodes are active or primary:

Node Is slurmctldstartpolicy Active node? Slurm primary slurmctld
pair TAKEOVER? node? starts?
Head001 no * * yes
Head002 no * * yes
Head001 yes yes yes yes
Head002 yes no no yes
Head001 yes yes no yes
Head002 yes no yes no
Head001 yes no yes no
Head002 yes yes no yes
Head001 yes no no yes
Head002 yes yes yes yes

* any value of yes or no

Table 7.2.4 slurmctldstartpolicy parameter and slurmctld

Normally the administrator selects a WLM to be used during BCM installation (figure 3.9 of the Installa-
tion Manual). A WLM may however also be added and configured after BCM has been installed, using
cm-wlm-setup, or the Base View WLM wizard.

With most other objects, BCM front ends—cmsh and Base View—can be used to create a new object
from scratch, or can clone a new object from another existing object. However, the front ends cannot
do this for a WLM object. An attempt to create or clone a new WLM object via cmsh or Base View is
prohibited by the front ends, because there are many pitfalls possible in configuration.

A new WLM object, and WLM instance, can therefore only be installed via cm-wlm-setup, the Base
View WLM wizard, or by selecting a WLM during the initial BCM installation.
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The recommended way to run the cm-wlm-setup utility is without options or arguments, in which case
a TUI dialog starts up. A TUI session run with cm-wlm-setup is covered in section 7.3.2.

However, the cm-wlm-setup utility can alternatively be used in a non-GUI, command-line, mode,
with options and arguments. The utility has the following usage:

[root@basecmll ~]# cm-wlm-setup -h

usage: Workload manager setup cm-wlm-setup [-c <config_file>]
[--setup | --disable]
[--wlm <name>]
[--server-nodes SERVER_NODES]
[--server-primary SERVER_PRIMARY]
[--server-overlay-name SERVER_OVERLAY_NAME]
[--server-overlay-priority SERVER_OVERLAY_PRIORITY]
[--client-categories CLIENT_CATEGORIES]
[--client-nodes CLIENT_NODES]
[--client-overlay-name CLIENT_OVERLAY_NAME]
[--client-overlay-priority CLIENT_OVERLAY_PRIORITY]
[--client-slots <slots>]
[--submit-categories SUBMIT_CATEGORIES]
[--submit-nodes SUBMIT_NODES]
[--submit-overlay-name SUBMIT_OVERLAY_NAME]
[--submit-overlay-priority SUBMIT_OVERLAY_PRIORITY]
[--wlm-cluster-name WLM_CLUSTER_NAME]
[--reboot] [--reset-cgroups]
[--yes-i-really-mean-it]
[--archives-location <path>]
[--license <license>] [--purgel
[--accounting-overlay-name ACCOUNTING_OVERLAY_NAME]
[--accounting-overlay-priority ACCOUNTING_OVERLAY_PRIORITY]
[--with-pyxis]
[--add-pyxis]
[--reinstall-pyxis]
[--remove-pyxis]
[--pyxis-data-directory <path>]
[--nvidia-gpus NVIDIA_GPUS] [-v]
[--no-distro-checks] [--json]
[--output-remote-execution-runner]
[--on-error-action {debug,remotedebug,undo,abort}]
[--skip-packages]
[--min-reboot-timeout <reboot_timeout_seconds>]
[--allow-running-from-secondary]
[--dev] [-h]

The help output from running cm-wlm-setup -h continues on beyond the preceding text output,
and presents more options.
These options can be grouped as follows:

Optional Arguments
¢ —-setup: Helps set up a server, enable roles, and create the default queues/partitions

e __disable: Disable WLM services

® -h, --help: Displays the help screen
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Common Arguments

-c <YAML configuration file>: Loads a runtime configuration for plugins, from a YAML configura-
tion file.

Options For Installing Or Managing A WLM

--wlm <WLM name>: Specifies which WLM is to be set up. Choices for <WLM name> are:
— openpbs
— pbspro
— slurm

— 1sf

--wlm-cluster-name <WLM cluster name>: Specifies the name for the new WLM cluster that is to be
set up.

--reboot: Reboot after install

Server Role Settings

--server-nodes <server nodes>: Sets the server roles of the WLM to the value set for <server nodes>,
which is a comma-separated list of nodes. Default value: HEAD, which is a reserved name for the
head node.

--server-primary <primary server>: Sets the hostname used for the primary server to <primary
server>. Default name: HEAD.

--server-overlay-name <server overlay name>: Sets the server role configuration overlay name to
<server overlay name>. Default name: <WLM name>-server, where <WLM name> is the name spec-
ified in the --wlm option.

--server-overlay-priority <server overlay priority>: Sets the server role configuration overlay pri-
ority to <server overlay priority>. Default value: 500.

Client Role Settings

--client-categories <client categories>: Sets the client roles of the WLM to the value set for <client
categories nodes>, which is a comma-separated list of node categories. Default value: default.

--client-nodes <client nodes>: Sets the client roles of the WLM to the value set for <client nodes>,
which is a comma-separated list of nodes. No value set by default.

--client-overlay-name <client overlay name>: Sets the client role configuration overlay name to
<client overlay name>. Default name: <WLM name>-client, where <WLM name> is the name speci-
fied in the --wlm option.

--client-overlay-priority <client overlay priority>: Sets the client role configuration overlay prior-
ity to <client overlay priority>. Default value: 500.

--client-slots <slots>: Sets the number of slots on the client to <slots>.

Submit Role Settings

--submit-categories <submit categories>: Sets the submit roles of the WLM to the value set for
<submit categories nodes>, which is a comma-separated list of node categories that are submit nodes.
Default value: default.

--submit-nodes <submit nodes>: Sets the submit roles of the WLM to the value set for <submit
nodes>, which is a comma-separated list of submit nodes. No value set by default.
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® —-submit-overlay-name <submit overlay name>: Sets the submit role configuration overlay name to
<submit overlay name>. Default name: <WLM name>-submit, where <WLM name> is the name
specified in the --wlm option.

® _-submit-overlay-priority <submitoverlay priority>: Sets the submit role configuration overlay pri-
ority to <submit overlay priority>. Default value: 500.

Disable Options
® _-reset-cgroups: Disable joining cgroup controllers with systemd setting JoinControllers

® _-yes-i-really-mean-it: Required for additional safety

Workload Manager Specific Options
® —-archives-location <path>: Set the directory path for the archive files, only for LSE. This param-
eter is mandatory for LSF installation.

® _-license <path>: Set the path to the PBSPro, or LSF license.

e __purge: Remove the directories on disable, for LSE.

Slurm Accounting Role Settings
® —_accounting-overlay-name <accounting overlay name>: Sets the accounting role configuration over-

lay

® -—-accounting-overlay-priority <accounting overlay priority>: Sets the accounting role configura-
tion overlay priority to <accounting overlay priority>. Default value: 500.

Slurm Pyxis Settings
® --add-pyxis: Add Pyxis to an existing cluster

® _-reinstall-pyxis: Reinstall or upgrade Pyxis on all the clusters using it

® _-remove-pyxis: Remove Pyxis from an existing cluster

* _-with-pyxis: Enable Pyxis

® _-pyxis-data-directory <path>: Sets directory where images will be stored

Slurm GPU Settings
® _-nvidia-gpus <NVIDIA GPUs specification>: Sets the NVIDIA GPUs that will be used in the con-
figuration, specifying type and number of GPUs. For example: --nvidia-gpus=4100:4

® __gpu-client-nodes <NVIDIA GPU client nodes>: Sets a comma-separated list of nodes assigned to
the GPU overlay.

® __gpu-client-categories <NVIDIA GPU client categories>: Sets a comma-separated list of node cat-
egories assigned to the GPU overlay.

Advanced Options
® -v, --verbose: This displays a more verbose output. It can be helpful in troubleshooting.

® _-no-distro-checks: Disables distribution checks based on ds.json.
® —-json: Use json formatting for logs printed to STDOUT.
® —-output-remote-execution-runner: Format output for CMDaemon.

® _—-on-error-action {debug,remotedebug,undo,abort}: Upon encountering a critical error, instead
of asking the user for choice, the setup will do the selected action.
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® --skip-packages: Skip the stages which install packages. Requires packages to be already in-
stalled.

® —-min-reboot-timeout <timeout>: How long to wait for nodes to finish reboot, in seconds. Mini-
mum value: 300. Default value: 300.

® --allow-running-from-secondary: Allow the wizard to be run from the secondary when it is the
active head node.

® --dev: Enables additional command line arguments for developers.

Running cm-wlm-setup with no options and with no arguments brings up a TUI screen (figure 7.2).

WLM operations

etup (Express)

Setup (Step By Step)

Di=zahle

Exit Return to the command line

Figure 7.2: cm-wlm-setup TUI initial screen

Express Installation

The Setup (Express) menu option allows the administrator to select the workload manager in the next
screen (figure 7.3), and to install it with a minimal number of configuration steps. If it has already been
installed, but disabled using cm-wlm-setup, then it can also be re-enabled, instead of installed from
scratch.

Select Workload Hanager

1 UL

A
e T e et T
(]

5

Figure 7.3: cm-wlm-setup TUI WLM selection screen

Step-by-step Installation

If the Setup (Step By Step) menu option is chosen instead of the express option, then this also allows

the administrator to select the workload manager in figure 7.3. But after selection, there are a number

of extra configuration steps that can be carried out which are not available in the express configuration.

Guidance is given for these extra steps, and sensible default values are already filled in for many options.
One part of the step-by-step session involves assigning the WLM client role to the compute nodes of

the cluster. Only the non-GPU compute nodes should be assigned the (standard, non-GPU) WLM client
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role. The GPU compute nodes are assigned a GPU WLM client role in the section of the TUI wizard that
deals with GPU configuration.

The WLM client role is assigned to the entire category—the default category— of non-head nodes
by default (figure 7.4):

Select the categories for Workload Manager client role,

Thiz and the following steps will =et up only regular client nodes,
you will later in the installation process be asked about GPU nodes,

4] default

K Ok < Back >

Figure 7.4: Slurm with cm-wln-setup: WLM Client role category configuration screen

The WLM client role can be assigned to selected nodes only by setting the default category checkbox
to blank, and then selecting the non-GPU nodes in the following screen. For example, as illustrated in
figure 7.4, where the standard, non-GPU nodes are node002 and node003:

Pleaze zelect nodes for Workload Manager client raole

[ ] head

[ ] nodetdtl categoryidefault
[¥] nodeD2  categoryidefault
[8] nodett3  categoryidefault

< Back >

Figure 7.5: Slurm with cm-wlm-setup: WLM client role node configuration screen

GPU Configuration Screens
The GPU configuration screens are extra steps available during a Setup (Step By Step) session. The
GPU configuration steps are discussed summarily in the quickstart section for GPUs, on page 13 of the
Installation Manual.

The GPU configuration steps are covered in this section in more detail:

After configuring the WLM server, WLM submission and WLM client roles for the nodes of the
cluster, a screen that asks if GPU resources should be configured is displayed (figure 7.6):

Configure GPU resources settings?

SR < Back >

Figure 7.6: Slurm With cm-wlm-setup: GPU Configuration Entry Screen

Choosing yes means that some extra GPU configuration screens are presented. These are screens
that allow:

¢ the configuration overlay (section 2.1.6) name to be set for the GPU WLM clients. By default the
name is set to slurm-client-gpu.

* a GPU WLM client role to be assigned to a category, if, for example, all the GPU nodes have been
given their own category.

¢ the GPU WLM client role to be assigned to individual nodes instead of to a category.
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* a configuration overlay priority to be set for a GPU WLM client role. By default, this has a value
of 450.

¢ automatic GPU detection, with the following options:

— BCM autodetects GPUs

— Slurm autodetects NVIDIA GPU details

— Slurm autodetects AMD GPU details

— Slurm autodetects Intel GPU details

— Slurm autodetects AWS Trainium/Inferentia devices
— Manual GPU configuration in cm-wlm-setup

— Skip GPU configuration

Slurm Accounting Database Configuration
In the step-by-step configuration for the Slurm WLM, after the server and client parameters have been
set, the Slurm accounting database configuration can be set.

This requires setting:

® one or two accounting nodes
* a primary accounting node

All nodes must be reachable from slurmctld.
The accounting nodes can be set with the Select accounting nodes screen (figure 7.7):

Select accounting nodes

[ ] nodeBBd1l category:default

BETEE  SEsERE

Figure 7.7: cm-wlm-setup selection of accounting nodes

Head nodes and compute nodes cannot be mixed for the accounting nodes. If two accounting nodes
are set, then the slurmdbd high availability configuration is automatically set up.

The primary accounting node—that is, the node that is AccountingStorageHost in slurm. conf—can
then be set in the Select the primary accounting server node screen (figure 7.8):

Select the primary accounting server node

<ok _-JE -

Figure 7.8: cm-wlm-setup selection of primary accounting node

The other accounting node is automatically set to be AccountingStorageBackupHost.
The type of node on which the slurmdbd database runs can then be set (figure 7.9):
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Please select storage server type for accounting.

(X) Use accounting node

o B

Figure 7.9: cm-wlm-setup selection of the type of node on which the Slurm accounting database runs

® If Use accounting node is selected, then the database is stored on the primary accounting node

e If Select cluster node is selected, then the next screen allows the selection of the BCM node on
which the database is to be installed (figure 7.10)

Select a storage host for Slurm accounting

(&) node00l categoruidefault

Figure 7.10: cm-wlm-setup Selection of host where the Slurm accounting database used by slurmdbd is
stored

e If Select external node is selected, then a non-BCM hostname is asked for, and the cluster ad-
ministrator is responsible for the installation and configuration of the DBMS

Modifying the settings after installation is discussed on page 395.

Disabling An Installation
The Disable option in figure 7.2 allows the administrator to disable an existing instance.

Summary Screen
The screen that appears after the configuration steps are completed, is the Summary screen (figure 7.11).
This screen allows the configuration to be viewed, saved, or saved and deployed.

Summary

ave config & deploy
Show config

Save config

Save config & exit
Exit

< K < Back >

Figure 7.11: cm-wlm-setup TUI summary screen

If deployment is carried out, then several screens of output are displayed. After the deployment is
completed, the log file can be viewed at /var/log/cm-wlm-setup.log.


/var/log/cm-wlm-setup.log
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What Is Enroot?
As the README file for Enroot says, Enroot is an open source tool to turn container images into un-
privileged sandboxes. Enroot can be thought of as an enhanced unprivileged chroot. It uses user and
mount namespaces, as well as other modern kernel features, in order to create such sandboxes. It
uses the same underlying technologies as containers, but removes much of the isolation that they in-
herently provide, while preserving filesystem separation. Further details on Enroot can be found at
https://github.com/NVIDIA/enroot.

Enroot can be used with different workload managers, but for now only Slurm has been tightly
integrated.

What Is Pyxis?

Pyxis (https://github.com/NVIDIA/pyxis) is a SPANK plugin for Slurm. SPANK (Slurm Plug-in ar-
chitecture for Node and job (K)control, man spank.8) is a generic interface for job launch code control in
Slurm. The Pyxis plugin requires the Enroot utility, and allows the user’s jobs to be executed seamlessly
over Enroot in unprivileged containers. The plugin enables the Slurm submission utilities to provide
container-related command line options.

Enroot And Pyxis Packages
BCM provides two Enroot package flavors: standard and hardened. The standard binaries are compiled
as follows:

* Open file descriptors are inherited
® Spectre variant 2 (IBPB/STIBP) mitigations are disabled
® Spectre variant 4 (SSBD) mitigations are disabled

As a rule of thumb: the hardened flavor is slightly more secure but suffers a larger overhead.

¢ The standard packages are already installed by default with BCM, and are:

— enroot: provides the main utility and helper files.

— enroot+caps: a nearly empty package which runs a post-installation script to grant extra
capabilities to unprivileged users. This allows them to import and convert container images.

- pyxis-sources: installs a tarball with the Pyxis plugin source files. The tarball is used by
cm-wlm-setup to compile the Pyxis plugin on a cluster. The version of the package (sec-
tion 9.1), found using yum info pyxis-sources Or apt-cache show pyxis-sources, implies the
Pyxis source version that is provided. For example: pyxis-sources-0.20.0-[...].rpm pro-
vides the Pyxis source for version 0.20.0.

¢ The hardened packages that can be installed from the BCM repositories to replace the standard
enroot and enroot+caps are:

— enroot-hardened: provides hardened main utility and helper files.

— enroot-hardened+caps: Provides extra capabilities to unprivileged users so that they can
import and convert containers themselves.

The package pyxis-sources installs the tarball at /cm/local/apps/slurm/var/pyxis/
pyxis-sources.tar.gz. If the administrator needs a version of Pyxis other than the one provided by
the package, then the archive can be replaced with a source tarball of the same name.


https://github.com/NVIDIA/enroot/blob/master/README.md
https://github.com/NVIDIA/enroot
https://github.com/NVIDIA/pyxis
https://github.com/NVIDIA/enroot/blob/master/doc/installation.md
/cm/local/apps/slurm/var/pyxis/pyxis-sources.tar.gz
/cm/local/apps/slurm/var/pyxis/pyxis-sources.tar.gz
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How Are Enroot And Pyxis Set Up In BCM?
Pyxis and Enroot can be set up or removed by the administrator by choosing the appropriate options
when Slurm is set up. In order to choose the appropriate options, cm-wlm-setup can be run in step-
by-step mode (page 351). Alternatively, Pyxis-related command line options can be specified for the
cm-wlm-setup arguments --add-pyxis and --reinstall-pyxis.

The step-by-step mode eventually presents a screen where the Pyxis setup can be enabled using a
plugin:

Configure Pyxis plugin?

Figure 7.12: cm-wlm-setup Pyxis setup screen

The Pyxis screen is available for RHEL8-based systems and Ubuntu 20 and beyond. Older systems
are not supported.

If the plugin is enabled in the Pyxis setup screen, then cm-wlm-setup installs the enroot and
enroot+caps packages from https://github.com/NVIDIA/enroot/releases into the software images
where the Slurm client role is to be assigned. The cm-wlm-setup uitility also installs them directly on
the head node if the head node was selected to run jobs. Pyxis sources are downloaded from GitHub,
compiled with the installed Slurm, and installed in the appropriate Slurm directory.

If the administrator enables the Pyxis plugin, then a new screen with Enroot settings is shown:

Enroot settings

[l{1 Share raw images among users and nodes

Data directory
Cache directory
Runtime directory

FNIEE < Back> < Help >

Figure 7.13: cm-wlm-setup Enroot settings screen
The Enroot settings have reasonable default values. The administrator can change these:

® Share raw images among users and nodes: If enabled, then the raw container image is shared
among users and nodes, and the administrator must ensure that the cache directory is shared
among all the compute nodes. Enabling the option disables the creation of a UID subdirectory by
the Enroot prolog script.

The following points about implementing Enroot cache sharing should be considered by the ad-
ministrator:

- Enabling the checkbox for the option normally changes the default value of the Enroot cache
directory, as defined in the TUI in the Cache directory field, to ${XDG_CACHE_HOME}/enroot.
This field is normally evaluated by the Enroot installation to the home directory of the user:

~/.cache/enroot


https://github.com/NVIDIA/enroot/releases
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when a job is executed.

The default value can also be changed in the TUI to any shared directory. If the specified
directory does not exist, then cm-wlm-setup creates it with Unix directory permissions set to
chmod 00777, which allows all users to share container images in the cache with each other
on all the nodes. The extra 0 prefix is a non-POSIX-compliant GNU/Linux extension that
clears the SUID and SGID bits so that users do not get elevated privileges simply through
sharing the images.

— Restrictions can be placed on the ability of regular users to share images and to create files
in the cache, by setting more restrictive permissions for the directory manually, after the
cm-wlm-setup run.

For example, the permissions can be set to 00770, while the ownership group of the directory
is changed to a group with all the Pyxis users in it. In this case, only the users within the
Pyxis users group can create the image layers in the cache.

— An alternative to cache sharing of images among users and nodes is to save Squashfs images
in a shared directory, outside the cache. Then the users can specify a full path to a shared
Squashfs image on the cluster in the srun/sbatch command line. In this case there is no need
to share the cache among the nodes, as the Squashfs images are not copied over to cache
before execution.

Only the administrator should have access to updating the image.

® Share unpacked container images among nodes: Enables sharing of unpacked container im-
ages (image filesystems) among nodes. A user job can modify the filesystem, so it is not recom-
mended to share this directory among users.

Enabling the option disables removal of the Enroot data directory, if the container name is speci-
fied. This allows a user to keep the container filesystem between jobs run by the user. It is up to
the user or the administrator to clean up the data directory if the option is enabled.

If the data directory is shared among nodes, then it is up to a user to ensure that the container
filesystem is unpacked at least once before real jobs start. Otherwise, a race condition is possible
when the images are extracted simultaneously on several nodes.

® Cache directory: Path to the cache directory where raw container image layers are stored.

If the directory is not shared, then the Slurm prolog script creates a subdirectory with a name that
is the job user ID, while epilog cleans up that subdirectory. If the directory is shared, then neither
prolog nor epilog touches the directory.

® Data directory: Directory where the container filesystems (unpackaged images) are stored. If
the directory is shared, then the epilog script checks if the container name is specified for the job,
and skips removal of the container subdirectory.

® Runtime directory: A working directory with temporary files created by Enroot.

When Pyxis is set up, cm-wlm-setup also prepares the following configuration files for the compute
nodes:

® /etc/enroot/enroot.conf: This is a symlink to /cm/shared/apps/slurm/etc/enroot.conf. The
configuration file provides reasonable default settings that allows Enroot to be used by many users.
Important settings in the file are:

— ENROOT_RUNTIME_PATH: working directory for enroot, created per user. Default value: /run/
enroot/runtime/$(id -u)

— ENROOT_CACHE_PATH: directory where container layers are stored. Default value: /run/enroot/
cache/$(id -u)


https://www.gnu.org/software/coreutils/manual/html_node/Directory-Setuid-and-Setgid.html
https://www.gnu.org/software/coreutils/manual/html_node/Directory-Setuid-and-Setgid.html
https://www.gnu.org/software/coreutils/manual/html_node/Directory-Setuid-and-Setgid.html
https://www.gnu.org/software/coreutils/manual/html_node/Directory-Setuid-and-Setgid.html
/etc/enroot/enroot.conf
/cm/shared/apps/slurm/etc/enroot.conf
/run/enroot/runtime/
/run/enroot/runtime/
/run/enroot/cache/
/run/enroot/cache/
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— ENROOT_DATA_PATH: directory where the filesystems of running containers are stored. Default
value: /run/enroot/data/$(id -u)

— ENROOT_SQUASH_OPTIONS: options passed to mksquashfs to produce container images. De-
fault value: -noI -noD -noF -noX -no-duplicates

— ENROOT_MOUNT_HOME: mount the current user’s home directory by default. Default value: yes.

The administrator can change the symlink, or replace the file with a customized enroot. conf, if
other values are preferred.

® /etc/sysctl.d/80-enroot.conf: symlink to /cm/shared/apps/slurm/etc/enroot-sysctl. conf.
The file tunes sysctl parameters for Enroot.

® /cm/local/apps/slurm/var/prologs/50-prolog-enroot.sh: symlink to /cm/shared/apps/
slurm/prologs/prolog-enroot.sh. This is the slurmd prolog that creates appropriate directo-
ries, with appropriate user permissions, that are used by Enroot.

e /cm/local/apps/slurm/var/epilogs/50-epilog-enroot.sh: symlink to /cm/shared/apps/
slurm/epilogs/epilog-enroot.sh. Cleans the user directories used by Enroot.

When cm-wlm-setup finishes its Pyxis configuration run, then there is no need for the nodes to be
rebooted. The plugin works immediately.

The new Slurm submission command option names start with either --container or --no-container.
The full list of options can be displayed with the --help option. For example:

[user@basecmil ~]$ srun --help | grep container
--container Path to OCI container bundle
--container-image=[USER@] [REGISTRY#] IMAGE[: TAG] | PATH
[pyxis] the image to use for the container
--container-mounts=SRC:DST[:FLAGS] [,SRC:DST...]
[pyxis] bind mount[s] inside the container. Mount
--container-workdir=PATH
[pyxis] working directory inside the container
--container-name=NAME [pyxis] name to use for saving and loading the
container on the host. Unnamed containers are
containers are not. If a container with this name
already exists, the existing container is used and
--container-save=PATH [pyxis] Save the container state to a squashfs
--container-mount-home [pyxis] bind mount the user's home directory.
--no-container-mount-home
--container-remap-root [pyxis] ask to be remapped to root inside the
container. Does not grant elevated system
--no-container-remap-root
[pyxis] do not remap to root inside the container
--container-entrypoint [pyxis] execute the entrypoint from the container
--no-container-entrypoint
container image
--container-writable [pyxis] make the container filesystem writable
--container-readonly [pyxis] make the container filesystem read-only

Simple installation validation: The simplest way to validate the Pyxis/Enroot setup after Slurm setup
is to try out an srun command:


/run/enroot/data/
/etc/sysctl.d/80-enroot.conf
/cm/shared/apps/slurm/etc/enroot-sysctl.conf
/cm/local/apps/slurm/var/prologs/50-prolog-enroot.sh
/cm/shared/apps/slurm/prologs/prolog-enroot.sh
/cm/shared/apps/slurm/prologs/prolog-enroot.sh
/cm/local/apps/slurm/var/epilogs/50-epilog-enroot.sh
/cm/shared/apps/slurm/epilogs/epilog-enroot.sh
/cm/shared/apps/slurm/epilogs/epilog-enroot.sh
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[user@basecmll ~]1$ module load slurm

[user@basecmll ~]$ srun --container-image=ubuntu grep PRETTY /etc/os-release
pyxis: importing docker image: ubuntu

PRETTY_NAME="Ubuntu 24.04.2 LTS"

A more thorough installation validation: In order to perform a more thorough test of Pyxis/Enroot,
an NCCL-based test can be used. NCCL is the NVIDIA Collective Communications Library (https:
//docs.nvidia.com/deeplearning/nccl), which is a library of multi-GPU collective communication
primitives. The test can be found at https://github.com/NVIDIA/nccl-tests. A prebuilt container
image, with the NCCL test already installed, can be started as shown in the example that follows.

It should be noted that running a multi-tenant cluster with all the export flags enabled as in the
example may compromise security. It is therefore not recommended as a standard configuration.

[user@basecmll ~]1$ module load slurm

[user@basecmil ~]$ srun --export="NCCL_DEBUG=INFO,NCCL_IB_DISABLE=1,PMIX_MCA_gds=hash" -N 2 \
--ntasks-per-node=1 --gpus-per-task=1 --mpi=pmix --container-image=deepops/mpi-nccl-test \
/nccl_tests/build/all_reduce_perf -b 1M -e 4G -f 2 -g 1

pyxis: imported docker image: deepops/mpi-nccl-test

pyxis: imported docker image: deepops/mpi-nccl-test

# nThread 1 nGpus 1 minBytes 1048576 maxBytes 4294967296 step: 2(factor) warmup iters: 5 iters: 20 validation: 1
#

# Using devices

# Rank O Pid 175945 on node001 device 0 [0x00] Tesla V100-SXM3-32GB

# Rank 1 Pid 180379 on node002 device 0 [0x00] Tesla V100-SXM3-32GB
node001:175945:175945 [0] NCCL INFO Bootstrap : Using ens3:10.141.0.5<0>
node001:175945:175945 [0] NCCL INFO NET/Plugin : No plugin found (libnccl-net.so), using internal implementation
node001:175945:175945 [0] NCCL INFO NCCL_IB_DISABLE set by environment to 1.
node001:175945:175945 [0] NCCL INFO NET/Socket : Using [0]ens3:10.141.0.5<0>
node001:175945:175945 [0] NCCL INFO Using network Socket

NCCL version 2.11.4+cudall.6

node002:180379:180379 [0] NCCL INFO Bootstrap : Using ens3:10.141.0.6<0>
node002:180379:180379 [0] NCCL INFO NET/Plugin : No plugin found (libnccl-net.so), using internal implementation
node002:180379:180379 [0] NCCL INFO NCCL_IB_DISABLE set by environment to 1.
node002:180379:180379 [0] NCCL INFO NET/Socket : Using [0]ens3:10.141.0.6<0>
node002:180379:180379 [0] NCCL INFO Using network Socket

node002:180379:182573 [0] NCCL INFO Trees [0] -1/-1/-1->1->0 [1] 0/-1/-1->1->-1
node001:175945:177561 [0] NCCL INFO Channel 00/02 : 0 1

node001:175945:1775661 [0] NCCL INFO Channel 01/02 : 0 1

node001:175945:177561 [0] NCCL INFO Trees [0] 1/-1/-1->0->-1 [1] -1/-1/-1->0->1
node001:175945:177561 [0] NCCL INFO Channel 00 : 1[60] -> 0[60] [receive] via NET/Socket/O
node002:180379:182573 [0] NCCL INFO Channel 00 : 0[60] -> 1[60] [receive] via NET/Socket/0
node001:175945:177561 [0] NCCL INFO Channel 01 : 1[60] -> 0[60] [receive] via NET/Socket/O
node002:180379:182573 [0] NCCL INFO Channel 01 : O[60] -> 1[60] [receive] via NET/Socket/O
node001:175945:177561 [0] NCCL INFO Channel 00 : O[60] -> 1[60] [send] via NET/Socket/0
node002:180379:182573 [0] NCCL INFO Channel 00 : 1[60] -> 0[60] [send] via NET/Socket/0
node001:175945:177561 [0] NCCL INFO Channel 01 : 0[60] -> 1[60] [send] via NET/Socket/O
node002:180379:182573 [0] NCCL INFO Channel 01 : 1[60] -> 0[60] [send] via NET/Socket/O
node001:175945:177561 [0] NCCL INFO Connected all rings

node002:180379:182573 [0] NCCL INFO Connected all rings

node001:175945:177561 [0] NCCL INFO Connected all trees

node001:175945:177561 [0] NCCL INFO threadThresholds 8/8/64 | 16/8/64 | 8/8/512


https://docs.nvidia.com/deeplearning/nccl
https://docs.nvidia.com/deeplearning/nccl
https://github.com/NVIDIA/nccl-tests
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node001:175945:
node002:180379:
node002:180379:
node002:180379:
node001:175945:

#
#
# size
# (B)

node001:175945:

node002:180379
1048576
2097152
4194304
8388608
16777216
33554432
67108864
134217728
268435456
536870912
1073741824
2147483648
4294967296

177561 [0]
182573 [0]
182573 [0]
182573 [0]
177561 [0]

# Out of bounds values : 0

# Avg bus bandwidth

#

NCCL
NCCL
NCCL
NCCL
NCCL

INFO 2 coll channels, 2 p2p channels, 1 p2p channels per peer

INFO Connected all trees

INFO threadThresholds 8/8/64 |
INFO 2 coll channels, 2 p2p channels, 1 p2p channels per peer
INFO comm 0x1551f0001000 rank O nranks 2 cudaDev O busId 60 - Init COMPLETE

count type
(elements)
175945 [0] NCCL
1182573 [0] NCCL
262144 float
524288 float
1048576 float
2097152 float
4194304 float
8388608 float
16777216 float
33554432 float
67108864 float
134217728 float
268435456 float
536870912 float
1073741824 float
0K
: 0.810575

redop

sum
sum
sum
sum
sum
sum
sum
sum
sum
sum
sum
sum
sum

time

(us)

1491.5
3077.5
4617.3
9483.1
17516
34799
99790
204614
319701
608809
1337187
2638741
5996381

16/8/64 | 8/8/512

out-of-place
busbw

algbw
(GB/s)
INFO Launch mode Parallel
INFO comm 0x1551f8001000 rank 1 nranks

O O O O O O O OO O O o o

.70
.68
.91
.88
.96
.96
.67
.66
.84
.88
.80
.81
.72

(GB/s)

O O O O O O O O O O O O o

.70
.68
.91
.88
.96
.96
.67
.66
.84
.88
.80
.81
.72

error

time

(us)

in-place

algbw
(GB/s)

busbw
(GB/s)

error

2 cudaDev O busId 60 - Init COMPLETE

0e+00
0e+00
0e+00
0e+00
0e+00
0e+00
0e+00
0e+00
0e+00
0e+00
0e+00
0e+00
0e+00

1421.3
2568.8
4622.5
8911.9
18613
41837
83126
1995630
341630
683016
1247369
2743454
5430549

0.
.82
.91
.94
.90
.80
.81
.67
.79
.79
.86
.78
.79

O O O O O O O O O O © ©
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The test demonstrates the usage of PMIX, MPI, and GPU in Enroot containers on multiple nodes. In
the preceding example, 2 nodes with 1 GPU on each is requested by the job. For better results the cluster
administrator can tune the test parameters.

It should be noted that the image is quite large, and requires enough free space under /var. Also, the
transfer timeout (ENROOT_TRANSFER_TIMEQUT) in enroot.conf must be large enough to download such
a large container image to the compute nodes. A value of at least 600 seconds is recommended.

If there are issues when executing MPI jobs with PMIX, then to help debug the issues the Pyxis doc-
umentation (https://github.com/NVIDIA/pyxis/wiki/Setup) suggests setting up the following envi-
ronment variables:

® PMIX_MCA_ptl="usock

® PMIX_MCA_psec=none

® PMIX_SYSTEM_TMPDIR=/var/empty

® PMIX_MCA_gds=hash (as configured on page 359)

This configuration change is typically carried out in the software image of the regular nodes. For
example, for a node category called default:

[root@basecmil ~]# category=default
[root@basecmll ~]# cat <<EOF >> /cm/images/${category}/etc/default/slurmd
PMIX_MCA_ptl="usock
PMIX_MCA_psec=none

PMIX_SYSTEM_TMPDIR=/var/empty
PMIX_MCA_gds=hash

EOF

[root@basecmlil ~]# systemctl restart slurmd

[root@basecmll ~]J# cmsh -c "device; imageupdate -c ${category} -w"
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What Prolog And Epilog Scripts Do
The workload manager runs prolog scripts before job execution, and epilog scripts after job execution.
The purpose of these scripts can include:

¢ checking if a node is ready before submitting a job execution that may use it
* preparing a node in some way to handle the job execution
¢ cleaning up resources after job execution has ended.

The administrator can run custom prolog or epilog scripts for the queues from CMDaemon for LSE,
by setting such scripts in the Base View or cmsh front ends.

[basecm11->wlm[1sf]->jobqueuel]’, use normal
[basecml1->wlm[1sf] ->jobqueue [normall]’ show | grep -i epilog

Prolog/Epilog user root
Epilog
Host epilog /cm/local/apps/cmd/scripts/epilog

For PBS and Slurm, there are global prolog and epilog scripts, but editing them is not recommended.
Indeed, in order to discourage editing them, the scripts cannot be set using the cluster manager front
ends. Instead the scripts must be placed by the administrator in the software image, and the relevant
nodes updated from the image.

Detailed Workings Of Prolog And Epilog Scripts

Even though it is not recommended, some administrators may nonetheless wish to link and edit the
scripts directly for their own needs, outside of the Base View or cmsh front ends. A more detailed
explanation of how the prolog scripts work therefore follows:

When a workload manager is configured using cm-wlm-setup or using the Base View setup wizard,
then the workload manager is configured to run the generic prolog located in /cm/local/apps/cmd/
scripts/prolog, and the generic epilog located in /cm/local/apps/cmd/scripts/epilog. The generic
prolog and epilog scripts call a sequence of scripts for a particular workload manager in special directo-
ries. The directories have paths in the format:

1. /cm/local/apps/<workload manager>/var/prologs/
2. /cm/local/apps/<workload manager>/var/epilogs/

In these directories, scripts are stored with names that have suffixes and prefixes associated with
them that make them run in special ways, as follows:

* suffixes used in the prolog/epilog directory:
o -prejob script runs prior to all jobs
¢ prefixes used in the prolog/epilog directory:

o 00-to
o 99-

Number prefixes determine the order of script execution, with scripts with a lower number run-
ning earlier.

The script names can therefore look like:


/cm/local/apps/cmd/scripts/prolog
/cm/local/apps/cmd/scripts/prolog
/cm/local/apps/cmd/scripts/epilog
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® Ol-prolog-prejob

® 10-prolog-prejob

Return values for the prolog/epilog scripts have these meanings:

¢ 0: the next script in the directory is run.

* A non-zero return value: no further scripts are executed from the prolog/epilog directory.

Often, the script in a prolog/epilog directory is not a real script but a symlink, with the symlink
going to a real file located in a different directory. The general script is then able to take care of what is
expected of the symlink. The name of the symlink, and destination file, usually hints at what the script
is expected to do.

For example, if any health checks are marked to run as prejob checks during cm-wlm-setup configu-
ration, then each of the PBS workload manager variants use the symlink 01-prolog-prejob within the
prolog directory /cm/local/apps/<workload manager>/var/prologs/. The symlink links to the script
/cm/local/apps/cmd/scripts/prolog-prejob. In this case, the script is expected to run prior to the
job.

[root@basecmll apps]l# pwd

/cm/local/apps

[root@basecmll apps]# 1ls -1 *pbs*/var/prologs/

openpbs/var/prologs/:

total O

lrwxrwxrwx 1 root root ... Ol-prolog-prejob -> /cm/local/apps/cmd/scripts/prolog-prejob

pbspro/var/prologs/:
total 0
lrwxrwxrwx 1 root root ... Ol-prolog-prejob -> /cm/local/apps/cmd/scripts/prolog-prejob

Epilog scripts (which run after a job run) have the location /cm/local/apps/<workload man-
ager>/var/epilogs/. Epilog script names follow the same execution sequence pattern as prolog script
names.

It should be noted that that the 01-prolog-prejob symlink is created and removed by BCM on each
compute node where prejob is enabled in the workload manager entity. Each such entity provides a
Enable Prejob parameter that affects the symlink existence:

[head->wlm[openpbs]]’ get enableprejob
yes
[head->wlm[openpbs]]Y

This parameter is set to yes by cm-wlm-setup when at least one health check is selected as a prejob one. If
any healthcheck was configured as a prejob check before cm-wlm-setup execution, and the administrator
had a checkmark for that health check, then the prejob is considered enabled.


/cm/local/apps/cmd/scripts/prolog-prejob
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Workload Manager Configuration For Prolog And Epilog Scripts
BCM configures generic prologs and epilogs during workload manager setup with cm-wlm-setup. The
administrator can configure prologs and epilogs using appropriate parameters in the configuration of
the workload managers, by creating the symlinks in the local prologs and epilogs directories.

Generic prologs and epilogs are configured by default to run on job compute nodes (one run per
each node per job) for Slurm, PBS variants and LSF.

The following parameters for prologs and epilogs can be configured with cmsh or Base View:

e Slurm

— Prolog Slurmctld: the fully qualified path of a program to execute before granting a new
job allocation. The program is executed on the same node where the slurmserver role is
assigned. The parth corresponds to the PrologSlurmctld parameter in slurm. conf.

- Epilog Slurmctld: the fully qualified path of a program to execute upon termination of a
job allocation. The program is executed on the same node where the slurmserver role is
assigned. Corresponds with the EpilogSlurmctld parameter in slurm. conf.

— Prolog: the fully qualified path of a program to execute on job compute nodes before granting
a new job or step allocation. The program corresponds to the Prolog parameter, and by
default points to the generic prolog. This prolog runs on every node of the job if the Prolog
flags parameter contains the flag Alloc (the default value), otherwise it is executed only on
the first node of the job.

— Epilog: the fully qualified path of a program to execute on job compute nodes when the job
allocation is released.

e LSF

- Prolog: the fully qualified path of a program to execute on the LSF server node on job alloca-
tion. As an LSF queue parameter, it corresponds to the PRE_EXEC parameter in 1sb.queues.

- Epilog: the fully qualified path of a program to execute on the LSF server node on job al-
location release. As an LSF queue parameter, it corresponds to the POST_EXEC parameter in
1sb.queues

— Host prolog: the fully qualified path of a program to execute on each node of a job before
the job is started. Corresponds to the HOST_PRE_EXEC parameter in 1sb.queues. By default it
is configured to run the generic prolog

— Host epilog: the fully qualified path of a program to execute on each node of a job after the
job is finished. Corresponds to the HOST_POST_EXEC parameter in 1sb.queues. By default it
is configured to run the generic epilog.

e PBS variants

— Pelogs: prolog and epilog hooks that emulate the classic PBS prologue and epilogue scripts
located in the pbs_mom directory. The pelogs are configured in the appropriate workload
manager instance, within pelogs mode when configuring the PBS cluster entity. For example,
in cmsh:

[basecm11]’ wlm use openpbs
[basecml1->wlm[openpbs]]’ pelogs
[basecml1->wlm[openpbs]->pelogs]¥% list
Name (key) Enabled Order

cm_epilog yes 99
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cm_prolog yes 1
[basecml1->wlm[openpbs]->pelogs]¥%
[basecml1->wlm[openpbs] ->pelogsl’% show cm_prolog

Parameter Value

Enabled yes

Name cm_prolog
Events execjob_begin
Path /cm/shared/apps/pbspro/var/cm/cm-pelog-hook.py
Default action RERUN

Enable parallel yes

Verbose user output no

Torque compatible no

Order 1

Alarm 35

Debug no
[basecml1->wlm[openpbs]->pelogs]l’% show cm_epilog
Parameter Value

Enabled yes

Name cm_epilog
Events execjob_end
Path /cm/shared/apps/pbspro/var/cm/cm-pelog-hook.py
Default action RERUN

Enable parallel yes

Verbose user output no

Torque compatible no

Order 99

Alarm 35

Debug no

[basecm11->wlm[openpbs]->pelogs]¥

The parameters of each pelog correspond to appropriate parameters of PBS hooks:

* Name: hook name that will be used in PBS
+ Enabled: flag to enable the hook in PBS
» Events: list of PBS events that the hook will run on

+ Path: path to the hook script that will be imported to PBS in case the hook is not found.
The script will not be imported if a hook with the same name already exists in PBS

+ Order: the hook execution order
* Alarm: the hook alarm time (timeout), in seconds
Additional parameters related to the prolog and epilog hooks only are:
* Default action: The PBS default action when a prolog or epilog fails
+ Enable parallel: enable parallel prologues and epilogues, that run on sister moms
+ Verbose user output: provide verbose hook output to the user’s .o/ . e file
+ Torque compatible: make torque compatible from prolog/epilog command line argu-
ments point of view

By default, two pelogs are added. These are to run the generic prolog and the generic epilog.
If needed, the administrator can add more pelog hooks that will run on different events.
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Enabling And Disabling A WLM

A WLM can be disabled for all nodes with cm-wlm-setup. Disabling the WLM means the workload

management services are stopped by removing roles, and removing the WLM cluster object.
Alternatively, a WLM can be enabled or disabled by the administrator using role addition and role

removal with Base View or cmsh. This is described further on in this section.

Multiple WLM instances of the same type: Versions of NVIDIA Base Command Manager prior to 9.0
already had the ability to have different workload managers run at the same time. However, NVIDIA
Base Command Manager version 9.0 introduced the additional ability to run many workload managers
of the same kind at the same time.

Two WLM instances, Slurm and OpenPBS, are already running at the same time in the cluster, with each
WLM assigned to one category. Then, BCM can start up a third WLM instance, such as another Slurm
WLM instance. These WLM instances are alternatively called WLM clusters, because they effectively
allow one cluster to function as many separate clusters as far as running WLMs is concerned.

From the Base View or cmsh point of view a WLM consists of

* a WLM server, usually on the head node
* WLM clients, usually on the compute nodes

For the administrator, enabling or disabling the servers or clients is then simply a matter of assign-
ing or unassigning a particular WLM server or client role on the head or compute nodes, as deemed
appropriate.

The administrator typically also sets up an appropriate WLM environment module (slurm, openpbs,
pbspro, 1sf), so that it is loaded up for the end user (section 2.2.3).

A particular WLM package may be installed, but the WLM may not be enabled. This can happen, for
example, if disabling a WLM that was previously enabled.

If a WLM instance exists, then the WLM client, submission, and server roles can be enabled or dis-
abled from Base View by assigning or removing the appropriate roles to nodes, categories, or configura-
tion overlays. Within the role, the properties of the WLM may be further configured by setting options.

Workload Manager Role Assighment To An Individual Node With Base View
Workload Manager Server The following roles are WLM roles that can be assigned to a node:

* server

¢ submit

¢ accounting (for the Slurm WLM only, to configure and run the s1lurmdbd service)
¢ client

Typically these roles are assigned using configuration overlays.
For example, if the default Slurm configuration is carried out with cm-wlm-setup, then the Slurm
server role is assigned to the head node, basecm11, which can be viewed using the navigation path:

Devices > All Devices > Head Nodez > Settings > Rolesz > slurmserver
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Figure 7.14: Workload management role assignment on a head node

Overriding the configuration overlay assignment is possible, at node or category level. For example
at node level the role can be defined by assignment at node level, using the navigation path:

Devices > All Devices > Head Node[F > Settings > Roles[4 > +Add > SlurmServerRole

This allows parameters to be changed within the role. For example, for the SlurmServerRole the
Slurmctld start policy can then be modified at node level.

Workload manager options that are not regarded as server role options can be found under the
workload manager object. For Slurm this is in the navigation path:

HPC > Workload Management Clusters 4

For example, for a Slurm instance in the Workload Management Clusters pane, a builtin or backfill
option can be set for the Scheduler parameter (figure 7.15).
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Figure 7.15: Workload management role assignment options on a head node

To have the server start up on non-head nodes (but not for a head node), the imageupdate command
(section 5.6.2) can be run. The workload manager server process and any associated schedulers then
automatically start up.

Workload Manager Client Similarly, the workload manager client process can be enabled on a node
or head node by having the workload manager client role assigned to it at a node level. Some basic
options can be set for the client role.

Saving the role, and then running imageupdate (section 5.6.2), automatically starts up the client
process with the options chosen, and managed by CMDaemon.

Workload Manager Role Assignment To A Category With Base View

It is true that workload manager role assignment can be done as described in the preceding text for
individual non-head nodes. However it is usually more efficient to assign roles using categories or
configuration overlays, due to the large number of compute nodes in typical clusters.

For example, the case can be considered of all physical on-premises non-head nodes. By default these
are in the default category. This means that, by default, roles in the category are automatically assigned
to all those non-head nodes, unless, as an exception, an individual node configuration overrides the
category setting and uses a role setting instead at node level.

The workload manager roles for the category default can be viewed by using the navigation path:

Grouping > Categories[default] & > Settings > Roles

If the role has been assigned at category level, then clicking through to the subpane for a role allows
role options to be edited and saved.

However,the default configuration using cm-wlm-setup assigns the role at configuration overlay
level, which means that the role options (role settings) can

e cither be configured using the navigation path from the configuration overlay level:
g g g p g Yy
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Grouping > Configuration Overlays [configuration overlay role]l > Settings > Roles > role

under configuration overlay role[/} > Role settings

¢ or they can be configured by adding a role at category level (or node level), with the +Add option.
For example, for category level using the default category:

Grouping > Categories[default] [/} > Settings > Roles > + Add > category-level role

For compute nodes, the role assigned is usually a workload manager client. If the assigned role
is that of a workload manager client, then the node with that role can have queues, GPUs, and other
parameters specified for it.

For example, queues can then be assigned using the navigation path:

HPC > WLM Management Clusters[Slurm instance]l[4} > Job Queues
while GPUgs, if using Slurm as the workload manager with default settings, with a default cm-wlm-setup
installation, have a configuration overlay slurm-client-gpu that is specified using the navigation path:

Grouping > Configuration Overlays > slurm—client—gpuz > Settings > roles[4 >
slurmclient[4 > Generic Resources[4 > gpu

The workload manager server role can also be assigned to a non-head node. For example, a Slurm
server role can be taken on by a non-head node. This is the equivalent to the - -server-nodes option of
cm-wlm-setup.

Saving the roles with their options and then running imageupdate (section 5.6.2) automatically starts
up the newly-configured workload manager.

Workload Manager Role Options With Base View
Each workload manager client role (sometimes loosely called a compute node role) has options that
can be set for GPUs, Queues, and Slots. Generally, the value that is set for Slots is the number of
jobs expected to run on a node simultaneously. This number can, for example, be set to the number of
threads. Threads (virtual cores) in the x86_64 architecture are provided by Intel’s hyper-threading (HT),
or by AMD'’s simultaneous multithreading (SMT).

The physical CPU, the cores on the CPU, and the threads of a core (HT, SMT) should not be confused
with each other. They are distinct concepts, and can all have different values.

* Slots, in a workload manager, corresponds in BCM to:

— the CPUs setting (a NodeName parameter) in Slurm’s slurm. conf

— the nproc setting in PBS,

In LSF setting the number of slots for the client role to 0 means that the client node does not run
jobs on itself, but becomes a submit host, which means it is able to forward jobs to other client
nodes.

The default value for Slots is AUTO, which means that the value for Slots is auto-detected. The
parameter may be alternatively be set to a non-negative number. Each WLM has a different im-
plementation on how this is done. For instance, for Slurm, BCM uses Slurm’s own auto-detection
implementation.

* Queues with a specified name are available in their associated role after they are created. The
creation of queues is described in sections 7.6.2 (using Base View) and 7.7.3 (using cmsh).

All server roles also provide the option to enable or disable the External Server setting. Enabling
that means that the server is no longer managed by BCM, but provided by an external device.
The cmsh equivalent of enabling an external server is described on page 373.
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A particular workload manager package may be set up, but not enabled. This can happen, for example,
if no WLM server or WLM client role has been assigned.

If a WLM instance exists, then the WLM client, server, or submit roles can be enabled from cmsh by
assigning it from within the roles submode. Within the assigned role, the properties of the WLM may
be further configured by setting options.

Workload Manager Role Assignment To A Configuration Overlay With cmsh

In cmsh, workload manager role assignment to a configuration overlay (section 2.1.5) can be done using
configurationoverlay mode. By default cm-wlm-setup run as a TUI session creates some configuration
overlays with suggestive names, and assigns roles to the configuration overlays according to what the
names suggest. Thus, for example, with the cm-wlm-setup TUI session used to carry out an express
setup for Slurm, the configuration overlays that get created are the following:

[basecmli->configurationoverlayly list

Name (key) Priority All head nodes Nodes Categories Roles
slurm-accounting 500 yes slurmaccounting
slurm-client 500 no default slurmclient
slurm-server 500 yes slurmserver
slurm-submit 500 no default slurmsubmit
wlm-headnode-submit 600 yes slurmsubmit

Nodes in the default category can take on the slurmclient or slurmsubmit role by setting the nodes
for the role using the associated configuration overlays slurm-client or slurm-submit.

The wlm-headnode-submit configuration overlay is a special overlay. It is applied only to the head
node, and is shared among all installed workload managers. Setting this overlay means that the head
node, by default, has a submit role for a given workload manager.

[basecmli->configurationoverlayl’, use slurm-client
[basecmli->configurationoverlay[slurm-client]]’ show

Parameter Value

Name slurm-client
Revision

A1l head nodes no

Priority 500

Nodes

Categories default

Roles slurmclient
Customizations <0 in submode>

[basecmll->configurationoverlay[slurm-client]]’ set nodes

node001 node002 node003 basecmll
[basecmll->configurationoverlay[slurm-client]]’% set nodes node001..node002
[basecmli->configurationoverlay#*[slurm-client*]]% commit
[basecmll->configurationoverlay[slurm-client]]% list

Name (key) Priority  All head nodes Nodes Categories Roles
slurm-accounting 500 yes slurmaccounting
slurm-client 500 no node001,n0de002 default slurmclient

slurm-server 500 yes slurmserver



370 Workload Management

slurm-submit 500 no default slurmsubmit
wlm-headnode-submit 600 yes slurmsubmit
[basecml1->configurationoverlay[slurm-client]]%

All the head nodes can also be made to take on the configuration overlay role by setting its A11 head
nodes value to yes. The union set of A11 head nodes with Nodes is the set of nodes to which the role is
applied for that configuration overlay.

Values for the parameters in a role, such as the slurmclient role, can be set within the configuration
overlay:

[basecmll->configurationoverlay[slurm-client]]% roles
[basecmll->configurationoverlay[slurm-client]->roles]’ use slurmclient
[basecmll->configurationoverlay[slurm-client]->roles[slurmclient]]’ show

Parameter Value

Name slurmclient
Revision

Type SlurmClientRole
Add services yes

WLM cluster slurm

Slots 0

A1l queues no

Queues defq
Features

Sockets 0

Cores per socket 0

Threads per core 0

Boards 0

Sockets per board 0

Real memory 0B

Node address

Weight 0

Port 0

Tmp disk 0

Reason

CPU spec list

Core spec count 0

Mem spec limit 0B

GPU auto detect BCM

Node customizations <0 in submode>
Generic resources <0 in submode>
Cpu bindings None

Slurm hardware probe auto detect yes

Memory autodetection slack 10.0%

IMEX no

Write procs always no

Write only Procs no

Add to topology yes
Nodesets

Power profiles <submode>

Nodeset features
[basecmli->configurationoverlay[slurm-client]->roles[slurmclient]]’

After the workload manager roles are assigned or unassigned, and after running imageupdate (sec-
tion 5.6.2) for non-head nodes, the associated workload manager services automatically start up or stop
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as appropriate.

The configuration overlay role values are inherited by categories and nodes, unless the categories
and nodes have their own values set. Thus, for role properties, a value set at node level overrides values
set at category level, and a value set at configuration overlay level overrides a value set at category level.
This is typical of how properties of objects are inherited in BCM levels.

Workload Manager Role Assignment To A Category With cmsh

In cmsh, workload manager role assignment to a node category can be done using category mode, using
the category name, assigning a role from the roles submode, setting the WLM instance for that role,
and committing the modified role:

[root@basecmll ~]# cmsh

[basecm11]’ category

[basecmll->categoryl’ use default

[basecml1->category[default]]¥ roles
[basecmli->category[default]->roles]’ assign slurmclient
[basecmll->category[default]->roles*[slurmclient*]]}, wlm list

Type Name (key) Server nodes Submit nodes Client nodes

slurm slurml basecmll basecmll,node001 node001,n0de002
[basecmll->category[default]->roles*[slurmclient*]]’, set wlmcluster slurml
[basecmll->category[default]->roles*[slurmclient*]]% commit

Settings that are assigned in the slurmclient role of the category overrule the slurmclient role
configuration overlay settings.

The role assignment at category level requires the value for a WLM instance to be specified for
wlmcluster before the commit command is successful.

Workload Manager Role Assignment To An Individual Node With cmsh

In cmsh, assigning a workload manager role to a head node can be done in device mode. This can be
done by using the head node name as the device, assigning the workload manager role to the device,
setting the WLM instance value to the role within the role submode, and committing the modified role.

[root@basecmll ~1# cmsh

[basecm11]? device

[basecmll->devicel?’ use basecmll

[basecmll->device[basecml11]]’ roles

[basecmll->device[basecml1]->roles]’, assign slurmserver
[basecmll->category[default]->roles*[slurmserver*]]), wlm list

Type Name (key) Server nodes Submit nodes Client nodes
slurm slurml basecmll basecmll,node001 node001,n0de002
[basecmll->category[default]->roles*[slurmserver*]]), set wlmcluster slurml
[basecml1->device*[basecml1*]->roles*[slurmserver*]]% commit
[basecml1->device[basecmll] ->roles[slurmserver]]y

For regular nodes, role assignment is done using device mode, using the node name. Th node name
is assigned the workload manager role, the WLM instance value is set for that role in the role submode,
and the modified role is committed.
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[root@basecmll ~1# cmsh

[basecm11]? device

[basecml1->devicel’ use node001

[basecml1->device [node001]1]1% roles
[basecmll->device[node001]->roles]’% assign slurmclient
[basecmli->device [node001]->roles*[slurmclient*]]% wlm list

Type Name (key) Server nodes Submit nodes Client nodes

slurm slurml basecmll basecmll,node001 node001,node002
[basecml1->device [node001]->roles*[slurmclient*]]% set wlmcluster slurml
[basecml1->device [node001]->roles*[slurmclient*]]% commit
[basecml1l->device[node001] ->roles[slurmclient]]¥%

The role assignment at node level requires the value for a WLM instance to be specified for wlmcluster
before the commit command is successful.

Role assignment values set in device mode have precedence over any role assignment values set in
category mode for that node. This means, for example, that if a node is originally in a node category
with a slurmclient role and queues set, then when the node is assigned a slurmclient role from device
mode, its queue properties are empty by default.

Setting Options For Workload Manager Settings With cmsh

In the preceding text, it is explained how the workload manager client or server is assigned a role (such
as slurmclient or slurmserver) within the roles submode. It is done from within a main mode of
cmsh. The main modes from which role assignment can be done are: configurationoverlay, category
or device.

Options for workload managers in general: Whatever main mode is used, the workload manager
options for a role can then be set with the usual object commands introduced in section 2.5.3.

* WLM client options: For example, the configuration options of a WLM client, such as the PBS
Professional client, can be seen by using the show command on the role. Here it can be seen at a
category level, for the default category default:

[basecmll->category[default]->roles[pbsproclient]]’ show

Parameter Value

Add services yes

A1l Queues no

GPUs 0

Name pbsproclient
Properties

Queues

Revision

Slots 1

Type PbsProClientRole
WLM cluster

Mom Settings <submode>
Comm Settings <submode>

Node Customizations <0 in submode>

The Slots option can be set in the role
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[basecmll->category[default]->roles[pbsproclient]]’ set slots 2
[basecmll->category*[default*]->roles*[pbsproclient*]]% commit
[basecmll->category[default]->roles[pbsproclient]]’

e WLM server options: Similarly, WLM server options can be managed from an assigned server
role. For PBS, the pbsproserver role for a device shows:

[basecmll->device[basecmll] ->roles]), use pbsproserver
[basecmll->device[basecml1]->roles[pbsproserver]]’ show

Parameter Value

Name pbsproserver
Revision

Type PbsProServerRole
Add services yes

WLM cluster

External Server no

Comm Settings <submode>

Option to set an external workload manager: A workload manager can be set to run as an external
server from within a device mode role:

[basecml1->device[basecmll] ->roles[pbsproserver]]) set externalserver on

[basecmll->device[basecmll]->roles[pbsproserver*]]’, commit

For convenience, setting it on the head node is recommended.
The Base View equivalent of configuring externalserver is described on page 368.

By default, the workload manager services are monitored. BCM attempts to restart the services using
the service tools (section 3.15), unless the role for that workload manager service is disabled, or the
service has been stopped.

Workload manager roles and corresponding services can be disabled using cm-wlm-setup (section
7.3), Base View role configuration (section 7.4.1), or cmsh role configuration (section 7.4.2).

The daemon service states can be viewed for each node using the shell, cmsh, or Base View (sec-
tion 3.15).

Queue submission and scheduling daemons normally run on the head node.

Viewing Services In Base View
From Base View services are viewable using the navigation path to the services running on the node.
For example, on a head node basecm11, the navigation path:

Devices > All Devices > basecmi1[F > Settings > Services[4

leads to a display similar to figure 7.16:
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<A NVIDIA. Base View ™= 1 A

Cluster Device basecm11 Li System Information

Networking
s |/ 0SServiceConfig Entities
Provisioning

Grouping

Devices
Service Name From Actions

All Devices
dhcpd role: boot 4
Device Identification ntpd role: bocet, role: headnode A

Installer Interactions postfix role: headnode &

]
GPU Performance 4

Overview

MNode Creation Wizard

Datacenter

Figure 7.16: Services seen on head node in Base View
For a regular node, a similar navigation path for node001, for example, is:

Devices > All Devices > node001[4 > Settings > Services[4
and leads to a display similar to figure 7.17:

@A NVIDIA. Base View = . [ =

Cluster Device nodeB881 Overview System Information

Networking
Device Er / nodeBB1 - 1gs [ 0SServiceConfig Entities
Provisioning

Grouping

Devices
Service Name From Actions

All Devices
slurmd role: slurmclient K

Device Identification munge role: slurmclient, role: slurmsubmit 4

Installer Interactions cuda-dcgm default A

. ]
GPU Performance 4

Overview

Node Creation Wizard

Datacenter

Figure 7.17: Services seen on regular node in Base View
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Viewing Roles In Base View

Services are often set with BCM roles (section 2.1.5). The navigation path:

Devices > All Devices > basecmii[F > Settings > Roles 4

shows the list of roles. Figure 7.18 shows some of the Slurm roles that result in Slurm services running
on the head node:

SANVIDIA. Base View a =z g P:-ma =

Cluster Device basecm11 Overview i System Information
Networking

Device Entities / m Settings / Role Entities
Provisioning

Grouping

Devices
Name

All Devices
boot
Device Identification slurmsubmit (ConfigurationOverlay: wim-headnode-submit)

Installer Interactions slurmaccounting (ConfigurationOverlay: slurm-accounting)

r ]
GPU Performance 4

Overview 7-90of 10 1€ < >

Node Creation Wizard

Figure 7.18: Roles seen on head node in Base View

Similarly, the navigation path:
Devices > All Devices > node001[F > Settings > Roles 4
shows the list of roles for a regular node. Figure 7.19 shows some of the Slurm roles that result in Slurm
services running on the regular nodes:
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SANVIDIA. Base View oa=sg P=-=ma

Cluster Device nodeB881 Overview i System Information
Networking
Device Entities / nodeB881 - Settings / Role Entities

Provisioning
Grouping
Devices

N ET Actions
All Devices
slurmelient (ConfigurationOverlay: slurm-client) A
Device Identification slurmsubmit (ConfigurationOverlay: slurm-submit) 4

Installer Interactions

GPU Performance
Overview

Node Creation Wizard

Datacenter

Figure 7.19: Roles seen on regular node in Base View

The roles seen in these figures are from the defaults that cm-wlm-setup provides in an express setup.

For regular nodes, the inheritance of roles from category level or configuration overlay level is indi-
cated by the values in the parentheses alongside the role name. Thus, in figure 7.19, the slurmsubmit
and slurmclient roles are decided by the default setting from the configuration overlay.

The assignment of roles can be varied to taste for WLMs. This allows WLM services to run on the
head node or on the regular nodes.

Viewing Services And Roles In cmsh
From cmsh the services states are viewable from within device mode, using the services command.
One-liners from the shell to illustrate this are (output elided):

[root@basecmll ~]# cmsh -c "device services node001; status"

Service Status
nslcd [ uvp 1]
pbsmom [ up 1

[root@basecmll ~]# cmsh -c '"device services basecmll; status"

Service Status

pbsserver [ up 1

Roles can be viewed from within the main modes of configurationoverlay, category, or device.
One-liners to view these are:

[root@basecmll ~]# cmsh -c "configurationoverlay; list"
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Name (key) Priority  All head nodes Nodes Categories Roles

openpbs-client 500 no default pbsproclient
openpbs-server 500 yes pbsproserver
openpbs-submit 500 no default pbsprosubmit
wlm-headnode-submit 600 yes pbsprosubmit

[root@basecmll ~]J# cmsh -c "category; use default; roles; list -p"
Name (key)

[overlay:openpbs-client:500] pbsproclient
[overlay:openpbs-submit:500] pbsprosubmit

[root@basecmll ~]# cmsh -c "device use node001; roles; list -p"
Name (key)

[overlay:openpbs-client:500] pbsproclient
[overlay:openpbs-submit:500] pbsprosubmit

[root@basecmll ~]J# cmsh -c "device use basecmll; roles; list -p"
Name (key)

[750] backup

[750] boot

[750] firewall

[750] headnode

[750] monitoring

[750] provisioning

[750] storage
[overlay:openpbs-server:500] pbsproserver
[overlay:openpbs-submit:500] pbsprosubmit

The -p|--priority option displays of the 1ist command the priority setting for the roles.

7.5 Configuring And Running Individual Workload Managers

BCM deals with the various choices of workload managers in as generic a way as possible. This means
that not all features of a particular workload manager can be controlled, so that fine-tuning must be
done through the workload manager configuration files. Workload manager configuration files that are
controlled by BCM should normally not be changed directly because BCM overwrites them. However,
overwriting by CMDaemon is prevented on setting the directive:

FreezeChangesTo<workload manager>Config = <true|false>

in cmd. conf (Appendix C), where <workload manager> takes the value of Slurm, LSF, or PBSPro, as ap-
propriate. The value of the directive defaults to false.

A list of configuration files that are changed by CMDaemon, the items changed, and the events
causing such a change are listed in Appendix H.

A very short guide to some specific workload manager commands that can be used outside of the
NVIDIA Base Command Manager 11 system is given in Appendix F.
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Slurm Packages
At the time of writing of this section (January 2026), BCM is integrated with Slurm packages for Slurm
versions 24.11, 25.05, and 25.11. Slurm version 25.05 is installed by default.

For Slurm version 24.11, the following packages are available from the BCM repositories for Ubuntu
24.04:

* slurm24.11: Simple Linux Utility for Resource Management, Slurm Workload Management.
® slurm24.11-contribs: Perl tool to print Slurm job state information.

¢ slurm24.11-devel: Development package for SLURM. Includes the header files and static li-
braries for the SLURM APL

® slurm24.11-1libpmi: Slurm’s implementation of the pmi libraries.

® slurm24.11-openlava: openlava/LSF wrappers for transition from OpenLava/LSF to Slurm.
e slurm24.11-pam: PAM module for restricting access to compute nodes via Slurm.

e slurm24.11-perlapi: Perl API to Slurm.

® slurm24.11-prs: Slurm PRS plugin.

¢ slurm24.11-sackd: Slurm authentication daemon. Used on login nodes that are not running
slurmd daemons to allow authentication to the cluster.

e slurm24.11-slurmctld: Slurm control daemon.

® slurm24.11-slurmd: Slurm compute node daemon.

¢ slurm24.11-slurmdbd: Slurm database daemon.

e slurm24.11-slurmrestd: Slurm REST API translator.

¢ slurm24.11-torque: Torque/PBS wrappers for transition from Torque/PBS to Slurm.

For Slurm version 25.05, the value of 24.11 is simply replaced by 25.05 in the preceding list of pack-
ages.

Similarly, for Slurm version 25.11, the value of 24.11 is simply replaced by 25.11 in the preceding list
of packages.

The distribution version of Slurm (package: slurm) is not integrated with BCM and conflicts with
the preceding packages. It should not be used.

Important updates from upstream are patched into the BCM repositories. If updating Slurm pack-
ages, all the Slurm packages should be updated to the same version, on the compute nodes as well as
on the scheduling node.

Updating From Earlier Slurm Versions To slurm25.05
Upgrading between major versions of Slurm is generally possible. At the time of writing (December
2025) of this section, the upstream Slurm policy allows upgrades from three previous major release
versions since version 24.11. Details on the upgrade compatibility can be seen at the SchedMD site at
https://slurm.schedmd.com/upgrades.html#compatibility_window.

It is a good idea to upgrade one version at a time, rather than jumping too many versions ahead,
which can require a full wipe of the Slurm configuration.

If Slurm is using Pyxis (section 7.3.3), then upgrading the Slurm version means that Pyxis needs to be
reinstalled using cm-wlm-setup. The reinstallation run for Pyxis compiles Pyxis and recreates a plugin
directory for the new Slurm version under /cm/local/apps/slurm/.


https://slurm.schedmd.com/upgrades.html#compatibility_window
/cm/local/apps/slurm/
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An upgrade from one major version of Slurm to another can be carried out according to the fol-
lowing example, which is for an update from major version 22.05 to version 25.05, and avoids total
reconfiguration of the Slurm configuration:

¢ It is recommended that no jobs are running. Draining nodes (section 7.7.4) is one way to arrange
this over time. No new jobs run on a drained node, but old ones are allowed to finish.

* When all running jobs are finished, then Slurm server services—slurmct1d and slurmdbd—should
be stopped using cmsh or Base View (section 3.15.2):

[basecmll->device[basecmll]->services]’ stop slurmctld
...Service slurmctld was stopped
[basecmll->device[basecmll] ->services]’ stop slurmdbd
...Service slurmdbd was stopped

* The old Slurm packages should then be removed. There can be only one version of Slurm at a
time, so there will be a package installation conflict if a new version is installed while an old one
is still there.

Removal can be carried out on RHEL-based systems with, for example:

[root@basecmll ~]# yum remove slurm24.11x%

In Ubuntu the equivalent is carried out using apt remove slurm24.11x*.

The old packages must also be removed from each software image that uses it:

[root@basecmll ~]# cm-chroot-sw-img /cm/images/<software image>

[root@<software image> /1# yum remove slurm24.11x
.. .removal takes place. . .
[root@<software image> /1# exit

The cm-chroot-sw-img wrapper utility is discussed in section 9.4.1.

* The new packages can then be installed. For installation onto the RHEL head node, the installation
might be carried out as follows:

[root@asecmll ~]# yum install slurm25.05 slurm25.05-contribs slurm25.05-devel \
slurm25.05-1ibpmi slurm25.05-openlava slurm25.05-pam slurm25.05-perlapi \
slurm25.05-prs slurm25.05-sackd slurm25.05-ctld slurm25.05-slurmd \
slurm25.05-slurmdbd slurm25.05-slurmrestd slurm25.05-torque

The client package can be installed in each software image with, for example:
[root@basecmll ~]# cm-chroot-sw-img /cm/images/<software image>
[root@<software image> /1# yum install slurm25.05-slurmd

. . .installation takes place
[root@<software image> /1# exit
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Other Slurm packages from the repository may also be installed on the head node and within the
software images, as needed.

The new Slurm version is then set in cmsh or Base View, in the Slurm WLM cluster configuration:

[root@basecmlil ~]# cmsh
[basecm11]’ wlm use slurm
[basecmll->wlm[slurm]]% set version 25.05; commit

Slurm server services slurmctld and slurmdbd should then be started again using cmsh or Base
View:

[basecmll->device[basecmll]->services] start slurmdbd
[basecml1l->device[basecmll]->services]) start slurmctld

The nodes can then have their new image placed on them, and the new Slurm configuration can
then be taken up. This can be done in the following two ways:

1. The regular nodes can then be restarted to supply the live nodes with the new image and get
the new Slurm configuration running.

2. Alternatively, the imageupdate command (section 5.6.2) can be run on the live nodes to sup-
ply them with the image.
Running the imageupdate command in dry mode (the default) first is recommended. The
synclog command can then be run to check there are no unexpected changes that will take
place due to the update. If all is well, then imageupdate’s wet mode flag -w can be used in
order to really carry out the task.
For example, the change can be checked, and then actually carried out, for the image on
node001 with:

[root@basecmll ~]# cmsh
[basecm11]) device use node001
[basecml1->device[node001]1]% imageupdate

Performing dry run (use synclog command to review result, then pass -w to perform real update)...

.. .some messages. . .

imageupdate [ COMPLETED ]

[basecmll->device [node001]]% synclog

.. .rsync dry run output. . .
[basecml1->device[node001]1]% imageupdate -w

.. .same messages as before, but this time it really happens. . .
[basecmll->device[node001]]% commit

The last commit command triggers the reconfiguration of the file /etc/systemd/system/
slurmd.service.d/99-cmd.conf on the node. After a short time—around 30 seconds—the
file is regenerated. The slurmd service on the node can then be restarted with:

[root@basecmll ~]# ssh node001 "systemctl daemon-reload"
cmsh -c "device services node001; use slurmd; restart"


/etc/systemd/system/slurmd.service.d/99-cmd.conf
/etc/systemd/system/slurmd.service.d/99-cmd.conf
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IMEX

NVIDIA IMEX (Internode Memory Exchange Service) is a secure service that facilitates the mapping of
GPU memory over NVLink between the GPUs in an NVLIink domain.

The imexctl command in device mode lists the status and other properties of the nodes.

[basecmil->device]’ imexctl

Node IP Status Version Connection IP Status
dgx-gb200-c1 10.140.2.134 READY 570.172.08 dgx-gb200-m06-c1 10.140.2.134 CONNECTED
dgx-gb200-c1 10.140.2.134 READY 570.172.08 dgx-gb200-m06-c2 10.140.2.135 CONNECTED
dgx-gb200-c1-dpu0 0.0.0.0

dgx-gb200-c1-dpul  0.0.0.0

dgx-gb200-c2 10.140.2.135 READY 570.172.08 dgx-gb200-m06-c1 10.140.2.134 CONNECTED
dgx-gb200-c2 10.140.2.135 READY 570.172.08 dgx-gb200-m06-c2 10.140.2.135 CONNECTED
basecmll 0.0.0.0 NONE

basecm11-k8s-01 0.0.0.0 NONE

basecm11-k8s-02 0.0.0.0 NONE

basecm11-k8s-03 0.0.0.0 NONE

basecmll-slogin-O0 0.0.0.0 NONE

[basecmll->devicel¥

For Slurm, BCM can enable the IMEX daemon either globally, or per job.

Enabling the IMEX daemon globally for Slurm:
run on all nodes at runtime.

The advantage of this configuration is that it is easy to set up, and easy to test to see if it is all working.

A disadvantage is that a user running a job on one node can read memory from a job run by another
user on another node. It requires overcoming difficult hurdles to carry out, but it is not impossible. The
administrator should therefore weigh up if this seems a significant issue for the cluster being adminis-
tered.

The IMEX global service can be run by setting the values for the service for the compute nodes. For
example, nodes in a dgx-gb200 category can have the service added and set to:

If IMEX is set globally, then it means that it is set to

[basecmll->category[dgx-gb200]->services[nvidia-imex]1% show

Parameter Value
Revision

Service nvidia-imex
Run if always
Monitored yes
Autostart yes
Managed yes

Per-rack IMEX configuration can be forcibly created, regardless of domains and partitions, with:

[basecmll->category[dgx-gb200]->services[nvidia-imex]]% set -e rack yes

Enabling and disabling the IMEX daemon per job for Slurm: Configuring per job means that IMEX
runs just before the job starts, and that the service runs only on a node that needs it for the job.

A disadvantage is that verifying that it actually works requires a job run.

Running the IMEX daemon per job has the advantage that one user running a job cannot read the
memory of a job run by another user on another node.

To run IMEX per job, any global IMEX setting must first be cleared away. This can be done by first:
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* removing the nvidia-imex service configuration entirely from CMDaemon

[basecmll->category[dgx-gb200] ->services[nvidia-imex]]% remove nvidia-imex; commit

¢ stopping the service on the compute nodes, for example with pdssh or pdexec, or simply carrying
out a reboot

The value of imex in the slurmclient role can then be set:

[root@basecmll ~]# cmsh

[basecm11]’ configurationoverlay roles slurm-client-gpu
[basecmll->configurationoverlay[slurm-client-gpu]->roles]’ use slurmclient
[basecmll->configurationoverlay[slurm-client-gpu]->roles[slurmclient]]’ set imex yes
[basecmli->configurationoverlay#* [slurm-client-gpu*]->roles*[slurmclient*]]’, commit

[basecmli->configurationoverlay[slurm-client-gpu]->roles[slurmclient]]’

Committing that imex setting configures Slurm prolog and epilog scripts in the backend as follows:

¢ the prolog script configures the IMEX daemon with the nodes allocated to the GPU job and starts
the IMEX daemon on the node

¢ the epilog cleans up the configuration and stops the IMEX daemon on the node

The TCP port used by IMEX for peer communication is defined by SERVER_PORT in /etc/nvidia- imex/
config.cfg.

For running IMEX per job, the port in the file is written in as a random port for that job, in the
allowed range of 0 to 65535.

To use an IMEX that is not managed by BCM, the SERVER_PORT value needs to be changed manually
for all nodes to suit that other IMEX. This can be done with the help of the pdcp command, which comes
with the pdsh package (section 14.1). The pdcp command can copy the config.cfg file from the BCM
software image to all nodes that no longer use BCM to run IMEX per job.

Workload Power Profile Settings
NVIDIA Blackwell GPUs support workload power profile settings (WPPS). The NVIDIA Mission Control
System Administration Guide has more background information on WPPS at:

https://docs.nvidia.com/mission-control/docs/systems-administration-guide/2.0.0/
wpps/introduction.html

For WPPS to work as expected, a node that has a job allocated to it must have the job allocated
exclusively to it, and oversubscribe (page 197) should not be set.

Each GPU in a job can have a specific workload power profile set for it. The profile can vary per GPU
and per user. The gpuworkloadpowerprofiles command (page 384) can be used to configure the GPU
workload power profiles.

BCM allows the user who is running a Slurm job to change the job power profiles in two ways:

1. Statically: the job prolog script switches the power profiles for all GPUs allocated to the job just
before the job starts. That is, the power profile is managed at job submission time.

2. Dynamically: the job process sets power profiles for each allocated GPU during job execution.
That is, the power profile is managed during the job runtime.


/etc/nvidia-imex/config.cfg
/etc/nvidia-imex/config.cfg
https://docs.nvidia.com/mission-control/docs/systems-administration-guide/2.0.0/
https://docs.nvidia.com/mission-control/docs/systems-administration-guide/2.0.0/
https://docs.nvidia.com/mission-control/docs/systems-administration-guide/2.0.0/wpps/introduction.html
https://docs.nvidia.com/mission-control/docs/systems-administration-guide/2.0.0/wpps/introduction.html
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In both cases, when the job is finished, the epilog script resets the GPU power profiles back to the default.
Workload power profiles settings are a part of the slurmclient role, located within the Power
profiles submode. They can be reached from within the configuration overlay, category, or node level:

[root@basecmll ~]# cmsh

[basecm11]’ configurationoverlay roles slurm-client-gpu
[basecml1->configurationoverlay[slurm-client-gpul]->roles]’ use slurmclient
[basecmll->configurationoverlay[slurm-client-gpu]->roles[slurmclient]]’, powerprofiles
[basecmll->configurationoverlay[slurm-client-gpu]->roles[slurmclient]->powerprofiles]’, show

Parameter Value

Disabled yes

Fail on error no

Job keyword wpps

Jobs profiles directory /var/run/nvidia/workload-power-profiles
Debug no

Debug log directory /var/spool/cmd/wlm/wpps

[basecmll->configurationoverlay[slurm-client-gpu]->roles[slurmclient]->powerprofiles]’, set disabled no
[basecmli->configurationoverlay#*[slurm-client-gpu*]->roles*[slurmclient*]->powerprofiles*]7 commit
[basecmll->configurationoverlay[slurm-client-gpu]->roles[slurmclient]]’

With Base View, the equivalent navigation path to the preceding is:

Grouping > Configuration Overlays > slurm—client—gpuz > Settings > Roles[d > slurmclient[d
> Power profiles

The Power profiles parameters as shown in cmsh are:
1. Disabled: forbids a job from changing workload power profiles (yes by default)

2. Fail on error: allows prolog and epilog to fail if a workload power profiles change fails for any
reason

3. Job keyword: a keyword, wpps, in the JSON object, used by the WLM job, to specify a workload
power profiles setting in the comment field.

4. Jobs profiles directory: a top directory which includes job ID directories, and used by the job
to change the workload power profiles

5. Debug: setting it to yes enables prolog and epilog debug messages The prolog and epilog then
write debug logs to the location set by the Debug log directory parameter,

6. Debug log directory: directory where prolog and epilog create debug log files per job. The
logs take the format: /var/spool/cmd/wlm/wpps/<JOB ID>.1log by default. The log files are not
cleaned up automatically.

If WPPS 