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A bug'’s life _ _
L, ®Discovering bugs
4 Automated bug-finding:
: Effective, practical, lots of research
o Large-scale public efforts:
o = o' 111 too many reports, exact threat unclear !!!

Fixing bugs

Automated bug-fixing?
Still a long way away...
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111 scalability, limited manpower, motivation !!!
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Attacker Control
and
Bug Prioritization
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»=® Syzbot: bugs per year of discovery
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e i, 2018 & 2023: +47% post-discovery lifetime!
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Y« =« «@®Propagating patches ®= = «s®Quick discovery is pointless (dangerous?) without quick resolution.

111 unclear threat = delays !!!
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Out-of-the-box approaches are lackluster

Automated Correct Explainable ’
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&Our approach "
Use formal methods to evaluate well-defined aspects :
of exploitability ' 0
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&Key Notion: Attacker Control .
.

An attacker's ability to tailor vulnerabillities to their needs
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We need automated, precise, scalable and explainable prioritization!
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» @ lllustration on an Out-Of-Bounds Write

Symbolic Execution Scoring
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eShrmk and Split threat
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Research questions ' o ®Ranking C VES« a“, o e ®
O

Vulnerability ,CVSS Expect Us

How precise is our approach? e
OOB writes §
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® Ensuring practicality through automation
OOB CVEs from the MAGMA fuzzing benchmark

How practical is out approach? @e No manual analysis / instrumentation
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https://en.wikipedia.org/wiki/%E2%87%92

