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Grants.gov 2022-1.0 Release Notes

Version 1

Production Deployment: February 19, 2022
Training Deployment: February 22, 2022




Release Notes Overview

* Grants.gov Multi Factor Authentication (MFA)

— Grants.gov enforced Multi Factor Authentication (MFA)
through Login.gov, PIV/CAC, or AMS

— Removed simple, single-factor, authentication mechanism

— Moved “Forgot My Username/Forgot My Password” links to
Link to Grants.gov Account page

— Updated Grants.gov registration process to help users link
their accounts to an MFA option

* User Impacts

— Applicant Login to Grants.gov
* No impact to EBiz POC Login
* No impact on System-to-System

* No impact to Mobile and third-party login (continue to use

Gra nts.gov account CFEdEﬂtiBlS)
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MFA ENHANCEMENTS
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> aranTs.cov- Multi Factor Authentication (MFA)

FIND. APPLY. SUCCEEDX™

Username and Password fields have been removed from the Grants.gov Login page.

Multi Factor Authentication (MFA) is now enforced to increase security and to comply with Federal security
requirements. This is done by removing single-factor authentication functionality and by enforcing the use of
MPFA for all users accessing the Grants.gov application.

HELP REGISTER LOGIN

— GRANTS. GOWV™ SEAURC R

FIND. APPLY. SUCCEED

HOME LEARN GRANTS SEARCH GRANTS APPLICANTS GRANTORS SYSTEM-TO-SYSTEM FORMS CONNECT SUPPORT

GRANTS.GOV » Login

LOGIN

If you do not have a Grants.gov Username and Password, please Register as a New User.
NEW Login requirement: Applicants now need to access Grants.gov through the Login.gov button below using their Login.gov credentials. EBiz POCs will not be affected.
If you don’t have a Login.gov account, click the Login.gov button to create one.

Grantors who currently log in with PIV/CAC/AMS will not be affected.

U LOGIN.GOV

PlV /CAC
For Federal Users - Insert
PIV / CAC Card

\'é AMS

For HHS Grantors

Login as EBiz POC

Warning Notice

« This warning banner provides privacy and security notices consistent with applicable federal laws, directives, and other federal guidance for accessing this Government system, which includes (1) this computer
network, (2) all computers connected to this network, and (3) all devices and storage media attached to this network or to a computer on this network.
This system is provided for Government-authorized use only.
Unauthorized or improper use of this system is prohibited and may result in disciplinary action and/or civil and criminal penalties.
Personal use of social media and networking sites on this system is limited as to not interfere with official work duties and is subject to monitoring.
By using this system, you understand and consent to the following:

o The Government may monitor, record, and audit your system usage, including usage of personal devices and email systems for official duties or to conduct HHS business. Therefore, you have no
reasonable expectation of privacy regarding any communication or data transiting or stored on this system. At any time, and for any lawful Government purpose, the government may monitor, intercept,
and search and seize any communication or data transiting or stored on this system.

o Any communication or data transiting or stored on this system may be disclosed or used for any lawful Government purpose.

CONNECT WITH US: BN Blog [ Twitter » YouTube [&) Alerts RSS 4§} XML Extract B Get Adobe Reader
HEALTH & HUMAN SERVICES: HHS.gov EEOC / No Fear Act Accessibility = Privacy | Disclaimers | Site Map Frequently Asked Questions
COMMUNITY: USA.gov | WhiteHouse.gov = USAspending.gov | SBA.gov SAM.gov | DUNS Request Report Fraud
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.;{RANTS.GOW Login.gov Login Landing Page

FIND. APPLY. SUCCEED.™

* The login page on Login.gov site with Grants.gov logo ensures users of safe and secure login.
*  Users will need to create a Login.gov account during the linking process if they don’t already have one.

£5 An official website of the United States government Here's how you know

O LOGIN.GOV /
G

[
=

8o

Grants.Gov is using Login.gov to
allow you to sign in to your account
safely and securely.

Email address

[J Show password
Password

‘ Create an account ]

Sign in with your government employee ID

<Back to Grants.Gov

Forgot your password?

Security Practices and Privacy Act Statement &
Privacy Act Statement @

ation 2 (] Language v HELPZ CONTACTZ PRIVACY & SECURITY 2
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= Grantscov- FOrgot Username/Forgot Password

FIND. APPLY. SUCCEEDX™

Added ”"Forgot My username/password" links to the "Link to Grants.gov Account" page to assist the first-time
users linking their Grants.gov account with Login.gov.

HELP | REGISTER | LOGIN

GRANTS.GOV™ SEARCH: o5

HOME LEARN GRANTS SEARCH GRANTS APPLICANTS GRANTORS SYSTEM-TO-SYSTEM FORMS CONNECT SUPPORT

GRANTS.GOV ) Login  Link To Grants.gov Account

LINK TO GRANTS.GOV ACCOUNT

Your Login.gov account is not linked to your Grants.gov account. Please enter your Grants.gov Username and

Password to link the account. Once your account is linked, you can use your Login.gov account or login with your
Grants.gov account.

*Username:

*Password: (Case Sensitive)
Cancel

Forgot My Username | Forgot My Password/Unlock My Account

Warning Notice

This warning banner provides privacy and security notices consistent with applicable federal laws, directives, and other federal guidance for accessing this Government system,

which includes (1) this computer network, (2) all computers connected to this network, and (3) all devices and storage media attached to this network or to a computer on this
network.

This system is provided for Government-authorized use only.

Unauthorized or improper use of this system is prohibited and may result in disciplinary action and/or civil and criminal penalties.

Personal use of social media and networking sites on this system is limited as to not interfere with official work duties and is subject to monitoring.
By using this system, you understand and consent to the following:

o The Government may monitor, record, and audit your system usage, including usage of personal devices and email systems for official duties or to conduct HHS business.
Therefore, you have no reasonable expectation of privacy regarding any communication or data transiting or stored on this system. At any time, and for any lawful
Government purpose, the government may monitor, intercept, and search and seize any communication or data transiting or stored on this system.

o Any communication or data transiting or stored on this system may be disclosed or used for any lawful Government purpose.
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= crantscov Registration Page

FIND. APPLY. SUCCEEDX™

* New users will need to create an account on Grants.gov. A Grants.gov username and password are required to
link a Grants.gov account and Login.gov account for the first time.

Under the “Registration” page, new text has been added to the “Grants.gov Account Details” section to clarify
that the user is entering a Grants.gov username and password.

HELP | REGISTER | LOGIN

e

SUcCcCEED

LEARN GRANTS SEARCH GRANTS APPLICANTS GRANTORS SYSTEM-TO-SYSTEM FORMS CONNECT SUPPORT

GRANTS.GOV ) Register
REGISTER

Please enter your information below to create a new Grants.gov account.

Required fields are denoted with an asterisk (*).
The following special characters are allowed: question marks, periods, dashes, underscores, and @ symbol (Password is not subject to these restrictions).
Username cannot resemble UEI. 12 character usernames must contain a special character.
Password requirements: Your password must contain at least eight characters including: at least one uppercase letter (A-Z); at least one lowercase letter (a-z); at least one number (0-9); and at least one special
character (e.g. ! @ # $ % " & *). Your password must not contain dictionary words, names, or your Username.
« If Mobile Phone Number is provided, it must be a US number and it can be used to reset forgotten password.

Contact Information:

*First Name:

Middle Initial:

*Last Name:

*Email Address:

*Primary Phone Number:

Mobile Phone Number (US Only):

(Can be used to reset forgotten password)
Confirm Mobile Phone Number:

gov A D

(Create a new username and password for

" .
your Grants.gov account.) Username:

*Password: (Case Sensitive)

*Confirm Password: (Case Sensitive)
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= srantscov-  Registration Page

FIND. APPLY. SUCCEED™"

To reset your password if needed for the Mobile App or third-party, login to your account from the Grants.gov
landing page using Login.gov. Navigate to My Account, select the Change Password tab, and enter your old
password, or select the Forgot My Password link to reset your password.

HELP | MY ACCOUNT | SWI1|'H PROFILE ¥ | LOGOUT
t-=:ly: GRANTSGOVADMIN

S1.\z{®i; M Grant Opportunities § Enter Keyword... (cle]

HOME LEARN GRANTS SEARCH GRANTS APPLICANTS GRANTORS ~ SYSTEM-TO-SYSTEM FORMS CONNECT

GRANTS.GOV™

SUPPORT
GRANTS.GOV . Grantors My Account

Please enter SAM's new UEI in the UEI field. You may also continue to enter DUNS.

MY ACCOUNT

Account Details:

Username: marwan0002 Current Profile: GrantsGovAdmin

CHANGE ACCOUNT DETAILS CHANGE EMAIL ADDRESS CHANGE PASSWORD MANAGE PROFILES

*Old Password: (Case Forgot My Password/@hlock My Account
Sensitive)

*New Password: (Case Sensitive)

—Please complete the fields below to change your p

*New Password Confirm: (Case Sensitive)

Submit
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UPCOMING USER IMPACTS
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Upcoming Changes with User Impact

FIND.

* For the latest information on Grants.gov releases, please visit the
Notices page: https://www.grants.gov/web/grants/support/grants-
gov-notices.html
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